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ABSTRACT Identification schemes are used by machines to securely authenticate the identity of other
machines or their users over computer networks. As conventional public key schemes require a trusted third
party (TTP) or a public file to ensure the corresponding public key matches with the identity, identity-based
cryptosystems emerged as a form of certificate-free system. The entity’s identity is the public key itself,
therefore eliminating the need for a TTP. The identity-based identification (IBI) scheme introduced by
Kurosawa and Heng using their transform in 2004 remains as the only IBI derived from the Boneh-
Lynn-Shacham (BLS) short signature scheme which has the advantage of shorter keys. We show tight
security reduction against active and concurrent attackers (imp-aa/ca) on our scheme that is obtained from
the same transform. As the transform will only produce schemes that are only secure against passive attackers
(imp-pa), security against imp-aa/ca scheme relies on a strong One-More interactive assumption and
therefore resulted in weak security. While the OR-proof method allows schemes secure against imp-pa to be
secure against imp-aa/ca, the resulting security against imp-aa/ca will suffer from loose bounds in addition to
the user secret keys being doubled in size. Our work avoids both OR-proof and strong interactive assumptions
by showing an ad-hoc proof for our construction which utilizes the weaker well-studied co-computational
Diffie-Hellman assumption and yet still has tight security against imp-aa/ca. We demonstrate the tight
security of our scheme which allows usage of even shorter key sizes.

INDEX TERMS Access control, access protocols, computer security, cryptographic protocols,

identity-based identification, identity management systems, tight security.

I. INTRODUCTION

An identification scheme or Standard identification (SI)
scheme is a set of algorithms that allows one entity
(the prover) to assert it’s own identity to another entity (the
verifier) by acquisition of corroborative evidences through
an interactive protocol [1]. The applications of SI schemes
includes facilitating access control to critical resources
(e.g., Accessing remote extra-terrestrial rovers, automated
teller machine cash withdrawals) when different levels
of security clearance is linked to different user accounts.
SI schemes can also be used for border controls to grant
entry for eligible passport holders as well as access to pri-
vate health records on hospital networks. An identity-based
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cryptosystem functions similarly to public key cryptosystems
with the exception that the public key is a publicly known
value such as a tuple consisting information which uniquely
identifies a person (e.g., Name, Social Security Number).
Shamir [2] first proposed the concept of an identity-based
scheme for encryption and signatures, which then further
developed into the basis of an identification scheme by Fiat
and Shamir [3]. Figure 1 depicts a typical setup for an
identity-based identification (IBI) scheme.

A. RELATED WORKS

Since Fiat and Shamir’s [3] fundamental paper in 1986,
the development on IBI continued with various sche-
mes [4]-[6]. While there is a decent number of IBI schemes,
no rigorous formalization exist until Kurosawa and Heng [7]
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FIGURE 1. System architecture of an IBI scheme. The figure shows 2 of
the 3 algorithms used in IBI deployments. User secret keys (usk) are
extracted by a trusted authority (Key Generation Center) from a user
identity (User ID) and the master secret key. The usk is then stored
securely by the user. A user (e.g., a person, machine or an electronic chip)
who wishes to authenticate their identity will undergo a zero knowledge
verification protocol with a verifier holding the master public key. The
verifier acts as an access control mechanism and the result of the
protocol can then be used to decide on granting or denying access to
system resources. The system is compromised if the master secret key is
leaked as it allows forgery of new unauthorized user secret keys.

System Resources

first proposed one in 2004. They introduced a transform
known as the Kurosawa-Heng transform which turns a sig-
nature scheme that is existentially unforgeable under cho-
sen message attacks (euf-cma) into an IBI that is secure
under passive impersonation (imp-pa). In their extended
paper, they also proved the security against active/concurrent
impersonation (imp-aa/ca,).

In the same year, Bellare ef al. [8] independently argued
that most of the schemes [3], [5], [6] are only shown to
be provably secure in the standard identification domain
and proceeded to complete the security proofs in the
identity-based domain for all three types of attacks (i.e., imp-
pa,imp-aa,imp-ca). In addition, they also showed their frame-
work of SI, Standard Signature (SS), IBI and Identity based
Signature (IBS) transformations if the SI and SS schemes
satisfy certain security properties. Direct proofs were shown
for Okamoto-IBI and their own proposed IBI scheme
(i.e., BNN-IBI).

Yang et al. [9] introduced an improved framework
in 2008 for IBI construction and proposed two new IBI
schemes which are showed to be secure under imp-pa
and imp-aa respectively. Their framework generalized the
One-More relations to two families: trapdoor weak/strong
one more relationships (TWR,TSR). These assumptions are
then used to prove security for passive and active/concurrent
attacks. Their work also included frameworks for the stan-
dard model, using a variant selective-ID (Weak selective-ID)
to show the security of schemes transformed using
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their framework. In a conventional selective-ID model,
the attacker must first commit to a single target identity before
entering phase 1 of the security game. Meanwhile, for weak
selective-ID, the attacker can commit a set of identities.

The security of Beth-IBI under imp-aa/ca was attempted
by Crescenzo [10] but was shown to be totally broken by
Chin et al. [11], allowing the master key to be retrieved by
an attacker with just two extracts and hash queries. In 2011,
Tan et al. [12] showed a variant of the Schnorr signature
based IBI with tight security reduction. A security reduction
is considered tight if the probability of breaking the IBI
scheme is nearly the same as that of breaking the underlying
hard mathematical assumption. Generally speaking, a scheme
without tight reduction would require larger key sizes to have
the same level of security.

A technique known as OR-proof is known to enhance a
imp-pa secure SI scheme into one that is imp-ca secure.
In 2012, Fujioka et al. [13] demonstrated that the technique
is also useful for IBI schemes. Particularly, the technique
converted imp-pa secure IBI schemes that satisfy special
zero-knowledge, special soundness and special challenge for
dual-identity (DI) and master-identity (MI) transforms into a
imp-ca secure IBI. The popular technique and its variant are
used by [14]-[16].

In 2015, Chin efr al. [17] showed an upgrade to the
Schnorr-IBI variant [12] by extending the number of secret
key components to 2. In contrast to the OR-proof technique,
their scheme (Twin-Schnorr) employs the AND-proof tech-
nique which the impersonator must prove the knowledge of
corresponding private keys to both public keys rather than just
one of it. Twin-Schnorr is based on Schnorr SS and is proved
with strong security for active and concurrent attacks with
high efficiency and is pairing free. They also subsequently
answered the question on the security of Beth-IBI under
imp-aa/ca in [18], aptly named Twin-Beth.

Subsequently, Chin et. al. also presented new reset secure
IBI schemes [19]. A reset attacker is a special class of attacker
which can reset the prover to any state it desires in addition to
being a imp-ca. Their work succeeded previous works on IBI
schemes against reset attacks [20], [21]. However, as pointed
out by [12], reset attacks can be easily prevented by having
the prover erase the commit value before sending out the
response message.

Aside from conventional IBI schemes that are based
on the intractability of problems in number theory, there
exist schemes that are catered for post-quantum cryptog-
raphy. The earliest of this was an identification protocol
in 1993 by Stern [22] that is based coding theory. Works
by Cayrel et al. [23]-[25] and El Yousfi Alaoui et al. [26]
builds on the Stern authentication protocol. Cayrel’s most
recent work in 2010 consist of a 5-pass variant of Stern’s
protocol and requires 16 iterations of it to be run to
achieve 128-bit security [27]. Yang et al. [15] code-based IBI
scheme is similar to Cayrel’s, but uses the OR-proof method
and thus is provably secure for imp-ca security. In 2016,
Song and Zhao [16] introduced use of Preetha, Vasant and
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TABLE 1. Security bounds of existing IBI schemes.

Tight-Schnorr [12]

Fujioka (OR-proof) [13]

Twin-Schnorr [17]

Twin-Beth [18]

Scheme Security Bound for imp-aa/ca

GQ[7] €< \/e(l +ap)Advg " +

BLS [7] e< \/6(1 +qp) Adv o 4 1

OKDL [8] € < \JAdvES + \[AdvSE RS + i
BNN 3] € < AduE 0 4\ JAdG e g2
BB [14] €2 AdG T T et

Yang [9] e <2 Advil e + 1

e < Advlh, + 21+
imp—pa 1

€< 4/2- AdvIBI,I’ + 3

e<\JAdgG + 1+ 1

e < \/Adv

dlog ss—cma 3
em T \/AdvElgamal,F T Az

€: Adv?g];_l{m/ca, Ad'uimp_aa/m:underlying IBI security bounds, q: challenge Cy 4 € {0,1,..g — 1} which is of super logarithmic challenge length

IBI, I’

A(k), ¢g: maximum extraction queries for 7, k: security parameter, dlog: discrete logarithm assumption, ddh: decisional Diffie-Hellman assumption, rsa: RSA
factoring hard problem assumption, om-*: One-More assumptions, ss-cma: semi-strong unforgeability under chosen message attacks, e: natural logarithm, M:
algorithm which breaks the hard assumption, F: forger with breaks the signature scheme. G: The group in which the hard assumption is considered intractable.

Rangan (PVR) signatures to the Stern identification protocol
which allows their scheme to be resistant against the Ble-
ichenbacher attack known to affect [23]-[25]. Their scheme
has shorter parameter sizes and is also provably secure due to
the OR-proof method.

We conclude this section with Table 1 which shows a
comparison of security bounds relative to the underlying hard
assumption on relevant existing IBI schemes.

B. PROBLEMS WITH EXISTING SCHEMES

The IBI schemes derived by Kurosawa and Heng [7] using
their transform only has security against imp-pa. To show
security against imp-aa/ca, they use One-More interactive
assumptions which result in loose bounds as well as weaker
security due to the assumptions being naturally stronger.

In the work by Bellare et. al., Beth-IBI [4] is only shown
to be secure under imp-pa with the security under impa-
aa/ca left unanswered. Yang’s framework [9] provided better
generalizations of IBI transforms, but still suffers from the
use of interactive assumptions.

Tight-Schnorr [12] was able to avoid the use of the
One-More assumptions in its proof, but its security is affected
by the number of extract queries. This means that if an
attacker manages to get their hands on an extract oracle (KGC
breach), it can effectively break the scheme when the imper-
sonator has extracted enough user keys even if the master
secret key is secure.

As for the OR-proof approach, despite the upgrade in
security model, the imp-ca IBI’s security is based on the
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underlying security of the imp-pa IBI scheme. This has
caused the security bounds for imp-ca to be relatively
loose. One major limitation with the OR-proof technique
is that more exchanges are required by the protocols using
this method since the prover will need extra commit and
response messages to prove their identity. Another prob-
lem is the user secret keys with dual-identity or master-
identity will be almost doubled in size. Schemes such
as [15], [16] that uses OR-proof technique has weaker
security bounds against imp-ca and has larger user key
sizes.

Even with tighter security for Twin-Schnorr and Twin-
Beth, the schemes still require public key components to be
doubled, which introduces additional storage and transmis-
sion overhead to an access control system.

Finally, we do not consider coding-based IBI schemes
due to multiple problems such as large public keys
(5-30 Megabits), large transmission bandwidth (30-40 Kilo-
bits) and non-standard protocols (multiple 3-pass or 5-pass
rounds needed to be run for one identification attempt).

Essentially, it is difficult to achieve tight imp-aa/ca secu-
rity on IBI schemes without sacrificing security guarantees.
Prior to the OR-proof method, schemes employ an inefficient
method of using interactive assumptions [7], [9] to prove imp-
aa/ca security. Schemes that are proved with OR-proof [13]
have loose bounds that rely on imp-pa security and requires
user secret key sizes to be doubled. While achieving tighter
security, the AND-proof method [17], [18] requires doubling
of public key components.
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C. OUR CONTRIBUTION

While existing IBI schemes are secure against active and
concurrent adversaries, their security is not tight. Security
of cryptosystems are related to hard problems, and schemes
are proved secure by reducing the probability of breaking a
scheme to the probability of solving a hard problem, most of
which are thought to be improbable within reasonable time.
If the probability of breaking the scheme approaches closely
to the probability of solving the hard problem, the reduction
is considered tight. Tight security reduction not only gives
stronger security guarantees, but also allows secure use of
smaller sized parameters [28].

In this work, we perform tight security reduction
against active and concurrent attackers (imp-aa/ca) on
our scheme that is obtained from the Kurosawa-Heng
transform. The transform will only result in schemes
that are only secure against passive attackers (imp-pa).
To show security against imp-aa/ca, the existing scheme
relies on a strong interactive assumption and thus resulted
in weak security. While the OR-proof method [13] allows
schemes that are imp-pa secure to also be imp-aa/ca secure,
the resulting security against imp-aa/ca will suffer from
loose bounds in addition to the user secret key size doubled
and having more exchanges in their protocol. In order to
avoid OR-proof or strong interactive assumptions [7], [9],
we show an ad-hoc proof for our construction which uses
a weak assumption and yet still has tight security against
imp-aa/ca.

We perform the transform using a variant of the
BLS-signature scheme by Ng et al. [29]. The new BLS-IBI
scheme runs on Type-3 pairings and its stronger secu-
rity against imp-aa/ca is derived from the weaker
static co-CDH assumption. In comparison, the existing
BLS-IBI scheme runs on Type-1 pairings that are deemed
broken [30], [31] and have weaker security as it relies on a
strong interactive assumption. In addition, our tight reduction
allows use of smaller group and key sizes.

On the 128-bit security level based on NIST recommenda-
tions [32], our scheme has the advantage of shorter key
sizes with at least a reduction by 255 bits and reduced
bandwidth requirements by 6143 bits/session in compar-
ison to existing IBI schemes. Our scheme also surpasses
the original BLS-IBI by a factor of M on their secu-
rity bound and is first to use the Multi-Instance Reset-
Lemma [33] to further tighten our security bound against
concurrent attackers. The presented scheme is suitable for
remote authentication on memory limited and bandwidth
starved systems such as Wireless Sensor Networks (WSN)
node authentication, satellite management access control or
even naval submarine identification under the depths. As the
scheme can function without the KGC during verification,
it is particularly well suited for ad-hoc networks created dur-
ing disasters relief operations where the TTP infrastructure
may not be readily available, not to mention the scarcity of
bandwidth in those situations.
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TABLE 2. Default notations.

Notation Meaning

{0,1}* Bit string of arbitrary length

{0,1}"™ Bit string of length n

T ﬁ S Uniformly sample r from finite set .S

a <+ (f1, f2) Parse the tuple (f1, f2) as a

k Security parameter, usually denoted by 1%
and is of value 128, 192 and 256

,q A large prime number (=~ 2~ F)

Zq Integers modulo g or Scalars or order g

G DLOG/ECC group

B Elliptic curve base point

a, b, ¢ (lowercase)

A, P, Q (uppercase)

Integers, scalars on ECC

Group elements, points on ECC

s ﬁ Zq Uniformly sample an integer or scalar s

s (i G Umtorm}y sample a DLOG group ele-
ment/point S

(m)pk (Master) public key

(m)sk (Master) secret key

usk User secret key
Hard assumption (i.e., DLOG, RSA factor-

€ ing, CDH)

DLOG - Discrete Logarithm, RSA - Rivest-Shamir-Adleman (A public key
cryptographic scheme), CDH - Computational Diffie-Hellman

D. ORGANIZATION

We first provide a definition of identity-based identification
and the security notions used in this work in section II. The
tight BLS signature scheme along with our construction of
the IBI scheme and its security proof is then examined under
section III. Section IV discusses on the designed IBI scheme
in terms of key lengths, security tightness, operational speed
and provides comparison against existing IBI schemes before
finally concluding on section V.

Il. PRELIMINARIES

1) NOTATION

Table 2 shows the default notation and their meaning through-
out this work. While finite field arithmetic over integers F,
uses multiplicative groups (i.e., Z;’;), Zg is somtimes used for
the sake of simplicity. Additive notation is used as the scheme
is instantiated using elliptic curve cryptography (ECC).

2) CO-COMPUTATIONAL DIFFIE-HELLMAN ASSUMPTION
The co-computational Diffie-Hellman assumption or co-CDH
in G| x G, is defined by definition 1.

Definition 1: The Co-Computational Diffie-Hellman
assumption (Co-CDH). Given (By, By, xB1, xBs) € G1 x G,
and P € Gy, compute xP € Gj. The advantage of an
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adversary A running in time 7 is:

Advg" P = PriA(B1, By, P, xB1, xBy) = xP] (1)
A (1, Adv GD™)-breaks the assumption if the probability in
equation 1 is non negligible.

3) BILINEAR PAIRING
A bilinear pairing is a function e that maps G| x G, — Gr,
where G| and G, are groups of prime order based on the
curve E over the finite field IF,. This is Type-3 pairing and
its security is determined by the hardness of the co-CDH
assumption [34]. The following are properties of e:
1) Bilinearity:
VB, € Gy, B> € Gy : e(aBy, bBy) = e(B], Bz)ab.
2) Non-degeneracy:
e(B1, By) # 1.
3) Computability:
There exists an efficient way to compute e(B1, B»).

4) PSEUDO-RANDOM BIT GENERATOR

A pseudo-random bit generator (PRBG) is an efficient func-
tion that outputs a bit upon being invoked such that no
distinguishing algorithm D is able to tell apart its output
sequence J; with that of a truly random bit sequence J;. The
advantage of D telling apart the two sequence AdvgfggBG is

only negligibly more than 1/2 and is given as follows:

Pr [D() = 1] — Pr [DG)=1]—-1/2 <€
j< j(ijz

5) RANDOM ORACLE

A random oracle is a theoretical blackbox which responds to
queries in a truly random manner. For the security analysis
of this work, the hash function H : {0, 1}* — {0, 1}" is
considered to be a random oracle.

6) MULTI-INSTANCE RESET LEMMA
The Multi-Instance Reset Lemma [33] is a generalization of
many parallel instances of the Reset Lemma [6].

Definition 2: The Multi-Instance Reset Lemma is a
“generalization of many parallel instances of the Reset
Lemma” [33].

Lemma 1: Multi-Instance Reset Lemma. For an integer
N > 1, a non-empty set Q # ¢ and an algorithm 7 which
returns a tuple (b,o) on input (a, q) where b is a bit and o is
the side output. The probability that H accepts is defined by:

acc := Pr(b = 1l|a i T:q i Q;(b,0) ‘i Ha, q)]

where 7 is a random input generator. The multi-instance
reset algorithm 7Ry takes input ap,...,ay and runs
algorithm 1.

Let

. R . R
res := Pr[i* > llay, ...,ay < I;(i*, 0,0") < Ryl
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Algorithm 1 Multi-Instance Reset Algorithm

1: procedure Ml-reset Ry (ay, ..., an)
2: fori e [N]do

3 initialize random coins p;
$

4 qi < Q )

5 (bi, 07) < H(ai, gi» pi)

6: end for

7 if by = ... = by then

8 return L

9 end if

10: Fix i* € [N] such that b+ = 1
11: forj € [N] do

12: q]f & 0

13 ¥, o)) < Hiai, . pir)

14: end for

15: if 3% € [N]: (¢ # qj/»*andbj/»* = 1) then
16: return (i*, o+, oj/*)

17: else

18: return |

19: end if

20: end procedure

Then

1
1—(1— —Vy? 2
res > (1 —( acc+|Q|) ) )

A. IDENTITY-BASED IDENTIFICATION (IBI)

Based on the similarities in SS schemes and IBI schemes,
Kurosawa and Heng [7] formalized the notion of an IBI
scheme and proposed a transformation to convert a SS
scheme to an IBI scheme. The transformation is hereby
referred to as the Kurosawa-Heng transform.

Definition 3: An identity-based identification (IBI)
scheme is a 4-tuple scheme specified by 4 Probabilistic
Polynomial Time (PPT) algorithms ZBZ = (S, &, P, V):
Namely, the setup algorithm S, extract algorithm £ and an
identification protocol. P and V are interactive algorithms
that are run by the prover and the verifier respectively and
they form the identification protocol (P,V).

o Setup S: This algorithm is run by the key generation

center (KGC) to generate the parameters of the scheme.
The KGC inputs 1¥ to S and obtains params (mpk) and
the master—key (msk). mpk is known to the public
while msk is kept secret.

o Extract &: This algorithm is run by the KGC to com-
pute a private key corresponding to some public identity
string ID. It requires the msk, mpk and ID, returning the
user private key usk.

« Identification Protocol (P,)): Prover P with (mpk, 1D,
usk) and Verifier V with (mpk, ID) runs an interactive
protocol in which the P attempts to convince V that P
indeed possesses usk, thereby authenticating the identity
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Identification Protocol

Input: P has inputs (mpk,ID,usk), V has inputs
(mpk, ID).

Protocol:

1. P samples nonce and sends commit Cy;p to V

2. 'V samples and sends challenge Cgy 4 to P

3. P computes and sends response Rgp to V

4. 'V verifies the transcript (Cpy7, Cy 4, Rsp) and out-
puts 1 on accept or O on reject.

FIGURE 2. Identification protocol.

of P. This protocol outputs accept (1) for any legiti-
mate P and re ject (0) otherwise.
Figure 2 shows an identification protocol which is referred to
as the three-move protocol (canonical).

1) SECURITY MODEL FOR IBI

An impersonating adversary to an IBI scheme breaks the
security if it is able to fool the verifier into accepting it’s
proof of identity with non-negligible probability. The adver-
saries can be further categorized into 3 different types with
increasing capabilities:

o Passive Attacker (imp-pa): A passive attacker can eaves-
drop on the conversation between provers and verifiers
before attempting to impersonate.

o Active Attacker (imp-aa): In addition to eavesdropping
like a passive attacker, an active attacker can actively
participate in the conversation with honest verifiers
to learn more information before the impersonation
attempt.

o Concurrent Attacker (imp-ca): A concurrent attacker has
multiple instances of active attackers running in parallel.

A game between an impersonator / and a challenger C can be
used to model the security of an IBI scheme. The goal of the
impersonator is to impersonate an honest user in the system.
C runs S and obtains mpk, msk. mpk is passed to I. Here
we describe the security model of an IBI scheme with the
experiment Expllgf;mk which consist of the following phases
sequentially:

e Phase 1. 1is allowed to issue extract and identification
queries. For identification queries, should / be a passive
attacker, then C replies with valid transcripts of the
identification protocol. Otherwise, C (Or its clones) will
then assume the role of a verifier while 7 will be the
prover.

e Phase 2. I outputs an identity that it wishes to be
challenged on, while still being able to issue extract
and identification queries. C plays the role of the ver-
ifier and I as the prover. The output of C, dece
{accept, reject} from the identification protocol is
the output of the experiment. / winsif dec = accept.
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Lemma 2: The security of an IBI scheme is based on
the advantage of the adversary I in winning the game for
all types of attacks (i.e., atk € pa,aa,ca). Advllgf;atk(k) =
Pr [Exp'lgf;“tk =accept] where k is the security parameter.

Definition 4: An 1IBI is (z, gk, q1,Advllgf;mk(k))-secure
against imp-atk if the advantage for any / that runs with poly-
nomial time ¢, Adv’lgf’;atk(.) is negligible, where g and g; are
the number of queries made to the Extract and Identification
oracle respectively.

B. STANDARD SIGNATURE (SS)

Definition 5: A standard signature scheme (SS) consist
of 3 PPT algorithms (Key Generation, Sign and Verify) which
are described as follows:

« Key Generation: On input 1, generates pk, sk. Only sk

is kept secret.
« Sign: On input sk and message m, outputs a signature of
m, denoted as o.

o Verify: Oninput pk, m, o, decide if o is a valid signature
of m based on pk. Returns accept (1) for a valid o and
reject (0) otherwise.

1) SECURITY NOTIONS FOR SS

Briefly, the security notion of SS considers the attacker
goal of forgery. Existential unforgeability (euf) whereby
no attacker can forge signatures on new messages and the
stronger strong existential unforgeability (seuf) where no
attacker can forge different signatures on previously queried
messages. In terms of the attacker capability, the strongest
being the adaptive chosen message attack (cma), where the
attacker has access to the sign oracle and is able to issue
queries adaptively.

2) REQUIREMENT FOR SS

For a SS scheme to be transformed into IBI, the Kurosawa-
Heng transform requires that it possesses what is known as
a A-challenge semi zero knowledge protocol (A semi-ZKP).
Given public key pk, message m and o which is a signature
on m, (P,V) receives (pk, m) as input, while P receives
an additional secret input o. A transcript between P and V
is denoted as T = (Cyr, CHa, Rsp) and we say that the
transcript is acceptable if V accepts it.

Definition 6: Defined by Kurosawa and Heng, “A stan-
dard signature scheme is said to have a A-challenge semi
zero-knowledge protocol if there exists a 3-move (canonical)
protocol (P, V) as follows:

Completeness. 1f P knows
Pr[V accepts] = 1.

Soundness. There are A possible challenges Cpa
and o can be easily computed from 2 valid tran-
SCI‘iptS (Cur, CHAl s RSPI) and (Cyr, CHAzs Rspz) such that
Cra, # Cra,-

Simulatability. There is a simulator S which can out-
put valid transcripts indistinguishable from one between an
honest prover and verifier.” [7].

signature o, then
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1lIl. CONSTRUCTION

Our IBI scheme is constructed from the Kurosawa-Heng
transform, which requires a standard signature (SS) scheme.
We chose the BLS variant by Ng et al. [29] due to its security
tightness and the fact that it is seuf-cma. We first briefly recall
the tight variant for the BLS signature scheme in Type-3 pair-
ing and then followed with the canonical protocol design and
finally introduces the constructed IBI.

A. TIGHT BLS SIGNATURE

The tight variant for BLS signature in Type-3 pairing [29]
is defined by algorithm 2 (Keygen), algorithm 3 (Sign) and
algorithm 4 (Verify). For correctness, it is trivial to see that
the equality in the Verify algorithm holds as shown in equa-
tion 3. Figure 3 shows the Tight BLS signature scheme has
a A-challenge zero knowledge protocol which is required by
the Kurosawa-Heng transform.

e(H(m) — rPy, Q) = e(H(m) — rP, aBy)
= e(a(H(m) — rP;), By)
= e(8, By) (3)

Algorithm 2 Tight BLS Signatures: Key Generation

1: procedure TBLS-Keygen(1¥)

B gGl; B <£G2; a, b &Zp

Py < aBy; P, < bBy; Q < aB;

Select H : {0, 1}* — Gy

Select PRBG : {0, 1}* x Z, x Z; — 0, 1

Selecte : G; x Gy — Gr

pk < (B, By, P1, P2, 0,Gy, Gy, Gr, e, H, PRBG)
8: sk < (a, b)

9: return (pk, sk)

10: end procedure

NN RN

Algorithm 3 Tight BLS Signatures: Signature Generation
1: procedure TBLS-Sign(pk, m, sk)
2 r < PRBG(m, a,b). 8 < a(H(m) — rPy)
3 o <« (8,r)
4: return o
5: end procedure

Algorithm 4 Tight BLS Signatures: Signature Verification
1: procedure Verify(pk, m, o)
if e(H(m) —rP>, Q) = e(8, By) then
return 1
else
return 0
end if
end procedure

> accept

> reject

A SR i

Notice that the public key component B; and secret key
component b are not used throughout the scheme. They are
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A-challenge semi zero-knowledge protocol for Tight
BLS Signatures

Input: P has inputs (pk, m, o), V has inputs (pk, m).

Protocol:

1. P samples ¢ & Z4, computes and sends commit
Cuyr < (t(H(m) —rPs),r)toV

2. 'V samples ¢ ﬁ Z,, sends challenge Cy 4 < cto P

3. P computes and sends response Rsp + (t + ¢)d to
1%

4. V extracts C < t(H(m) — rP,) from the com-
mit and decide e(C + c(H(m) — rP,),Q) =
e(Rsp, Bz). V outputs 1 or accepts if the equal-
ity holds and 0 or re ject otherwise.

FIGURE 3. A-challenge semi ZKP for Tight BLS signatures.

only used by the security proof of the scheme. Practically,
there are one G| and two G; elements for mpk and one G
element 4+ 1 bit for usk.

Theorem 1: The protocol shown in figure 3 for the pro-
posed SS scheme by [29] satisfies definition 6, where the
prime order g = A.

Proof: The protocol shown in figure 3 satisfy complete-
ness, soundness and simulability.

Completeness. Any P which has a valid o is certainly able
to obtain an accept from V. Correctness follows the same
form as shown under equation 3.

Soundness. Consider 2 acceptable conversation between
P, V):

(Cumr, CHa,» Rsp)), (Cyur, CHa,, Rsp,), where Cga, # Cha,.
Then § (and thus, o) can be computed as follows:

Rsp, — Rsp, _ (t+c1)d—(+c2)d
(Cra, — CHa,) c1—
_ (e1 —2)é
C a-o
- )

Simulatability. Zero knowledge-ness is shown by having
a simulator S output the tuple (Cyr, Cha, Rsp) such that it is
an acceptable conversation. S randomly chooses ¢, ¢ € Z; and

samples r i {0, 1}. Finally, S can output the valid transcript
((tBy — c(H(m) — rP2), 1), ¢, 1Q).
|

B. A VARIANT OF BLS-IBI

We now construct the IBI scheme using the SS scheme dis-
cussed under section III-A. Following the Kurosawa-Heng
transform, Key Generation is now Setup for the IBI, Sign
is then Extract and the A-challenge semi zero-knowledge
protocol is the Identification Protocol. Likewise, the pk is
now the params (mpk) and sk is the master—key (msk).
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Tight BLS-IBI identification protocol

Input: P has inputs (mpk,ID,c), V has inputs
(mpk, ID).

Protocol:

1. P samples ¢ & Zg4, computes and sends commit

Cyr < (((H(ID) —rPy),r)toV

2. V samples ¢ & Z4 and sends challenge Cya < ¢
to P

3. P computes and sends response Rgp < (t + ¢)d to
1%

4. VY extracts C' < t(H(ID) — rPz) from the com-
mit and decide e(C' + ¢(H(ID) — rP),Q) =
e(Rsp, B2). V outputs 1 or accepts if the equal-
ity holds and 0 or re ject otherwise.

FIGURE 4. Identification protocol for Tight BLS-IBI.

Generated signatures o will be used as the user secret key usk.
The new IBI = (S, &, P, V) is described by algorithm 5 and 6
and figure 4 shows the identification protocol.

Algorithm 5 Tight BLS-IBI: Setup S

1: procedure Setup(1¥)

2 (pk,sk) < TBLS-KEYGEN(1)
3: (mpk, msk) < (pk, sk)
4
5

: return (mpk, msk)
: end procedure

Algorithm 6 Tight BLS-IBI: Extract £
1: procedure Extract(mpk, ID, msk)
2: o < TBLS-SIGN(mpk, 1D, msk)
3: usk < o
4: return usk
5: end procedure

1) SECURITY AGAINST PASSIVE ATTACKS

Lemma 3: The A-challenge semi zero knowledge proto-
col that satisfies completeness, soundness and simulatability
implies that the transformed IBI scheme satisfies imp-pa
security vis-a-vis the Kurosawa-Heng transformation.

2) SECURITY AGAINST ACTIVE ATTACKS

Theorem 2: The transformed IBI scheme under
section I1I-B is (¢, gE, g1, Adv;rgf;mk (k))-secure against imp-
aa/ca per equation 5.

— |
Advil ) < 1-(1 _«/—2.6)<Ni>+zl 5
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where € = Advg)l;%g " time t bounded by a polynomial and

N > 1isthe number of parallel reset instances described later
in the proof.

Proof: A proof by contradiction by reducing an imper-
sonator I which supposedly (¢, gz, g7, Adv;'gf;mk (k))-breaks
the scheme, to a simulator S which can be used to break the
co-CDH assumption. Therefore, no such I may exist as their
existence meant that there also exist an algorithm S which can
use [ (or their parallel instances) in the following manner:

S receives the co-CDH instance (Gi, Gy, By, By,
aBi,aBy) € Gy x Gy, and U € Gj. S must then
output alU € Gy. S does not know the secret value a.
For the params mpk components, S sets them as follows
Gi1 = G1,Gy = G2,B1 = B1,By = By, Py = aBy,
Py = U, Q = aBj. S selects PRBG, e and passes mpk <«
(B1, B>, Py, P>, Q, Gy, Gy, Gy, H, PRBG, ¢) to I. For the
hash queries H, S programs it and responds to queries from /
in Phase 1 of the game as described:

« Hash Queries H: S maintains a list of healthy users HU

and a list of tuples (ID;, sj, 7;). On input (ID;):

1) If ID; is in any of the entry in the list, return
H(1D;) = s;B1 + riB>.

2) Else, samples s;, s1, 52 ﬁ Zg4 and r <«
PRBG(ID;, s1, 52). S stores the tuple (ID;, s;, i)
onto the list and returns H(ID;) = s;B1 + riP>.

3) HU < HU U {1D;}

o Extract Queries: S maintains a list of corrupted

users CU. On input (ID;):

1) If ID; ¢ CU U HU, run Hash query on ID;.

2) CU < CUU{1ID;}, HU <« HU \ {1ID;}

3) Return usk; < (§; = s;P1, r;).

« Identification Queries: S plays the role of an honest

prover P interacting with 7 as the cheating verifier C).

On input ID; from CV:

1) If ID; ¢ HU U CU, run Hash query on ID;.

2) S obtains usk; as it knows s; and r; from the tuple
list.

3) P samples ¢ <i Z4, computes Cyr < (ts;B1, 17),
and sends Cyr to CV.

4) P receives Cya, computes and sends Rgp < (¢ +
Cpa)d; = (t + Cga)siP1.

5) The conversation is (Cyr, Cya, Rsp), which CV
actively participated in.

(Cur, Cha, Rsp) is an acceptable conversation because

for CV, the equality e(C 4+ Cga(siB1+riP2—riP2), Q) =

e(Rsp, By) holds as shown in the following equations.

C = ts;Bj can be easily extracted from Cyr.

e(C + Caa(H(ID) — 1iP2), O)
= e(C + Cya(siB1 + riP2 — riP2), aBy)
= e(ts;B1 + Cha(siB1), B2)"

e((t + Cna)siaBy, By)

e((t + Cha)di, B2)

e(Rsp, B2)
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TABLE 3. Comparison with original BLS-IBI.

Scheme Assumptions Security Bounds #mpk comp.  #usk comp.
BLS-IBI [7] One-More CDH \/e(l + qE)AdeTX/I_th + % 2G, Gy
OR-proof [13]  BLS-IBI(imp-pa) \/2 - (2eqpAdvSRH + %) + % 2G1 2G1
Tight-BLS-IBI  co-CDH 1= (1= /2 Adg GPH)) 41 Gy +262 G+ 1bit
Once [ is ready for impersonation, S moves the game onto then:
Phase 2, where I then outputs an identity which it wishes to ) lyo 1
be challenged on, ID* ¢ CU.If ID* ¢ HU, then S runs € 2 (1 — (1 — Pr[l impersonates] + 5) )" x 5
the Extract query to obtain usk = (8, r) and s from the tuple co—CDH
of ID*. S then plays as the challenger. When the interaction where € = Adv g, - 0 u

produces a conversation (Cyr, Cha,, Rsp,), S resets I back
to after it has sent the Cyr message, and continues from
there. By the end, 2 conversation (Cyr, CHa,, Rsp,) and
(Cmr, CHa,, Rsp,) will be obtained. From Cyr, S gets the
random bit r* and check if it equals to r from usk. There
are 2 cases to be analyzed from this point, provided the
challenges Cpa, 7# CHa,:

Case 1: I impersonates successfully with ID* ¢ CU.
If r = r*, then the attack on co-CDH has failed and S aborts.
Else, S proceeds to solve the co-CDH problem by extracting
8* using the soundness property from equation 4.

Case 2: ] impersonates successfully with ID* € CU, but
8* #£ 8. If r = r*, the attack on co-CDH has failed and S
aborts. Else, S proceeds to solve the co-CDH problem with
the §* extracted from the soundness property.

In both cases, S aborts only if » = r*. Else, co-CDH can
be solved as follows:

§* =46 _a(H(IDx) — r*Py) — sPq
r—r* r—r*
_a(sBy +rPy — r*Py) — saBj
N r—r*
_ a(sB; + (r — r*)Py — sBy)
o r—r*
_a(r— r*)Py
o r—r*
= aPy
=aU

S is able to solve co-CDH using /. Let event A be the event
that S solves co-CDH by reset and event B be the event that
S does not abort while running the above simulation. The
probability of S solving co-CDH is then Pr[A] x Pr[B] where
Pr[A] is based off a generalization to the Reset Lemma by
Bellare and Palacio [6], known as the Multi-Instance Reset
Lemma by Kiltz et al. [33] following the inequality defined
under equation 2. As S is able to answer all extract and
identification queries without risk of aborting, event B only
occurs during Phase 2 when r = r* which occurs
with probability 1/2. The bound for S to solve co-CDH is
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When N = 1, or a strictly single-instance active attacker,
the bounds reduce to a form similar to the schemes studied
under table 1.

1

) 1
Adveo—CPH > (prI impersonates] — -2 x =
q

G1xGy 2

which results in:

—— — 1
Advygy " (k) < /2 - Adv XCGQH + p (6)

Notice that for N > 1, the tightness increases by log, N
bits. Since the proof bases on the premise that no adversary
running in polynomial time can break co-CDH, therefore
the security guarantee of the IBI scheme improves as the
probability of breaking co-CDH increases if S runs parallel
instances of  during impersonation attempts. This setting is
possible as with consideration for concurrent attacker which
runs multiple instances of the active attacker concurrently.
This is also the strongest security setting as the concurrent
attacker is the strongest type of attacker.

IV. ANALYSIS AND DISCUSSION

Throughout the comparison here, the key lengths derived
shall be based on 128-bit security level recommended by
National Institute of Standards and Technology (NIST) [32],
where we try to equate the advantage of the impersonator
Adv',’l';f;atk. We refer to our BLS-IBI scheme as “Tight-
BLS-IBI” or simply “our scheme/variant™ throughout the
discussion. Since this is the first IBI scheme which employs
Multi-Instance Reset Lemma for security against concurrent
attackers, where N indicates the number of active attackers
used concurrently. We by default use a conservative N=1 for
easier comparison with existing schemes, and will explicitly
state otherwise when making other form of comparisons.

A. KEY SIZE AND BANDWIDTH COMPARISONS

1) COMPARISON WITH THE ORIGINAL BLS-IBI

Comparing to the original BLS IBI [7], our scheme is able
to achieve a much tighter security bound independent of
the number of extract queries made by the impersonator as
we managed to answer the extract queries without risk of
aborting. Table 3 shows comparison between the new BLS
IBI scheme to the original.
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TABLE 4. Comparison with other pairing-based IBI.

Scheme BB-IBI [14] Tight-BLS-IBI
Assumption BB signature under euf-cma co-CDH
Random Oracle No Yes

Security Bounds \/2 . Advpeuf—ema

#bilinear pairing op. 7
mpk components 2G1 + 2Go

usk components

Boneh—Boyen,F

G + Ga + 2Z;

—_C L
+% 17(171/2-AdvéixG2DH)(N)+%

2
G1 + 2G>
G1 + 1bit

We see that while our scheme has a tighter security
bound, we also use a much weaker assumption that is
co-CDH relative to the One-More CDH assumption used
in the original. This is because co-CDH is non-interactive,
which improves the security guarantees provided by our
scheme. However for the sake of comparison we shall roughly

assume they have the same strength (i.e., Adef’}VI_CDH >

Advﬁé’l_x%)zH ). We see that the 2 schemes then equates in secu-
rity level when the hardness of the One-More CDH increases
by approximately a factor of @. For security level of
the original BLS-IBI to match our new scheme, the original
would have to increase its key sizes by at least 11 bits for
every 1000 extract queries. Albeit having more public key
mpk components, our scheme is able to achieve great savings
in key lengths especially for the user keys as we avoided
the use of One-More interactive assumptions to prove the
security for imp-aa/ca, resulting in tight reduction. If we
apply the OR-proof reduction [13] by the dual identity (DI)
transformation to the original BLS-IBI, thus eliminating the
use of One-More interactive assumptions for security under
imp-aa/ca. We see that the resulting scheme still has a much
weaker bound relative to our scheme due to the reduction
from security bounds of the underlying imp-pa secure 1BI,
and that the usk component now has one additional G, ele-
ment compared to our variant.

We note that this improvement arises from the fact that the
Kurosawa-Heng transform in 2004 only applies to security
against passive impersonators, relying on a relatively loose
proof system using the One-More CDH assumption for proof
of security against active and concurrent attackers. While
our scheme uses the transform, we introduced a new way of
proving the security against active and concurrent attackers to
provide significantly better security guarantees with smaller
key sizes.

As remarked by Galbraith et al. [35], Type-3 pairings
generally offer better performance even with high security
parameters. Not only does our scheme enjoy better security
bounds, it is also more secure in the sense that Type-1 pairings
which are used by the original BLS-IBI is considered to
be broken as recent advances in discrete logarithm algo-
rithms [30], [31] meant that Type-1 construction using field
characteristics of 2 or 3 is insecure.
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2) COMPARISON WITH OTHER IBI SCHEMES

While the bounds on Yang’s IBI [9] and BB-IBI [14] may
have the same form as ours, they are based off the hardness
on the strong existential unforgeability of the Katz-Wang
signature scheme [36] and the existential unforgeability of
the Boneh-Boyen signature scheme [37] respectively which
are much stronger than the co-CDH assumption, thus having
weaker security. The same argument applies to OKDL-IBI
and BNN-IBI [8] which in addition to stronger assumptions,
have looser bounds compared to ours scheme. Referring to
Table 4 for comparison wtih BB-IBI, despite our scheme
requiring the random oracle, it is much more efficient than
BB-IBI requiring only 2 bilinear pairing operations instead
of 7 in the identification protocols. Our user keys is also
shorter by 767 bits.

As our scheme uses Type-3 pairing based operations during
identification, it lacks operational efficiency in comparison
to other non-pairing based IBI schemes [8], [12], [17], [18].
However, we note a few key points in which our scheme
performs much better. Table 5 compares our scheme in terms
of key sizes and bandwidth required during the identifica-
tion protocol with references to schemes that also have tight
bounds.

All 3 schemes have roughly the same public key sizes,
our scheme has an obvious advantage in terms of the user
key sizes and bandwidth efficiency. In terms of user key
size on the 128-bit level, our user key size is 257 bits while
the shortest of the other 2 is 512 bits, resulting our keys
to be at least shorter by 255 bits. For the identification
protocol, our scheme also performs better as it requires only
7609 bits to be transferred throughout the 3 moves, lowering
the required bandwith by 6143 bits/session against the shorter
of the other 2 on 6912 bits/session (Twin-Schnorr). Table 6
shows the key size and total bandwidth reduction advantages
of our scheme with different security levels in comparison
with other schemes. In general, we see as the security level
increases over time, our scheme stands to gain larger key
size and bandwidth reductions in the long run thanks to tight
reductions and the short keys of the BLS signature scheme.

When dealing with concurrent attackers, our scheme has
an edge in terms of our security bounds as we are the first
and only scheme to take advantage of the parallel instances
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TABLE 5. Comparison with stronger 1Bl schemes.

Scheme Tight-Schnorr [12]

Twin-Schnorr [17]

Tight-BLS-IBI

Assumption Decisional-DH

Security Bounds Adv(f DH + W
mpk components 4G
usk components 274

Prot. bandwidth 3G + 2Zq

Discrete Log

DLOG 1 1
,/Advq’M +q+q

2G + 3Zq

co-CDH

1—(1—4/2- Advg‘;;gfff)%) +1

3G G1 + 2G>
32, Gy + 1bit
2G; + Z% + 1bit

1BI,I
-56 T T T T T T T T

Our var.

58| — = — Twin Schnorr i
- BLS-IBI ori. (qg = 1000)

i BLS-IBI ori. (OR-Proof, g = 1000)
-60 1‘ 4

62 - 4

#Parallel instances N vs. Security bounds Adv/™P™2 (bits)
:

(bits)

imp-ca
1BII

64} f

-66 3 .

68 |- 4

Security bound, Adv,
o’

72 3

74 I I I I I I I I I I
50 100 150 200 250 300 350 400 450 500

Number of parallel instances (N)

FIGURE 5. Comparison between Reset-Lemma based schemes upgraded
with Multi-Instance Reset Lemma with security level k=128 for
hard-assumptions.

of active attackers to tighten our bounds. Referring to equa-
tion 5, for some reasonable number of instances N > 1, our
bounds improves by log, N bits. This seems counter-intuitive,
but actually the scheme does not gain additional security but
rather tighten its security to that of its hard-assumption, which
translates to an apparent gain in security bounds. Obviously,
any scheme proved with the Reset Lemma [6] can also be
upgraded with the Multi-Instance Reset Lemma [33] under
concurrent security. Our result on figure 5 indicate that most
IBI schemes are more secure against concurrent attackers
with up to roughly 8-bit gain. For schemes that are affected
by the number of hash queries gg, the amount must be
shared among the number of instances. This is because the
possibility for the simulator to abort in phase 1 increases,
which meant that advantage brought by Multi-Instance Reset
Lemma that is only applicable in phase 2 could be offset by it.
In this regard, schemes like Twin-Schnorr or our scheme can
benefit directly from Multi-Instance Reset Lemma compared
to the original BLS-IBI and the OR-proof version of it.

While Tight-Schnorr has a remarkably tight bound due to
the absence the Reset Lemma and therefore the square root,
its bounds are affected by the number of extract queries up to
a factor of 2gg while our variant is free from it.
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B. OPERATIONAL SPEED COMPARISONS

To evaluate our scheme in terms of its speed, we implemented
the scheme in C/C++ using the Pairing-Based Cryptogra-
phy (PBC) library developed by Ben Lynn [38]. Type-D
curves with an embedding degree of 6 is used because
they allow our scheme to achieve higher discrete loga-
rithm (DLOG) equivalent security in addition to being able
to perform Type-3 pairings. The curves were discovered by
Miyaji et al. [39] and the PBC library generates the curve
parameters using Scott and Barreto’s Complex Multiplica-
tion algorithm [40]. A discriminant D is specified to obtain
curve parameters of corresponding base field F,; of size g
bits. Table 7 shows the discriminants that is used in our
implementation and their DLOG equivalent security. The
DLOG equivalent is essentially 6 due to the embedding
degree of 6 [41]. For Schnorr-based IBI schemes, we used the
original SchnorrSuite developed by the authors of [12], [17],
which uses Java Big Integer for their operations. As their
implementation only allows fixed groups sizes, we are limited
to DLOG group sizes of 1024, 2048, 3072 and 7680.

Our test machine uses the Intel(R) Core(TM) i7-8750H
CPU with 6 cores running at 2.20GHz under 64-bit Linux OS.
Bandwidth is not taken into consideration here as the commit,
challenges and responses are not sent over to any computers
but rather written to and read from memory. Setup algorithms
were ran 30 times (n=30) and the results averaged, while
the extract and identification algorithms were ran 100 times
(n=100).

In total, we evaluated the run-times for 4 schemes (Tight-
BLS-IBI, Tight-Schnorr, Twin-Schnorr and BLS-IBI origi-
nal) on each of the setup, extract and identify algorithms.
Figure 6 and 7 shows the setup and extract algorithm run-
times respectively for the 4 schemes for comparison. While
the setup and extract run-times is not really important com-
pared to the identification run-times, it gives us insight into
the expected non-pairing performance of each scheme. The
new Tight-BLS-IBI has a shorter setup time as the security
level increases compared to both Schnorr schemes possi-
bly thanks to shorter and less key generations. Likewise,
the setup time for our variant is longer compared to the orig-
inal BLS-IBI due to more points on the curve being sampled.
Another factor that affects the speed is that Tight-BLS-IBI
performs an extra point multiplication in G, compared to the
original BLS-IBI scheme during setup.
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TABLE 6. usk and total bandwidth size reduction for different security levels, k = minimum security level.

IBI schemes Key size reductions (bits) Bandwidth reductions (bits)
k=128 k=192 k=256 k=128 k=192 k=256
Tight-Schnorr [17] 255 385 511 6,143 15,359 30,719
Twin-Schnorr [12] 511 767 1,023 8,959 22,655 45,567
BB-IBI [14] 767 1,151 1,535 1,535 2,303 3,071

TABLE 7. Type-D curve base field sizes and their DLOG security equivalent, generated using the Complex Multiplication algorithm with the PBC library.

DLOG group size equivalent (bits)

Discriminant D Base field size g (bits)
1835683 192
249563 252
481843 359
238859 407
311387 522
594739 677
972483 1357

1152
1512
2154
2442
3132
4062
8142
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FIGURE 6. Setup algorithm run-times.
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FIGURE 7. Extract algorithm run-times.

Figure 8 shows the most important comparison for
run-time tests as the identification algorithm will be con-
stantly used throughout the deployment of an IBI scheme.
At the 3072-bit DLOG security level (3132 for BLS schemes
on Type-D curves), the identification protocol run-time for
Tight-BLS-IBI is around 5.5 times longer than that of Twin-
Schnorr. This is caused by the expensive pairing opera-
tion involved in the BLS-based identification algorithm.
However, in comparison to the original BLS-IBI, the differ-
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ence is minute with a 0.3% increase in run-time for Tight-
BLS-IBI given the additional security guarantees and the
reduced key sizes. The negligible increase in run-time despite
having more operations for Tight-BLS-IBI is due to the use
of Type-3 pairings, which are more efficient than Type-1 pair-
ings [42] used by the original BLS-IBI scheme.

C. IDENTIFICATION RUNTIME OPTIMIZATIONS

As the identification protocol is the core process of the
IBI scheme, we provide suggestions on improving its run-
time performance by considering optimizations on different
aspects of the protocol.

1) PROVER OPTIMIZATIONS

Referring to figure 3, time spent computing the first com-
ponent of the commit message ¢(H(m) — rP>) can be sped
up. This is because H(m) — rP; is constant throughout all
identification sessions for the same wusk and thus can be
precomputed and stored in memory. This will save 1 sub-
traction, multiplication and hash-to-group operation in Gj.
While an additional value is being stored, there is no need
to sacrifice storage space because P> no longer needs to be
stored, keeping storage requirements the same. This brings
the total operations required for the prover to only 1 addition
in Z, and 2 multiplication in G.

2) VERIFIER OPTIMIZATIONS

The verifier may also optimize its runtime by computing
1 of the 2 pairing operation e(C + c¢(H (m) — rP>), Q) before
receiving the response from the prover. This is because the
left-hand side of the verification equation shown in figure 3
does not require the response message. As such, a verifier
with multi-core computing capabilities can easily parallelize
this operation with the first thread computing the left-hand
side while the second thread waits for the response.

3) PAIRING OPTIMIZATIONS

While this is beyond the scope of this work, it is interest-
ing to look at other pairing operations that our IBI scheme
could use to further optimize our slower runtime against the
pairing-free schemes. Type-F pairings operating on curves
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with the form y?> = x> + b, or more commonly known as
Barreto-Naehrig (BN) curves [43] can be used instead of the
Type-D pairings used in this work. BN-curves has embedding
degree of 12 which not only allows higher security level
for a base field size of merely 160 bits, but has undergone
much optimizations lately [44], [45]. Pairing optimizations
include reducing the Miller-loop steps, representing integers
differently and using low level techniques such as Single-
Instruction-Multiple-Data (SIMD) floating-point arithmetic.
The downside of using Type-F pairings is that the DLOG
security level is now fixed at 1920 bits, compared to Type-D
pairings which allows flexibility up to 8142 bits as shown in
table 7.

D. USE CASES FOR TIGHT-BLS-IBI

Pertaining to the suitability of our scheme in actual deploy-
ments, we find that it is well suited to facilitate access con-
trol in large networks particularly those that has a scarcity
of bandwidth. One possible class of networks are the Sen-
sor Networks used by the currently trending Internet of
Things (IoT). Wireless Sensor Networks (WSN) is a key
enabler to allow massive data collection across different
domains to fuel the big data analytics and such networks
requires security to ensure that attackers cannot easily spoof
themselves up as a legitimate sensor to insert adversarial data
onto the network. Several works [46]-[49] have listed secu-
rity challenges for WSNs and we envision our IBI scheme
to be part of the solution to such networks. For example,
the verifier protocol can be installed on gateways, whereby
sensor nodes must authenticate themselves before pushing
data up to the cloud. Since the prover has no need to perform
pairing operation, and only requires at most 2 multiplication
in G and 1 addition in Z, the operational cost is minimal
for the nodes. As our scheme utilizes low bandwidth for
identification, this is very well suited for the WSNs with thou-
sands to millions of sensors compared to other IBI schemes.
The small usk sizes also saves non-volatile memory on the
sensor nodes. The Key Generation Centers (KGC) can be the
manufacturer of the sensors, inserting usk onto the sensors as
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they are manufactured. Different vendors may use multiple
sets of mpk for different companies to disallow other sensors
of the same build to authenticate. The sensors in the network
may also use their own unique IDs to authenticate themselves
the WSN, which stores the mpk of the groups of sensors that
is allowed to push their data. The ID-based nature of this
application also means that there is no need for a Trusted
Third Party (TTP) to validate the public keys of the sensors
attempting to authenticate as they could simply use their
unique IDs assigned to them by the system designer or the
manufacturer.

Aside from WSNs, IBI schemes offers very strong authen-
tication compared to conventional password-based authen-
tication methods. Several works [50]-[52] have pointed out
weaknesses in password-based mechanisms, and we believe
IBI schemes are better alternatives to password-based authen-
tication because of 2 main reasons. The first being that
verifiers no longer need to store user credentials, removing
all possibilities of mis-implementation when securing their
databases because all the verifier needs is just the publicly
known mpk. User credentials are stored by the user them-
selves and if they are lost (e.g., accidental deletion), the KGC
could always re-issue a new one. Another reason to use IBI
schemes is that the authentication mechanism is no longer
vulnerable due to weak passwords chosen by users who have
trouble remembering the longer (and thus stronger) pass-
words. The pervasive nature of mobile computing also meant
that users now have a device to store their user keys (usk).
Our scheme has short keys that can be easily stored on user
devices without too much of a burden to their storage require-
ment. Lastly, authentication using our scheme only takes less
than 20 milliseconds which is very fast compared to the speed
of typing in a password.

Recent works by Teh et al. [53] and Cheah et al. [54]
focus on prototypes to facilitate access control using mobile
smart devices with identity-based identification schemes.
In the case of [53], the mobile smart devices are the provers
seeking to unlock an electromagnetic lock controlled by
the verifier. The runtime for their prototype ranges from
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0.8 millisecond (512-bit DLOG security) to 21.7 millisec-
onds (1536-bit DLOG security). The IBI scheme used in
their implementation is the original BLS-IBI scheme by
Kurosawa and Heng [7]. In this regard, as our runtime for
all 3 algorithms are similar to the original BLS-IBI, we fore-
see that our scheme is also a suitable candidate with better
security bounds and shorter keys for prototyping in real world
applications. Since our scheme uses Type-3 pairing, it is much
more secure compared to the original with broken Type-1
pairing [30], [31].

E. FUTURE WORKS

The method we used to prove the security of imp-aa/ca is
ad-hoc and we believe there exist better techniques which
could lead to even tighter schemes without additional over-
heads. Another research direction one could take is to per-
form such security reductions on pairing-free IBI schemes
(e.g. Schnorr-based) that will have faster identification
runtime.

V. CONCLUSION

This paper proposed an IBI scheme that is based on a variant
of the BLS signature scheme, and demonstrated its tight secu-
rity using the co-computational Diffie-Hellman assumption
on Type-3 pairing. The scheme is a leap forward in security
compared to the original Kurosawa and Heng’s BLS-IBI
scheme with tighter security against active and concurrent
attackers and with weaker assumptions. Being the first IBI
scheme to use the Multi-Instance Reset Lemma, we show that
the presented scheme has improved security guarantees for
concurrent attackers comparing to the existing IBI schemes.
While the new scheme has slightly longer run-time, it is
shown to be superior in the area of bandwidth efficiency and
user key sizes against more recent and sophisticated schemes,
rendering it useful in scenarios where storage and bandwidth
efficiency is a major concern.
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