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ABSTRACT In this paper, an improved commutative encryption and data hiding scheme for bit rate
preservation of High Efficiency Video Coding (HEVC) is proposed. To achieve commutative property, one
set of syntax elements within the HEVC standard is utilized for data hiding, while another set is exploited for
encryption. Specifically, the syntax elements including the sign of quantized transform coefficient (QTC),
the sign of motion vector difference (MVD), and the magnitude of MVD are encrypted to perceptually distort
the video. On the other hand, an improved QTC modification method is employed for data hiding to increase
the embedding capacity. The proposed framework produces the format compliant bitstream and allows
the hidden information to be extracted regardless of the video being in the encrypted or decrypted from.
Experimental results demonstrate that the proposed scheme keeps the bit rate unchanged while increasing
the embedding capacity.

INDEX TERMS Video encryption, video data hiding, commutative encryption and data hiding, high

efficiency video coding (HEVC).

I. INTRODUCTION

With the availability of high-speed broadband access and
intelligent terminal devices, video data has become the most
universal and popular application carrier. People can easily
access, store and transmit digital video, but the security prob-
lems are also facing serious challenges. How to ensure the
content security of digital video and prevent the information
contained in digital video from being eavesdropped, inter-
cepted, destroyed or tampered by illegal users has become an
important research issue in the field of cyberspace security.
Video cryptography [1] and video data hiding [2], [3] have
been designed to solve these problems.

Video cryptography scrambles plaintext into ciphertext
using a specific key, which is then required to restore the
video. The simple way to protect video content is to encrypt
the entire video stream with a secure cipher, regardless
of the video coding structure defined as Naive Encryption
Algorithm (NEA) [1]. The NEA algorithm has disadvan-
tages of high computational cost during the process of
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encryption and decryption, and will lead to format incompat-
ibility. Therefore, as a flexible alternative to NEA, selective
encryption has attracted great attention. Its main goal is to
reduce the amount of data to encrypt by encrypting only
some highly sensitive elements. Selective encryption should
achieve a required level of security while maintaining format
compatibility. In recent years, various schemes have been
proposed for compressed video. According to the syntax
elements to be encrypted, the works proposed in [4] and [5]
encrypt transform coefficients (texture information), while
that in [6] encrypts intra-prediction modes (structure informa-
tion). Sallam et al. [7] proposed a RC6-based HEVC selective
encryption technique that encrypts the sign bits of Non-Zero
Discrete Cosine Transform (DCT) coefficients, the remaining
absolute value suffixes of DCT coefficients, the sign bits of
MVD and the absolute value suffixes of MVD.

Video data hiding technique aims to embed secret message
into a cover media for the purpose of secure covert com-
munication or copyright protection. In the literature, many
different data hiding algorithms have been proposed and
overviews of these algorithms are also provided [2], [3].
For example, some existing systems embed the information
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in the uncompressed domain [8], [9]. However, lossy com-
pression is inherently contradictory with data hiding and
may result in unreliable extraction of hidden information.
Consequently, a great deal of research using the com-
pressed domain has been conducted. Data embedding in com-
pressed domain can be achieved by exploiting intra prediction
modes [10], motion vectors [11], DCT coefficients [12], and
entropy coding [13]. However, these methods are mainly
aimed at H.264/AVC or MPEG-2 standards. Data hiding
methods for the HEVC standard are still relatively scarce.
Chang et al. [14] proposed an error propagation-free data
hiding algorithm for HEVC intra-coded frames. Dutta and
Gupta proposed the robust watermarking frameworks that
embed the watermark information into I frames [15] and P
frames [16] of HEVC encoded video. Later, Yang and Li [17]
proposed an efficient information hiding method for HEVC
by introducing motion vector space.

Although many methods of video encryption and data
hiding have been proposed, there are few reports of commu-
tative encryption and data hiding. In [18], a scheme to real-
ize commutative encryption and watermarking is designed.
In this scheme, IPM, MVD and DCT coefficients’ signs are
encrypted, while DCT coefficients’ amplitudes are adaptively
watermarked. However, the independence of encryption and
embedding may lead to some security flaws. To overcome the
security problem, Lian [19] proposed a quasi-commutative
watermarking and encryption scheme for MPEG-2 video. In
addition, some schemes of irreversible data hiding [20]—[23]
and reversible data hiding [24]-[26] in partially encrypted
H.264/AVC or HEVC videos are investigated.

In [27], an efficient scheme of commutative encryption and
data hiding based on HEVC codec is provided. Quantized
transform coefficients’ (QTCs) signs, MVDs’ signs and IPMs
are encrypted, while Non-Zero QTCs’ level values are uti-
lized for data embedding. However, due to the encryption of
1IPM, the bit rate will be actually increased. In addition, data
embedding is carried out by single bin-string substitution.
That is to say, a qualified bin-string can only be used to hide
one bit of information, which means that the substitution does
not make full use of the embedding space. Aiming at these
challenges, in this paper, an improved version of commutative
encryption and data hiding method in HEVC compression is
designed. The improvement focuses on providing more effi-
cient selective encryption and data embedding mechanism.
In order to prevent encryption and hiding from interfering
with each other, the elements in the HEVC coding structure
are divided into two groups. The first set of elements can
lead to significant perceptual distortion even when they are
slightly modified, so they are suitable for encryption. The sec-
ond group is suitable for data hiding because their modifica-
tions will have little effect on visual quality. Specifically, such
parameters as the sign bits of QTCs, the sign bits of MVDs,
and the absolute value suffixes of MVDs are encrypted, while
the Non-Zero QTCs’ level is utilized for data embedding.
The advantage is that it can maintain constant bit rate and
format compatibility by encrypting sensitive video elements.
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In addition, specific coefficient modification technique is
employed for data hiding, which provides higher embedding
payload.

The remainder of the paper is organized as follows.
In Section II, the proposed scheme is introduced. Experimen-
tal results and analysis are presented in Section III. Finally in
Section IV, conclusion and future work are drawn.

Il. PROPOSED SCHEME

The proposed scheme consists of two parts, i.e., video encryp-
tion and video data hiding. If encryption and data hiding
operations are commutative, the following equation will be
established [27].

S(E,K,).K;) = E(S(0,Ky).K,) ey

where O represents the original video, E() represents the
encryption algorithm, S() represents the data hiding algo-
rithm, K, represents the encryption key, and K represents
the data hiding key.

A. SELECTIVE ENCRYPTION OF HEVC VIDEO

Context Adaptive Binary Arithmetic Coding (CABAC) is
a form of entropy coding first introduced in H.264/AVC
and now used in HEVC. The core algorithm of CABAC
involves binarization, context modeling, and arithmetic cod-
ing [29], [30]. In the binarization step, non-binary syntax ele-
ments are converted to binary symbols (bins), also known as
“bin strings” . Context modeling is to estimate the probability
of the various bins. Arithmetic coding refers to compressing
the bins to bits based on the estimated probability. Arithmetic
coding can be carried out in either regular mode or bypass
mode. For regular mode, the probability mode of the bin
is selected by the context, which refers to the previously
encoded syntax elements. In bypass mode, a fixed probability
model is used to perform arithmetic coding.

Nowadays, CABAC-based encryption is still a challeng-
ing research topic. The reason is that the bits in CABAC
compressed bitstream are very interdependent. The proposed
HEVC selective encryption uses the stream cipher to encrypt
a set of the bins that use the bypass-BAC mode in the entropy
process, so as to ensure format compatibility and maintain the
same bit rate. From the perspective of binarization operation,
the truncated rice code and k-th order Exp-Golomb (EGk)
code can meet these constraints of HEVC selective encryp-
tion. In this work, the encryption space is constituted of the
sign bits of QTCs, the sign bits of MVDs, and MVD absolute
value. The main consideration is that any modification of the
MVD suffix and the sign bins will not change the format
compatibility and maintain the same bit rate. Fig.1 shows the
block diagram of the proposed HEVC selective encryption
technique.

1) QTC'S SIGN ENCRYPTION

For each non-zero residual macroblock, a stream cipher
(e.g., Rabbit or RC4) is used to encrypt the signs bits of QTCs
in both I-frames and P-frames. Typically, a XOR operation is
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FIGURE 1. The block diagram of HEVC selective encryption and data
embedding.

performed between the bits of plaintext and the secret bits
generated from a pseudorandom number generator (PRNG).
Consequently, the bits of cipher text can be obtained as

Ci=X,®K; (2)

where X; represents the sign bit of the i-th non-zero QTC to be
encrypted. If the QTC is positive, X; is equal to 0. Otherwise,
X; is equal to 1. K; denotes the secret bit generated by the
stream cipher, and C; is the corresponding ciphertext bit. The
main advantages of this algorithm are simplicity and high
speed.

More importantly, the sign bit of non-zero QTC is encoded
in bypass mode. In bypass mode, each bin is directly encoded
via the bypass coding engine without updating probabil-
ity model, so its encryption will not affect compression
performance.

2) MVD'S SIGN ENCRYPTION

The motion vectors (MVs) play an important role for inter-
prediction in HEVC video coding, and it is very important
for video reconstruction. In HEVC, advanced motion vector
prediction is adopted to predict current motion vector. That
is, not MVs but MVDs are actually coded in the bitstream.
Encrypting MVDs is critical for protecting contours and
motion information. Since the signs and magnitudes of MVDs
are encoded separately in HEVC, they are encrypted sepa-
rately in the proposed scheme. The signs of MVDs are coded
in bypass mode which means changing zero to one or vice
versa does not affect the compression ratio. In order to keep
the length of the coded stream unchanged, the signs of MVDs
are encrypted by applying the bitwise XOR operation with a
stream cipher.

3) MVD'S MAGNITUDE ENCRYPTION

In H.264/AVC, the first -nine bins of MVD are regular
coded truncated unary bins, followed by 3rd order Exp-
Golomb bins that are coded via bypass mode. In HEVC,
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TABLE 1. Binarization of MVD’S magnitude.

M]Z[;Eu?ie abs_ mvd minus2 Bin String
0 abs mvd greater0 flag
1 abs mvd greaterl flag
2 0 0 0
3 1 0 1
4 2 10 00
5 3 10 01
6 4 10 10
7 5 10 11
8 6 110 000
9 7 110 001
10 8 110 010
11 9 110 011
12 10 110 100
13 11 110 101
14 12 110 110
15 13 110 111
16 14 1110 0000
17 15 1110 0001
18 16 1110 0010
19 17 1110 0011
20 18 1110 0100
21 19 1110 0101
22 20 1110 0110
23 21 1110 0111

the number of regular coded bins for MVD is greatly
reduced [31]. Only the first two bins are regular coded
(abs_mvd_greaterO_flag, abs_mvd_greater1_flag), followed
by first-order Exp-Golomb (EG1) bins that are coded via
bypass mode (abs_mvd_minus2). TABLE.1 shows the bina-
rization of MVD’s magnitude. The MVD’s magnitude encryp-
tion is performed by XORing the suffix with pseudorandom
bits, which is determined by an encryption key as shown
in Fig. 1. In order to achieve format compatibility, the encryp-
tion should keep the length of the bin string unchanged.

The proposed encryption technology is to encrypt HEVC
video content while maintaining format compatibility and the
same bit rate. Format compatibility is achieved by encrypting
bins in bypass mode, and the structure of HEVC video bit-
stream is not modified. By encrypting QTCs sign bits, MVDs
sign bits, and MVD absolute value suffixes, it is ensured that
the encrypted bin has the same length as the original bin,
thereby achieving the same bit rate.

In summary, the proposed HEVC selective encryption
scheme is to encrypt the sensitive bin strings, which has no
impact on the compression ratio and can achieve effective
perceptual scrambling performance. This will be confirmed
by later experimental observations. In addition, only XOR
operations are performed with the features of low complexity
overhead and fast encoding time.

B. DECRYPTION OF HEVC VIDEO
The decryption process can be performed by an authorized
user with the encryption key. According to the encryption
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TABLE 2. Binarization of the remaining level (m = 0).

coeff abs_level remaining prefix suffix Suffix Range
0 0
1 10
2 110
3 1110
4~5 11110 X 0tol
6-9 111110 Xx 0t03
10~17 1111110 XXX 0to7
18~33 11111110 XXXX 0to 15
TABLE 3. Binarization of the remaining level (m = 1).
coeff abs level remaining prefix suffix Suffix Range
0~1 0 X Otol
2~3 10 X Otol
4~5 110 X Otol
6~7 1110 X Otol
8~11 11110 XX 0Oto3
12~19 111110 XXX 0to7
20~35 1111110 XXXX 0to 15
36~67 11111110 XXXXX 0to 31

process, we will decrypt the sign of QTCs, the sign of MVDs,
and the magnitude of MVDs respectively. The decryption
operation is relatively simple. Specifically, the encrypted bin-
strings are decrypted using the same cipher stream as the
encryption process. Because the XOR operation is symmetri-
cal, the decryption operation will be the same as the encryp-
tion operation. Therefore, the detailed decryption process is
omitted.

C. DATA EMBEDDING PROCESS

To realize commutative encryption and data hiding, the
syntax elements utilized for data embedding should be dis-
tinguished from the syntax elements selected for encryp-
tion. In this work, the coefficient level is considered for
data embedding. In H.264/AVC, the coefficient level is
coded as a truncated unary code in regular mode for
bins 1 to 14. If the level is larger than 14, then a suf-
fix is appended to the truncated unary code. The suf-
fix is binarized with a Oth-order Exp-Golomb code (EGO)
and coded in bypass mode. However, in HEVC, only the
first two bins of (i.e., coeff_abs_level_greaterl_flag and
coeff_abs_level_greater2_flag) are regular coded [31]. The
remaining level (coeff_abs_level_remaining) is coded in
bypass mode in order to increase throughput. HEVC employs
Golomb-Rice codes for small values and Exp-Golomb code
for larger values. The Rice parameter m is set to O at the
beginning of each coefficient group and it is conditionally
updated depending on the previous value of the parameter and

the current absolute level as follows [32].
If abs Coeff Level > 3 x 2", m=min(4,m+1) (3)
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where the absolute value of the coefficient is calculated as

abs Coeff Level =base Level +coeff _abs_level _remaining
4
The baseLevel of a coefficient is defined as

baseLevel = significant_coeff _flag
+ coeff _abs_level _greater1_flag
+ coeff _abs_level _greater2_flag  (5)

where a flag has a value of O or 1 and is inferred to be O if not
present.

Generally, for the binarization of the synta x element
coeff_abs_level_remaining, the prefix is coded using a trun-
cated unary code, and the suffix is coded using a fixed length
code. In order to improve coding efficiency, the number of
fixed length bins also depends on Rice parameter m. When m
ranges from O to 4, the binarization of the remaining level are
shown in TABLE. 2 to 6, respectively [27].

Data embedding can be accomplished by modifying eligi-
ble bin-strings of coeff_abs_level_remaining in TABLE.2~6.
Generally, in order to improve the security, the additional
data is first encrypted using a data-hiding key. The encrypted
version can be denotedas W = {w(i)|i = 1,2, ..., K, w(i) €
{0, 1}}. According to the Rice parameter value, the data
embedding operation is carried out in the following five cases.

Case 1 Rice Parameter m = 0:

As can be seen from TABLE.2, when coeff_abs_level_
remaining is less than or equal to 3, there is no suffix
that satisfies the equal-length substitution condition. There-
fore, if the current value is less than or equal to 3, data
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TABLE 4. Binarization of the remaining level (m = 2).

coeff abs_level remaining prefix suffix Suffix Range
0~3 0 XX 0to3
4~7 10 XX 0to3
8~11 110 XX 0to3
12~15 1110 XX 0to3
16~23 11110 XXX 0to7
24~39 111110 XXXX 0to 15
40~71 1111110 XXXXX 0to31
TABLE 5. Binarization of the remaining level (m = 3).
coeff_abs_level remaining prefix suffix Suffix Range
0~7 0 XXX 0to7
8~15 10 XXX 0to7
16~23 110 XXX 0to7
24~31 1110 XXX 0to7
32~47 11110 XXXX 0to 15
48~79 111110 XXXXX 0to 31
TABLE 6. Binarization of the remaining level (m = 4).
coeff_abs_level remaining prefix suffix Suffix Range
0~15 0 XXXX 0to 15
16~31 10 XXXX Oto 15
32~47 110 XXXX Oto 15
48~63 1110 XXXX Oto 15
64~95 11110 XXXXX 0to 31

embedding will be skipped. Otherwise, the secret bits can
be embedded by bin-string substitution (6)—(8), as shown
at the bottom of this page, where EGO_SUFFIX denotes

the suffix of bin-string after data embedding. To simplify,
only EGO_suffix is listed. In addition, C1 = {/0’,’ 11,
{’OO’,/OI/,’ 10,/ 11’}, C3

C2 =

{000, 001,/ 010'},

EGO_SUFFIX =

00/
101/

/10/

"

000/
001’
010/
‘011
"100/
101
110
"1

EGO_SUFFIX =

EGO_SUFFIX =

60236

0 if w(i) = 0 & EGO_SUFFIX € C1
" if w(i) = 1 & EGO_SUFFIX € C1

if w(i,i+ 1) =00 & EGO_SUFFIX € C2
if w(i,i+ 1) =01 & EGO_SUFFIX € C2
if w(i,i+ 1) =10 & EGO_SUFFIX € C2
if w(i,i+1) =11 & EGO_SUFFIX € C2

if w(i,i+ 1) = 00 & EGO_SUFFIX € C3
if w(i,i+ 1) =01 & EGO_SUFFIX € {C3, C4)
if w(i,i+ 1) = 10 & EGO_SUFFIX € {C3, C4}
if w(i,i+ 1) = 11 & EGO_SUFFIX € {C3, C4, C5}
if w(i,i+ 1) = 00 & EGO_SUFFIX € {C4, CS5, C6}
if w(i,i+ 1) = 01 & EGO_SUFFIX € {CS5, C6}
if w(i,i+ 1) = 10 & EGO_SUFFIX € {C5, C6}
if w(i,i+ 1) = 11 & EGO_SUFFIX € C6

(6)

(N

®)
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Procedure
if (w;==0 and coeff _abs_level_remianing %?2==0)
{ The current absCoeffLevel is unmodified. And let i=i+1.
el}se if (w;==0 and coeff _abs_level_remianing %?2==1)
{ if (absCoeffLevel = =8) absCoeffLevel=absCoeffLevel -1.
elsj absCoeffLevel=absCoeffLevel -1. And let i=i+1.}
ilse if (w;==1 and coeff _abs_level _remianing %2==1)
{ The current absCoeffLevel is unmodified. And let i=i+1.
}

else if (w;==1 and coeff abs_level remianing %2==0)

if (absCoeffLevel = =5) absCoeffLevel=absCoeffLevel +1.
else
{ absCoeffLevel=absCoeffLevel+1. And let i=i+1.}

FIGURE 2. The procedure of data embedding.

c4 = {o1r}, ¢5 = {100}, and C6 = {101,
110',” 111'}. For example, when coeff_abs_level_remaining
is equal to 13, the EGO_SUFFIX of its bin-string is “011”
which belongs to C4. If the to-be-embedded bits are “01”,
the EGO_SUFFIX “011” should be substituted with “001”
which is the corresponding replaceable bin-string in C3. After
the substitution operation, the coeff_abs_level_remaining
will be changed to 11.

Case 2: Rice Parameter m = 1:

According to Eq. (3), if the value of absCoeffLevel changes
from 6 to 7 due to data hiding, the rice parameter m may fall
into another region. As a result, the wrong Rice parameter
will be used to decode the absCoeffLevel. To ensure format
compatibility, data embedding will not be performed when
the current absCoeffLevel is equal to 6 or 7. Otherwise, if the
current coeff_abs_level_remaining value is less than or equal
to 7, the data embedding procedure is presented in Fig.2.
In addition, if it is in the interval [8], [11], data embedding
can be performed as Eq. (7). If it is in the interval [12], [19],
data embedding can be performed as Eq. (8).

Case 3 Rice Parameter m = 2:

In this case, for format compatibility, data embedding is
also not performed when the current absCoeffLevel is equal to
12 or 13. In addition, if the current coeff_abs_level_remaining
value is in the interval [0, 3] or [4, 7], data embedding can
be performed as Eq. (7). Otherwise, the data embedding will
be performed according to the procedure in Fig.2. The only
difference is to replace 8 and 5 in Fig.2 with 14 and 11,
respectively.

Case 4 Rice Parameter m = 3:

Similarly, it can be inferred from Eq.(3) that when the
current absCoeffLevel is equal to 24 or 25, data embed-
ding cannot be performed. In addition, if the current
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coeff_abs_level_remaining value is in the interval [0, 7] or
[8, 15], data embedding can be performed as Eq. (8). Other-
wise, the data embedding is performed according to the pro-
cedure in Fig.2. It should be noted that 8 should be replaced
with 26 and 5 with 23.

Case 5 Rice Parameter m = 4:

Since the coefficients satisfying this situation are scarce,
data embedding is not considered.

The advantage of the algorithm is that data embedding can
be carried out through simple Q7TC modification. Further-
more, the bin-string of the marked coefficient has the same
length as the original bin-string and thus the length of the
Network Abstraction Layer (NAL ) units is preserved as well.
Since I-frames are critical to the video sequence, distortion
occurring in I-frames due to data hiding will propagate to
subsequent P-frames. Therefore, the QTC modification in this
paper is only implemented in P-frames, while all bin-strings
of absCoeffLevel in I-frames remain unchanged. In general,
P-frames have smaller embedding capacity because they are
highly compressed by motion compensation and entropy
coding.

D. DATA EXTRACTION PROCESS

As with the embedding process, data extraction can be per-
formed in the following five categories according to the Rice
parameter.

Case I Rice Parameter m = 0:

Obviously, from the embedding process, if the current
coeff_abs_level_remaining value is less than or equal to 3,
data extraction will be skipped. Otherwise, data extraction is
performed as follows.

—— |0 if EGO_SUFFIX =' 0/
WO =1\1 if EGO SUFFIX =' 1" ©
00 if EGO_SUFFIX € {'00', 000, 100’}
— |01 if EGO_SUFFIX € {/01’,/001’, 101’}
w(,i+1) = e
10 if EGO_SUFFIX € {'10',/010', 110’}
11 if EGO_SUFFIX € {'11",/011",/ 111"}

(10)

where w_(z) denotes the extracted data, EGO_SUFFIX is the
suffix of currently processing bin-string in encrypted domain.

Case 2 Rice Parameter m = 1:

According to the previous embedding process, if the cur-
rent absCoeffLevel value is equal to 6 or 7, data extraction will
not be performed. If the current coeff_abs_level_remaining
value is less than or equal to 7, data extraction can be
performed as Eq. (9). Otherwise, if it is in the inter-
val [8], [11] or [12], [19], the extraction of the data bit can
be performed as Eq. (10).

Case 3 Rice Parameter m = 2:

Similarly, if the current absCoeffLevel value is equal to
12 or 13, data extraction will not be performed. If the current
coeff_abs_level_remaining value is in the interval [0, 3] or
[4, 7], data extraction can be carried out as Eq. (10). Other-
wise, data extraction is performed as Eq.(9).
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TABLE 7. The set of benchmark video sequences used to evaluate the performance.

Class Resolution Frame Rate Videos
A 352x288 30 Football, Bus
B 832x480 50-60 BasketballDrill, BOMall
C 1920x1080 24 Kimono, Tennis
D 2560x1600 30 PeopleOnStreet, Traffic

(¢) Kimono: the 10" frame (f) Tennis: the 10™ frame

FIGURE 3. Original video frames of eight benchmark video sequences.

Case 4 Rice Parameter m = 3:

As before, if the current absCoeffLevel value is equal to
24 or 25, data extraction will not be performed. If the current
coeff_abs_level_remaining value is in the interval [0, 7] or
[8, 15], data extraction can be carried out as Eq. (10). Other-
wise, data extraction is performed as Eq. (9).

Case 5 Rice Parameter m = 4:

In this case, data extraction will not be performed.

With the data-hiding key, the extracted hidden bits can be
further decrypted to obtain the original message. It can be
noted that in the proposed scheme, those syntax elements
for encryption are not used for data embedding, and vice
versa. Therefore, the order of embedding or encryption is
irrelevant. Consequently, the proposed scheme conforms to
the commutative property of Eq. (1).

IIl. EXPERIMENTAL RESULTS AND DISCUSSIONS

The proposed scheme is implemented by applying the
encryption and data embedding on the HEVC reference soft-
ware version HM-12.0 [33]. TABLE.7 defines the set of
benchmark video sequences that are used in the performance
study. These video sequences have different characteristics,
such as high or low texture, high or low motion. The pro-
posed encryption and data hiding scheme is applied to all the
benchmark video sequences for low delay mode. The frame
number is 100, and intra period is set to 4.

A. SCRAMBLING EFFECT AND SECURITY ANALYSIS
To quantify the visual degradation, a numerical quality anal-

ysis is provided in this section. The Peak Signal to Noise
Ratio (PSNR), the Structural Similarity Index (SSIM), and the
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() PeopleOnStreet: the 10" frame

5

(h) rajﬁc: the 10" frame

Video Quality Measurement (VQM) metrics are the common
metrics used to evaluate video encryption [20]. The proposed
scheme encrypts the signs of QTCs, the signs of MVDs, and
the Magnitudes of MVDs, which seriously distorts video con-
tent and ensures the perception security. TABLE.S8 illustrates
the results of eight video sequence without encryption and
with selective encryption for QP value 28 and 32. Average
PSNR value for all sequences is 10.87dB for QP value 28, and
is 10.74dB for QP value 32 for selective encryption. It can be
noticed that the objective quality of the video is decreased
to the low quality level, which confirms that the proposed
algorithm can provide effective visual security.

The visualization of the encryption effect is also shown
in Fig.3 and Fig.4. Fig.3 shows an original frame of each
video, and Fig.4 shows the corresponding encrypted results.
Due to space limitations, we do not list the visual results of
all frames. It can be clearly seen that encrypted frames cannot
be recognized by human vision. In Fig.5, each frame analysis
is supplemented by a comparison between the original video
and the corresponding encrypted video. In summary, the areas
containing many details and textures will have a lot of non-
zero coefficients, so it will be highly encrypted. On the other
hand, uniform regions in each video frame, which contain
a series of identical pixels, are less encrypted. Although the
PSNR value of each frame has a small fluctuation, the scram-
bling effect can be guaranteed.

Cryptographic security of the proposed video encryption
scheme depends on the adopted stream cipher. The traditional
cipher is adopted in our scheme, and its security has been
authenticated. One of the common attacks in video encryp-
tion is the replacement attack. In the replacement attack,
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(¢) Kimono (84353 dB)

(f) Tennis (7.3065dB)

FIGURE 4. The corresponding encrypted video frames.

TABLE 8. Perceptual quality of the encrypted videos.

(2) PeopleOnSireet (11.0796 dB)

el b
(h) Traffic (10.2312 dB)

Sequence | QP PSNR (dB) SSIM VQM
Reconstructed | Encrypted | Reconstructed | Encrypted | Reconstructed | Encrypted
Football 32 34.2510 12.8877 0.9004 0.3288 1.1290 9.9598
28 37.1813 12.9634 0.9434 0.3228 0.8573 9.9069
Bus 32 32.8120 9.3961 0.9328 0.2183 1.2732 10.2807
28 35.6082 9.1046 0.9606 0.2095 0.9743 10.4647
BasketbalDrill 32 35.6245 11.8614 0.9013 0.3757 1.0704 12.0096
28 37.8842 11.5383 0.9342 0.3487 0.8449 12.8574
BOMall 32 35.2199 12.1766 0.9272 0.3511 1.0752 10.1694
28 37.5068 11.6471 0.9498 0.3413 0.8566 9.9966
Kimono 32 38.6690 10.5612 0.9337 0.4545 0.9270 8.9011
28 40.5499 10.3708 0.9527 0.4428 0.7684 9.1386
Tennis 32 37.9429 8.5510 0.9189 0.3746 0.9440 9.4087
28 39.7046 9.9851 0.9436 0.3912 0.7844 9.0739
PeopleOnStreet 32 35.9914 10.2785 0.9261 0.3622 0.9739 11.1340
28 38.3239 10.7466 0.9498 0.3595 0.7723 10.6729
Traffic 32 37.1660 10.2398 0.9399 0.3667 1.0257 12.2554
28 39.0604 10.6305 0.9581 0.3600 0.8420 12.3852

the encrypted bits are usually replaced with constant bits
to improve video quality and make it watchable. In our
experiment, the replacement attack is performed by setting
all the cipherable bits to “1” (marked as “Replacement
attack 1) or “0”’ (marked as ““Replacement attack 2’") [23].
After the replacement attack, PSNR values of the correspond-
ing frames are also shown in Fig.5. It can be seen that the
quality improvement is still very limited, which means that
none of the sequences can provide perceptible reconstruction.
This confirms that the proposed encryption scheme is robust
to the replacement attack. Moreover, histogram analysis is
also carried out. Ideally, the histogram of cryptographic video
frame should be different from that of plain video frame [27].
This can be guaranteed in our algorithm. Taking Kimono and
Tennis video as examples, the histograms of the 10th frame
before and after encryption are shown in Fig.6 ~ 9.

B. VISUAL QUALITY OF DECRYPTED VIDEO

In some cases, encrypted video containing hidden data pro-
vided by the server needs to be decrypted by an autho-
rized user. To evaluate visual quality, the corresponding
decrypted versions containing hidden data are shown in
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Figures 2 and 10, respectively. It can be seen that the percep-
tual quality of marked video is almost the same as that of
original video.

Since HEVC is lossy compression, video perception qual-
ity is degraded even without data hiding and encryption.
Generally, the larger the QP value, the greater the dis-
tortion. In order to better demonstrate the impact of data
embedding on video quality, the visual quality of un-marked
video stream should also be tested. Specifically, the video
sequence obtained by decompressing the un-marked video
stream (i.e., reconstructed video) is used as a target sequence,
and the original uncompressed video sequence is used as a
reference video sequence. Similarly, in order to test the visual
quality of marked video stream, the video sequence obtained
through encryption, data hiding, decryption and decompres-
sion processing is used as a target sequence. It can be seen
that in this case, the target video contains hidden data. The
comparison results are listed in TABLE.9. The visual quality
degradation caused by data hiding is very low, that is, it is usu-
ally difficult to detect the degradation in video quality. Fur-
thermore, the PSNR values of all marked frames are shown
in Fig.11.
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FIGURE 5. PSNR values of all encrypted frames.

C. EMBEDDING CAPACITY

In TABLE.9, the maximum embedding capacity of each
video is listed when QP is 28 and 32. It can be seen that the
maximum embedding capacity is largely dependent on the
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video content. As shown in TABLE.9, the Football, Kimono,
and PeopleOnStreet sequences provide significantly larger
embedding capacity than other sequences. The reason is
that the Football sequence has considerable motion, while
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Kimono and PeopleOnStreet sequences have high textures.
Therefore, the number of QTCs satisfying the embedding
condition in P-frames of these video sequences is relatively
large. In contrast, the sequences BasketballDrill, BOMall,
and Traffic are mostly static with limited motion in some
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frames and coded by skip blocks. In addition, the embed-
ding capacity decreases with the increase of QP value.
As the QP value increases, the number of residual coef-
ficients decreases, and thus the qualified bin-string also
decreases.
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FIGURE 10. The corresponding decrypted video frames containing the hidden data.

TABLE 9. Test results of the proposed scheme.

Maximum capaci PSNR (dB) SSIM VoM
Sequence opP (bits) ot Non-stego Stego | Non-stego | Stego | Non-stego Stego
Football 32 6177 342510 | 34.1064 0.9004 | 0.8998 1.1290 1.1898
28 20379 37.1813 | 36.7557 0.9434 10.9421 | 0.8573 0.9682
Bus 32 1429 32.8120 | 32.7909 0.9328 10.9327| 1.2732 1.2900
28 8414 35.6082 | 35.5091 0.9606 | 0.9604 | 0.9743 1.0389
BasketballDrill 32 1832 35.6245 | 35.6135 0.9013 | 0.9013 1.0704 1.0803
28 6040 37.8842 | 37.8499 0.9342  10.9341 | 0.8449 0.8795
BOMall 32 1913 35.2199 | 35.2087 0.9272 | 0.9271 1.0752 1.0831
28 6766 37.5068 | 37.4703 0.9498 10.9497 | 0.8566 0.8982
Kimono 32 28554 38.6690 | 38.6086 0.9337 10.9334| 0.9270 0.9570
28 103359 40.5499 | 40.4079 0.9527 10.9522 | 0.7684 0.8186
Tennis 32 34480 37.9429 | 37.8276 09189 [0.9184 | 0.9440 1.0038
28 78172 39.7046 | 39.5438 0.9436 | 0.9431| 0.7844 0.8697
PeopleOnStreet 32 69342 359914 | 35.9444 0.9261 0.9260 | 0.9739 1.0795
28 229316 38.3239 | 38.1974 0.9498 0.9495| 0.7723 0.8983
Traffic 32 2409 37.1660 | 37.1638 0.9399 10.9399 | 1.0257 1.0353
> 28 8640 39.0604 | 39.0554 0.9581 | 0.9581 | 0.8420 0.8661

TABLE 10. Performance comparison between the proposed method and the method in [27].

Maximum
somnonce op capacity (bits) APSNR (dB) BR var
Method in | Proposed | Method in | Proposed | Method in Proposed
[27] method [27] method [27] method

Football 32 2199 6177 0.0677 0.1446 3.88 0
28 11138 20379 0.3447 0.4256 3.12 0
Bus 32 2834 1429 0.0582 0.0211 2.82 0
28 26210 8414 0.3748 0.0991 1.71 0
. 32 890 1832 0.0074 0.011 18.02 0
BasketballDrill g 4358 6040 00429 | 0.0343 12.94 0
32 1033 1913 0.0059 0.0112 9.11 0
BOMall 28 9338 6766 0.0533 0.0365 6.26 0
Kimono 32 15692 28554 0.0213 0.0604 5.19 0
28 35412 103359 0.0335 0.142 4.23 0
Tonnis 32 9594 34480 0.0186 0.1153 14.94 0
28 14398 78172 0.03 0.1608 12.13 0

D. BIT RATE OVERHEAD

In the proposed scheme, the encryption of QTCs sign bits,
MVDs sign bits, and MVD absolute value suffixes does not
affect the bit rate, because they are coded with the bypass
coding mode wherein a fixed context is used. Moreover, data
hiding is carried out by modifying a suitable absCoeffLevel
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to another absCoeffLevel which has the same length of bin-
string. This has also been verified in our experiments.

E. DISCUSSION AND COMPARATIVE ANALYSIS
In previous works [18], [20]-[27], some efficient algorithms
for embedding data into encrypted video are proposed.

VOLUME 8, 2020



B. Guan et al.: Efficient Commutative Encryption and Data Hiding Scheme for HEVC Video

IEEE Access

PSNR (dB)
w s . £ = =
& & = s B E

%)
=

Ly
=]

0 10 20 30 40 50 60 70 80 90 100
Frame No.

(a) Football

T T T

PSNK (dB)
w
=]

375§ A5 Y.

37
SV [N S S S AN NS NN S S
0
Frame No.
(c) BasketballDrill
4258 " ----- Non-stego
42 [ —T-1+
LI T S A NS (R S IO I A IR ST PO N A S .
g oapd-did
] H
z !
£ a0
40 1
395 |-f--1- 4
39 i i i : : : i i i
0 10 20 30 40 50 60 70 80 a0 100
Frame No.
(e) Kimono

Frame No.

(g) PeopleOnStreet

FIGURE 11. PSNR values of all marked frames.

In H.264/AVC, when the absolute value of non-zero QTCs is
not greater than 15, there are no suitable bin-strings available
for information embedding [22], [23]. In HEVC, only the
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first two bins of the coefficient level are coded with context
update. The remaining bins (i.e., coeff_abs_level_remaining)
are coded in bypass mode [31]. Consequently, there are more
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TABLE 11. Comparative analysis of the existed schemes.

Methods Elements for encryption Ele;nrsgzsdgc;rlgata flg;;ztsz Separability| Reversibility s(t:;nddl:r%i
[18] IPM, sign of MVD, sign of QTC| Amplitude of QTC Yes Yes No H.264/AVC
[20] IPM, sign of MVD, sign of QTC | CAVLC codewords No Yes No H.264/AVC
[21] IPM, sign of MVD, sign of QTC | CAVLC codewords No Yes No H.264/AVC
[22] sign of MVD, sign of QTC CABAC bin-strings No Yes No H.264/AVC
[23] IPM, sign of MVD, sign of QTC | CABAC bin-strings Yes Yes No H.264/AVC
[24] IPM, sign of MVD, sign of QTC | Amplitude of QTC Yes Yes Yes H.264/AVC
[25] IPM, sign of MVD, sign of QTC | Amplitude of QTC Yes Yes Yes H.264/AVC
[26] sign "fMVSli)g’nag‘fpStT“ge of MVD, 4 plitude of QTC Yes Yes Yes HEVC
[27] sign of MVD, sign of QTC, IPM | Amplitude of QTC Yes Yes No HEVC

Proposed method mgn]\(/)[fvl\s,\’sli)é::)nfp (l)l,tlll g e of Amplitude of QTC No Yes No HEVC

qualified bin-strings in HEVC, which means a larger embed-
ding capacity. The data hiding methods proposed in [24]-[26]
are reversible, so it is not compared here. Compared with the
method in [27], the proposed method has two advantages.
First, encryption in [27] leads to an increase in video bit
rate, while the proposed encryption method can keep the bit
rate unchanged. Second, the embedding capacity is increased
in most cases, as shown in TABLE.10. However, as the
embedding capacity increases, the PSNR value will decrease
correspondingly. Here, A PSNR represents the difference
between the PSNR values before and after data embedding,
and BR var indicates the rate of video bit-rate increase
caused by data embedding. In addition, the qualitative com-
parative analysis are also shown in TABLE.11. It can be
seen that the proposed scheme is suitable for the latest video
coding standard HEVC and keeps the bit rate unchanged.

IV. CONCLUSION AND FUTURE WORK

In this paper, an improved commutative encryption and data
hiding scheme is presented, which can completely maintain
the bit rate of HEVC video. In order to realize commutative
property, one set of syntax elements is used for encryption,
while another set of syntax elements is utilized for data
hiding. The selective encryption is designed to encrypt QTCs
sign bits, MVDs sign bits, and MVD absolute value suffixes,
which has no effect on the HEVC video format compliance
and bit rate. An improved coefficient modification technique
is designed for data embedding, which results in a certain
increase in embedding capacity. In addition, the data extrac-
tion process can be performed regardless of whether the video
is in the encrypted or decrypted domain. The security analysis
results also demonstrate that the scheme can achieve per-
ceptual security and cryptographic security. Future work will
focus on further improving the embedding rate and distortion
performance of the algorithm.
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