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ABSTRACT Electronic medical records can help people prevent diseases, improve cure rates, provide a
significant basis for medical institutions and pharmaceutical companies, and provide legal evidence for
medical negligence and medical disputes. However, the integrity and security problems of electronic medical
data still intractable. In this paper, based on the ciphertext policy attribute-based encryption system and IPFS
storage environment, combined with blockchain technology, we constructed an attribute-based encryption
scheme for secure storage and efficient sharing of electronic medical records in IPFS storage environment.
Our scheme is based on ciphertext policy attribute encryption, which effectively controls the access of
electronic medical data without affecting efficient retrieval. Meanwhile, we store the encrypted electronic
medical data in the decentralized InterPlanetary File System (IPFS), which not only ensures the security
of the storage platform but also solves the problem of the single point of failure. Besides, we leverage
the non-tamperable and traceable nature of blockchain technology to achieve secure storage and search for
medical data. The security proof shows that our scheme achieves selective security for the choose keyword
attacks. Performance analysis and real data set simulation experiments shows that our scheme is efficient
and feasible.

INDEX TERMS Access control, attribute-based encryption, blockchain, electronic medical records, Inter-
Planetary File System (IPFS).

I. INTRODUCTION
Currently, the rapid development of information technology
has made electronic information systems more widely used
in medical treatment, and a large amount of medical data is
generated every day, such as electronic medical records, med-
ical images, diagnostic reports, infectious diseases, etc., and
proper leverage of these medical data not only can infectious
diseases be predicted in advance, and prepare for protection,
but it can also be used as a legal evidence formedical disputes.
Therefore, how to efficiently leverage medical data is worthy
to study.

Electronic medical data can reflect the treatment situation
of patients promptly on time, and share treatment expe-
rience with other medical institutions. However, once the
shared medical data are abused illegally, the patient’s privacy
will be leaked. Therefore, controlling the access right of
medical data is an urgent issue. Currently, attribute-based
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encryption (ABE)is the best way to implement access con-
trol [1]–[3]. Medical institutions outsource encrypted med-
ical data to third-party (i.e. Cloud server) for management,
which not only helps reduce the computational cost, saves
local storage space, but also provides efficient retrieval of
data. In addition, applying blockchain technology to modern
medical scenarios has become a new trend [4], [5], how-
ever, the medical data cannot be efficiently retrieved which
stored on the blockchain. Literature [6] and [7] combines the
blockchain and the cloud server to deal with how to retrieve
the datawhile how to provide a safeguard for the data security,
but since the cloud server is centralized, once the single cloud
model fails, it will lead to the whole cloud server is not
available.

To solve this problem, we consider InterPlanetary File
System (IPFS) as our storage platform. IPFS is a decen-
tralized storage protocol designed to address excessive file
redundancy, and it allocates a unique hash for each stored
file, the user can find the corresponding file according to the
hash address. Since IPFS is decentralized, there is no single
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point of failure. Before storing data, we encrypt the medical
data based on attributes and determine the attributes of users
(including doctors, nurses, patients, researchers, etc.) [8].
The user’s private key is related to their attributes, while the
ciphertext is related to the policy. The user can decrypt the
ciphertext if and only if the user’s private keymeets the access
policy in the ciphertext. Also, we can use the blockchain to
record the storage and search process of medical data, which
can not only track the source of the data but also record the
data retrieval process. Furthermore, we store the hash value
of medical data in the blockchain, which provides strong
evidence for the originality of the user’s verification data.
Our Contribution: In order to address the effective access

control of electronic medical records and the semi-honest
and curious question of cloud servers, we constructed an
attribute-based encryption scheme for secure storage and
access of electronic medical records in the IPFS storage
environment. Our scheme leverage IPFS as a storage platform
and the blockchain records the entire process of data storage
and search, which provides strong evidence for medical dis-
putes and medical negligence. Our scheme has the following
advantages:

A. SECURE CONTENT STORAGE
Our scheme stores medical data on a decentralized Inter-
Planetary file system (IPFS) rather than a semi-honest and
curious cloud server, which further protects the privacy of
medical data; Besides, IPFS allocates a unique hash for each
file, therefore, files can not be stored repeatedly while saving
storage space to a certain extent.

B. VERIFIABLE KEYWORD SEARCH
In our scheme, on the one hand, users can quickly find the
corresponding medical records according to the specified
keywords; on the other hand, users can also verify the orig-
inality of the medical records and track the source of the
medical records.

C. ACCESS CONTROL
In order to prevent the unrelated person from viewing the
patient’s medical history, we assign different access rights
based on user’s attribute. The user can decrypt the ciphertext
if and only if the user’s private key satisfies the access policy
in the ciphertext.

The rest of this paper is arranged as follows: In section II,
we introduce the related work of our scheme. In section III,
we present the background knowledge about our scheme.
Section IV gives the system model and security model of
our scheme, Section V is the specific details of our scheme.
In Section VI, we show the security of the scheme and
section VII analyzed the effectiveness and feasibility of our
scheme. At last, we draw the conclusion of this whole paper.

II. RELATED WORKS
Attribute-based encryption (ABE) can be separated into the
key-policy attribute-based encryption(KP-ABE) [9] and the

ciphertext-policy attribute-based encryption (CP-ABE) [10].
KP-ABE is mostly used in biometric identification sys-
tems [8]. CP-ABE is mostly used for encrypted storage
systems. Due to attribute-based encryption provides secure
fine-grained access control for data, thus, it is being applied
more and more to various scenes. The most common is
to encrypt medical data based on attribute and outsource
it to cloud servers for management, which is not only
saving local storage costs but also ensuring data security.
Sun et al. [11] proposed an attribute-based keyword search
scheme with effective user revocation (ABKS-UR), enabling
scalable fine-grained search authorization, allowing multiple
owners to separately encrypt and outsourcing their data to
the cloud server. And by combining proxy re-encryption
and lazy re-encryption technology, the heavy system update
workload is delegated to the resource-rich semi-trust cloud
servers during user revocation. However, in this scheme, it is
impossible to verify whether the cloud server has returned
all relevant results honestly, and also cannot verify their
correctness. Guo et al. [12] proposed an access control archi-
tecture named EHR for controlling access of electronic health
records which are stored in the semi-honest and curious
cloud server, they leverage CP-ABE technique to encrypt
medical data and assign different users with distinct right to
search. However, the correctness of lots of search results can-
not be verified, while a great deal of not corresponding results
returned by the server will waste resources. Su et al. [13]
proposed an attribute-based encryption scheme in the cloud
environment, which not only enables the server to decrease
the number of encryption and decryption of the attribute, but
also effectively protects the security of the data, and achieves
effective to control data access; theVKSE scheme is proposed
by Miao et al. [14] uses the access tree to implement the
access policy, which achieved fine-grained access control
of data meanwhile supporting data search and verification.
However, all the above schemes store data on a semi-honest
and curious cloud server. Once a single cloud model failure,
the entire cloud servers will be unavailable. Li et al. [15]
proposed an extended encryption scheme based on hierarchy
attributes of files, which can encrypt multiple files at the same
access level, enabling users in cloud storage to realize secure
and flexible access control, however, they solve the security
issues for central authority by using attribute encryption,
which makes their programs inefficient and unable to adapt
to large multi-sector organizations and companies.

The medical record is important data in the medical sys-
tem, and a perfect medical record is critical for the patient’s
return to visit. Currently, some medical institutions use the
attribute to encrypt electronic medical records and outsource
them to the cloud servers for management.Wang and Lin [16]
solve the problem of efficiency and security existing in
accessing control for personal health records (PHRs) through
the mobile client in the environment of the Cloud Storage,
they put forward a scheme for mobile applications’ access
policy of PHRs under a semi-trusted server framework,
and handle the efficient and on-demand user revocation by
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optimizing the existing MA-ABE program and introduc-
ing lazy re-encryption and proxy re-encryption technology,
but there is no guarantee whether lazy re-encryption is
secure. Alshehri et al. [17] proposed a scheme for secure
access to medical data in a cloud environment by using
ciphertext-policy attribute-based encryption, which provides
effective control of access to medical data, but in this scheme,
the medical data stored in the cloud cannot be retrieved.
Subsequently, Xu et al. [18] proposed a dynamic medical
data storage scheme that supports the insertion and deletion of
medical data, but in this system, the originality and accuracy
of the searched data cannot be verified.

These schemes store all of the encrypted data on a cloud
server. However, the cloud server is centralized, once a single
cloud model is a failure, the entire cloud servers will be para-
lyzed and all data will be inaccessible. The InterPlanetary File
System (IPFS) is a decentralized storage protocol designed
to solve the problem of excessive file redundancy. It has the
following advantages: (a)IPFS allocates a unique hash value
according to the file content instead of the location stored the
file as its acquisition path, which prevents IPFS from repeat-
edly storing the same file and saving storage space. (b)IPFS
is a decentralized storage protocol, which can permanently
save and share various types of files. (c)For high-frequency
request data, IPFS will create duplicate data according to
the previous request path. In the next request, these data
can be read directly locally [19]. Therefore, IPFS is more
suitable as a storage platform for medical data than cloud
servers. Chen et al. [20] proposed an improved P2P file sys-
tem scheme based on IPFS and blockchain, which present the
role of content service providers to solve the high-throughput
issue of single users in IPFS. Zheng et al. [19] proposed an
innovative IPFS-based blockchain storage model, in which
miners store a large number of files in IPFS and store the
returned IPFS hash in blocks, Thereby reducing the load
on the blockchain. Inspired by the above literature, we put
forward a scheme for encrypting electronic medical records
based on attributes, in which data is stored in IPFS and
the entire process of storage and search is recorded by the
blockchain.

III. PRELIMINARIES
In table 1, we give an explanation of the symbols which will
be used in our system.

A. BILINEAR MAP
Definition 1 (Bilinear Map [13]): Let G1, G2 and GT be

three multiplicative cyclic groups of the prime order p, g1, g2
be the generators of G1 and G2, e : G1 × G2 −→ GT be the
bilinear map which has several properties:
•Bilinearity: ∀g1 ∈ G1, g2 ∈ G2,∀a, b ∈ Z∗p , e

(
ga1, g

b
2

)
=

e (g1, g2)ab.
• Non-degeneracy: ∃g1 ∈ G1, g2 ∈ G2, e (g1, g2) 6= 1.
• Computability: ∀g1 ∈ G1, g2 ∈ G2, e (g1, g2) can be

effectively calculated.

TABLE 1. Symbols table.

B. HARDNESS ASSUMPTIONS
Definition 2 (AsymmetricDecision BilinearDiffie-Hellman

(DBDH) Assumption [16]): Given the bilinear map param-
eters (G1,G2, p, g1, g2, e) and elements z1, z2, z3,Z ∈ Z∗p
and g1 ∈ G1, g1 ∈ G2 be generators, the DBDH assump-
tion is that the advantage of adversary in distinguish-
ing the tuple

(
g1, g2, g

z1
1 , g

z2
1 , g

z2
2 , g

z3
2 , e (g1, g2)

z1 z2 z3
)
from

the tuple
(
g1, g2, g

z1
1 , g

z2
1 , g

z2
2 , g

z3
2 , e (g1, g2)

Z ) is negligible,
where the adversary ′s advantage is defined as

AdvDBDHA

(
1k
)

= |Pr
[
A
(
g1, g2, g

z1
1 , g

z2
1 , g

z2
2 , g

z3
2 , e (g1, g2)

z1z2z3
)
= 1

]
−Pr

[
A
(
g1, g2, g

z1
1 , g

z2
1 , g

z2
2 , g

z3
2 , e (g1, g2)

Z
)
= 1

]
|

Definition 3 (Decision Linear Assumption) [21]: Given
the parameters (G1,G2, p, g1, g2, e) and elements z1, z2, z3,
z4,Z ∈ Z∗p be chosen at random and g1 ∈ G1,
g2 ∈ G2 be generators. The D-Linear assumption named
that the advantage of adversary in distinguishing the
tuple

(
g1, g2, g

z1
1 , g

z2
1 , g

z1
2 , g

z1z3
1 , gz2z41 , gz1z32 , gz3+z41

)
from the

tuple
(
g1, g2, g

z1
1 , g

z2
1 , g

z1
2 , g

z1z3
1 ,Z , gz1z32 , gz3+z41

)
is negligi-

ble, where the adversary ′s advantage is defined as

AdvD−LA

(
1k
)

= |Pr
[
A
(
g1, g2, g

z1
1 , g

z2
1 , g

z1
2 , g

z1z3
1 , gz2z41 , gz1z32 , gz3+z41

)
=1
]

−Pr
[
A
(
g1, g2, g

z1
1 , g

z2
1 , g

z1
2 , g

z1z3
1 ,Z , gz1z32 , gz3+z41

)
=1
]
|

Definition 4 (Asymmetric Decision Diffie-Hellman (DDH
1v1) Assumption [13]): Given the bilinear map parameters
(G1,G2, p, g1, g2, e) and elements z1, z2,Z ∈ Z∗p , the DDH
1v1 assumption states that the advantage of adversary in
distinguishing the tuple

(
g1, g2, g

z1
1 , g

z2
1 , g

z1z2
2

)
from the tuple(

g1, g2, g
z1
1 , g

z2
1 , g

Z
2

)
is negligible, where the adversary ′s

advantage is defined as

AdvDDH1v1
A

(
1k
)
= |Pr

[
A
(
g1, g2, g

z1
1 , g

z2
1 , g

z1z2
2

)
= 1

]
−Pr

[
A
(
g1, g2, g

z1
1 , g

z2
1 , g

Z
2

)
= 1

]
|

C. ACCESS STRUCTURE
Threshold structure [8], tree-based access structure [10], [14],
AND-gates [22] and linear secret sharing structure [23], [24]

VOLUME 8, 2020 59391



J. Sun et al.: Blockchain-Based Secure Storage and Access Scheme For Electronic Medical Records in IPFS

FIGURE 1. System model.

is often used to achieve access control in attribute-based
encryption scheme. Here, we exploit a series of AND-gates
with multi-valued attributes like [25] as our access structure.
Definition 5 (Access Structure [21]):
Let U = {att1, att2, · · · , attm} be a set of attributes. For

each atti ∈ U , Li =
{
vi,1, vi,2, · · · vi,mi

}
is a set of possible

values, where mi is the total of possible values for atti. Then
let S = {S1, S2, · · · , Sm} be an attribute set of a user, where
Si ∈ Li and W = (W1,W2, · · · ,Wm) be an access structure
where Wi ∈ Li. Note that S � W , if the attribute set S meets
the access structure W , namely Si = Wi, i = (1, 2, · · · ,m).

IV. PROBLEM FORMULATIONS
A. SYSTEM MODEL
There exist four main entities in our scheme, namely
Blockchain, InterPlanetary File System (IPFS), medical sys-
tem (including Doctors and system smart device), and data
user (DU). The data generated by the medical system will be
stored in the IPFS while ensuring its privacy, searchability,
and verifiability. The main processes are shown in Figure 1.

1) BLOCKCHAIN
Blockchain is a novel applicationmodel that integrates decen-
tralized data storage, peer-to-peer transmission, consensus
mechanism, encryption algorithm, and other technologies.
Here, we leverage blockchain to record the storage and search
process of medical data. Due to the immutability of the
blockchain, the data stored on the blockchain cannot be arbi-
trarily modified. So it can be used as evidence for verifying
the originality and fluidity of the data.

2) IPFS
The InterPlanetary File System (IPFS) is a decentralized
storage protocol. It can permanently store and share various
types of files, and it will allocate a unique hash value based

FIGURE 2. Blockchain.

on the file content, so we can easily find the files according to
the hash value. Besides, IPFS has a deduplicationmechanism,
which can effectively avoid repeating storage of data and
saves the storage space. In this paper, we leverage IPFS to
store our medical records.

3) MEDICAL SYSTEM
The medical system includes doctors and system smart
device, doctors in our system is responsible for encrypting
and saving the medical records. He first runs the Encrypt
algorithms and Index algorithms to encrypt the medical
records and generate indexes for the keywords. Then the
ciphertext is stored in the IPFS, and finally, the hash of
the medical records and the hash address returned by the
IPFS are recorded on the blockchain. The system smart
device is primarily responsible for the registration of all
personnel in the hospital, and their attributes (i.e. physi-
cians, nurses, patients, researchers, etc.) identificaon, besides,
it also assigns secret private key associated with their attribute
for registered personnel.

4) DATA USER(DU)
The data user (DU) can be a doctor, a nurse, a researcher,
a patient, etc. Each DU can get a key pair assigned by the
system, which is associated with their attributes. In order to
search for a medical record, DU first needs to make a request
to the hospital. If the system smart device affirms that their
attributes meet the access policies, the system smart device
will return a token for them to search for the medical records
he needed.

5) WORK FLOW
For easy to understand, in our scheme, we instantiate a
provably secure storage and access scheme for electronic
medical records. Specifically, after a patient goes to the hos-
pital system to register, the doctor diagnoses the condition
and generates a medical record. The doctor needs to save
the records so that the patient can return to visit his data
and the researcher can learn some details at any moment.
Since the medical records are related to the patient’s per-
sonal privacy, the medical records must be encrypted before
saving. The doctor encrypts and signs the medical records,
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FIGURE 3. The medical record of Bob.

then uploads it to the IPFS for storage, and generates indexes
for keywords, as shown in step 1. IPFS returns a hash address
of the stored file to the doctor, as shown in step 2. After
receiving the hash address, doctor encrypts the hash address
with a random number, and hashes the medical records and its
index with SHA256 hash function, then stores the hash value
and the encrypted hash address on the blockchain by broad-
casting a transaction, as shown in step 3. The blockchain will
return a transaction ID, as shown in step 4. Upon receiving
the transaction ID from blockchain, the data storage phase
is completed. When the patient returns next time to visit
his record, he first needs to call up the previous medical
records. DU sends an access request containing keywords to
the hospital, the system smart device determines whether the
DU has access rights and returns a search token to the DU
after he confirms, as shown in steps 5 and 6. The DU can read
the corresponding hash value on the blockchain according to
the block ID contained in the search token, and verify whether
the hash address contained in the token was tramped by
comparing with the hash address on the blockchain, as shown
in steps 7 and 8. In steps 9 and10, DU downloads the cipher-
text in the IPFS using the verified hash address. Besides,
DU decrypts the ciphertext with its own secure private key
and obtains the original medical records. Finally, DU verifies
whether it is consistent with the hash value on the blockchain.

For example, Alice is a doctor in the Red Cross Hospital,
Bob is a patient, and he wants to go to the hospital. He first
registered at the hospital, then the system smart device iden-
tifies its attributes as S = {name : Bob, age : 42, gender :
male, identify : patient}, and generates a public-private key
pair for Bob based on its attributes. Dr. Alice generates a
medical record R for Bob after Bob’s diagnosis, the medical
record R is shown in figure3:

Alice first encrypts the medical record R and gets cipher-
text CT . Secondly, Alice signs the ciphertext CT and gets
sigR. And thirdly, Alice stores CT ∗ = (CT , sigR) in the IPFS
while IPFS returns a hash address h about the CT ∗. Finally,
Alice stores the tuple (hR, h′) on the blockchain by broadcast-
ing a transaction and obtains the block ID, where hR is the
hash value of the medical record, and h′ is the encrypted hash
address. For convenience of search, Alice extracts the key-
word w = {Bob,male, 42, hypertension} from the medical

record R, and then generates an index {Iwj}j∈[1,m] for key-
word w. When Bob returns to visit, he first needs to call
up the previous medical record R. He fist sends a request
to hospital containing the keyword w′ = {Bob,male}. The
system smart device returns a search token STw = (ID, h, γ )
after it verifies the identity of the Bob. Bob first verifies the
hash address h which contains in the search token STw, and
then he downloads the encrypted medical record CT ∗ from
the IPFS according to the hash address h. Finally he can get
the medical record after decrypting with his private key.

B. OUR SCHEME OVERVIEW
Our scheme contains eight algorithms as follows:
•Init

(
1k
)
−→ (mpk,msk): System initializes and gets the

system public key mpk and the master secret key msk .
•KeyGen(msk, S) −→ (pko, sko) , (sku, skS): The system

runs KeyGen algorithm by inputting a master keymsk and an
attribute set S of the DU, then it returns the public-private key
pair (pko, sko) of Doctor and the private key pair (sku, skS) of
DU, where skS is the private key associated with set of their
attribute, sku is the search private key.
• Encrypt(pko,R) −→ (CT ): Doctor runs Encrypt algo-

rithm, it inputs the public key pko and medical record R, then
returns a ciphertext set CT . Doctor stores the ciphertext set
CT in IPFS, and generates hash for the file and stores it on
the blockchain by broadcasting a transaction.
• Index(pko,w) −→ I : Doctor first extracts the keyword

set w from the medical records R, and then runs the Index
algorithm, he inputs the public key pko and keyword set w,
and returns index {Iwj}j∈[1,m] finally.
• Search(T1,T2) −→ STw: The DU generates a search

request (T1,T2) for target keywords and sends the request
(T1,T2) to hospital. If the request (T1,T2) matches the
index I , then system smart device returns a search token STw
to DU.
• Verify 1: Upon the DU receives the search token STw,

he first gets the file hash and encrypted hash address from the
blockchain based on the ID in the token STw, then encrypts
the hash address with the random number which contains in
the search token, to verify whether it is consistent with the
encrypted hash address on the blockchain.
• Decrypt(CT , sku) −→ R: The DU gets ciphertext

according to the hash address, and then runs Decrypt algo-
rithm, she inputs the private key skS and ciphertext CT , then
he obtains the original medical records.
•Verify 2 : TheDUhashes the decryptedmedical recordR′

with SHA256 hash function, and then he compares the hash
value h′R with the hash value hR obtained from the blockchain.
If h′R = hR, it shows that the data is original and has not been
tampered with.

C. SECURITY MODEL
We use the following games to describe the security model
of our scheme. Our scheme is selectively secure if no
polynomial − time adversary can win the following games
with a non-negligible advantage:
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Selective Game for CP-ABE:
Init: Challenger gets two ciphertext policies W0,W1

promised by the adversary.
Setup: The challenger first inputs a security parameter λ

and gets the system public parameter, then the adversary gets
the public key pk0 from challenger by running the KeyGen
algorithm.
Phase 1: In the KeyGen query stage,if S � W0 ∧ S � W1

or S 2 W0 ∧ S 2 W1, where S is the attribute of adversary,
then the adversarywill gets the private key skS generated from
their attribute. This phase can be performed multiple times.

challenge: The adversary begins the challenge stage by
promising two records R0 and R1. If the adversary got the skS
generated from their attribute S, meanwhile the attribute set S
satisfies both policies W0 and W1 in phase 1,then it is means
that R0 = R1. The challenger encrypts (sko,Rb,Wb) by
flipping a random coin b. If b = 0, he encrypts (sko,R0,W0)

and sends it to the adversaryA, else, he encrypts (sko,R1,W1)

and sends it to the adversary A.
Phase 2: Similar to Phase 1. If R0 6= R1, the adversary

cannot submit S such that S � W0 ∧ S � W1.
Guess: The adversary A makes a guess b′, and the adver-

sary’s advantage in this game is Adv = |Pr
(
b′ = b

)
−

1
2
|.

The selective keywords attack (CKA) security games:
Init: Challenger gets a ciphertext policy W ∗ promised by

the adversary.
Setup: The challenger first inputs a security parameter λ

and gets the system public parameter, and the adversary gets
the public key pk0 from challenger by running the KeyGen
algorithm.
Phase 1: In the KeyGen query stage,If S � W0∧S � W1 or

S 2 W0∧ S 2 W1, where S is the attribute of adversary. Then
the adversary will get the private key sku, This phase can be
performed multiple times

challenge: The adversary begins the challenge algorithm
by promising two keywords w1 and w2. The challenger
encrypts wb by flipping a coin. If b = 0, he encrypts w1,
otherwise he encrypts w2. Then he sends the index to the
adversary A.
Phase 2: Similar to Phase 1.
Guess: The adversary A makes a guess b′, and the adver-

sary’s advantage in this game is Adv = |Pr
(
b′ = b

)
−

1
2
|.

V. OUR CONCRETE CONSTRUCTION
In the medical system, registered users (i.e. doctors, nurses,
patients, researchers, etc. ) can upload and search medical
records. In our scheme, we instantiate a process of a patient
goes to hospital and then returns to visit.

Init: Given a security parameter λ, the system first out-
puts a system public parameter (G1,G2,GT , λ, e, p, g1, g2, ),
where G1,G2 are two multiplicative cyclic groups of the
prime order p, g1, g2 are the generators of G1,G2 and g1 ∈
G1, g2 ∈ G2, e : G1 × G2 → GT are the bilinear maps.
A collision resistant hash function is named asH : {0, 1}λ→
Z∗p . Then system randomly select α, β, σ ∈ Z∗p , for each

attribute number {i|1 6 i 6 m}, the system generated{
ai,t | 1 6 t 6 mi

}
∈ Z∗p randomly, where mi is the total of

all possible values of i, ( For example, when i = 1 indicates
a doctor, i = 2 indicates a nurse, and i = 3 indicates an
expert, then m1 represents the total number of doctors, and
m3 represents the total number of experts ); Finally it gets
the public key mpk = {GP, e(g1, g2),H} and the master key
msk =

{
g1, g2, α, β, σ,

{
ai,t |1 6 t 6 mi, 1 6 i 6 m

}}
.

KeyGen: In this phase, The system generates the
public-private key pair for the Doctor and the private key
pair for the DU; Doctor encrypts the medical records with his
public key and stores it in the IPFS; DU generates a search
request with its own search private key, then decrypts the
medical records with his secret private key which associate
with the set of his attribute.

Setp1: Generating a public-private key pair for Doctor. The
system first computes Y = e(g1, g2)α , B = gβ1 , u1 = gσ1 and
Ai,t = gai,t1 , where 1 6 t 6 mi, 1 6 i 6 m. Then he gets the
public-private key pair (pko, sko) as following:

pko =
{
Y ,B, u1,

{
Ai,t |1 6 t 6 mi, 1 6 i 6 m

}}
sko =

{
α, β, σ,

{
ai,t |1 6 t 6 mi, 1 6 i 6 m

}}
Setp2: Generating a private key for DU with attribute

S = [S1, S2, · · · , Sm] = [v1,t1 , v2,t2 , · · · , vm,tm ]. The system
randomly selects s ∈ Z∗p , computing D1 = gs2, u2 = gσ2 ,

and D2 =

u2 g
∑
∀i,t∈si

ai,t

2

s

; Besides, the system selects two

random numbers xi, λi ∈ Z∗p , where 1 6 i 6 m lets x =
m∑
i=1

xi, and computes d0 = g
α+x
β

2 . For each attribute number

{i|1 6 i 6 m}, when Si = vi,ti , he computes di,1 = g
xi+ai,tiλi
2 ,

di,2 = gλi2 , then it gets the private key pair (sku, skS ) as
following:

sku = {D1,D2}

skS =
{
d0,

{
di,1, di,2|1 6 i 6 m

}}
Encrypt: Doctor generates a medical record R for DU after

he diagnoses the condition of DU, and then stores the medical
record R on IPFS. Firstly, in order to encrypt the medical
record R, doctor designations the ciphertext policy as W =
[W1,W2, · · · ,Wm], for each attribute number {i|1 6 i 6 m},

he randomly selects ri ∈ Z∗p , and lets r =
m∑
i=1

ri. He computes

C ′ = R·Y r andC0 = Br at first, then he computesCi,1 = gri1 ;
If vi,t ∈ Wi, the doctor lets Ci,t,2 = Arii,t , otherwise, let Ci,t,2
be a random element; Then the ciphertext is

CT =
{
C ′,C0,

{
Ci,1,Ci,t,2|1 6 t 6 mi, 1 6 i 6 m

}}
Secondly, the Doctor signs the ciphertext CT :

sigR =
(
H (idR) · g

H(CT )
1

)σ
where idR is the identifier of R.
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Thirdly,the doctor stores CT ∗ = (CT , sigR) in the IPFS,
and the IPFS returns a hash address h about CT ∗;
Finally, doctor records the process of storing medical

records on the blockchain: He first hashes medical record
R with SHA256 hash function and gets hR = SHA256 〈R〉,
for hash address h, he randomly selects γ ∈ Z∗p , and
computes h′ = hγ . Next he stores the tuple

(
hR, h′

)
on

the blockchain by broadcasting a transaction and obtain the
block ID.

Index: For the convenience of search, the Doctor needs
to generate indexes for stored medical records. He first
extracts the keyword w = {w1,w2, · · · ,wm} from the med-
ical record R, then selects y ∈ Z∗p and computes I1 =

g

y
H (w1‖w2‖ · · · ‖wm)
1 , I2 =

(
u1 ·

∏
∀i,t∈Wi

Ai,t

)y
. Thus he can

get the index as {Iwj}j∈[1,m] = (I1, I2).
Search: In this stage, DU wishes to search the keyword

w′ =
{
w′1,w

′

2, · · · ,w
′
m
}
, the DU first sends a search request

to the hospital. The system smart device returns a search token
after it verifies the identity of the DU.

Request: DU sends a request to the hospital containing
the keyword w′ =

{
w′1,w

′

2, · · · ,w
′
m
}
. He selects z ∈

Z∗p randomly, and computes T1 = D

z

H
(
w′1‖w

′

2‖ · · · ‖w
′
m
)

1 ,
T2 = Dz2. Then he sends the request (T1,T2) to the
hospital.

Test: After receiving the request from the DU, the sys-
tem smart device tests whether the DU has the right to
view the medical records containing the keywords w′ ={
w′1,w

′

2, · · · ,w
′
m
}
. The system smart device first judges

whether e (I1,T2) is equal to e (I2,T1), if (I1,T2) =
e (I2,T1), it means that the DU has the right to access
the medical records which containing the keywords w′ ={
w′1,w

′

2, · · · ,w
′
m
}
. Then the system smart device returns

a search token STw = (ID, h, γ ) to DU, in which
contains a block ID, a hash address h and a random
number γ .
In terms of the equation e(I1,T2) = e(I2,T1), it is a

matching of the request with the index. In the keyword index
generation process, the doctor encrypts m keywords to get
{Iwj}j∈[1,m]. In the request generation process, the DU sends a
search request (T1,T2) containing m′ keywords to the system
smart device of the hospital, particularly m′ 6 m. When the
system smart device obtained the request (T1,T2), in order to
hold the above equation, the system smart device randomly
choose m′ index from {Iwj}j∈[1,m] and perform multiplica-
tion operations. According to the mathematical statistics and
probability theory, the total number of random selections is
Cm′
m =

m(m−1)(m−2)···(m−m′+1)
m′! . Then, system smart device

matches the multiplication of index {Iwj}j∈[1,m] with request
(T1,T2). As long as there is one successful match in the
Cm′
m times matching, it proves that the equation holds. that

is ti say that the DU has right to access the medical record

containing the keywords w′ =
{
w′1,w

′

2, · · · ,w
′
m
}
. Then

system smart device returns a search token STw = (ID, h, γ )
to DU, in which contains a block ID, a hash address h and a
random number γ . Otherwise, returns ⊥.

Verify1: DU can get the tuple
(
hR, h′

)
from the blockchain

according to the block ID which is contained in the search
token STw. Then he computes h′′ = hγ and compares it with
h′ to verify the correctness of h. If h′′ = h′, he leverages the
hash address h to download medical records containing the
keyword w′ =

{
w′1,w

′

2, · · · ,w
′
m
}
from the IPFS.

Decrypt: After DU gets the ciphertext

CT =
{
C ′,C0,

{
Ci,1,Ci,t,2|1 6 t 6 mi, 1 6 i 6 m

}}
,

he decrypts the ciphertext with his secure private key skS , for
each attribute number {i|1 6 i 6 m}, C ′i,2 = Ci,ti,2 where
Si = vi,ti , then

R′ =

C ′ ·
m∏
i=1

e
(
Ci,1, di,1

)
e (C0, d0) ·

m∏
i=1

e
(
Ci,2′ , di,2

) .
Verify2: The DU hashes medical record R′ with

SHA256 hash function and compares it with the hash value on
the blockchain. If h′R = hR, the medical record R′ is original
and has not been tampered with.

VI. SECURITY ANALYSES
A. CORRECTNESS
During the search process, if the attributes set S =

{S1, S2, · · · , Sm} satisfies the access policy W = {W1,

W2, · · · ,Wm}, where Wi ∈ Li, then,

e (I2,T1) = e

u1 · ∏
∀i,t∈Wi

Ai,t

y

,D
z

H(w′1‖w
′
2‖···‖w

′
m)

1


= e

gσ1 · ∏
∀i,t∈Wi

gai,t1

y

, g
s· z
H(w′1‖w

′
2‖···‖w

′
m)

2



= e (g1, g2)
σysz

H(w′1‖w
′
2‖···‖w

′
m) · e (g1, g2)

ysz
∑

∀i,t∈Wi
ai,t

H(w′1‖w
′
2‖···‖w

′
m)

e (I1,T2) = e
(
g

y
H(w1‖w2‖···‖wm)
1 ,Dz2

)

= e

g y
H(w1‖w2‖···‖wm)
1 ,

gσ2 · g
∑
∀i,t∈Wi

ai,t

2

sz
= e (g1, g2)

yσ sz
H(w1‖w2‖···‖wm) · e (g1, g2)

ysz
∑

∀i,t∈Wi
ai,t

H(w1‖w2‖···‖wm)

If w′ = w, and e (I1,T2) = e (I2,T1), this means that the
DU has privilege to access the medical record containing the
keywords w′ =

{
w′1,w

′

2, · · · ,w
′
m
}
.
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During the decryption process, if attributes set S =

{S1, S2, · · · , Sm} satisfies the access policy W =

{W1,W2, · · · ,Wm}, where Wi ∈ Li, then,

R′ =

C ′ ·
m∏
i=1

e
(
Ci,1, di,1

)
e (C0, d0) ·

m∏
i=1

e
(
C ′i,2, di,2

)

=

R · e (g1, g2)αr ·
m∏
i=1

e
(
gri1 , g

xi+ai,tiλi
2

)
e
(
gβr1 , g

α+x
β

2

)
·

m∏
i=1

e
(
gai,t ri1 , gλi2

)
=

R · e (g1, g2)αr · e (g1, g2)rx+rai,tλi

e (g1, g2)rα+rx · e (g1, g2)ai,t rλi
= R

B. SECURITY PROOF
1) SECURITY PROOF OF ENCRYPTED DATA
At the beginning of the game, the adversary promises two
challenge policies W0,W1. We use the notation Wb =(
Wb,1,Wb,2, · · · ,Wb,m

)
to express them, where b ∈ {0, 1}.

According to the proof in the literature [26], no adversary can
win the original game G. Therefore, we prove the security of
our scheme by leveraging the indistinguishability of follow-
ing games G,G0, · · · ,Gl−1,Gl .
First, We get a new game G0 by changing the way of

ciphertext component in game G, In game G0, if the adver-
sary did not obtain the skS generated from their attribute S
such that S � W0 ∧ S � W1, then no matter what the
b is, the adversary chosen a random number in GT as the
ciphtertext component C ′, and the rest of the components are
unchanged. If the adversary obtain the skS generated from
their attribute S satisfying S � W0 ∧ S � W1, then no matter
what the b is, the adversary generates component C ′ is same
as in game G. That is to say, G = G0 in this case.
Theorem 1: In the setting of the security parameter k ,

the difference for the advantage of adversary A between game
G and game G0 is negligible according to the assumption of
asymmetric DBDH.

Proof: The simulator given an asymmetric DBDH chal-
lenge tuple [

g1, g2, g
Z1
1 , g

Z2
1 , g

Z2
2 , g

Z3
2 ,Z

]
,

where Z = e (g1, g2)Z1Z2Z3 or a random number with same
probability.

Init: The adversary A promises two challenge ciphertext
policies W0 and W1 to simulator B, then B flips a random
coin b, in which b ∈ {0, 1}. If b = 1, then Z = e(g1, g2)z1z2z3 ,
else Z is a random element.

Setup: The simulator B first inputs a security parameter λ
and gets the system public parameter. Then he runs KeyGen
algorithm and generates the public key pko for adversary A.
The simulator B first sets Y = e (g1, g2)z1 z2 , B = gz21 ,
u1 = gz31 , this implies α = z1z2, β = z2, σ = z3.

For each attribute number {i|1 6 i 6 m}, the simula-
tor B generates

{
Ai,t |1 6 t 6 mi

}
, if vi,t ∈ Wb,i, the sim-

ulator B sets Ai,t = gai,t1 . Otherwise,the simulator B sets

Ai,t = gz1 ai,t1 , where
{
ai,t ∈ Z∗p |1 6 t 6 mi

}
is selected ran-

domly. Finally the simulator B publishes public parameters{
Y ,B, u1,

{
Ai,t |1 6 t 6 mi, 1 6 i 6 m

}}
.

Phase1: Adversary A promises an attribute set S =
[S1, S2, · · · , Sm] in a secret key query stage. In our definition,
if S 2 W0∧S 2 W1, then R0 is equal with R1, under this situa-
tion, the gameG and gameG0 are the equal, So the difference
about the advantage of adversary A between game G and in
game G0 is equal. At this point simulator B ends the game
and makes a guess randomly. Therefor, we only consider the
case: S 2 W0 ∧ S 2 W1. When S 2 W0 ∧ S 2 W1, there
certainly exist y ∈ {1, 2, · · · ,m} such that Sy = vy,ty /∈ Wb,y.
For each attribute number {i|1 6 i 6 m}, simulator B
selects λi, x ′i ∈ Z∗p at random, then sets x = x ′ − z1z2 and

x =
m∑
i=1

xi =
m∑
i=1

x ′i − z1z2, so the component of the secret key

can be computed as

d0 = g
α+x
β

2 = g

z1z2+
m∑
i=1

x′i−z1z2

z2
2 = g

m∑
i=1

x′i

z2
2

dy,1 = g
yk+ay,tyλy
2 = g

x ′y+z1z2+ay,tyλy
2 = g

x ′y+ay,tyλ
′
y

2 ,

where

λy = λ
′
y +

Z1Z2
ay,ty
;

dy,2 = g
λy
2 .

When i 6= y, it sets x = x ′, simulator B also can compute{
d0, di,1, di,2

}
without any difficult.

challenge: Adversary A promises two challenge records
R0 and R1. Simulator B flips a coin b, b ∈ {0, 1}, and sets
C ′ = Rb · Z r , C0 = Br = gz2r1 . For Wb, if vi,t ∈ Wb,i, then

simulator B generates
{
Ci,1,Ci,t,2

}
=

{
gri1 ,A

ri
i,t

}
correctly

because Ai,t does not contain unknown z1, else if vi,t /∈ Wb,t ,
then he can choose a random number as the components
Ci,1,Ci,t,2.
Phase 2: Similar as Phase 1.
Guess: Adversary A makes a guess b′. If b′ = b, adversary

A is running in game G, Z = e (g1, g2)z1z2z3 and otherwise A
is running in game G0, Z is random. Therefore, through our
assumption, the simulator B can win the asymmetric DBDH
game with the advantage ε. �
Next, we continue to change the way of ciphertext com-

ponents generated in game G0 and to get a new game. For
each vi,t in the game Gl−1, when vi,t ∈ W0,t ∧ vi,t ∈ W1,t or
vi,t /∈ W0,t ∧ vi,t /∈ W1,t , we generate ciphertext components
{Ci,1,Ci,t,2} normally, and when vi,t ∈ W0,t ∧ vi,t /∈ W1,t or
vi,t /∈ W0,t∧vi,t ∈ W1,t , nomatter what value the random coin
b is, we choose the random number in the game Gl to replace
the ciphertext components {Ci,1,Ci,t,2} generated normally
in the game Gl−1. We replace the ciphertext component nor-
mally generated in the previous game with the random value
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from the next game until there is no vi,t ∈ W0,t∧vi,t /∈ W1,t or
vi,t /∈ W0,t∧vi,t ∈ W1,t . Every time we replace it, a new game
is formed. In the last game, due to the ciphertext components
are in the same distribution, so the adversary’s advantage is 0.
And then we can embed the D-Linear challenge in this way,
so the distinction of the game Gl and the game Gl−1 is called
D-Linear challenge.
Theorem 2: In the setting of the security parameters k . The

difference about the advantages of adversary A between game
Gl−1 and the gameGl is negligible according to the D-Linear
assumption.

Proof: The challenger given a D-Linear challenge tuple[
g1, g2, g

z1
1 , g

z2
1 , g

z1
2 , g

z1z3
1 ,Z , gz1z32 , gz3+z41

]
,

where Z = gz2z41 or Z is a random number with same proba-
bility. we might as well assume that vi,t ∈ W0,t ∧ vi,t /∈ W1,t .

Init: The adversary A promises two challenge ciphertext
policies W0 and W1 to simulator B, then B flips a coin b
randomly, b ∈ {0, 1}. If b = 0, simulator B ends the challenge
and makes a guess randomly, Clearly, in our definition, for-
mula b = 0means vil ,tl ∈ W1,il∧vil ,tl /∈ W0,il , then it obvious
that Gl−1 = Gl . Because the distribution of ciphertext in
gameGl−1 and in gameGl are same, so there is no advantage
for adversary A between the game Gl−1 and game Gl . Thus,
we need to assume b = 1.
Setup: The simulator B first inputs a security parameter λ

and gets the system public parameter, then he runs KeyGen
algorithm and generates the public key pko for adversary A.
The simulator B first sets Y = e (g1, g2)z1 , B = gz31 , u1 =
gz2z31 , this implies α = z1, β = z3, σ = z2z3. For each
attribute number {i|1 6 i 6 m},

{
Ai,t |1 6 t 6 mi

}
is gen-

erated by the simulator B. If vi,t ∈ Wb,i, the simulator B sets
Ai,t = gαi,t1 ; Else, he sets Ai,t = gz1αi,t1 , where αi,t ∈ Z∗p |1 6
t 6 mi is random. Finally the simulator B publishes public
parameters as

{
Y ,B, u1,

{
Ai,t |1 6 t 6 ni, 1 6 i 6 m

}}
.

Phase 1: Adversary A promises an attribute set S =
[S1, S2, · · · , Sm] in a secret key query stage. If Sil ,tl /∈ vil ,tl ,
simulator B can compute the secret key

{
dil ,1, dil ,2

}
without

any difficult. Then we assume Sil ,tl = vil ,tl , and simulator B
computes the components

{
dil ,1, dil ,2

}
as follows:

dil ,1 = g
xil+ail ,tl λil
2 = g

x ′il
2 ,

where

xil = x ′il − ail ,tlλil

dil ,2 = g
λil
2 .

Now, we assume S 2 W0 ∧ S 2 W1, because Sil = vil ,tl /∈
W1−b,il , that is to say S 2 W1−b, therefore S 2 Wb, so there
certainly exist y ∈ {1, 2, · · · ,m} satisfying Sy = vy,ty /∈ Wb,y.
Then B sets xy = x ′y + ail ,tlλil and computes the components{
dy,1, dy,2

}
as follows:

dy,1 = g
xy+ay,tyλy
2 = g

x ′y+ail ,tl λil+ay,tyλy
2 = g

x ′y+ay,tyλ
′
y

2 ,

where

λy = λ
′
y −

ail ,tlλil
ay,ty

;

dy,2 = g
λy
2 .

Also, when i 6= il or y, simulator B can also compute{
di,1, di,2

}
easily. Finally

x =
m∑
i=1

xi = xil + xy +
m∑

i 6=il ,y

xi

= x ′il − ail ,tlλil + x
′
y +

m∑
i 6=il ,y

xi

= x ′il + x
′
y +

m∑
i 6=il ,y

xi

he can compute the component d0 =
α + x
β

with ease.

Challenge: Adversary A promises two challenge records
R0 and R1, simulator B sets C0 = gβr1 = gz2(z3+z4)1 , this
implies r = z3 + z4. If S satisfies S 2 W0 ∧ S 2 W1 in
each query, B choose a random number as C ′, otherwise B
lets C ′ = Rb · e (g1, g2)z1(z3+z4). For Wb, the ciphertext
components

{
Ci,1,Ci,t,2|1 6 i 6 m, 1 6 t 6 mi

}
are gener-

ated as game Gl−1, additional components Cil ,1,Cil ,tl ,2 are
computed as

Cil ,1 = g
ril
1 = gz41

Cil ,tl ,2 = A
ril
il ,tl =

(
g
αil ,tl
1

)ril
= Z

It is implies ril = z4, αil ,tl ril = z2z4 and Z = gz2z41 .
If Z = gz2z41 , the ciphertext components are generated prop-
erly and adversary A just runs game Gl−1.
Phase 2: Similar as Phase 1.
Guess: Adversary A makes a guess b′. If b′ = b, adversary

A runs game Gl−1, Z = gz2z41 and otherwise A runs game Gl ,
Z is random. Therefore, through our assumptions, the advan-
tage of the simulator B is ε during running the D-Linear
game. �

2) CHOSEN KEYWORDS ATTACK (CKA) SECURITY
Theorem 3: Under the asymmetric DDH1v1 assumption,

it is negligible that the advantage of any polynomial adversary
A to break the CKA game, then challenger can construct a
simulator B such that B can win the DDH1v1 game with the

advantage of
ε

2

(
1−

N 2

P

)
, where N =

m∑
i=1

mi [27].

Proof: Simulator B is given an asymmetric DDH1v1

tuple
(
g1, g2, g

z1
1 , g

z2
z1
1 ,Z

)
.

Init: The simulator B gives a security parameter λ and
gets the system public parameter, and then B runs KeyGen
algorithm. The adversary A promises an access policyW ∗ =[
W ∗1 ,W

∗

2 , · · · ,W
∗
m
]
to simulator B.
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TABLE 2. Function comparison.

TABLE 3. Storage cost.

Setup: Simulator B selects a′i,t ∈ Z∗P at random, where
1 6 i 6 m, 1 6 t 6 mi, and computes

Ai,t = gai,t1 =

g
a′i,t
1 , vi,t ∈ W ∗(
gz21
)a′i,t , vi,t /∈ W ∗

Then simulator B publishes public parameter as{
g1, g2, α, β, σ,

{
ai,t |1 6 i 6 n, 1 6 t 6 mi

}}
.

Phase 1: The adversary A promises an attribute set S =
[S1, S2, · · · , Sm] to simulator B. B computes∑

∀i,t∈S

ai,t =
∑
∀i,t∈W ∗

ai,t +
∑
∀i,t /∈W ∗

ai,t

=

∑
∀i,t∈W ∗

a′i,t + b
∑
∀i,t /∈W ∗

ai,t

= A1 + bA2

next he selects s ∈ Z∗P randomly and computes D1 = gs2,

D2 =

(
u2g

∑
∀i,t∈S

ai,t

2

)s
=

(
gσ2 g

A1
2

(
gb2
)A2)s, finally he sends

(D1,D2) to adversary A. Adversary A generates an access
request with this search private key during the search phase.

Challenge: Adversary A submits two keywords w1,w2,
the simulator B encrypts wb by flipping a coin b at random.
Note that if b = 0, then wb =

{
w0,1,w0,2, · · · ,w0,m

}
, and

if b = 1, then wb =
{
w1,1,w1,2, · · · ,w1,m

}
. Simulator B

sets y = z1z2, then he computes T1 = Z
1

H(wb,1‖wb,2‖···‖wb,m)

and T2 =

(
u1

∏
∀i,t∈W ∗

Ai,t

)y
= Z

σ+
∑

∀i,t∈W∗
a′i,t

simultaneously.

Then he sends the request (T1,T2) to adversary A.
Phase 2: Similar as Phase 1.
Guess: Adversary A makes a guess b′, if b′ = b,

B responds DDH and otherwise he responds random.
If Z = gz1z22 , I is a correct index, and the advantage of A

is ε, thus

Adv
[
B→ ‘‘DDH ′′|Z = gz1z22

]
= Adv

[
b′ = b|Z = gz1z22

]
=

1
2
+ ε

If Z = gz2, I is not a correct index, the advantage of A is 0,
thus

Adv
[
B→ ‘‘random′′|Z = gz2

]
= Adv

[
b′ = b|Z = gz2

]
=

1
2

According to the above information in the DDH game,

the advantage of B is
ε

2

(
1−

N 2

P

)
under the DDH game.

VII. PERFORMANCE ANALYSIS
A. FUNCTION COMPARISON
We compared some existing schemes with our scheme in
decentralizing, keyword search, verifiable search results, and
search privacy, as shown in Table 2. The symbol ‘‘X’’ indi-
cates that the scheme has this function, and ‘‘×’’ indicates
the opposite case. As can be seen from the table, scheme [14]
and scheme [30] dont meet the feature of decentralizing,
and scheme [14] supports the search results verifiable; The
schemes [28] and [29] cannot verify search results; our
scheme is more powerful and can support the above features
at the same time. These features make our scheme more
suitable for practical applications.

B. STORAGE COST COMPARISON
In order to compare the storage costs in the three schemes,
we first define some symbols, we set |G|, |G0|, |GT | to
represent the bit length of an element in groupG,G0, andGT ,
respectively. Meanwhile, we use symbol|Zp| to denote the bit
length of an element in filed Zp, symbol |S| to represent the
number of the DU’s attribute. The storage cost of the three
scheme as shown in Table 3.

From Table 3 we can know that although our scheme has
higher storage cost in KeyGen algorithm than scheme [14]
and scheme [11], the storage cost in Setup/Init, Trap/Index
and Search is all significantly lower than them.

In Alice’s example, according to the experiment simulation
in our scheme, we set | Zp |= 160 bit ,| G1 |=| G2 |=| GT |=
1024 bit , thus the storage cost in Setup algorithm, KeyGen
algorithm, Index algorithm, Search algorithm, and Verify
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TABLE 4. Computational cost.

FIGURE 4. The storage and computational costs analysis obout different algorithm in our scheme, VKSE scheme and
ABKS-UR scheme respectively.(a)Setup generations time.(b)KeyGen generations time.(c)Index generations time.(d)Search
generations time.(e)Storage cost of Setup. (f)Storage cost of KegGen.(g)Storage cost of Index.(h)Storage cost of Search.

algorithm is 3008 bit , 21504 bit , 4096 bit , 5120 bit and
160 bit , respectively. So, the storage cost of the example is
33888bit .

C. COMPUTATIONAL COST COMPARISON
To analyze the computational costs of the three schemes,
we first define some time-consuming operation symbols,
namely bilinear pairing operation OP, exponentiation opera-
tionsOE (exponential operationOE0 in groupG0, exponential

operation OE1 in group G1 and exponential operation OE2 in
group G2).
From Table 4, it obvious that our scheme is most efficient

in the Init, Index and Search algorithms except the KeyGen
algorithm. In addition, during that the Verify algorithm based
the different result verification mechanism, so we analyzed
the computational cost just in our scheme and the VKSE
scheme.
From the above information, we can conclude that our

scheme enables access control without increasing additional
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storage and computational overhead. However, this fact needs
further verification.

D. EXPERIMENTAL SIMULATION
We leverage the Paring Based Cryptography (PBC) labora-
tory to evaluate the actual performance of the three solutions,
and our experiments were performed on a Ubuntu server
15.4 with a processing core i5 processor using real data set.
In our experiments, we set |Zp| = 160 bit , |G1| = |G2| =

|GT | = 1024 bit , respectively. Due to our scheme, VKSE
scheme, and ABKS-UR scheme are all affected by attributes.
We let |S| ∈ [0, 50] in KeyGen, Index and Search algorithms
to show the degree which it is affected by the number of
attributes.

Because we need separately generate the search private key
and secret private key in the Setup algorithm which associate
with their attribute, we can see from Fig 4 (b) and (f) that
the storage and computational overheads in our scheme is a
little bit higher than VKSE and ABKS-UR scheme. However,
such a design let us no longer consider the factor of attribute
in Index and Search algorithm, and thus the efficiency in our
scheme be improved availably. In fact, we can see clearly in
other figure, the storage and computational overheads in our
scheme all lower than VKSE and ABKS-UR scheme. So our
scheme is security and efficient as a whole.

To sum up, the actual analysis using the real data set
is consistent with the theoretical analysis. In our scheme,
almost all the storage and computational costs are lower than
VKSE andABKS-UR scheme. Also, our scheme gains access
control without adding additional storage and computational
cost, at the same time, it provides a verification mechanism
for the results. Therefore, the experimental simulations show
that our scheme is security and efficient.

VIII. CONCLUSION
We propose a new encryption scheme for secure storage and
efficient sharing of electronic medical records based on the
attribute-based encryption system, blockchain technology,
and the InterPlanetary File System (IPFS) storage platform.
The scheme provides good access control for the electronic
medical records using attribute-based encryption technology
so that people who are not related to the patient cannot see the
private data of the patient without authorized. At the same
time, the IPFS storage platform was introduced to replace
the semi-honest but curious cloud server to ensure the secure
storage of the medical data, and the blockchain technology
records the storage and search process, ensuring the origi-
nality and traceability of the data and solving the security
deficiency of central authority. However, our scheme still
has some shortcomings, such as the access privilege and the
timeliness of expired user, then the functional issues of the
data stored in the blockchain. In the following work, we will
consider using attribute revocation function to solve the prob-
lem of access privilege of expired users. At the same time,
the smart contract will be embedded in our scheme to make
the data on the blockchain more timeliness and functional.
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