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ABSTRACT Extracting data bits from bistatic-backscattered WiFi signals by threshold-based decoding is
challenging due to severe fluctuation of OFDM signals. We propose adaptive transmission repetition to
combat this problem. The key idea is to let a backscatter transmitter repeat transmissions and a receiver
combines those so that signal fluctuation is filtered out due to its time-changing patterns, as observed in
our testbed experiments, thus reducing bit error rate. However, excessive transmission repetitions lead to the
waste of channel time, thus we propose an algorithm to adapt the number of repetitions so as to maximize the
effective throughput in the present communication condition. We demonstrate via testbed experiments that
the proposed algorithm adapts well to various communication conditions and achieves near-best throughput

performance.

INDEX TERMS Ambient backscatter communication, WiFi backscatter, ultralow-power communication,

backscatter tag, IoT.

I. INTRODUCTION

Ambient backscatter communication [1] is widely considered
as a means of ultralow-power communication of low-end
tag-typed devices (e.g. sensor node) with no infrastructure
deployment in Internet of Things (IoT) environments. The
ambient backscatter communication is realized by letting
a tag device reflect and absorb ambient signals such as
TV broadcast [2], FM radio [3], LoRa [4], and WiFi sig-
nals [5] in the air according to the data bits to transmit,
thus not needing a dedicated signal source. Then, the ampli-
tude, phase, or both of the carrier signal is modulated
accordingly so that a receiver can decode the data bits
from it.

In particular, considering ambient WiFi signals as a sig-
nal source of backscatter communication is promising since
WiFi access points have widely been deployed, and thus the
presence of carrier signals to backscatter is highly probable
everywhere. Furthermore, most handheld devices (e.g. smart-
phones, tablet PCs) adopts the latest generation of WiFi.
These devices can be used as a data-collecting node or an
Internet gateway for WiFi backscatter tags.

Bistatic backscatter communication—a transmitter mod-
ulates the amplitude of a carrier signal into two levels
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(as a tag does by switching between reflection and
absorption states) and a receiver detects the levels using
an amplitude threshold—provides a universal transmit-
ter and receiver framework for all communication types,
i.e., downlink (gateway-to-tag), uplink (tag-to-gateway),
and tag-to-tag communication, thanks to its simplicity of
implementation.

However, decoding data bits from bistatic-backscattered
WiFi signals is challenging since a WiFi signal itself
has inherent fluctuations due to the high peak-to-average-
power-ratio (PAPR) nature of orthogonal frequency-division
multiplexing (OFDM). While early research works on WiFi
backscatter communication [5], [6] did not tackle this prob-
lem and assumed the conventional decoding method as used
for other types of backscatter communication, there have
been later attempts to enhance the performance of WiFi
backscatter communication. Frequency shift (FS) adopted
by FS-Backscatter [7] greatly enhances the communication
range of WiFi backscatter communication by avoiding the
strong interference of a WiFi carrier signal at the receiver
side, but at the expense of additional bandwidth usage.
HitchHike [8] and FreeRider [9] enable commodity WiFi
receivers to decode backscattered signals by letting a tag
perform codeword translation of a received WiFi signal to
convey data bits on it, but require two receivers tuned to
distinct (carrier and backscattered) channels and another
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entity to combine these signals to finally decode the data
bits. The authors of [10] proposed a pattern-matching-based
decoding algorithm that identifies unique patterns of signal
samples that arise from smoothing of WiFi signals to filter
out noisy fluctuation. Multiple antennas were considered
to improve detection performance [11]-[14]; In particular,
the authors of [11] considered individual detection thresholds
for different antennas and those of [14] proposed a design
to cancel the direct-link interference. Kim and Lee [15]
proposed a receiver design to decode backscatter signals in
multiple channels. In [16], three-state switching (reflection,
absorption, and negative-reflection states) was proposed.
In [17], the authors introduced a maximum-likelihood detec-
tor that determines a detection threshold. There have also
been many approaches to extend the capability of backscat-
ter communication such as a fully-analog backscatter tag
design for capacitive sensors [18], exploitation of multiple
ambient carrier sources [19], a low-power WiFi transmit-
ter exploiting the backscattering effect internally [20], and
long-range backscatter communication based on chirp spread
spectrum [21].

In this paper, we propose a new approach to combat
the WiFi signal’s fluctuation problem, which can also be
combined with the above solutions for further enhancement,
named adaptive transmission repetition. The key idea is to let
a backscatter transmitter repeat transmissions and a receiver
combines those so that signal fluctuation is filtered out due
to its time-changing patterns. First, we make experimental
observations on how transmission repetitions and a simple
accumulative sum of received signals change the shape of
the resulting signal, i.e., reducing fluctuation, but preserv-
ing backscatter patterns, and enhance bit error rate. How-
ever, increasing the number of transmission repetitions to
strengthen the robustness of transmission consumes longer
channel time, thus not always leading to enhanced throughput
performance. To solve this problem, we design an algorithm
to adapt the number of transmission repetitions so as to
optimize the effective throughput in the present communica-
tion condition under asynchronous feedback of transmission
results (due to the changing availability of carrier signal or
channel time). We demonstrate via our prototype implemen-
tation and testbed experiments in office and hallway scenar-
ios that the proposed design outperforms no repetition and
achieves close to the best fixed-number-of-repetitions case in
various conditions.

In summary, the main characteristics of the proposed
scheme are listed as follows:

« Enhancement of the bit error rate (BER) by transmission
repetition and simple cumulative sum of received signals
that enables filtering out the WiFi carrier signal’s inher-
ent fluctuation while preserving the low complexity of
the backscatter system.

« Adaptive transmission repetition to balance between
robust decoding and channel-time consumption, thus
achieving close to the best fixed-number-of-repetitions
case in various conditions.
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« Adaptation under asynchronous feedback of transmis-
sion results due to the sporadic availability of carrier
signal or channel time.

The rest of the paper is organized as follows. In Section II,
we present experimental observations on transmission rep-
etition. The proposed algorithm is described in Section III.
The experimental setup and performance results are shown
in Section IV. Finally, Section V concludes the paper.

Il. EXPERIMENTAL OBSERVATION ON

TRANSMISSION REPETITION

Fig. 1 shows the normalized received signals after combining
different numbers of repetitions when a tag sends alternating
data zero and one at 20 kbps (20 bits for a WiFi frame). Com-
bining signals is a simple accumulative sum due to feasible
implementation at tags. The detailed experimental configura-
tion is described in Section IV.A. The figure shows that the
fluctuation of the WiFi frame signal itself is severe and, with
no repetition, the backscatter pattern is not easily noticeable.
As the received signals are accumulated, the backscatter pat-
tern becomes more apparent, thus leading to the expectation
of lower bit error rate (BER).

The BER results of an experiment in the office scenario
are given in Fig. 2 for the tag positions of Fig. 4. We consider
the tag’s bit rate of 200 kbps. In each tag position, we vary
the number of repetitions from zero up to seven. The BER
values equal to or lower than 10~* are presented as 1074,
Throughout all tag positions, we see that a higher number of
repetitions always yields lower BER. Different tag positions
result in different BER values; typically, as the tag gets farther
from both the transmitter and receiver, i.e., when it moves
from A to D, it has higher BER values. Therefore, in order
to achieve a certain level of BER, the tag needs different
numbers of repetitions in different positions. A similar trend
is also observed in the experimental results of the hallway
scenario as shown in Fig. 3.

As mentioned earlier, however, transmission repetition
consumes additional channel time. Table 1 illustrates that
the maximum achievable throughput decreases fast as the
number of transmission repetitions increases. Therefore, it is
desirable for a backscatter transmitter to spatio-temporally
adjust the number of transmission repetitions so as to max-
imize the effective throughput.

Ill. REPETITION ADAPTATION ALGORITHM

Based on the observations made in the previous section,
we design an algorithm to adapt the number of transmission
repetitions. The pseudo-code of the algorithm is given in
Algorithm 1. We define a set of stages for each of which a
specific number of transmission repetitions, denoted by N;
for stage i, are made for each packet, while N; > N;; for
all i. Let R; be the maximum achievable throughput of stage i.
As the number of repetitions increases, longer channel time
is used and thus the maximum achievable throughput always
decreases. Therefore, we have R; < R;y1 for all i. Table 1
shows an example of stage definition, which will also be
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FIGURE 1. Normalized combined signals with different numbers of transmission repetitions.
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FIGURE 2. Bit error rate in different tag positions with a varying number
of transmission repetitions in the office scenario.

TABLE 1. Stage definition example of the adaptation algorithm for first
scenario.

Stage 1 2 3 [4]5] 6 |78
Number of repetitions | 7 6 5 [4]3 2 [1]0
Max throughput (kbps) | 1.25 | 1.428 | 1.667 | 2| 2.5 (3.34 |5 10

—_

used in the evaluation section. The algorithm starts from stage
one, which is the lowest maximum-throughput, but with the
highest robustness. Then, the algorithm has to keep making
the following decisions during its operation:

+ When to make a stage transition;

« Which stage to transition to.
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FIGURE 3. Bit error rate in different tag positions with a varying number
of transmission repetitions in the hallway scenario.

In what follows, we describe the algorithm design for stage
transition.

A transition to a higher stage (i.e., less repetitions) is
triggered when S consecutive packets are transmitted suc-
cessfully, based on the expectation that less repetitions may
also achieve successful transmission. To realize this behavior,
the algorithm manages the consecutive success count s,
increasing it by one when a packet is transmitted successfully,
but resetting it to zero if decoding of a packet finally fails over
all repetitions. When s gets equal to S, the algorithm changes
the current stage to a higher one.

Selection of the higher stage to transition to is designed as
follows. Whenever a receiver receives a repeated transmission
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Algorithm 1 Repetition Adaptation Algorithm
1: s: consecutive-success count
2: f: consecutive-failure count
3: i: current stage (1 <i <)
4: Initialize s and f as zero
5: Initialize i as one
6: for all packets to transmit do
7. fork e{l,...,N;}do

8: Transmit the packet

9: if Decoding succeeds then
10: s<—s+1,f <0
11: m(s) < k
12: Go to DECODE_DONE
13: end if

14:  end for

15:  if Decoding fails then
16: f<f+1Ls<0
17:  end if

18:  DECODE_DONE:
19: if s > S then

20: m* < max{m(1), --- , m(S)}
21: i < max{j|N; > m*, 1 <j<I}
22: s <0

23:  elseif f > F then

24: i < max{i—1, 1}

25: f <0

26:  end if

27: end for

signal of a packet, it adds the signal onto and attempts to
decode data bits from the accumulated signal-sum of the
packet. Assume that the transmitter is in stage i, performing
N; repetitions in total for each packet. If the receiver succeeds
in decoding of a packet when n(< N;) repetitions are made,
this implies that it may not need more repetitions than 7 in the
next time. Thus, the receiver records the minimum number of
repetitions that were needed for the successful transmission
of each packet as m(s) for sth packet (s = 1, ---,S) before
increasing the stage. Finally, the algorithm concludes that at
least m* repetitions are needed in the next stage where m* =
max|<s<s m(s), which is a conservative choice of repetitions
that made the latest S packets all transmitted successfully.
When the success count s reaches S, the algorithm determines
the next stage as the highest one (least repetitions) having
the number of repetitions equal to or higher than m*. That
is, the algorithm accelerates the transition to a properly-high
stage rather than simply moving to the next higher stage. For
example, suppose that a tag is in stage three (five repetitions)
of Table 1, transmits four packets (each for five times) and
areceiver decodes each packet successfully after two (m(1)),
two (m(2)), three (m(3)) and two (m(4)) repetitions, respec-
tively, having m* as three. If S is four, the consecutive success
count reaches S and the algorithm moves to stage five having
three repetitions.
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A transition to a lower stage (i.e., more repetitions) is
designed differently. If the transmitter is in stage i, perform-
ing N; repetitions for each packet and the receiver fails to
decode a packet after combining N; receptions, the receiver
increases the consecutive failure count f by one (resetting
the consecutive success count s to zero). When f reaches F,
the algorithm assumes that more repetitions are required to
protect its packet reception, and moves to the next lower
stage. Since the algorithm has no knowledge of the number of
additional repetitions that are needed to make a packet recep-
tion successful, a stage decrease is made in a conservative
manner.

The remaining design problem is feedback, which also
depends on who runs the algorithm. If a transmitter runs the
algorithm, then a receiver needs to feed back the results of
previous transmissions to the transmitter so that the trans-
mitter determines the stage accordingly. In WiFi backscatter
communication, however, the transmission of feedback may
not always be immediate due to the changing availability of
carrier signal or channel time.! Therefore, when the receiver
sends feedback information to the transmitter, it sends all
transmission results that have not been fed back yet. Then,
the transmitter considers all fed-back transmission results to
determine the current stage.2 But, in this case, the amount
of feedback increases as the delay of feedback increases.
Alternative is to let the receiver run the algorithm and give
the explicit feedback of the stage to use to the transmitter.
That is, the receiver tracks stage changes along with the
success and failure counts. Since the feedback information
is limited to the single value of the current stage, the amount
of feedback remains minimal and constant regardless of the
delay of feedback.

In practical deployment scenarios, there may exist con-
tention and collision issues in two cases: (1) between tags
(inter-tag case); (2) with other non-carrier WiFi signals.
There have been a number of proposals to resolve contention
between multiple RFID tags [22]-[25]. Some attempts have
also been made for ambient backscatter communication [2],
[26]. The proposed scheme can be combined with a wide
range of such proposals, thus still benefiting from trans-
mission repetition for robust communication in multi-tag
environments. However, the collision problem with other
non-carrier WiFi signals, which in particular happens with
frequency shift [7], has not been explored well in the litera-
ture; When the frequency of a backscattered signal is shifted
to an adjacent channel, it is vulnerable to collision with the
WiFi transmitters of the channel due to the weak energy.
We leave this as our future work.

11f a feedback transmitter is a backscatter node (i.e., tag), it can send
feedback information on carrier signals only. If a feedback transmitter has
the capability of signal generation by itself (i.e., gateway), it needs to obtain
a channel-access opportunity to send feedback information.

2It is desirable to suppress multiple stage decreases at once since the
effectiveness of an increased number of repetitions has not be tested yet.
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IV. PERFORMANCE EVALUATION
In this section, we prototype and evaluate the proposed algo-
rithm in two experimental scenarios: office and hallway.
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FIGURE 5. Hallway scenario: experimental setup and tag positions.

A. ENVIRONMENTAL SETUP

Fig. 4 shows the experimental setup of the office scenario.
We use two Ettus USRPs (N210 and N310) [27] to generate
and receive WiFi signals, respectively, which are separated
by two meters. Seven different tag positions are considered,
each depicted as a triangle in the figure. Position M is taken
5 cm apart from the middle point between the two USRPs.
Positions A and -A are one meter apart from Position M.
Other positions are separated by 0.5 m from each’s adjacent
one. Every position is 0.5 m high from the ground. The hall-
way scenario is illustrated in Fig. 5; two USRPs are deployed
four meters apart. A tag is first placed together with the
receiver USRP and moved towards the transmitter USRP with
one-meter steps until getting apart from the receiver USRP by
eight meters.
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The gr-ieee802-11 module of GNU Radio [28] is used to
generate WiFi carrier signals according to IEEE 802.11g’s
OFDM frame format. The transmitter USRP generates and
transmits a WiFi frame every 10 ms. Each WiFi frame is
composed of a 64 us physical-layer header and a following
MAC frame of 1528 bytes. It is transmitted at a bit rate
of 9 Mbps (QPSK modulation and 3/4 code rate), which is
1.4 ms long. The USRPs operate at the center frequency
of 2.432 GHz. The receiver USRP captures the I/Q signals
of received WiFi frames via two antennas, each at the sam-
pling rate of 10 MHz (for moderate computational loads)
and pre-processes them according to the ©MO procedure [2]
so that the communication distance is expanded thanks to
diversity. The threshold to differentiate data one and zero
is set as the average amplitude of a received WiFi frame.
The backscatter tag is implemented using Analog Devices’
RF switch ADG902 [29] for reflection and absorption of
ambient WiFi signals. The information bits are generated as
alternating one and zero and coded using FMO coding [30].
Then, the backscatter tag transmits coded bits at 200 kbps.
Each packet of the tag is composed of 50 information bits
and two packets can be transmitted over a WiFi carrier frame.
In the hallway scenario, the frequency-shift technique [7] is
applied to extend the communication range. The repetition
adaptation algorithm uses the stage definition of Table 1. The
total number of WiFi frames generated for each experiment
is 500 where each of received WiFi frames is represented
as 14,000 signal samples. The performance metrics are the
bit error rate (BER) of coded bits and the throughput of
information bits.

B. PERFORMANCE EVALUATION RESULTS

First, the throughput performance of the fixed-number-
of-repetitions (fixed-repetition for short) cases and the pro-
posed adaptation algorithm at various distances is shown
in Fig. 6. Throughput is measured while moving the tag from
Position A (0 m) to D (1.5 m). Throughput at 0 m can be
seen as the maximum achievable throughput since the BER
at this position (A) is close to zero as seen in Fig. 2. A higher
number of repetitions in this position lowers throughput since
BER is already close to zero and more repetitions increase
the consumption of channel time only. As the distance gets
longer, the throughput of all repetition cases decreases gradu-
ally. However, a larger number of repetitions results in slower
throughput decrease, thus having a longer communication
range. This is because, as the distance gets longer, the gain
resulting from repetitions increases more than the penalty
of longer channel-time consumption. The throughput of the
proposed adaptation algorithm (depicted as a red curve) is
shown to closely follow the envelope of the fixed repeti-
tion cases. However, for some points, the algorithm achieves
lower throughput than the best fixed-repetition case (e.g. for
the distance of 0.1 to 0.3 m, the algorithm is worse than
the zero-repetition case). This results from occasional stage
changes (either increase or decrease) and delayed return to
the best stage.
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(b) Hallway scenario

positions in office and hallway scenarios.

The average throughput results in all positions of the two
experimental scenarios are shown in Fig. 7. As shown in the
figure, the adaptation algorithm (red bar) achieves close to the
best fixed-repetition case in all positions while there exists no
single best one of fixed repetition. However, the throughput of
the adaptation algorithm is slightly lower than that of the best
fixed-repetition case due to the overhead of stage changes
(waiting time before making a stage-change decision and
sometimes wrong stage decisions). In the positions except -B
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(b) Hallway scenario

FIGURE 8. Delay of fixed and adaptive repetition for various tag positions
in office and hallway scenarios.

of the office scenario (Fig. 7(a)), the throughput difference of
the adaptation algorithm to the best fixed-repetition case is
limited; it is less than 5% in the other positions. In Position -
B, the difference is as high as 16%, but the algorithm achieves
23% higher throughput than the second best case. In the
hallway scenario (Fig. 7(b)), the throughput difference of
the adaptation algorithm to the best fixed-repetition is less
than 10% in most positions. At 6 m (from the receiver),
the adaptation algorithm achieves 15% lower throughput than
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FIGURE 9. Distribution of normalized signal strength for a varying number of repetitions in

Position C.

the best fixed-repetition case, but 52% higher throughput than
the second best one. At 7 and 8 m, the adaptation algorithm
is the third best one since the first and second best cases have
similar throughput with each other.

The average delay results of both scenarios are shown
in Fig. 8 where the delay is measured as the period from
the time when a packet is first considered for transmission to
the time when it is successfully decoded by the receiver. If a
packet is not successfully transmitted by a configured num-
ber of transmission repetitions, the receiver flushes out the
buffer of the accumulated signal sum of the packet and
the tag retransmits (restarts transmission repetitions of) the
packet. When BER is low (-B to A in the office scenario and
0 to 6 m in the hallway scenario), as the number of repetitions
increases, the channel time used for a packet gets increased
proportionally and so does the delay. However, with high
BER (B to D in the office scenario and 7 to 8 m in the hallway
scenario), a small number of repetitions does not benefit suf-
ficiently from repetitions and results in long delay. In partic-
ular, the zero-repetition case has to retransmit a packet until a
single transmission of the packet has no bit error, thus suffers
long delay under high BER. In Fig. 8(a), the zero-repetition
case for Position C and zero-to-two repetition cases for Posi-
tion D are not shown since they fail to transmit any packet
during the experiment. Likewise, the zero-repetition case for
8 m is not shown in Fig. 8(b).

In Fig. 9, the distributions of normalized signal strength for
different repetitions in Position C are shown. Signal-strength
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values are normalized so as to have zero mean and unit
variance. Thus, signal-strength zero can be considered as the
decoding threshold. With no repetition, the signal-strength
distributions of different bit data have much overlap with
each other. Some signal-strength values of data one and zero
appear negative and positive, respectively, thus leading to
wrong decoding results and high BER. As more repetitions
are applied, however, data one and zero have more distinct
signal-strength distributions. Finally, with seven repetitions,
almost all signal-strength values of data one are positive, and
most values of data zero are negative; The signal-strength
distributions of data one and zero have little overlap with each
other.

TABLE 2. Power consumption and energy efficiency comparison.

Peak power | Bitrate | Bits/uJ
WiFi (CC3200) | 824.4mW |54 Mbps | 65.5
BLE (CC2650) 18.3mW | 1 Mbps | 54.6
ZigBee (CC2620) | 18.3mW |250kbps | 13.7
WiFi backscatter | 24.2uW | 100 kbps | 4132.2

C. POWER CONSUMPTION
Table 2 shows the peak power consumption (i.e., power

consumption during transmission) and energy efficiency
(bits/uJ) of wireless LAN/PAN radio modules and ours.’

3We use the same hardware architecture and parts as [8].
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The values of WiFi, BLE and ZigBee are obtained from
the specification documents of Texas Instruments’ corre-
sponding radio modules, CC3200 [31], CC2650 [32], and
CC2630 [33], respectively. The WiFi backscatter module has
the lowest data bit rate among all, but its power consumption
is considerably lower than the others. Thus WiFi backscatter
significantly improves energy efficiency, e.g. 63 x higher than
WiFi. If a successful delivery of a packet requires seven
transmission repetitions (the highest number of repetitions
considered in the experiments) by the proposed scheme due
to a poor channel condition, thus consuming 7x power,
the energy efficiency is still significantly higher than the other
modules (e.g. 9x higher than WiFi).

V. CONCLUSION

In this paper, we proposed a repetition adaptation algorithm
for bistatic backscatter communications using ambient WiFi
signals. The proposed algorithm adapts the number of
transmission repetitions such that BER is enhanced at the
lowest consumption of channel time, thus always achiev-
ing high throughput in diverse communication conditions.
The experimental study with real WiFi traffic demonstrated
that the proposed algorithm achieves close to the best
throughput performance in all considered conditions. The
proposed algorithm can be combined with or extended
for other techniques of a longer communication range,
higher-order modulation, etc. to achieve higher overall
performance.

A number of issues remain for future work. They include
more efficient encoding and decoding mechanisms such as
OFDM and OFDMA, exploitation of multiple carrier sources,
and also resolution of contention and collision between tags
as well as with other non-carrier WiFi signals (especially
when frequency shift is applied).
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