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ABSTRACT Ring signature is an anonymous signature that both authenticates the message and protects
the identity information of the signer. It is suitable for scenarios such as anonymous network access, online
auctions, etc. However, there is a problem in a regular ring signature scheme. The signer can generate multiple
different signatures for the same message without being discovered by the verifier. This will of course
cause some confusion. Linkable ring signature (LRS) resolves the problem. The verifier can determine if
multiple signatures were generated by the same signer, but he cannot determine the actual signer’s identity.
In this paper, we first proposed the system model and security requirements for certificateless linked ring
signature (CL-LRS). Then, we constructed a concrete CL-LRS scheme and gave the security proofs. Finally,
we compared the efficiency of our scheme with several other LRS schemes. Our scheme does not use pairing

operation and is more suitable for the computation-constrained environment.

INDEX TERMS Anonymous, certificateless cryptography, elliptic curve group, linkable, ring signature.

I. INTRODUCTION
With the continuous upgrade of network information technol-
ogy and communication technology, e-commerce has entered
people’s lives, and people have become accustomed to con-
ducting various business activities (online shopping, online
transactions, electronic payment, etc.) through the network.
According to the Blue Book of the Global E-commerce
Industry in 2018, from the perspective of user scale, in 2018,
the size of global online shopping consumers is expected to
exceed 1.88 billion, a year-on-year increase of 8.9%, and
the global online shopping penetration rate is about 25.3%.
In the future, as the Internet penetration rate rises year by year,
the growth rate of online shopping consumers will gradually
slow down. It is estimated that the global online shopping
consumer size will reach 2.38 billion by 2022, and the online
shopping penetration rate will increase to more than 30%.
The rapid development of e-commerce is inseparable from
the construction of infrastructure such as Internet software
and hardware. In 2018, China’s fixed data and Internet busi-
ness revenues reached 207.2 billion yuan, an increase of 5.1%
over the previous year, and its proportion in telecommunica-
tions business revenue increased from 15.6% to 15.9% in the
previous year. An increase of 10.2% over the previous year,
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and its proportion in telecommunications business income
increased from 43.5% in the previous year to 46.6%. Accord-
ing to statistics, as of the end of 2018, the total number
of mobile Internet users in China reached 1.39 billion, an
increase of 10.7% year-on-year, and 1.26 billion users used
mobile phones to access the Internet.

As people do more business online, there have been many
incidents that leaked personal privacy. Privacy protection has
become an urgent issue. To protect the identity of the signer,
Rivest ef al. [21] put forward the concept of ring signature,
as shown in Figure 1. The signer forms a group by selecting
several users, including himself, and then yields a signature.
It can convince the verifier that the signatue was generated by
someone in the group. However, it is impossible to determine
the signer’s identity.

In “regular” ring signature schemes, the signer can gen-
erate multiple different signatures for the same message.
However, it is impossible for the verifier to determine if the
two signatures are yield by the same person. This could lead
to abuse of signing rights by users. To resolve the problem,
Liu et al. [17] introduced the notion of linkable ring signature
(LRS), the signer in a signature is still anonymous and the ver-
ifier can determine whether the real signers in two signatures
are same.

LRS is suitable for many real-world scenarios, such as
online authentication, e-voting and e-cash. For an example,
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FIGURE 1. Ring signature.

a “regular” ring signature scheme is not suitable for e-voting
since the same voter can yield multi different votes with-
out being found. It is impossible for the checker to discern
whether the two votes are yield by the same voter. LRS is a
good option to solve the problem due to the checker can detect
whether two votes are yielded by the same voter.

To avoid key escrow while eliminating certificate manage-
ment, Al-Riyami and Paterson [3] introduced certificateless
public key cryptography(CL-PKC). A user’s private key con-
sists of two parts: a partial private key and a secret value. They
are independent of each other. In 2018, Cheng and Chen [7]
redefined the formulations of CL-PKC. In their construction,
the user first picks a secret value, computes the partial public
key and sends it to KGC. Follow on, KGC yields the partial
private key with the partial public key, identity information
and master secret key, then sends it to the user. So the partial
private key and the secret value are are no longer independent
of each other.

A. RELATED WORK

In 2007, Chow and Yap [9] presented the security model
of certificateless ring signature (CL-RS) and gave a con-
crete construction. Zhang et al. [30] put forward a CL-RS
scheme, which requires a constant number pairing oper-
ations. In 2009, Chang et al. [6] redefined the security
requirements, which captures the user partial key replacement
attack, then presented a concrete CL-RS scheme. In 2010,
Wang and Han [28] proposed a CL-RS scheme from anony-
mous subsets. In 2015, Deng [10] constructed a CL-RS
scheme, which does not use pairing operation. In 2017,
Zhang et al. [31] presented a new CL-RS scheme, which
requires a constant number pairing operations.

In 2004, Liu et al. [17] put forward the first LRS scheme.
In which, the signer is still anonymous, the verifier can deter-
mine whether the real signers in two signatures are same.
After that, several practical LRS schemes [18], [25], [32]
have been proposed. In these schemes, the length of the
signature increases linearly with the number of members
in the ring. In 2005, Tsang and Wei [26] proposed a LRS
scheme, in which the length of the signature is constant.
Fujisaki [12] and Yuen et al. [29] respectively proposed a
LRS scheme in the standard model. In which, the length of
signature increases linearly with /s, where n is the number
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of members in the ring. Jeong et al. [15] and Liu et al. [19]
respectively designed a LRS scheme, in which the identity
of the real signer is unconditionally anonymous. In 2018,
Boyen and Haines [5] put forward a LRS scheme, which uses
an n-time one-way private key update mechanism based on
n-times multi-linear mapping. Baum et al. [4] proposed a
LRS scheme, the security is based on difficult questions on
lattices.

In 2006, Au et al. [1] and Chow et al. [8] respectively pro-
posed an identity-based LRS (IB-LRS) scheme, in which the
length of the signature is constant. However, Jeong et al. [16]
indicated that the scheme [1] is vulnerable. In 2010,
Tsang et al. [27] presented an IB-LRS scheme, which does
not require pairing operation. In 2013, Au et al. [2] con-
structed an IB-LRS scheme, in which the length of the sig-
nature is constant. In these two schemes, the user’s private
key does not only be decided by the identity information of
the user and master secret key, one user may correspond to
more than one private keys, It does not meet the require-
ments of traditional identity-based cryptography. In 2019,
Deng et al. [11] put forward a new IB-LRS scheme, which
requires only seven pairing operations.

LRS achieves both anonymity and traceability, and
is increasingly being used in cryptocurrencies. In 2014,
a cryptocurrency called Monero was created that pro-
vides anonymity to users by using Ring Confidential
(Ring CT) [20], which is virtually a variant of LRS. In 2017,
Sun et al. [23] presented a new Ring CT scheme, which is
based on the Pedersen commitment. In 2018, Torres et al. [24]
proposed a lattice-based Ring CT scheme, which provides
confidential transactions for cryptocurrencies.

B. MOTIVATION AND CONTRIBUTIONS

LRS implements authentication of messages, hides the iden-
tity of the signer, and prevents users from abusing signing
right. It is suitable for scenarios such as online authentication,
electronic voting and electronic cash. The linkable ring signa-
ture schemes currently known are either from traditional pub-
lic key infrastructures or identity-based cryptography. Neither
certificate management nor key escrow required in CL-PKC.
It is meaningful to constructed a secure and efficient CL-LRS
scheme. Contributions to this paper consist of the following
four sections.

« We proposed the system model and the security require-
ments for a CL-LRS scheme: unforgeability, anonymity,
linkability, unlinkability, non-slanderability,.

o We proposed a concrete CL-LRS scheme by following
the methods in [7]. It avoids key escrow while not
requiring certificate management. To the best of our
knowledge, it is the first CL-LRS scheme.

o« We gave the security proofs in random oracle model
(ROM). Our scheme has all the security attributes.

o We made a performance comparison between the our
scheme and several other LRS schemes. Our scheme
is more efficient than the other LRS schemes since no
pairing operation is required.
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TABLE 1. Notations.

Fp A prime finite field
E An elliptic curve over Fj,
An addition group consisting of the point on £
g and an extra point O.
q A prime number, where g = [G[/2.
Zy A set consisting of positive integers less than q.
G A additive group consisting of point on E.
P A generator of G with order g.
T The master secret key of system, where z € Zj.
Poup The public key of system, where Py, = zP.
Hy ~ Hy Four secure hash functions.
ID; The identity of i*" user.
d; The partial private key of 4¢” user.
ti The secret value of i*” user, where T; = ¢; P.
PK. The public key of i°"* user,
v where PKZ‘ = (T“RZ) and Ri = TZ'P.
W A set consisting of n users,
where W = {ID1,...,IDyn}.
U A set consisting of the identities/public keys,
where U = W | J{PK; : ID;, € W}.
event An event description.
m A message.
o A certificateless linkable ring signature.
C. ROADMAP

The structure of this article is as follows. First, we introduced
two mathematical tools in Section II. Second, we proposed
the system model and security requirements in Section III
and Section IV, respectively. Third, we proposed a concrete
CL-LRS scheme in Section V and showed the security proofs
in Section VI. Next, we made the performance comparisons
for several schemes in Section VII. Lastly, we made some
conclusions in Section VIII.

Il. PRELIMINARIES
In this section, we introduce two mathematical tools. The
notations used throughout the paper are listed in Table 1.
Elliptic Curve Group:
Let E/F, denote an elliptic curve [E over a prime finite
field F), defined by an equation:

y2 =x>+ax +d(mod p),a,d € F),
and 4a> + 27d* # 0(mod p).

The points on E/F), together with an extra point O called the
point at infinity form a group:

G={(x,y):x,y € Fp,E(x,y) =0} U{0O}.

Definition 1: DL (discrete logarithm) problem. Let G =
(P) < G, P € G is a point with prime order ¢. Given a point
aP € G, compute a € Z;.

lll. SYSTEM MODEL
A CL-LRS scheme consists of the following eight algorithms:
« Setup: Input a security parameter v, key generation cen-
ter (KGC) yields the system parameters (params) and
the master secret key (msk).
e Set-SV: The user ID; € {0,1}* randomly picks a
value t;.
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o Generate-TPK: The user ID; yields a partial public
key T;.

o Extract-PPK: Input a tuple (ID, T;), KGC yields a partial
private key d;.

o Set-UPK: The user ID; outputs his user public key PK;.

o Sign: Input a tuple (event, m, U), the real signer IDg
yields a signature o.

o Verify: Input a tuple (o, event, m, U), the verifier out-
puts 1 if o is valid. Otherwise, outputs 0.

o Link: Input two tuples (event, o1, mp), (event, o2, m),
anyone outputs either link or unlink.

IV. NOTIONS OF SECURITY
An adversary o7 (&), %) performs the following queries.

o Query-Hash: 7 inputs a value and obtains a correspond-

ing value of the hash function.

e Query-UPK: & submits an identity /D; and obtains a

value PK;.

o Replace-TPK: o/ submits a tuple (Tl./ , ID;), the chal-

lenger ¢ replaces T; with T7.

o Query-SV: &/ submits an identity /D; whose TPK was

not replaced and obtains a value #;.

e Query-PPK: o7 submits an identity ID; and obtains a

value d;.

o Query-Sign: .« submits a tuple (event, m, U, IDs) and

obtains a signature.

Definition 2: A CL-LRS scheme is unforgeable (UNF-CL-
LRS) if the advantage of each adversary is negligible in the
next games.

Game I: A Type I adversary 2] and a challenger € paly
the game as follows.

Initialization: € yields the params and msk by run-
ning the Setup algorithm, then forwards params to the
adversary ..

Query: of| performs various queries as defined above.

Forge: o yields a new tuple (o, event, m, U). </ wins if
the following requirements are met.

1) The tuple (o, event, m, U) is not obtained by perform-

ing Query-Sign.

2) 7 did not perform Query-PPK for anyone in W.

3) Verify(o, event,m, U) = 1.

The advantage of .« is defined as:

AU LR — P wins).

Game II: A Type Il adversary o and a challenger € paly
the game as follows.

Initialization: € yields the params and msk by running the
Setup algorithm, then forwards them to the adversary 2.

Query: Same as those in Game 1.

Forge: @ yields a new tuple (o, event, m, U). @/ wins if
the following requirements are met.

1) The tuple (o, event, m, U) is not obtained by perform-

ing Query-Sign.

2) o did not perform Query-SV for anyone in W.

3) % did not perform Replace-TPK for anyone in W.

4) Verify (o, event,m,U) =1
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The advantage of @ is defined as:
Adv )T LTS — Pelas wins).

Definition 3: A CL-LRS scheme is anonymous
(ANO-CL-LRYS) if the advantage of each adversary is neg-
ligible in the next games.

Game III: A Type I adversary o7 and a challenger ¢ paly
the game as follows.

Initialization: Same as that in Game 1.

Phase 1: <f) performs various queries.

Challenge: <) inputs a tuple (event, m, U, IDy, IDy), €
selects at random a bit u € {0, 1}, then provides 27| with
o = Sign(event, m, U, d, t,). And the following conditions
must be met.

1) IDg,ID; € W.

2) @ did not perform Query-PPK for IDy and ID;.

3) o7 did not perform Query-Sign for (event, %, x, ID;)

fori=0,1.

Phase 2: @/ performs various queries and follows the
constraints below.

1) 7| cannot perform Query-PPK for IDg and ID;.

2) o/ cannot perform Query-Sign for (event, %, x, ID;)
fori=0,1.

Response: <] outputs abit u’ € {0, 1}. &/ winsif u' = u.

The advantage of <] is defined as:

Advizg’o—CL—LRS — |2PI.[M/ — M] _ 1|

Game IV: A Type Il adversary 2% and a challenger ¢ paly
the game as follows.

Initialization: Same as that in Game II.

Phase 1: of5 performs various queries.

Challenge: <f5 inputs a tuple (event, m, U, IDy, ID), €
selects at random a bit u € {0, 1}, then provides .« with
o = Sign(event,m, U, d, t,). And the following conditions
must be met.

1) IDg,ID; € W.

2) @ did not perform Query-SV for IDy and ID;.

3) % did not perform Replace-TPK for /Dy and ID;.

4) of did not perform Query-Sign for (event, *, *, ID;)
fori=0,1.

Phase 2: o/, performs various queries and follows the

constraints below.

1) o7 cannot perform Query-SV for IDg and ID;.

2) g cannot perform Replace-TPK for IDg and ID;.

3) @ cannot perform Query-Sign for (event, , , ID;)
fori =0, 1.

Response: a# outputs abit u’ € {0, 1}. @4 winsif 4’ = u.

The advantage of < is defined as:

AdV?;ZO_CL_LRS — |2Pr[/L/ — M] _ 1|

Definition 4: A CL-LRS scheme is linkable
(LINK-CL-LRS) if the advantage of each adversary is negli-
gible in the next games.
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Game V: A Type I adversary 7] and a challenger € paly
the game as follows.

Initialization, Query: Same as those in Game 1.

Unlink: <f) generates two tuples (o1, event, my, Uy) and
(02, event, my, Up), where Uy = Wi | J{PKy; : IDy; € Wi},
Wi = {IDg1, ..., IDy,} fork = 1, 2. o/ wins if the following
requirements are met.

1) The two tuples are not obtained by performing Query-

Sign.
2) 1 performed Query-PPK on at most one user in
Wi U Wa.

3) Verify(oy, event, my, Up) = 1

4) Verity(os, event, my, Up) = 1.

5) Link(o1, 02) = unlink.

The advantage of .« is defined as:

Advi VRIS — Prlay wins),

Game VI: A Type Il adversary @4 and a challenger € paly
the game as follows.

Initialization, Query: Same as those in Game II.

Unlink: <f; generates two tuples (o1, event, my, Uy) and
(02, event, my, Up), where Uy = Wy | J{PKy; : IDyi € Wi},
Wy = {IDg1, ..., IDy,} fork = 1, 2. o wins if the following
requirements are met.

1) The two tuples are not obtained by performing Query-

Sign.
2) gf, performed Query-SV (or Replace-TPK) on at most
one user in Wy [ W,.

3) Verify(oy, event, my, Uy) = 1

4) Verity(os, event, my, Up) = 1.

5) Link(oy, 02) = unlink.

The advantage of <% is defined as:

AdviNE =R — Prlah wins).

Definition 5: A CL-LRS scheme is non-slanderable
(NS-CL-LRS) if the advantage of each adversary is negligible
in the next games.

Game VII: A Type I adversary o] and a challenger % paly
the game as follows.

Initialization: Same as that in Game L.

Phase 1: <f) performs various queries.

Challenge: <) inputs a tuple (event, m, U, ID;), € yields
a valid signature o = Sign(event, m, U, d;, t;) and sends it
to ).

Phase 2: of) performs various queries.

Slander: 7| gives a tuple (o', event, m’, U’), where U’ =
W/ \U{PK; : ID; € W’}. & wins if the following require-
ments are met.

1) The tuple is not obtained by performing Query-Sign.

2) @ did not perform Query-PPK for the actual signer

ID; e W.

3) Verify(o’/, event,m’, U') = 1.

4) Link(o, o') = link.

The advantage of .« is defined as:

Advg;sl —CL=LRS _ pr o/ wins].
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Game VIII: A Type II adversary @ and a challenger €
paly the game as follows.
Initialization: Same as that in Game II.
Phase 1: <f5 performs various queries.
Challenge: <f5 inputs a tuple (event, m, U, ID;), € yields
a valid signature o = Sign(event, m, U, d;, t;) and sends it
to 2.
Phase 2: of5 performs various queries.
slander: o5 gives a tuple (o', event, m’, U’), where U’ =
W/ \U{PK; : ID; € W'}. o/ wins if the following require-
ments are met.
1) The tuple is not obtained by performing Query-Sign.
2) o# did not perform Query-SV for the actual signer
ID; e W.
3) % did not perform Replace-TPK for the actual signer
ID; e W.
4) Verify(o', event,m', U") = 1.
5) Link(o, 0’) = link.
The advantage of .« is defined as:

Advg;z —CL=LRS _ Pr[.ofy wins].

V. NEW SCHEME
In this section, we propose a concrete CL-LRS scheme as
follows.
o Setup: Inputs a security parameter v, KGC performs the
following steps.

1) Chooses a group G with prime order ¢ > 2" and a
generator P of G.

2) Picks four secure hash functions Hi, H3, Hy
{0, 1}* — Z;, Hy : {0, 1}* - G.

3) Picksavaluex € Z;, sets msk = {x} and computes

Ppup = xP.
4) Broadcasts params = {G, q, P, Pyuy, = xP, H ~
Hy}.

o Set-SV: The user ID; randomly chooses t; € Z;.

o Generate-TPK: The user ID; computes 7; = t;P.

o Extract-PPK: Inputs a tuple (ID;, T;), KGC randomly
chooses r; € Z; and computes R; = rP, ki =
H(T;, R;, ID;), d; = r; + kix, then sends D; = (R;, d;)
to the user ID; by an authenticated channel.

o Set-UPK: The user ID; sets PK; = (T;, R;).

« Sign: Inputs a tuple (event, m, U), the real signer ID; €
W does as follows.

1) Computes E = Hs(event), h = Hz(event), V =
(ds + hty)E.

2) Randomly chooses z, ¢; € Z; fori=1,2,...,5s—
1,s+1,...,n.

3) Computes A = zE + > 1) 4 V.

4) Computes k; = H((T;, R;, ID;) fori = 1,2,5 —
I,s+1,...,n.

5) Computes B = ZP"‘Z?:]#S ci(hT;+Ri+kiPpup).

6) Computes u = Ha(event,m,V, A, B, U).

7) Computes ¢y = u—Z?:LI-#S ci,y = z—cs(ds+hty)

8) Outputs the signature o = (¢, ..., ¢y, ¥, V).
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o Verify: Inputsatuple (o = (cq, ..
the verifier does as follows.
1) Computes E = Hy(event), h = H3(event).
2) ComputesA =yE + Y = ¢V.
3) Computes k; = H|(T;, R;, ID;)fori=1,2,...,n.
4) Computes B =yP + Y ", ci(hT; + Ri + kiPpup).
5) Computes u = Ha(event,m,V, A, B, U).
6) Checks whether Y7, ci(mod q) = u.
Outputs 1 if the equality holds and outputs
0 otherwise.
« Link: Inputs two message-signature pairs
(event, my, o1 = (V1,-)), (event, ma, 03 = (V2, -)).
The verifier first checks if two signatures are valid,
and refuses to answer if one signature is invalid. Next,
the verifier outputs link if Vi = V; and outputs unlink
otherwise.
¢ On correctness

n
VE+) . aV
n
= G@-clds+h)E+Y eV

n
=zF + Zl’:l,i;ﬁx Cl‘V

=A
n
YP+ ) cilhT;+ Ri+ kiPpup)
n
= @ —clhts+d)P+ Y ¢i(hTi+ Ri + kiPpup)

n
P+ Zi:l,i;ﬁs ¢i(hTi + Ri + kiPpup)
=B

V1. SECURITY OF SCHEME
In this section, we give the security proofs of the new scheme
in ROM.

Theorem 1: If DL problem is hard, then the scheme is
unforgeable against Type I adversary in ROM.

Proof: Suppose that the tuple (P, aP) is an instance of
DL problem. & will compute the value a by acting as the
challenger in Game 1.

Initialization: € obtains the params = {G, q, P, Ppyp, =
xP, Hy ~ Hy} by running the Setup algorithm, then forwards
it to the <7} .

Queries: Several lists are set to store the queries and
answers. 7] will execute Query-UPK for an identity ID;
before that is used in any other queries.

o Query-UPK: ¥ maintains a list Ly of tuple (ID;, t;, r;).

&1 inputs an identity ID;, € does as follows:

At the j”* query, selects at random € Z;, sets ID; =
ID® and PK; = PK® = (1;P, aP). For i # j, ¢ selects at
random t;, r; € ZZI“ , returns PK; = (t;P, r;P), and stores
the query and answer in the list Ly;.

o Query-H|: ¥ maintains a list L; of tuple (¢;, k;). When

/1 issues a query H{(w;), € randomly picks k; € Z;,
sets Hi(«;) = k; and adds («;, k;) to the list L.
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o Query-H;: ¥ maintains a list L, of tuple (8;, E;). When
o issues a query Hy(B;), € randomly picks E; € Gy,
sets Hy(B;) = E; and adds (B;, E;) to the list L.

o Query-H3: ¥ maintains a list L3 of tuple (y;, #;). When
o7 issues a query Hz(y;), € randomly picks h; € Z7,
sets H3(y;) = h; and adds (y;, h;) to list L3.

e Query-H4: ¥ maintains a list Ly of tuple (§;, u;). When
<7 issues a query Hu(3;), ¢’ randomly picks u; € Z7,
sets H4(8;) = u; and adds (6;, u;) to the list Ly.

o Replace-TPK: % maintains a list Lg of tuple
(ID;, T;, T]). When 7] issues this request for an identity
ID; with a new T/. ¢ replaces T; with T/ and adds
(ID;, T;, Ti/) to the list Lg.

e Query-SV: When ] issues this query for an identity
ID;, € finds (IDj, t;, r;) in the list Ly, responds with ;
and adds (ID;, t;) to the list Lg.

e Query-PPK: ¥ maintains a list Lp of tuple (ID;, d;).
When < issues this query for an identity ID;. € fails
if ID; = ID°. Otherwise, ¢ finds (ID;, t;, r;) in the list
Ly or (ID;, T;, Tl.’) in list Lg, gives the d; by execut-
ing the Extract-PPK algorithm and adds (ID;, d;) to the
list Lp.

o Query-Sign: .7 inputs a tuple (event, m, U, IDy), where
ID; € W. € performs the following steps.

If ID; # ID® and ID; ¢ Lg, € outputs a signature o by
executing the Sign algorithm. Otherwise, 4 maintains a
list L® of tuple (IDy, event, V) and does as follows.

1) Retrievals the list L°, then uses the value V if there
is a tuple (IDy, event, V) in it. Otherwise, chooses
a new value V € G| and adds (IDy, event, V) to
the list L°.

2) Computes E = Hy(event), h = H3(event).

3) Computes k; = H1(R;, ID;) fori=1,2,...,n.

4) Selects at random y, ¢; € Z; fori=1,2,...,n.

5) Computes A = yE + Y " ¢V, B = yP +
Yo cithTi + Ri + kiPpup).

6) Computes u =y 7, ¢ci(mod g).

7) Adds u = Hy(event,m,V, A, B, U) to the list Ly.
Repeats the steps 4-7 if collision occurs.

8) Outputs the signature o = (¢1, ..., ¢y, ¥, V).

Forge: 7| outputs a signature 6* = (¢}, ..., cp, y*, V*)
on the tuple (event*, m*, U*), which meets the requirements
in Game 1.

Solve DL Problem: In order to yield the signature o* =
(c’f, .o, Ch Y, V*) on the tuple (event®, m*, U*), 2/| must
perform the query Ha(event®, m*, V* A* B* U*). It is a
reasonable assumption that is done at the I"* query of Hy
and 7| obtained a reply value u*. Due to Hy is a secure
hash function and u* = ¢} + --- + c};, there is at least a
s e{l,2,...,n}such that ¢} is determined after u* obtained
by 7. Afterwards, ¢ rewinds with the same input tape for
<71 and answer all queries consistently except u* returned by
the I'" Hy query. So .27, generates another signature o* =
(7, ....c) .y, V), where u* = ¢ 4+ --- + ¢}/. Since
u* # u* and ¢ is determined after u* is returned by %,
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then ¢ # ¢} and ¢/ = ¢ for i # s. It implies that
y¥ # y*. If ID} = ID®, then y* = z* — ci(h*t* + k}x +
a), y¥' = 7 = J(W*t* + kix + a), and PK; = PKj,
so (t*P,r*P) = (tiP,aP). ¢ finds tuple (ID;, t;, *) in the
list Ly, computes k; = H(ID}, aP), h* = Ha(event™), then
computes: a = (¢} — ¢*)"1y* — y*) — h*t* — k}x, where
=1t

Probability: Let qu,(i = 1,2,3,4), qu, q9p, gE, gr and
gs be the number of Query-H;(i = 1,2,3,4), Query-
UPK, Query-PPK, Query-SV, Replace-TPK and Query-Sign
queries, respectively. We denote the three events as follows.

1. < did not performs the Query-PPK for ID®.

7y ID° € W¥*.

73: ID® is the real signer.

Getting following results is not difficult.

qu — 4D

Prlmi] = . Prlm|m] =

‘IU_QD.

1
Prim3|my Amp] = —.
n

Pr[€ success] = Pr[my A 2 A 73]
= Pr[n] - Pr[mz|m1] - Prlms|m; A 72]
_qu—g9p n 1
qu qu —4p n
1
qu

By forking lemma [13], 7] can generate two signatures
2
with probability gzZ— if <71 can forge a valid signature with
aH

any

21)

of DL problem with probability % . lILU if .7) wins with
qHy

probability ¢ > . Hence, € can resolve the instance

advantage ¢ > ;H“

Theorem 2: If DL problem is hard, then the scheme is
unforgeable against Type II adversary in ROM.

Proof: Suppose that the tuple (P, aP) is an instance of
the DL problem. € will compute the value a by acting as the
challenger in Game II.

Initialization: € obtains the params = {G, q, P, Ppup =
xP, Hy ~ H} and msk = {x} by running the Setup algorithm,
then forwards them to .%.

Queries: Several lists are set to store the queries and
answers. /5 will execute Query-UPK for an identity ID;
before that is used in any other queries.

o Query-UPK: ¥ maintains a list Ly of tuple (ID;, t;, r;).

% inputs an identity ID;, € does as follows:

At the j” query, selects at random rj € Z;, sets ID; =

ID® and PK; = PK® = (aP, rjP). For i # j, € selects

at random ¢;, r; € Z; , PK; = (t;P, riP), and stores the

query and answer in the list Ly;.

e Query-H;(i=1,...,4): Same as that in Theorem 1.

o Replace-TPK: Same as that in the Theorem 1.

o Query-SV: When ¢ issues this query for an identity

ID;. ¢ fails if ID; = ID®. Otherwise, ¢ finds (ID;, t;, r;)
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in the list Ly, responds with #; and adds (ID;, t;) to the
list Lg.

e Query-PPK: ¥ maintains a list Lp of tuple (ID;, d;).
When @ issues this query for an identity ID;. € finds
(ID;, t;, rj) in the list Ly or (ID;, T;, T) in the list Lg,
gives the d; by executing the Extract-PPK algorithm and
adds (ID;, d;) to the list Lp.

e Query-Sign: Same as that in Theorem 1.

Forge: < outputs a signature o* = (c}, ..., ), y*, V¥)
on the tuple (event*, m*, U*), which meets the requirements
in Game II.

Probability: In order to yield the signature o* =
(c’l‘, ..., Ch, Y, V*) on the tuple (event®, m*, U*), o/ must
perform the query Ha(event®, m*, V* A* B*, U*). It is a
reasonable assumption that is done at the I"* query of Hy
and % obtained a reply value u*. Since Hy is a secure
hush function and u* = ¢} + --- + ¢}, there is at least a
s e{l,2,...,n}such that ¢} is determined after u* obtained
by . Afterwards, ¢ rewinds with the same input tape for
o/ and answer all queries consistently except u* returned by
the I'" Hy query. So .o generates another signature o* =
(cf',....cy' .y, v¥), where u”’ = ¢’ + --- + ¢}. Since
w* # u* and ¢ is determined after u* is returned by %,
then ¢} # ¢} and ¢/ = ¢ for i # s. It implies that
y¥ £y IfID¥ = ID°, then y* = z* — c¥(h*a + k}x + r*),
v =2 —cf(W*a + kfx + r*), and PK} = PK;, namely
(t*P,r*P) = (aP, r;P). ¢ finds tuple (IDj, t;, %) in the list
Ly, computes kf = H\(ID}, r;P) and h* = Hj(event*), then
computes a = h*~'[(c} — ) (v —y*) — r* —kx], where
r*=rj.

Probability: Let qu,(i = 1,2,3,4), qu, 9p, qE, qr and
gs be the number of Query-H;(i = 1,2,3,4), Query-
UPK, Query-PPK, Query-SV, Replace-TPK and Query-Sign,
respectively.

It is a reasonable assumption that Lg N Lg = @ and we
denote the three events as follows.

7. % performed neither Replace-TPK nor Query-SV for
ID°.

7y ID® € W*,

73: ID® is the actual signer.

Getting following results is not difficult.
qu —49E — 4R n
= ———Prlm|m]=

Pr[m] E—
qu qU —9E —qR

1
Prim3|my Amp] = —.
n

Pr[€ success] = Pr[m Ay A 73]
= Pr[m1] - Prlma|my] - Prlms|my A 2]

_ U —9E — 4R n 1
qu qu —qgE —4qr N
1
qu

By forking lemma [13], % can generate two signatures
2
with probability gzFo— if .25 can forge a valid signature with
4qH,

probability ¢ > zqu 4. Hence, % can resolve the instance
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of DL problem with probability % . qLu if .o wins with
11H4

cy
H,
advantage ¢ > v 4

Theorem 3: The scheme is anonymous against Type I
adversary in ROM.

Proof: € obtains the params = {G,q,P,Ppyp =
xP, Hy ~ Hy} by running the Setup algorithm, then forwards
it to the &7} .

Phase 1: /) executes various queries as those in Theo-
rem 1.

Challenge: <7 inputs a tuple (event,m, U, IDy, ID1)
meeting the requirements in Game III. & selects at ran-
dom a bit u € {0,1}, generates a signature ¢ =
Sign(event, m, U, d,, t,,) and sends it to the .27].

Phase 2: 47| executes various queries as those in Phase
1 and complies with the constrains in Game III.

Response: 7| returns abit 1’ € {0, 1}.

Due to &7 does not know the values dy and d;, 2] cannot
verify the following equations: V = (dp + htp)E and V =
(di + hh)E.

For a signature o generated by sign algorithm, since

H;, H3 is two secure hash function, then E = Hj(event)
and h = Hj3(event) are the distributed uniformly over
G and Z;I" , respectively. So V. = (dy + hty)E is also

the distributed uniformly over G. If ID; € W is not the
real signer, z and ¢; are independently selected and are
evenly distributed over Z, then A = zE + Y, ; 25 CiV
and B = zP + Y} i ci(hTi + Ri + kiPpup) are dis-
tributed uniformly over G. Since u is the output of the
secure hash function Hy, then u is distributed uniformly
over Zy, it follows that ¢; = u — Z?:u#s ciand y =
7— cs(ds + hty) are also distributed uniformly over Zq*. In con-
clusion, all the parameters mentioned above are evenly dis-
tributed. So it is conclude that the adversary .2#; has no advan-
tage in recognizing the real signer over random guessing.

Theorem 4: The scheme is anonymous against Type II
adversary in ROM.

Proof: ¢ obtains the params = {G,q,P, Py =
xP, Hy ~ Hy} and msk = {x} by running the Setup algorithm,
then forwards them to the 2.

Phase 1: <f, executes various queries as those in
Theorem 2.

Challenge: < inputs a tuple (event,m, U, IDy, ID})
meeting the requirements in Game IV. ¥ selects at ran-
dom a bit u € {0,1}, generates a signature ¢ =
Sign(event, m, U, d,,, t,;) and sends it to the 5.

Phase 2: o5 executes various queries as those in
Phase 1 and complies with the constrains in Game IV.

Response: /5 returns a bit 1/ € {0, 1}.

Due to % does not know the values 7y and 7}, <7 cannot
verify the following equations: V. = (dy + htg)E and V =
(d1 + hn)E.

The next analysis is the same as in Theorem 3.

Lemma 1: In ROM, 7] must obtain the partial private key
ds of the real signer before generating a valid signature (o =
(c1y..-s¢n,y, V), event,m, U). (where ID; € W).
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Proof: ¢ obtains the params = {G,q,P,Pyyp =
xP, Hy ~ Ha} by running the Setup algorithm, then forwards
it to the &7} .

Firstly, @7 executes various queries as those in Theorem 1.
Next, @7 produces a valid signature

(o =(c1y...,¢cn,y, V), event,m, U),

where V. = (A + hty)E for some A € Z; for the first run.
/1 can get the secret value of anyone in W by performing
Query-SV.

Then, € gets another signature

(o' =(c|,....ch Y, V), event,m, U)

by rewinding 7] with a different answer for the Query-Hj.
Where V, A, B € G and the values A, ¢, € Zq* are same during
both signatures. %" outputs two different values u, u’ for the
query Ha(event,m,V, A, B, U) and gives the same answers
for all other queries in both signatures.

Sinceu = ¢y +---+cpand ' = ¢} +--- 4 ¢, then
there exists a ¢s(c;)(1 < s < n) that is calculated after u(u’)
is returned. That implies that ¢ # ¢y and ¢} = ¢; fori # s.
It follows that y # y’ where y = z — c5(hty + 1), Y = 7 —
ci(htg+1). So € can compute A = (cs —cg)_l(y’—y)—hts. By
Theorem 1, 7] can not forge a valid signature. The signature
must be generated by using the values d; and f,. Since V =
(A + hty)E = (dg + hty)E, then A = d;. That implies that .o
must obtain the partial private key d; of the real signer.

Lemma 2: In ROM, %) must obtain the secret value #;
of the real signer before generating a valid signature (o =
(c1y...,¢n,y, V), event, m, U) (where ID; € W).

Proof: € obtains the params = {G, q, P, Ppu, = xP, Hy ~
H4} and msk = {x} by running the Setup algorithm, then
forwards them to the 2.

Firstly, 2% executes various queries as those in Theorem 2.

Next, @ produces a valid signature

(c =(c1,...,¢ny, V), event,m, U),

where V = (d; + hA)E for some A € Z; for the first run. 2%
can get the partial private key of anyone in W by performing
Query-PPK.

Then, € gets another signature

(6" =(,....c Y, V), event, m, U)

by rewinding @ with a different value for the Query-Hy,
where V, A, B € G and the values d;, A € Z; are same during
both signatures. € outputs two different values u, u’ for the
query Hyq(event,m,V, A, B, U) and gives the same answers
for all other queries in both signatures.

Sinceu =cy+---+cyandu’ = c| +--- + ¢y, then there
exists a ¢s(c;)(1 < s < n) which is determined after u(x’) is
returned. That implies that ¢{ # ¢, and ¢; = ¢; for i # s. It
follows that y # ¥ where y = z—cg(hi+ds), Y = z—ci(hr+
dy). So € can compute A = A~ [(c; — c;)’l(y’ —y) — dy).
By Theorem 2, % can not forge a valid signature. The sig-
nature must be generated by using the values d; and #;. Since
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V = (ds + hA)E = (ds + hts)E, then A = t;. That implies that
«# must obtain the secret value #; of the real signer.

Theorem 5: The scheme is linkable against the Type I
adversary in ROM.

Proof: € obtains the params = {G, q, P, Py, = xP, Hy ~
H,} by running the Setup algorithm, then forwards it to
the &7 .

Firstly, @7 executes various queries as those in Theorem 1.

Next, 7] produces two valid signatures (o1, event, my, Uy)
and (oo, event, my, Up) that fulfill the requirements as
defined in Game V. Where Uy = Wy | J{PKy; : IDyi € Wi},
Wi = {IDy1, ...,IDy,} fork = 1,2,

Since o1 = (-, V1) and 0 = (-, V») are unlinkable, then
Vi # Vo, where Vi = (ht1s + di5)E, Vo = (htag + dos)E.
From Lemma 1, 4] have obtained the values d;y and dy;. It
contradicts with the fact that <7] gets the partial private key
of at most one user in Wy | Wa.

Therefore, 7" advantage in Game V is negligible.

Theorem 6: The scheme is linkable against the Type II
adversary in ROM.

Proof: ¢ obtains the params = {G,q,P, Py =
xP, H| ~ H} and msk = {x} by running the Setup algorithm,
then forwards them to the <%.

First of all, @ executes various queries as those in
Theorem 2.

Next, % produces two valid signatures (o1, event, my, Uy)
and (o2, event, my, Uy) that fulfill the requirements as
defined in Game VI. Where Uy = W | J{PKy; : IDy; € Wi},
Wiy = {IDk1, ..., IDy,} fork =1, 2.

Since o1 = (-, V1) and 0 = (-, V») are unlinkable, then
Vi # Vo, where Vi = (htis + dip)E, V2 = (hizs + dos)E.
From Lemma 2, @ have obtained the values #i; and ty;.
It contradicts with the fact that <% gets the secret value of
at most one user in Wy | Wa.

Therefore, 2%’ advantage in Game VI is negligible.

Theorem 7: The scheme is non-slanderable against the
Type I adversary in ROM.

Proof: ¢ obtains the params = {G,q,P,Pyp =
xP, Hy ~ Ha} by running the Setup algorithm, then forwards
it to the &7 .

First of all, /] executes various queries as those
in Theorem 1.

Next, </ submits a tuple (event,m,U,IDs), where
ID; € W, € provides <7 with

o = (-, V) = Sign(event, m, U, d;, t;).

Once again, 7] executes various queries.

Finally, <7 outputs another signature

(' =(, V"), event,m', U")

that meets the requirements in Game VII, where U’ =
W'\ U{PK; : ID; € W'}.

From Lemma 1, 271 must obtain the partial private key d; of
the identity ID, € W', where E = Ha(event), h = Hz(event),

V = (hty+ds)E and V' = (ht;+d})E. <71 cannot compute the
value ht; + dg from the value V (DL problem). Since the two
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TABLE 2. Cryptographic operation time (in milliseconds).

pr Thp
32.713 33.582

Tezpfcz Tsm—c

13.405 2.249 3.335

TsmfGl

signatures are linkable, then V = V'. It follows that d] = dj
and 7, = t;. In other words, 7 must get ds. That contradicts
with that @/ does not get the partial private key d of the
identity ID; € W.

Therefore, 7" advantage in Game VII is negligible.

Theorem 8: The scheme is non-slanderable against the
Type 1I adversary in ROM.

Proof: ¢ obtains the params = {G,q,P, Py =
xP, Hy ~ Hy} and msk = {x} by running the Setup algorithm,
then forwards them to the <%

Firstly, o executes various queries as those as those in
Theorem 2.

Next, o5 submits a tuple (event, m, U, IDy), where U =
W J{PK; : ID; € W} and ID; € W, € provides <% with
o = (-, V) = Sign(event, m, U, ds, t;).

Once again, % executes various queries.

Finally, @ outputs another signature

(' =, V), event,m', U’)

that meets the requirements in the Game VIII, where
U =W |J{PK;:ID; € W'}.

From Lemma 2, &% must obtain the secret value t; of the
identity ID, € W', where E = Hj(event), h = Hz(event),
V = (hts+d)E and V' = (ht}+d})E. of cannot compute the
value ht; + dg from the value V (DL problem). Since the two
signatures are linkable, then V = V’. It follows that d] = dj
and té = t;. In other words, @ must get the value ¢;. That
contradicts with that 2% does not get the secret value 7; of the
identity ID; € W.

Therefore, o3> advantage in Game V is negligible.

VII. EFFICIENCY AND COMPARISON

In this section, we compare the performance of the four
schemes. For convenience, we define several notations as
follows.

Tpp: A bilinear pairing operation.

T}p: A hash-to-point operation.

Tsm—G, : A scale multiplication operation in Gj.

Texp—G,: An exponentiation operation in G».

Tsm—c: A scale multiplication operation in G.

In order to be fair and reasonable, we will use third-party
data to analyze the efficiency of several schemes. By exe-
cuting the cryptographic operations in a mobile phone (Sam-
sung Galaxy S5 with 2G bytes memory, a Quad-core 2.45G
processor and the Google Android 4.4.2 operating system),
He et al. [14] obtained the running time, as shown in Table 2.
In their experiments, to realize the 1024-bits RSA level secu-
rity, they used an Ate pairing e : G1 x G1 — Ga, where G
with order ¢ is an additive group defined on a super singular
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elliptic curve y* = x3 + x over a finite field F »» and the sizes
of p and ¢ are 160 bits and 512 bits, respectively. Additional,
they used an additive group G with order ¢, which is defined
on a non-singular elliptic curve over a prime field F,,, where
both sizes of p and ¢ are 160 bits.

First of all, we analyze the computation cost, as shown
in Table 3 and Figure 2. Suppose that each ring contains n
users. For convenience, we letn = 9. Liu et al.’s scheme [19]
needs 2 hash-to-point operations and 2n + 8 scale multipli-
cation operations in G, the computation time is 2 x 33.582 +
(2 x9+48) x 3.335 = 153.874 ms. Yuen et al.’s scheme [29]
needs n+104/n+12 scale multiplication operations in G| and
8./n+ 10 bilinear pairing operations, the computation time is
(941094 12) x 13.4054(8+/9+10) x 32.713 = 1795.899
ms. Zhang et al.’s scheme [31] needs 4n + 4 scale multipli-
cation operations in G and 3 bilinear pairing operations, the
computation time is (4 x 9 +4) x 13.405 + 3 x 32.713 =
634.339 ms. The new scheme needs 2 hash-to-point opera-
tions and 8n + 1 scale multiplication operations in G, the
computation time is 2x 33.5824+(8 x9+1)x3.335 = 310.619
ms.

Follow on, we evaluate the size of signatures, as shown
in Table 3 and Figure 3. It is assumed that each ring contains
n(= 9) users. In the scheme [19], a signature contains n + 3
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TABLE 3. Comparison of four schemes.

Scheme Liu [19] Yuen [29] Zhang [31] New scheme
Sign (n+4)Tsm—-c +Thp (n+10y/n+10)Tsm—g, 2n+4)Tsm-q, (4n — DTgm_g + Thyp
Verify (n+DTsm—c +Thp BVn+10)Typ + 2Tsm—c, 3Ty +2nTsm—_gy (4n+2)Tom—c + Thp
Time 6.67n + 93.844 13.405n + 395.754+/n + 487.99 53.62n 4+ 151.759 26.68n + 70.499
(n=9) (153.874) (1795.899) (634.339) (310.619)
Length (n+3)-20 (6 +64y/n)-64 2n+1)-64 (n+2)-20
(n=9) (240) (1536) (1216) (220)
Linkable Yes Yes No Yes
Public key PKI PKI Certificateless Certificateless

points from an additive group G, the size is [(9 + 3) X
160]/8 = 240 bytes. In the scheme [29], a signature contains
64/n + 6 points from E/F), : v = x3 + 1, the size is
[(6\/5 4+ 6) x 512]/8 = 1536 bytes. In the scheme [31],
a signature contains 2n + 1 points from E/F), : V2 =x3 41,
the size is [(2 x 9 4+ 1) x 512]/8 = 1216 bytes. In the new
scheme, a signature contains n + 2 points from an additive
group G, the size is [(9 + 2) x 160]/8 = 220 bytes.

VIil. CONCLUSION

In a “regular” ring signature scheme, the signer can generate
multiple different signatures for the same message without
being discovered by the verifier. As a result, users may
abuse their signing rights. LRS solves this problem, it not
only achieves the anonymity of the signer, but also prevents
the abuse of signing rights. It is suitable for e-commerce
to protect the privacy of users. All LRS schemes currently
known are constructed from public key infrastructure or
identity-based cryptography. CL-PKC removes the certificate
while avoiding key escrow. In this paper, we introduced the
system model and security requirements for CL-LRS scheme
and presented a concrete construction, then showed the secu-
rity proofs in ROM. As far as we know, the scheme is the first
CL-LRS scheme. Since no pairing operation is required, our
scheme is very effective.
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