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ABSTRACT Internet of Vehicles (IoV) is treated as an extension of Vehicle-to-Vehicle (V2V) communi-
cation network. IoV helps in enhancing driving aids with the help of vehicle Artificial Intelligence (AI)
awareness of other vehicles and their actions. IoV is connected in an adhoc networking environment which
utilizes each vehicle in the network as a node, called Vehicular Ad Hoc Network (VANET), where the
vehicles may be also connected to the public Internet. It is specifically important for the autonomous
vehicles because they can instantaneously communicate with other vehicles surrounding them. In addition,
safely avoiding accident prone zones is crucial in order to continue secure and smart transportation. Since
the communication among various entities involved in the IoV environment is via open channel, it gives
an opportunity to a passive/active adversary to intercept, modify, delete or even insert fake information
during communication. It is then a serious concern for the vehicles users to determine whether the received
information is genuine. In this survey paper, various security aspects, threats and attacks, network and
threat models related to the IoV environment are discussed. Next, a taxonomy of security protocols is
given that is essential to provide IoV data security. In particular, focus on various authentication protocols
is given that is needed for mutual authentication among the involved entities in the IoV environment for
secure communication. A detailed comparative analysis among various state-of-art authentication protocols
proposed in the related IoV environment is provided to show their effectiveness as well as security and
functionality features. Moreover, some testbeds are described that were designed and implemented for the
IoV environment. In addition, some future challenges for IoV security protocols are also highlighted that are
necessary to address in the future.

INDEX TERMS Internet of Vehicles (IoV), vehicular adhoc networks (VANETs), authentication, batch
verification, security.

I. INTRODUCTION
Technology in today’s scenario should be updated and scal-
able according to its needs and benefits. This devastating
growth in the transport system leds to the researchers to
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combine various technologies like VANETs, IoV, cloud com-
puting forming VANET-based clouds in order to decrease the
mishappenings that can occur on road due to high traffic and
other drawbacks of consequential changes in transportation.
Keeping in mind of increase population, number of vehicles
and their users, IoV has become one of the most stretched
incentives in todays world. The backbone of the concept
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lies in the fact of the consumers ease in using mobile and
Internet [1].

The IoV technology forced hardware of the vehicle to
advance by installing various intelligent devices, processors,
sensors inside the vehicle that involve accessorized parts of
the car and external sensors like cameras, location track-
ing, some sensors for drivers sensors to analyze the physi-
cal mental and emotional condition of the driver, actuators
providing a multisensory platform and many more through
interconnection and interoperability [1]. It uses the intelli-
gence and the network capacity of the vehicles in conjunction
with outside entities (human, environment and riders) sup-
ported by protocols and standards like IEEE.802.11p, thereby
providing amazing services throughout. It has three basic
building blocks: a) vehicle to vehicle communication within
a network, b) communication between one vehicular network
and other, and c) connectivity between vehicle andmobile [2].
IoV is an intelligent system that learns the behavior of the role
players in the real time environment, and then uses this data to
learn and implement in the future for instant decision making.
An example includes the use of data like the behavior of the
driver, movement of hands, eyes, legs, external environmental
conditions, rate of steering movement, delay of the driver in
applying brakes, location, position in creating an automatic
car without a human driving it. But the truth lies behind this
experiment which was processed under a closed environment
without real data. To apply it in the current situation, the col-
lection of information becomes a privacy issue. Although
it is clear that the automated vehicles will flow smoothly
than a human driven vehicle on road unless a disaster occurs
in which artificial intelligence or human brain is required
keeping the delay tolerance and privacy under control.

IoV got its luck through some limitations in VANETs.
VANETs only consider the conditioned networking of the
vehicles in and out of coverage range. Certain shortcomings
like the restrained capacity of the processor to convert the
global received datawhich is collected among the devices into
meaningful information halts the vehicles to become smart
devices, less priority to vehicular informative interaction.
Another important obstruction in successful VANETs was its
inability to manage the identities of the participating vehicles.
VANETs do not analyze the drops of packets in the network
even when the network is a wireless network. Using this
weakness, various eavesdropping or Denial-of-Service (DoS)
attacks are possible [3]. These stumbling blocks in VANETs
evolved IoV paradigm to a large extent [4].

IoV overcomes the limitations of VANETs through the
essence of vehicular cloud that provides an open interface.
The vehicles over an area are classified into different clusters
based on similarities and differences. All the cluster members
interact with their cluster heads which in turn save the data in
the cloud. This reduces the band of spectrum required if all
the data communication was between all the members instead
of just the cluster heads. Not only this, but also it provides a
distributed spying over the network for tracking in and out of
data. It supports high level of mobility, instant management

of the risk situations like maintaining lower delay, delivering
high reliability and robustness, increase in peer to peer com-
munications (including vehicles and outside world entities),
fulfilling challenges that resist continuous interaction among
the vehicles, maintenance of the collected data, processing
and analyzing data into information to provide the benefits to
consumers and business. IoV enables the automated vehicles
to run on road without human intervention which can be
advantageous and disastrous at the other moment if malicious
activities are not taken care of. Vehicles on given highly
efficient processors and sensors have the ability to sense
the roads. All the vehicles calculate the intensity of traffic
from their timestamp exchange the data amongst the fellow
vehicles and then calculate the route with least traffic and
risks. But this interaction leads to immense amount of infor-
mation being shared daily. So the researchers tried to convert
the data into graphical representation that represents some
disturbance in the traffic through patches or non-uniform
distribution of the graph, called as vehicular shock waves.
This helps the drivers to adapt themselves to the upcoming
situation avoiding risks. The major issue that is resolved
in IoV through protocols is security. The vehicles undergo
high mobility in out of their registered coverage area. Hence,
new connections are formed and broken at every instant. The
authentication of the liable vehicles, data integrity, privacy
and safety of the vehicles become important issues [2], [5].

IoV would mark a new revolution and a boon in the
transport system providing enumerable benefits as provided
below [6]:
• Cost effective: Better control on the traffic will lead to
reducing insurance rates, operational money, warranty
cost, public health rate, etc.

• Time efficient: Excellent examined traffic will scrutinize
time of drivers, riders and all the consumers.

• Reducing life threatening risks: By inspecting the traf-
fic, road conditions accident prone situations could be
avoided by guiding the traffic through navigation, emer-
gency services or instantaneous services.

• Evolution of smart cities: IoV let the cities to become
organized by providing services like prior informative
parking and better navigation, providing real time view
of the traffic, accident proclamation, route optimization.

• Lowering the greenhouse gases effect to avoid the haz-
ard to the nature.

• Alarming and automated warning system.
• Smart automated driving including services like meals
on wheels, music on road.

• Luxurious pick and drop of the passengers and the cus-
tomers using it.

• Video of the fatal occurrences (catastrophes, hazardous
calamity) on road also known as pics on wheel [7] helps
the vehicles running on the roads to become a witness
of any mishap occurring with the fellow vehicles or any
tragedy on road. This service will be an asset in main-
taining decorum, avoiding forensic proofs for investi-
gations, etc. Hussain et al. [7] framed an architecture
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in which a vehicle captures a picture through on-board
cameras and becomes a witness of tragic incidence on
road and uploads it to their respective or generic clouds.
The architecture supports identity hiding by adding the
pseudonyms to a technique in which the identities are
swapped among the intended vehicle and the neighbor
vehicle. By providing credits to the participating vehicle
through receipt system, the vehicles collect the receipts
and the total receipt calculations the work described
increase the service contributions.

A. RESEARCH CONTRIBUTIONS
The research contributionsmade in this surveywork are listed
below:

• First, various security requirements, security threats
and attacks are discussed that are needed in the IoV
environment.

• Next, the network and threat models related to the IoV
environment are discussed.

• A taxonomy of various security protocols is discussed
to provide IoV data security including key management,
authentication, intrusion detection, access control, pri-
vacy preservation and secure routing protocols. In par-
ticular, we focus on various authentication protocols that
are essential for providingmutual authentication process
among various involved entities in the IoV environment
for secure communication.

• A detailed comparative analysis among various state-
of-art authentication protocols proposed in the related
IoV environment by the researchers is also provided.
The effectiveness as well as security and functionality
features of the compared authentication protocols is then
shown.

• Furthermore, several testbeds that are developed and
implemented by the researchers for the IoV environment
are described.

• Finally, some open challenges that are necessary to be
addressed in the future to provide better security in the
IoV deployment are also discussed.

B. PAPER OUTLINE
The security requirements in the IoV environment is dis-
cussed in Section II. We then discuss several potential
attacks and threats that are possible in the IoV environment
in Section III. The state-of-art reviews and survey works
with our survey are also discussed in Section IV. While
Section V discusses about network and threat models relevant
to the IoV environment, Section VI includes a taxonomy
of security protocols needed for securing IoV environment.
Section VII particularly focuses on analyzing various existing
authentication schemes proposed in the IoV environment.
A detailed comparative analysis of discussed authentication
protocols is provided in Section VIII. Various tesbeds devel-
oped or implemented in the IoV experiments are discussed
in Section IX. Various open security issues and challenges

needed for IoV data security are discussed in Section X. Final
section (Section XI) concludes the survey paper.

II. SECURITY REQUIREMENTS IN IoV ENVIRONMENT
Gafencu and Scripcariu [8] stated that the vehicular com-
munication is governed by two security standards: one is
defined by IEEE Wireless Access in Vehicular Environ-
ments (WAVE) and the other by European Telecommu-
nications Standards Institute (ETSI) Intelligent Transport
Systems (ITS) G5. Both of the suites follow the basic scenario
with a difference that IEEE 1609.2 defines message formats,
certificate handling, authenticating, signing and revoking
format and works in hierarchy that is with one certificate
authority, while ITS G5 defines specification for architecture,
management, trust models, threats and overcoming vulner-
abilities etc with each network having a different central
certificate authority. However, every evolving technology
has some associated risks and threats along with it. When
the entities be in its infrastructure, things or vehicles on
a network, the major issues that can lead to disaster are
misleading data or apocryphal attacks on the data or the
devices on the network. Features of IoV are advantageous
to the environment, but it also welcomes certain threats. The
features like portability of the nodes in the area, involve-
ment of the third party in the paradigm to certify the nodes
forms an open source for the attacks. Moreover, presence of
limited amount of bandwidth makes certain attacks on the
real time data even easier. In IoV, this can lead to loss of
generosity even lives. There can be several attacks on IoV
which will not only cause harm to the drivers or consumers,
but also to the whole industrial business. This susceptibility
of the paradigm extorts the researchers to ponder more on
the security aspects like integrity, confidentiality and authen-
tication. Attacks could be categorized on the basis of the
cluster location that is within the cluster or outside the clus-
ter as inter-cluster attacks and intra-cluster attacks. On the
same notion one such inter-cluster attack can allow exces-
sive delude vehicles to appear on the desired area to depict
congestion, or the automated system of the vehicles can take
wrong decisions on receiving prank or trickery data like theft
kidnapping on the road [3]. Identifying such flagitious vehi-
cles locally becomes far easier andmore necessary that letting
it affects the global data. Hence, the cluster members are
responsible for catching the vicious vehicles by conspiring
and comparing the received message from the attacker with
the local records, and identifying the real time environment
situations simultaneously being on network to calculate the
soundness of the received signal. Using the concept of vehicu-
lar cloud and edge clouding even the large amount of data can
be managed in a delay tolerant fashion [2]. On the other hand,
one attack could directly harm the authentication mechanism
in which an attacker could use the private credentials of
the legitimate nodes and use them further to flow injurious
information within the cluster to mislead the entities in the
network.
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IoV can be subjected to intra-cluster attack as follows.
Being the subset of Internet of Things (IoT), IoV blendsmany
technologies together forming a heterogeneous network. The
technologies involved have their own standards and policies;
hence, they become more vulnerable to attacks. The sensors
in consolidation with the vehicles form a complete IoV setup
which is then responsible for any deleterious effect on the
network. Any external data to the sensors from the adver-
sary related to environment, brake system, smoke detection,
alarming system, and road condition could mislead the full
network creating a baleful situation. Another category of
open attack found its way through cloud computing. Cloud
attackers can launch a continuousDoS attack harming the true
users by violating their access to the technology.

FIGURE 1. Various security aspects in IoV environment.

Keeping in mind of the above attacks which are big threats
to IoV, the researchers have studied and presented several
works in order to safeguard the security and privacy of IoV
categorizing the security aspects into following main points.
The security aspects are as follows [9]–[12] (which are also
briefed in Fig. 1):
• Integrity: The data sent and the data received should
be identical, that is, no distorting of the data in the
way on the network. Attacks like message tampering,
masquerading, black hole, gray hole, fabrication, and
malware (use of hashing technologies) are possible.

• Authentication: No imitation of the vehicles sending
the data should be allowed. The vehicle, actuator or
sensor who has sent the data should be the true sender
or the vehicle it is claiming to be. The receiving sensor
should not be spoofed by the false sender of the data
claiming the innocent sender without right identity (ID).
The system should be able to differentiate between the

fair canonical vehicles and crooked vehicles (private
signatures). Sybil attack allows multiple nodes to partic-
ipate in the network and hamper the resultant behavior of
the network according to their attack. Global Positioning
System (GPS) spoofing will update the corresponding
nodes with its wrong location information affecting var-
ious application that use GPS. Black hole attack will
redirect all the packets towards the attacker and the
adversary will drop all the packets leading the instant
decision making of the vehicles affected by not letting
the real time packets to reach to the vehicle to protect
the safety of the drivers and customers at risk. Worm
hole attack will redirect the packets to some other net-
work with malicious users. Fabrication attack allows the
attacker to send the false messages to the members of
customers to create utter confusion among the cluster
members. There are also other attacks, such as replay
attack, gray hole attack, message tampering, masquerad-
ing attack and malware. All these mentioned attacks are
the possible attacks on authentication.

• Confidentiality: Although certain information in IoV
needs to be public, still the privacy and the security of
the customers or the business involved in IoV is the
utmost important part of the paradigm. Hence, the pri-
vate or delicate data should not be known by the adver-
sary (encryption being the solution). Eavesdropping will
allow the adversary to analyze the traffic or the data
without interfering in the network, ID disclosure, traffic
analysis, and malware.

• Non repudiation: Any emergency accidental cases on
road requires to identify the correct culprit. In order to
fulfill this requirement, it is necessary for all the involved
users within the accidental communication range to not
be able to deny any sent message.

• Availability: With the increase in the number of vehi-
cles on road, the participants of IoV are also con-
tinuously increasing. So break down of the network
is possible with more number of requests messages
or during congestion [10]. Hence, one of the basic
responsibilities of the system is to be available to all
the legitimate users. Few possible attacks on availabil-
ity are DoS, black hole, gray hole, spamming throws
spammessages throughout the network which consumes
lot amount of bandwidth affecting the latency of the
normal packets in the network, jamming and malware
attacks [3].

• Scalability: The essence of a good connected vehicular
network lies in the fact of ease in increasing the net-
work load and nodes. Hence, an increase in the network
size arises security issues on scaling a network. Hence,
scalability becomes an important issue in the require-
ments [9].

• Time constraint or Freshness: IoV is all about real time
situations where any delay could be hazardous. Hence,
the emergency warnings and signals should be delivered
on time without any tampering in order to implement
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the correct results. This requirement would stop various
replay and time based attacks. Moreover, the foremost
requirement of authentication should also be done with-
out delay to flow the authenticated messages in the
network.

• Forward secrecy: IoV is a type of network where the
nodes are in continuous mobility. Hence, the member-
ship of a node towards a place changes continuously.
Thus, it becomes an utmost importance that the network
needs to be refreshed every time any node makes an
entry or exit in the network to maintain privacy. If any
vehicle node leaves an IoV network, the vehicle should
not be exposed to the messages after its exit from the
network.

• Backward secrecy: If any new vehicle node joins an
existing network, the user of the joined vehicle should
not know about the messages flown before its entry in
the network.

III. SECURITY THREATS AND ATTACKS IN
IoV ENVIRONMENT
There could be different types of attackers like active, pas-
sive, malicious, rational, local or outsider. Ultimately, each
attacker who get a chance to involve in the network affects
the legibility of the network [10], [13], [14]. In the following
some of the potential attacks and threats are discussed that are
possible in the IoV environment.
• Flow of bogus information: An attacker may fool the
authenticated user by flowing fake or rotten information
making them believe the false environment.

• Message injection attack: In message injection attack,
the attacker sends an authorized message in the network
to get access and control over the entities which can be
further used to send malicious hazardous messages.

• Replay attack: The adversary in this attack iterates the
already flown messages within the network in order to
illegally access the services and resources of a network.

• Cookie theft attack: Similar to the replay attack,
in cookie theft attack an attacker saves the cookies and
then uses them ahead in the network whenever required
to access the network resources [15].

• Sybill attack: The attacker creates some fictitious vehi-
cles around a targeted vehicle for generating a jam signal
while the path is clear enough which compels the user
to take a different route. This fake jamming is done by
using enumerable false ids for a single node giving an
essence of more than one node.

• Man-in-middle attack: An attacker impersonates
between the sender and receiver there by receiving all
the messages from the sender and sending forth to the
receiver. It could be active or passive attack.

• Denial-of-Service (DoS) attack: In order to reduce the
efficiency of the network, an attacker throws heavy legal
message load on a particular communication channel
more than its handling capacity to congest it in order
to use the limited resources of the network illegally.

This attack would let a worst consequence to occur
during the real time urgency even if the attacker has
least knowledge about the network. The vital nodes such
as Road-Side Units (RSUs) in the IoV environment are
targeted which are meant to provide services by send-
ing update, messages and resources to handle requests
flooded to it at once [12]. The advanced version of
DoS attack, known as Distributes DoS (DDoS) attack
in which the attacker may attack system from outside to
a single targeted system to agitate its functionality and
network.

• Dissimulation of GPS attack: It refers to an act of inter-
cepting and modulating GPS signals sent by any vehicle
or RSU within a network before it gets received by an
intended receiver. This directly effects the security of
the driver and the passenger by letting them take wrong
directional decisions [12].

• Impersonation attack: Under this kind of attack,
the adversary would use the identity of some authenti-
cated user evacuating it out of the network to mock the
present innocent vehicles and spoof them using fake and
dangerous messages.

• Masquerading attack: Similar to impersonation attack
with a difference of having just one entity copying a real
id of any node within the network, the adversary can
spoof the receiver by creating two different senders with
same identity.

• Warm hole attack: Also known as tunneling attack,
an attacker node fakes a wrong information regarding its
distance from the targeted node to make all the messages
coming from the sender flow through it. This creates a
deadlock and exposes all the messages to the attacker
node before flowing in a network.

• Eavesdropping attack: In this attack, the attacker does
not participate actively in the communication within the
network, but becomes a part of a network from outside
in order to attain some private confidential data of the
drivers or the customers illegally to use it against their
privacy without even letting them know.

• Message holding attack: This attack involves an active
attacker in which an attacker drops some of the mes-
sages with demanding information that could affect the
whereabouts of the road condition or the drivers state of
requirement and eventually affect the drivers decision.
It also lets the drivers save the message and the informa-
tion with them which can be utilized in future within the
network [10].

• Message manipulation attack: An attacker modifies the
content of the messages to harm the decisions of the
receiving entity paralyzing the overall system.

• Message deletion attack: An outsider envy, being an
attacker, can delete the message which was supposed to
be send before it got sent to halt the flow of intended
information in the network.

• Hardware intrusion attack:An attacker can successfully
intrude the hardware of the network like location of
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RSUs or hacking the information table out of it and
spoofing the entities in the network.

• Channel hindrance attack: This attack is the process
of interrupting the channel to slow down or weaken
the communication process which affects the real time
decision in an IoV network.

• Data falsification attack: It is a type of an integrity
attack which can create congestion and jam within the
network by a little change in the data. Rawat et al.
suggested an algorithm that uses contention window
technique that increases the throughput and also hash
functional verification that puts a check on the falsified
data. It is a cluster based algorithm that makes cluster
heads to communicate with each other for reducing the
congestion in the network [16].

• Malware attack: This attack corresponds to infusing
malicious worms or viruses through files in the system
to infect the network in future [17].

• Fuzzy attack: The attacker in this type of attack sends
messages by befooling the identifiers in any order using
a constant data hampering the functioning of the system.
The attacker needs to study a vehicle for a long time to
observe the identifiers behavior in order to change its
pattern [18].

• Guessing attacks: In this attack, an attacker can guess
identity, password (in case of password-based authenti-
cationmechanism) and/or biometrics of a registered user
(in case of biometric-based authentication mechanism)
from the interceptedmessages and extracted information
from a lost/stolen OBU of a vehicle or smart card of a
registered user.

• Session linking attack:An attacker can attack by linking
any of the two random sessions of any vehicle with other
entities in the network which can reveal all credentials
after little calculation.

Table 1 summarizes all the possible attacks classified on
the basis of various aspects of security which form threats to
IoV paradigm.

The ultimate goal of IoV is to gift the world an efficient
and reliable transportation that includes to check the rise and
fall of pollution, the condition of the roads, reducing time of
the users by constantly checking the traffic congestion, safety
of the passengers and the vehicles. Hence, the researchers in
both academia and industries have found out the elucidation
for almost all the known attacks. Understanding the problem
is the first step towards solving it. Thus, representation of the
attacks graphically can represent the prototype of the attacks
in the real environment. Intrusion Detection System (IDS)
marked a benchmark for the researchers as it helps inmonitor-
ing the network as a whole; the interaction among the actors
the flow of data and the real time attacks. This system pro-
vides relief from both inter cluster and intra cluster attacks.

Honeypots proved out to be another security asset for IoV.
This system is different from other schemes involved for
preserving security. The main goal of this scheme is to create
signatures of the attackers by keenly studying their behaviors

TABLE 1. Attacks and threats in IoV environment, and their remedies.

throughout the network. This signature could then be used in
IDS. Although routing requires exchange of packets, still the
confidential data should not be leaked and this issue is taken
care by routing privacy protection mechanism which uses
only the appropriate data to be revealed. The salient feature
of the whole process lies in the management of the key. The
whole process starting from the generation, distribution and
using key should be highly monitored in order to maintain
authentication. One such quick fix is the use of signatures,
which is formed by using any personal information of the
user detected for its correctness on its other end after being
received. The vehicles should sign the data being sent before
flowing it on the network along with the trusted Certificate
Authority (CA). The other attacks like spoofing could be
avoided if the vehicles within the clusters can detect the phys-
ical presence of the other vehicles around the network through
physical equipment. Use of RSUs and IDS can do wonders
for the notion. Daily increase in the number of authenticated
users makes handling, managing and preserving big data
or intensively large data an important and hard issue. They
are certain methodologies that can analyze the behavior and
various heuristic measures. A cloud server can act as a third
trusted party characterizing malwares, and illegitimate and
innocent entities. Adding nonce to the protocols proved to
be a big help to all the concerned researchers. Adding time
to live value also helped reducing the traffic on the network.
Applying one-way cryptographic hash function or crypto-
graphic Message Authentication Code (MAC) can provide
confidentiality of the data within the network.
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TABLE 2. Comparative study on existing surveys in IoV and VANETs environments.

Security and privacy are two parallel concepts which
cannot be achieved together and deciding between the two
becomes even more difficult. Anyhow the privacy can be dif-
ferentiated and scaled keeping the accuracy constant. A little
benefit by applying different types of privacy according to
the system can be attained. The differential privacy concept
lets the driver to share the data with surety of not losing
their privacy. To summarize it states that information can be
accessed when the vehicles data in the database, and can also
be accessed when the vehicles data is absent in the database.
Second is the distributional privacy which manages to reveal
only the distributed information even if the whole sole infor-
mation is released. Thismakes it stronger than differential pri-
vacy. The others are zero knowledge sampling which is used
when accuracy is not a primary goal. It works by sampling
the data set concept [20]. IoV has several users already with
large number of users joining daily. Hence, the coordination
between the users becomes an issue. The same was studied
by Joy and Gerla [20] in the haystack privacy management
under vehicular clouds suggests that all the owners need to
reserve their data exclusively prior to adding them in the cloud
in an autonomous manner. The queries are dimensionally
represented and are answered twice by each data owner in
a yes/no fashion.

IV. EXISTING SURVEYS IN IoV ENVIRONMENT
In this section, the state-of-art reviews and survey works
are discussed that are already presented by several
researchers, such as Mokhtar and Azab [19], Sun et al. [9],
Joy and Gerla [20], Talib et al. [3], Abassi [21],
Castillo-Castillo et al. [1], and Priyan and Devi [22]. Table 2
shows the comparison among the existing surveys, and also
our survey in IoV environment from the year 2015 to 2019.
In this comparison, the benefits, security requirements, devel-
oped/designed tesbeds and also the key areas covered by the
considered surveys are considered. In reference to the com-
parison, our survey work gives an advanced analysis to study
IoV deployment by discussing system models, threats, secu-
rity aspects and their counter measures, taxonomy of various
security protocols, detailed analysis of existing authentication
protocols and their performance study analysis, and even
various testbeds that are designed by the researchers.

V. SYSTEM MODELS
This section gives a specific network model of IoV and
also a threat model that describes the possible capabili-
ties of an adversary to breach the data security in the IoV
environment.

54320 VOLUME 8, 2020



P. Bagga et al.: Authentication Protocols in IoV: Taxonomy, Analysis, and Challenges

FIGURE 2. A network model of IoV environment.

A. NETWORK MODEL
The network model for IoV communication environment
given in Fig. 2 contains different types of communicating
parties, such as vehicles (V ), cluster heads (CH ), road-
side units (RSU), cloud servers (CS), external network data
users (U ) and a trusted authority (TA). In such commu-
nication environment, communication happens through the
Dedicated Short-Range Communications (DSRC) protocol
and the Internet. The entire network is divided into certain
number of clusters in which there is cluster head node that
is basically a vehicle elected periodically as a leader. Each
cluster head collects data from its cluster member vehicles,
processes and sends that data to the RSU (via DSRC) as well
as to the cloud server (via the Internet). As each vehicle has
an On-Board Unit (OBU) that can be assigned an IP address
communicates to the cloud server via the Internet. Cluster
based approach helps to reduce the communication as well as
computation overheads in the network. The parties which can
communicate through DSRC are vehicle-to-vehicle (V2V),
vehicle-to-cluster head (V2CH), cluster head-to-roadside unit
(CH2RSU) and roadside unit-to-roadside unit (RSU2RSU).
Various types of communication exist in an IoV environment:
a) RSU-to-cloud server (RSU2CS), b) CH-to-cloud server
(CH2CS), and c) user-to-vehicle (U2V). The TA is respon-
sible for the registration of various network communicating
parties (V s, CHs, RSUs, CSs and Us). For this purpose,
the TA usually generates the credentials, such as identities,
secret keys etc., for V s, CHs, RSUs, CSs and Us. After
storing the generated information into the memory of these
entities, they are deployed in the network. The TA is also
responsible for the registration of external network data users
and provide them the information either in a smart card or
a smart phone in case of an authentication protocol. The
user can also access the data of the deployed vehicles. The
registration information stored by the TA in the memory of
these different devices is used to perform the authentication

procedure. The CHs and RSUs participate in local decision
making (i.e., chances of occurrence of accidents in a particu-
lar region). On the basis of local decision making, the alarm
system gives a warningmessage to the driver of that particular
vehicle. In addition, CHs, RSUs and CSs also participate in
global decision making (i.e., traffic condition in a particular
street of a city). Such types of information can be provided
to the driver of the vehicles moving in other sides of a city.
The external network data users, who are interested to get the
information about a particular vehicle, can communicate to
that vehicle through cloud server. To start any kind of com-
munication, all these parties need to mutually authenticate
among each other. After completing mutual authentication
successfully, the communicating parties can communicate
among each other securely using the established secret ses-
sion keys [5]. Furthermore, the key management and access
control among the communicating vehicles in a cluster, and
intrusion detection for detecting malicious vehicles in the
IoV environment are essential. The intrusion detection can
be applied either in distributed way (i.e., by the individual
vehicles and cluster heads) or in a centralized manner
(i.e., by the RSUs) depending upon the applications.

B. THREAT MODEL
To figure out the associated threats related to the IoV commu-
nication environment (discussed in Section I-B), the widely-
used Dolev-Yao (DY) threat model [23] can be used. The
DY model insists that any two communicating parties com-
municate over an open (insecure) channel, and the end-point
communicating parties are not also trusted. An adversary A
can then eavesdrop (read) the communicated messages and
can also delete or modify the communicated messages as the
channel is in secured. Moreover, the Canetti and Krawczyk’s
adversary model, also called as the CK-adversary model [24]
is applied which is a current de facto standard model in the
modeling of an authentication & key establishment security
protocol. Under the CK-adversary model, A has all capa-
bilities as in the DY model along with the ability to com-
promise the secret credentials as well as the session states
& session keys in the sessions. Furthermore, A can phys-
ical capture the onboard units (OBU ) of the vehicles and
obtain the stored credentials from these devices using the
sophisticated power analysis attacks [25]. It is also assumed
that the smart phone (smart card) of a user can be lost or
stolen. Hence, the secret credentials stored in his/her smart
phone or smart card can be extricated using the power anal-
ysis attacks [25]. The extricated data can be then utilized in
some unauthorized malicious tasks, such as computation of
session key, vehicle impersonation attack, replay attack, man-
in-the-middle attack and privileged-insider attack. Finally,
the trusted authority (TA) is assumed to be full trusted entity
in the IoV communication environment and it will not be
compromised, whereas the cloud servers are treated as the
semi-trusted entities.
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FIGURE 3. A taxonomy of security protocols in IoV environment.

VI. TAXONOMY OF SECURITY PROTOCOLS FOR IoV
In this section, a taxonomy of various security protocols in
the IoV environment is discussed that are crucial to provide
data security. The security protocols involved in an IoV envi-
ronment can be divided into various categories, such as key
management, authentication, intrusion detection, access con-
trol, privacy preservation and secure routing as represented
in Fig. 3.

A. KEY MANAGEMENT
Key management is one of the security protocols that pro-
vides establishment of secret keys among various commu-
nicating entities (between vehicles, between vehicles and
RSUs, and between RSUs) so that secure communication
among these entities take place. Key management can be
categorized into two ways: symmetric and asymmetric key
distribution approaches.

In symmetric key management, the trusted TA is respon-
sible for registering all the deployed vehicles and RSUs by
pre-loading the secret credentials in their memory before their
placement in the IoV environment. Next, after deployment
the communicating entities will establish pairwise secret
keys among them using the pre-loaded information avail-
able in their memory. The verification of established secret
key can be done by the communicating entities with the
help of challenge-response protocol as it is done in other
networks, including wireless sensor networks and Inter-
net of Things (IoT) environment (for example, the key
pre-distribution schemes suggested in [26]–[39]).

In asymmetric (public key) management, the initial stage
also involves the registration process of the vehicles to the
TA in order to validate themselves and to legally partici-
pate in the communication process. During the registration

process, the TA allots them a pair of private and public
keys. Sender vehicles can use their private keys to sign the
messages before sending to be away from being exposed to
the attackers. On the other hand, receiving vehicles would
execute the verification process to find the legitimacy of
the messages received. For the key pairs, some researchers
have used public key infrastructure (PKI) which do not fulfill
the conditional privacy and has huge latency. For encrypt-
ing the messages, the sender vehicle can encrypt the mes-
sages using the public key of the receiver vehicle, and the
receiver vehicle will be able to decrypt this as it has only
the matching private key corresponding to the encryption
public key.

Symmetric cryptography was used to provide the same
key for both signing and verification, which suffers through
non repudiation. Identity-based cryptography was also high-
lighted which uses public information of the entity to derive
the key. The public-key based cryptographic techniques, such
as RSA [40], Elliptic Curve Cryptography (ECC) based
encryption and signature, known as Elliptic Curve Digital
Signature Algorithm (ECDSA) [41] and Diffie-Hellman key
exchange [42] can be used to generate key pair further. The
only drawback that asymmetric cryptography has latency and
overheads issues. It is mentioned that the 80-bit key size
of a ‘‘symmetric key cryptographic algorithm (e.g., Double
Encryption Standard (DES) with two keys)’’ provides the
equivalent security for the ‘‘1024-bit RSA’’ and ‘‘160-bit
ECC’’ [43]. This implies that ECC supports the same security
as that for RSAwith much smaller key size. To reduce burden
of public key-based key management, the Timed Efficient
Stream Loss-tolerant Authentication (TESLA) was imple-
mented in VANETs which uses symmetric cryptography par-
alleling it with time [44]–[46].
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The authors in [47] presented a new key management
scheme using fog computing which also provides authentica-
tion. Key management process was followed by two phases
of initialization and registration. The key management phase
involved parallelly a mutual authentication among various
entities of the network. The vehicle and the fog server decide
a session key and also authenticate themselves in the first
step. This is then followed by a session key between RSU
and fog server applying hash functions and ECC. Mutual key
agreement between the fog server and the cloud server marks
the end of key agreement scheme of their protocol.

Guo et al. [48] also defined a scheme in which key man-
agement server was responsible for validating the identity
and providing a key to all the entities by applying homomor-
phic key agreement scenario by comparing the MAC. Their
scheme was found to be more secure than password-based
key settlement.

B. AUTHENTICATION
One of the primary features of a security protocol is to enable
the entities (for example, user of a vehicle) to authenticate
themselves to the RSU and also to check the authenticity
of the RSU. RSU on receiving the vehicles message request
checks the revocation list and states the validation of the
vehicle.

The authors in [49] explain the basic authentication pro-
cedure in which a vehicle before joining a network sends
the request to the trusted authorities via the nearest RSU.
The TA would let a vehicle to join the network and accept the
request only after validating the legitimacy of both vehicle
and RSU. Earlier the researchers were depended on location
or PKI security for authentication, but that was not helping
to maintain in nominate identity. Now, when the networks
are scaled to a large extent, conditional privacy becomes
important cloud computing and working with pseudo identity
is implemented.

The authors in [49] also proposed a protocol that registra-
tion phase uses unique identities for every vehicle with an
assumption that the registration channel is secure. A smart
card (mobile device) is issued to the user by the TA with
credentials. The credentials of the smart card are validated
against the saved parameters, and thus breached smart card by
the attacker cannot initiate the communication. The services
are provided only to the vehicles that fulfill the validating
criteria.

Typically, a user authentication mechanism in the IoV
environment involves the following phases as stated in [50]:
• System setup:Under this phase, the TA is responsible for
generating the system parameters.

• Registration: Before installing or deploying the vehicles
and RSUs, they require to be registered with the TA. The
essential credentials are then pre-loaded in the On-board
Unit (OBU) of the registered vehicles and RSUs prior to
deployment.

• User registration: To access service from RSUs, a user
requires to register with the TA. The user needs to

provide his/her credentials (for example, identity, pass-
word and also biometrics in case of biometric-based
user authentication scheme) securely to the TA, and
after analyzing the registration information a smart card
or mobile device is issued by the TA securely to the
registered user.

• Login: Using this phase, a user provides his/her creden-
tials, and after validation of the credentials by his/her
smart card/mobile device, a ‘‘login request message’’ is
generated and then sent to the RSU via public channel.

• Authentication and key agreement: Upon reception of
the login request message, the RSU validates the mes-
sage and send the ‘‘authentication request message’’
to the user. The user also checks the validity of the
received message, and then sends the ‘‘authentication
replymessage’’ to the RSU.After validating the received
message from the user, the RSU and user agree on a
common session key for secret communication among
them.

• Password & biometric update: This phase is essential
when a registered user wishes to update his/her password
and/or biometrics for providing maximum security. This
phase should be executed at any time locally without
contact of the TA anymore.

• Smart card/mobile device revocation: This phase is
essential when a smart card/mobile device of a legal reg-
istered user is lost/stolen by an adversary. The revocation
phase should permit to issue a new smart card/mobile
device with fresh credentials stored into it.

• Dynamic node addition: This phase permits a new vehi-
cle or an RSU to be joined after initial deployment.

C. INTRUSION DETECTION
Cyber threats have always been challenging tasks for an IoV
network since the day it evolved. The older vehicles were
not able to implement dedicated countermeasures because of
hardware insufficiency. Now a days, proactive remedies are
not much helpful for the large network of vehicle and other
components. Hence, intrusion detection came out as flying
color in implementation of an IoV network. There are certain
factors that need to be taken care of before implementing
Intrusion Detection System (IDS) like all the entities should
have IDS installed. Moreover, the capability of the network
should complement the speed, latency, storage, and accuracy
of an IDS. It is an elucidation for both inter and intra vehicular
networks. An IDS basically works against internal attacks.
Conventional knowledge based and anomaly based IDS work
in the same orthodox manner by learning attack patterns and
having a match while the later works on mismatch of the
system from its usual pattern [51].

Al-Jarrah et al. [17] categorized the inter vehicular IDS
into three types. Flow based IDS observes the frequency
and interval of the messages and plays an alarm during a
unusual frequency pattern without accessing the content of
the message. Payload based IDS looks on the payload of the
messages. Hybrid IDS uses the features of both payload and

VOLUME 8, 2020 54323



P. Bagga et al.: Authentication Protocols in IoV: Taxonomy, Analysis, and Challenges

flow based IDS. They further classified the system based on
rules, frequency, and learning. Furthermore, once the attack
is detected it becomes an important aspect to announce and
reveal to the concerned entities which can be done through
multimedia audio video hardware installed in the vehicles.
They also proposed various metrics to measure against the
systems.

Fu et al. [52] proposed an ‘‘Field Programmable Gate
Array (FPGA) based IDS’’ which utilizes less power and
it works in real time with negligible latency. They claimed
about its easy installation and less space requirement. Their
IDS depends on multi stride ‘‘Non-Deterministic Finite
Automata (NFA)’’ which works on the basis of matching
regular expressions. They also explained bit optimization and
link-NFA. Alshammari et al. [18] explained an IDS based on
controller area network protocol which provides a bus for the
messages to flow without revealing the sender and receiver
information. Various factors like rate of flow of messages
over the bus can detect an attack.

An IDS based on machine learning allows to identify an
attack is based on the change in the packet form of the
malicious packet. Another approach is based on making the
IDS to learn the behavior pattern of both historical clean data
and historical dirty data to analyze the changes. Watchdog
module also became a part of IDS. Furthermore, Honeypots
are like supporters to intrusion detection system going hand
in hand with them which are placed as an attractive spot
in the network for the attackers. Information and patterns
using machine learning are also applied for tracking the
attackers [8].

D. ACCESS CONTROL
Access control is another important security service for pro-
viding security in the IoV environment. New nodes (vehicles
and RSUs) deployment in the IoV environment is essential
for providing services. However, a deployed node may not
be an authenticate node as an adversary may deploy some
malicious nodes in the network. Therefore, it is a tough
task to differentiate the malicious new nodes joining in the
network from the existing genuine nodes. This demands
an access control mechanism so that the deployed mali-
cious nodes can be prevented from entering the network.
An access control mechanism has basically the following two
tasks [50]:
• Node authentication: This requires that the newly joined
nodes (vehicles and RSUs) must authenticate them-
selves to their neighbor nodes in order to prove that they
are authorized registered nodes to access the services
from other deployed nodes.

• Key establishment: Under this task, a newly deployed
node needs to generate the shared secret key with its
neighbor nodes once mutual authentication between
them happens successfully. The established secret keys
are then utilized for secure communication.

User access control mechanism is also another essen-
tial security service for providing access right only to

authorized registered users for various services, information
and resources available in the IoV environment.

Dua et al. [15] designed a two-level access control mech-
anism for secure communications among vehicles in an
IoV-based smart city environment. In their first level authen-
tication, the cluster head (CH ) among a group of vehicles
in a cluster is verified by an exchange of messages between
CH and the trusted certification authority (CA). The authen-
ticated CH is then responsible for authentication of other
vehicles in its cluster in the second level authentication, which
is performed by exchange of messages among CH and its
associated vehicles.

E. SECURE ROUTING
IoV does not require simple handshake protocols for authen-
tication and defining the routes. Instead, they need secu-
rity aspects like hash functions and message authentication
code (MAC) added to the protocols to protect them against
various attacks and threats like Denial-of-Service (DoS) or
route modification attack, and also privacy management that
does not reveal the information about the nodes during a route
discovery [8].

Yadav et al. [53] and Devangavi and Gupta [54] sum-
marised the routing procols along with stating their merits
and demerits. Those works presented comparative study on
all the active routing protocols.

Secured routing protocol is divided by the researchers in
three main categories [55]. The first one is the cryptographic
based solution which implements crytographic technique to
safeguard confidentiality and authentication issues alongwith
giving an optimal route. The number of verifications required
made in this approach is a little lazy. The second one is the
trust based approach which requires the vehicles to communi-
cate only with other vehicles onwhich they build a trust on the
fellow vehicles depending on their reputation and behavior
requiring less overheads and avoiding mitigating attacks. The
trust based solution also identifies insider attacks which were
ignored by cryptographic solutions. The researchers then
combined both the approaches to give out a hybrid approach,
which is the third category.

Bhoi and Khilar [56] in the paper proposed a secure
station to station key management routing protocol, called
the ‘‘Position Based Secure Routing Protocol (PBSRP)’’,
which finds an efficient route using the Euclidean distance
along with maintaining security by using session key for
encrypting the messages. This protocol works the best in the
presence of a malicious attacker showing minimum latency
and good packet delivery ratio. Their scheme executes with
some assumptions like each node will be a responsible node
with the ‘‘Global Positioning System (GPS)’’ installed for
route discovery in three phases: initialisation phase followed
by best route discovery phase and then secure delivery of
the packet phase. A malicious driver if there in the network
can be detected in the verification phase using hello packets.
No third party is involved and the security is taken care by
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certificates and mutual verification by the vehicles on the
level of trust.

Slama et al. [55] described a ‘‘Trust Cryptographic Secure
Routing protocol (TCSR)’’ protocol for a secure routing.
The authors focused on reducing communication involved in
multiple authentication by considering only the highly trusted
neighboring nodes for broadcasting the routing messages.
Their scheme executes in two phases. First phase generates
the trust amongst the neighboring nodes and in the second
phase the privacy of the shared message is secured. The trust
value of the vehicles depends on the successful or unsuc-
cessful transmission of the vehicle based on additive increase
and multiplicative decrease. Every time the communication
between two nodes is preceded by trust value calculation. The
security is led by asymmetric cryptography underlying the
‘‘Public Key Infrastructure (PKI)’’ model. Each message is
attached with a digital signature which can only be decrypted
by the intended receiver.

Logeshwari and Logeshwari [57] explained the limitation
of GPS on some crucial places and situation, and hence,
other localization system becomes important. To implement
other localization positioning methods like time of arrival
and received signal strength, the nodes need to increase their
distance ranging capabilities. Their scheme attempts to val-
idate different localization techniques by implementing an
algorithm as a pre requisite. The algorithm works in three
phases. Node localizability is done by choosing unique nodes
and finding their global locations. Rest all other nodes find
their locations with respect to the Euclidean distance from
the unique nodes. Second phase is to analyse the structure by
having a response from all the nodes regarding their interac-
tions with other nodes. Last phase is the network adjustment
phase where some nodes are placed in the network according
to their global positions, while others are added according to
the Euclidean distance from the known nodes. The ‘‘greedy
parameter stateless routing’’ is used that uses the position of
the routers and the packets ultimate destination to find the
routes while the network is being scaled.

Kou et al. [58] overcame the problem that occurs due
to selfish nodes in an IoV network. They applied a detect
and punish selfishness algorithm that compels the nodes to
function according to the network. It not only increases the
performance of the nodes, but also the nodes’ network perfor-
mance overall. Their scheme implements watchdogs and ‘‘Ad
Hoc On-Demand Distance Vector (AODV)’’ protocol [59] on
the basis of the reputation calculation. Signal to noise ratio of
all the nodes helps the detecting node to find selfish nodes.
Creditworthiness or reputation value of each node is also
calculated based on the nodes helping hand in transmitting
data using probability. The last step of the algorithm is to give
the node a punishment that forces it to actively participate
in transmitting data in the network. This punishment is only
given to the nodes with less desired reputation value.

Sandou et al. [60] used an opportunistic adaptive neigh-
bour selection (OANS) along with vehicular localization pro-
tocol to choose the best route for transmitting messages.

Each vehicle checks the density of the in-range vehicle by
broadcasting a message. For all slow moving vehicles mov-
ing towards the destination are selected and the message is
sent using a nearby road-side unit (RSU). RSU also updates
the neighboring node in its table according to the distance,
the mobility of the considered node, and the neighbouring
node from the source node. Finally, after the selection of
the node a link state is formed and updated along with its
acknowledgement being sent.

F. PRIVACY PRESERVATION
If an attacker gets some private information, the conditional
privacy forms the actual basis of the security requirement
in IoV network. In order to maintain the privacy, an unac-
knowledged digital signature scheme is implemented to find a
temporary identity of a user which has no straight relationship
with the actual identity. An unauthorized person can never
know the sender’s identifier even when he/she is exposed
to its digital signature. A group based digital signature is
used in which the members of a group can sign a message
using a group public key, and hence, making it difficult to
find the genuine sender of the message amongst the group.
Another privacy preserving method depicted is based on
anonymous identity being provided to the users for a prepaid
time validity, thereby maintain conditional privacy. The false
identities can be loaded in the tampered device of the vehicles
in a fixed timed round robin fashion and renewed every time
with a new identity before the initiation of a communication
process. Another method could be installing all the identity
certificates at once initially. The later method has a high
storage latency. To avoid overheads the vehicles can request
the nearest RSU for a pseudo identity. RSU maintaining the
grace of conditional privacy sends the same pseudo identity to
more than one device by utilizing bandwidth of the network
with different symmetric keys. Lately, the vehicles use short
signature scheme to generate their own signature pseudonyms
using the tokens received after authenticating themselves
to RSU [10]. All the methods have the same backbone of
changing the pseudonyms randomly within short interval
of times. Every vehicle when in idle state or in optimum
condition with respect to traffic, congestion or neighbor state
performs the replacement of pseudonyms for the next round
of communication.

Hwang et al. [61] proposed an identity based privacy
preserving authentication scheme that not only provides
confidentiality, but also authentication, non-repudiation and
traceability. Rajput et al. [62] used a hierarchy of pseudonyms
based on their time period. Their protocol decides the use
of the pseudonym based on the lifetime. Each vehicle uses
longer lifetime pseudonyms to communicate with the trusted
authorities and the shorter lifetime pseudonyms are used to
communicate with the fellow vehicles.

Cui et al. [63] gave a solution to preserve privacy using
k-anonymity, virtual location and path confusion. Any user
cannot differentiate the information from the other users
in the same message request. In-spite of using a real time
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FIGURE 4. A taxonomy of authentication mechanisms in IoV environment.

location based service, their scheme controls the access of
the location information; thus, it maintains the privacy. Each
vehicle sends two requests to location based server (LBS)
using its own location through GPS and using a location of a
near by virtual vehicle obtained through the ‘‘Dedicated Short
Range Communication (DSRC)’’ protocol [64]. A vehicle
chooses the virtual vehicle that has the most common route.
They termed it as shadow. The difference in the location and
the routes of the vehicle, and the shadow vehicle is minimum.
Both the request messages have same pseudonym identities
and timestamps, but different yet similar locations. The server
responses for both the request messages. So, one waste reply
message is discarded by the vehicle and other involving its
own location is used.

Zhu et al. [65] cleverly used the bond between humans
and the mobiles along with OBU of vehicles to form a
‘‘Social Internet of Vehicles (SIoV)’’, where vehicles are also
socially interactingwith the entities. Their scheme is based on
communities which are formed by a group of people having
same interest. Their scheme forwards messages, but keeps the
interest of the people private. Cars, buses and people walking
around are considered as nodes which have only one interest
and are registered from the trusted authorities. The delivery
of the messages depends on the community energy of the
nodes which is determined by the same shared interests of
the nodes within the community or inter community. Each
node selects the best forwarder of the message by looking at
the community energy per node. Every time the community
energy changes the decisional forwarder also changes. Buffer
management is also considered by them as the nodes are
limited by the resources.

Vijayalakshmi and Sasikumar [66] presented an identity-
based privacy preserving method which uses asymmetric
cryptography for communication. Their scheme is accom-
plished through two suggested algorithms: ‘‘Identity-Based
Signature (IBS)’’ that is applied between vehicles to
RSU or RSU to vehicles authentication, and ‘‘ID-Based
Online/Offline Signature (IBOOS)’’ which is applied for

vehicle to vehicle communication and authentication. Digital
signature also marks the mode of authentication.

VII. EXISTING AUTHENTICATIONS PROTOCOLS
IN IoV ENVIRONMENTS
The primary focus of this survey paper as stated before is on
authentication in IoV environment. We consider the recent
authentication techniques and categorized them on the basis
of their mechanisms and algorithms into five types as illus-
trated in Fig. 4: a) light-weight authentication, b) hash-based
authentication, c) batch verification-based authentica-
tion, d) dual authentication, and e) privacy-preserving
authentication.

A. LIGHT-WEIGHT AUTHENTICATION
Vasudev and Das [67] described a model that is a two-tier
structure and it has a trusted vehicle server with exceptional
storage and computational capabilities in the upper layer and
vehicles as the part of bottom layer. Their protocol proceeds
with a setup phase followed by registration and authenti-
cation phases that go hand in hand, and finally it enabling
Vehicle-to-Vehicle (V2V) communication. The setup phase
lets the vehicle server to generate a key and every vehicle
will register themselves on coming on the road and receive
some values from the server. The received values are then
reviewed for authenticity during the second phase, wherein
the vehicles individually prove their identities. The vehicles
entering into the third phase are the ones which have gone
through the second phase positively. Request, reply and time
stamp values help in the communication phase between the
vehicles performed through insecure channel. Their protocol
is also proved to be secure against impersonation attack by the
fact that the malicious vehicles are unable to generate request
messages as it involves passing through the second manda-
tory phase, and also against data modification, replay attacks
and password guessing attack. Moreover, this light-weight
protocol provides benefits in battery usage, communication
overhead, implementation cost and computation time.
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Bao et al. [69] proposed an authentication scheme which
mainly focused quick messages authentication, integrity, and
non-repudiation along with denial of service attack using
bloom filters which are one of the best data structures when
it comes to fast storage and retrieval management. Timed
Efficient Stream Loss-tolerant Authentication (TESLA) [71]
formed the back bone of their scheme that initiates with
a symmetric cryptography which in time becomes asym-
metric cryptography by sharing keys using one-way func-
tion through CAs in order to avoid retransmission and DoS
attacks. The other modules being RSUs that are placed glob-
ally and OBUs placed inside the vehicles. RSUs are respon-
sible for the rapid change of the vehicles pseudonyms in
fixed time slots ensuring privacy. The vehicles are grouped
according to their similar characteristics like speed and loca-
tion (surrounding) and given a same timestamp value to
exchange pseudonyms in order to confuse the attacker. The
authentication of the vehicles is verified against the ‘‘Bloom
Filter (BF)’’ value which is calculated by RSU on receiving
keys from all the vehicles on road and the private key of the
fellow vehicles. The new vehicle initiating a communication
would request a BF value from the corresponding RSU and
key from existing companion vehicle. The encrypted packets
consisting of key and BF is received which are signed by the
private key of the vehicle and the RSU, respectively. The same
BF value and key in both the packets sustain authenticity
of the keys. The revocation step is performed by the CA
on request generated by a vehicle on suspecting a malicious
node. Their scheme is able to manage malicious nodes and it
is also insecure against inside attacks, but it helps in reducing
delay and latency.

Zhou et al. [70] presented another light weight authentica-
tion scheme which bans the compromise of the key. It has a
‘‘Public Key Generation (PKG)’’ algorithm which generates
the set of keys for both vehicles and RSUs. On addition
to this, it also provides vehicles with OBUs and ‘‘Tam-
pered Proof Devices (TPD)’’, trusted parties and RSUs. Their
scheme is based on elliptic curve cryptography (ECC) and
hardness of the ‘‘Elliptic Curve Discrete Logarithmic Prob-
lem (ECDLP)’’. Their scheme authenticates in four phases as
follows. The initialization phase allows the PKG to generate
parameters of ECC, and computes the public keys of TPD and
RSUs corresponding to their chosen secret keys. The second
phasewill let the vehicles to create their own secret keys using
the public keys of OBU and TPD, identities of the agents
involved and some randomized parameters. In the third phase,
OBU sends the signature to the RSU for verification which is
done in the last phase. RSU first discards the unauthenticated
message based on the difference between the timestamp of
the message and its current timestamp, and the verifies the
received message against the new parameters by using hash
functions. Their scheme is secure against various chosen
plaintext attacks and forgery attack as its private key is of
two parts: one part is with TPD and other is with the vehicle
itself.

Wazid et al. [68] described an aggrandized version of
light weight decentralized authentication and key agreement
scheme. The vehicles that possess the same velocity form
a cluster and the cluster head (CH) is chosen amongst the
members of the cluster. The CH has the highest trust value as
compared to the fellow members. The authentication is per-
formed between vehicle to vehicle within the cluster (V2V);
vehicle to CH (V2CH) and cluster head to the nearest RSU
(CH2RSU). The agreement of the keys is only amongst the
RSU involved. Similar to various light weight authentication
schemes, this scheme is also divided into phases. The reg-
istration of RSU and the vehicles is performed in the first
phase. The RSU is given an identity pseudo-identity (RID)
by which it calculates time dependent identity (TID) and
secret key is configured before its installation. The vehicle
registration is done by the help of the TA after when the
user of the vehicle chooses its ID, password and some ran-
dom numbers. Finally, the processed information is stored
in the OBU of every vehicle. The registration is followed by
authentication phase which is again divided into sub-phases
involving authentication between vehicles, vehicle to cluster
head, and cluster head to RSU. The secret behind the scheme
lies in the last simultaneous phase which allows vehicles to
change their password periodically ensuring authentication.
Their scheme allows any new road side unit to be deployed
whenever it comes in the frame. It is also secure against replay
attack, man in middle attack, password guessing attack and
impersonation attack.

Sandou et al. [60] proposed a light weight authentication
mechanism along with key agreement that uses opportunistic
adaptive neighbor selection along with vehicle localization
routing protocol. Their light-weight authentication guaran-
tees lesser number of bits in keys by using one way hash
function. It also implements public key cryptography to attain
the security. The hashing function applied to the input gen-
erates the same length output which is impossible to invert.
Any of the two keys could be used for encryption of the
data while the corresponding is used for decryption. The
system model for the scheme has trusted authorities, RSU,
and vehicles. Their scheme starts with a setup phase which
makes the TA responsible for generating credentials to be
loaded in the cluster heads or RSUs or vehicles. The authors
have used ‘‘nth degree truncated polynomial ring (NTRU)’’
as a public key cryptosystem which although uses high key
size and cipher text size, but it still provides better speed,
and security while utilizing less memory as compared to other
systems. NTRU has also got similar phases, like set up, key
generation, encryption and decryption. Their scheme proves
itself outstanding in terms of packet delivery ratio, overall
latency, throughput and packet loss. It is also secure against
attacks, like replay attack, man in the middle attack, stolen
OBU attack and impersonation attack.

The summarized tabular description is presented in Table 3
to give a clear comparative view of the light weight authenti-
cation mechanisms in the IoV environment.
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TABLE 3. Summary of characteristics of light weight authentication protocols.

B. BATCH VERIFICATION-BASED AUTHENTICATION
A batch verification method optimizes an authentication pro-
tocol by performing the verification of the received signatures
together in batches on verifying side. Table 4 presents the
characteristics of the discussed batch verification protocols
related to the IoV environment in this section.

Gayathri et al. [74] presented an authentication scheme
which requires less computational overheads by avoiding the
use of certificates and pairing techniques, and it is based on
batch verification. The model of this scheme consists of four
participating candidates. TA and KGC are the most trusted
parties of the model which can never be attacked. All the
RSUs and vehicles register themselves to the TA initially.
Hence, the TAs only have the real identities. KGC is used
to generate secret keys for the vehicles. RSUs fill the gap
between the network model by a wired network with the TA
and the KGC, and a wireless connection with the vehicles.
RSU provides a pseudo identity to the vehicles every time
when a vehicle come across. To reduce computation, a group
of RSUs form an autonomous system by reducing multiple
times allocation and updation of the pseudo identities to the
moving vehicles. Lastly, each vehicle is given an OBU which

communicates with RSU and other vehicles using temporal
synchronization. Their schemeworks in seven different steps.
The first phase (initialization) issues key pair, public param-
eters, hash functions and a token to the vehicles. The sec-
ond phase lets KGC outputs a partial private key on token
as an input after checking the non-existence of the vehicle
in the revocation list. In the third phase, the TA computes
public/private key pair after receiving token and partial key
generated in the second phase as an input. Then, the RSU
generates a pseudo random identity by using token from the
TA as an input in the fourth phase. The fifth stage is the
phase where a vehicle signs a message by taking a message,
private/public key pair, partial private key and the random
identity to produce a signature. Before the communication
starts, each vehicle verifies a signature using the same param-
eters and a timestamp value. Finally, the RSU verifies all the
signatures in a single instance abiding by the batch verifi-
cation policy. This scheme made the authentication secure
against forgeability, traceability, anonymity and revocation.

Bayat et al. [72] considered a model with trust authori-
ties, OBUs and RSUs. The TA being a fully trusted agent
cannot be forged and compromised, and it is responsible for
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TABLE 4. Summary of characteristics of batch verification authentication protocols.

registering RSUs and OBUs of the corresponding vehicle
with the information, such as keys, computing parameters and
identity related parameters. All the information necessary to
be communicated like distance of the vehicle, position, speed
and location is performed by OBUs, which is used by other
participating vehicles or RSUs. Their scheme has assigned
the work of verification to the on place trusted RSUs. This
scheme involves the concept of elliptic curves, bilinear pair-
ing and computational Diffie Helman problem. Their scheme
is accomplished in three phases, which are distribution of
the key and other parameters in the first phase, signing the
message for authenticity in the second phase, and verification
of the message in the last phase. The generation of the keys
are done out of a cyclic group and some random numbers
denoted as master keys used in calculating two public keys
and public parameters which along with real identities and
passwords are installed in the vehicles and RSU before the
communication starts. The second phase uses the identity and
password to execute the process of computing pseudo iden-
tity. The tampered proof device calculates pseudo identity
by verifying the submitted ID and password, and applying
map to point hash function outputs two pseudo identities and
secret keys that a vehicle uses the ID and key to sign the
message, and then sends the message, signature, timestamp
and pseudo identity along with the current timestamp to the

nearest RSU or the vehicle. The receiver side of the message
first validates themessage based on the current timestamp and
the received timestamp. RSU then performs batch verification
on the received messages. The batch verification is then
performed. Message integrity is maintained by using secret
values which are unknown to an adversary. The real identity
is also safe guarded because every time the vehicle uses its
pseudo identity ID to initiate the communication and tracing
the original sender of the message, and for the existence of
the malicious vehicle by the TA knowledge of RID is also the
part of this scheme.

Jiang et al. [73] introduced an anonymous batch authen-
tication scheme (ABAH) which uses the ‘‘Certificate Revo-
cation List (CRL)’’ to verify the signatures and revoke,
which was more of an overhead burden and latency, and
transmission delay on the network. Hence, this scheme is
efficient because it uses batch method and ‘‘Hashed Message
Authentication Code (HMAC)’’ on the messages to avoid
heavy packets. The TA being the first uncompromised unit
is the centralized unit which divides the network into dif-
ferent zones. The TA passes each zone’s information to the
inter-zonal RSU unit through a tunnelling wired channel and
to OBUs of the vehicles through unreliable wireless con-
nection. RSU bridges the gap between TA and vehicles by
providing all relevant services. OBU along with tamper-proof

VOLUME 8, 2020 54329



P. Bagga et al.: Authentication Protocols in IoV: Taxonomy, Analysis, and Challenges

TABLE 5. Summary of characteristics of privacy preserving authentication protocols.

device (TPD) pass relevant traffic, road, environment or pas-
senger information to let the vehicles and customers enjoy
services from the TA. Batch authentication in their scheme
is implemented when the concurrent requests are sent to
RSUs from multiple vehicles and when many vehicles send
messages updates or status to the same vehicle. Their scheme
uses hash chaining, bilinear pairing annd ECC techniques.

Celes and Elizabeth [75] opposed a new attack known as
bogus attack by using position verification method. Their
scheme commences by detecting the false position informa-
tion being spread by false nodes, and thus, it reduces the
bogus attack. The position based process has either a greedy
approach or it applies GPS to mutate the position with the
fellow vehicles. The heart of their scheme lies on an algorithm
which starts by each node by sending a packet to RSU. The
verifier after verifying the packet instructs the vehicle by
letting it to accept or reject the message based on the truth
value residing in the message.

C. PRIVACY PRESERVING-BASED AUTHENTICATION
The privacy of the users have always been the foremost prior-
ity of the researchers. Hence, the authentication schemes need
to be designed in the IoV environment that should preserve
the privacy of the users along with providing authentication.
Table 5 shows some of the state-of-art authentication schemes
based on privacy preserving mechanism.

Keeping the complexity of bilinear pairing into consid-
eration, He et al. [76] designed a scheme which uses only
ECC with an additive group avoiding scalar multiplications
using the Diffie -Hellman computational problems hardness.
To make the scheme a bit more efficient, they used batch
verification at the end. The system model for their scheme
is a two-tier model, which has the TA and the Application
Server (AS) in the first layer. The second layer comprises
of RSUs and vehicles. The TA as always the trusted party
meant for pre loading and verifying the other agents. The AS
communicates basically with RSUs to help with application.
RSU present in the second layer monitors the locally indulged
vehicles to receive and validate their messages bridging the
gap with the TA. OBUs present in the vehicles hide all the
information and lets the vehicles connect with other agents
through a wireless network. Their scheme shows its resis-
tance to attacks like replay attack, impersonation attack and
modification attack. Message authentication, identity pre-
serving, traceability and unlinkability are all taken care by
their design. Their scheme got its base from the Schnorr
signature scheme. Three phases in their scheme accomplishes
the complete task. The first phase begins with system initial-
izing of various parameters, such as elliptic curve parame-
ters, prime numbers and random numbers. The TA in this
phase sends all the public parameters to RSU and vehicles.
The second phase involves generation of anonymous identity.
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Message signing is also a part of this phase which finally
broadcasts a meesage. The last phase is message verification
phasewhich is performed by verifying singlemessage or even
by using batch verification. The freshness of the message is
checked through the timestamp values before the verification
occurs.

Maximum protocols that preserve the identity condition-
ally either face overheads due to the presence of certificate
authorities or they are time consuming when they are based
on identity management. Islam et al. [77] proposed a pass-
word based conditional privacy preserving authentication and
group key generation protocol which requires less memory
usage of the TA. Their protocol even took care of a user
joining or leaving a network and provided password updating
facility. It assumes that a vehicle will be only communicating
to the vehicles in the same RSU region using a group key,
and thus, it avoids collusion attack. The protocol uses hash
function instead of elliptic curve or bilinear pairings. The
system model consists of the TA, vehicles and RSU. All the
vehicles are installed with on OBU devices which are tam-
pered free and have some memory which is utilized during
authentication message generation and verification phases.
Their scheme undergoes the system initialization phase, and
RSU registration phase which registers RSUs by receiving
some network information from them and allotting them with
identities and secret keys for communicating in the network.
In vehicle registration phase, all the important credentials are
installed in OBU and are handed over to the vehicles through
a securemedium.Authenticationmessage generation phase is
performed by OBU of all vehicles that generates anMAC and
an anonymous identity for their corresponding vehicle which
is sent to the TA. The TA verifies the receivedMAC in authen-
tication message verification phase. Group-key generation
phase generates a group key for all the vehicles of a particular
region and is updated during the exit and entry of the vehicle
to maintain forward and backward secrecy. Vehicle leaving
phase, vehicle joining phase, and vehicle password change
phase are also asset to the scheme making it flexible for
real time application. The scheme maintains the identity, and
provides authentication, forward and backward secrecy, and
it is also secure against replay, impersonation, modification
and offline password guessing attacks.

Vijayakumar et al. [78] proposed a conditionally privacy
preserving scheme for IoV network along with providing a
group key agreement and distribution protocol for the vehi-
cles to broadcast their location information. Their scheme
mutually authenticates the vehicles simultaneously by main-
taining integrity and privacy aspects. The tracking of the
malicious vehicles marks the essence to their scheme. Their
scheme is implemented on a systemmodel with three entities.
The TA indulged with firewalls being a part of a public
cloud becomes the most powerful computational entity in
the real-time scenario. The mobile vehicles being the second
entities are registered to the TA before becoming the com-
municating to any other entity in the network. The TA also
helps RSUs in key generation and distribution phase, and

hence, it is connected to RSU which is the third entity in
the model. The RSUs are placed all over the network each in
every domain. RSUs form the connection between the vehicle
and the corresponding TA of the same domain. When the
vehicle moves from one domain to another, the credentials are
also passed to the TA of the current domain from the previous
one. Each vehicle is provided with OBU that is tampered free
to save public/private keys of the vehicles. Their scheme is
executed in three phases: starting from an initialization phase
where the TA chooses hash function, its public and master
key, and computes public parameters that are exposed on the
network. This is followed by a registration phase in which
the vehicles register themselves to the TA. The third step
of their scheme helps the vehicles to prove their legitimate
existence to each other through anonymous identity hiding
the real identity. The vehicles communicate using short term
valid certificates to prove or verify the identities of each other
mutually. Their scheme in spite of using anonymous identity
throughout the process can even find the real identity in case
of tracking a malicious attacker in the network. This scheme
proves itself secure from impersonation attack and man-in-
the middle attack, and it also provides user authentication,
non-repudiation and conditional privacy.

D. DUAL AUTHENTICATION
Some protocols fulfil the demand by providing a dual authen-
tication mode. Table 6 presents several characteristics of
analyzed dual authentication protocols in this section.

Liu et al. [80] prescribed a modified ‘‘Trusted Platform
Module (TPM)’’ approach that equips a root that provides
integrity assessment report containing the confidential infor-
mation. It avoids all sorts of issues related to distribution and
management of keys. Their approach increases the security
by its bifold phases of authentication involving authentication
protocol along with ID based asymmetric encryption. It does
not use the real identity of the vehicles, thus ensuring the per-
manent identity to be saved. Their scheme has three layered
architecture with bottom layer consisting of vehicles with
OBU. The three layers have interaction amongst themselves
with RSUs (middle layer) and the TA (top layer) having wired
connection. The session key is provided to the requesting
vehicle by RSU after having its identity and reputation veri-
fied through the TA. The process is described in five phases:
the first phase is for RSU registration, and the second phase
is for vehicles registration. Third phase issues the validity
of the users during their login, fourth phase monitors the
authentication and the secure communication, with the last
phase updating the new parameters of password and trust
parameters. The first phase is progressed in two steps: step 1
initializes the whole system with the TA calculating the pri-
vate master key and public parameters and step 2 allows the
TA to establish public and private keys for all RSUs. The sec-
ond phase accomplishes the registration of vehicle with the
TA. It also calculates some parameters used in login phase and
saves in the local database for further verification. The third
phase takes the password and ID of a user as credentials and
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TABLE 6. Summary of characteristics of dual authentication protocols.

calculates its correction by comparing it with the parameters
stored in the database during the second phase by the TA. The
third phase is a four-step process. Step 1 allows the vehicles
to requests RSU by creating an anonymous identity to initiate
a session with peer vehicles. The RSU sends the details to
the TA for them to verify the actual and the created identity.
Step 3 helps the TA to verify and send the session key which
is delivered to the vehicles in the next step through RSU. The
last phase is to keep the system progressing by rejuvenating
the new values of password and trust.

Vijaykumar et al. [79] explained a scheme which performs
dual authentication and does not allow any malicious nodes
to enter the network. Authentication is followed by the mul-
ticasting of the message from the TA to all the authenti-
cated vehicles. The multicasting of the message requires a
key which is calculated by using the ‘‘Chinese Remainder
Theorem (CRT)’’. Regular updation of the key is done by easy
addition or subtraction method that confirms forward and
backward secrecy in lesser cost. The system model is similar
to as used by previous protocols. The TA is for registering
RSUs and vehicles, and for transferring data; RSU is at every
area filling up the communicational gap between the vehicles
and TA, OBUs on each vehicle which have several com-
ponents like fuzzy inference, cryptographic units, decision
making agent, sensors, event data recorder, data collection
unit and spatio temporal reasoning unit. The data is collected
from several sources by data collection unit and used as an

input to the components of RSUs to give a decision using
fuzzy inference agent. The spatio temporal deals in decision
making based on speed, time and road condition. The authors
have modified system model by setting up a TA in every state
such that a vehicle entering into a new state is initially verified
by the TA of that state. It is a dual authentication method as
the authentication is done twice: the first one if on TA side by
using a hash function on the vehicle secret keys (VSK) and
other is on vehicle’s side by using biometrics or password.
So even if the secret information of the user is hacked, still
the attacker would not be able to attain the finger print of the
user. Hence, it resists an attacker to enter into the network
even if the credentials are compromised. Their scheme starts
with registration phase which can be done online or offline
mode with the TA choosing two prime numbers: one is for
defining the group and other is for group key. Each user
provides his/her credentials along with the finger print to
the TA. VSK using hashing and the finger print is used for
authentication process. The end of registration phase provides
vehicles with VSK loaded into it. The second phase which
follows the registration phase is vehicle’s authentication pro-
cess. Whenever a communication has to be initiated from any
vehicle, the user of that vehicle validates itself by its finger-
print against the finger print that is already saved in the TPD
in vehicles. The positive validation will allow the vehicles
to communicate with rest of the vehicles and TA. Next is
the dual authentication’s second authentication phase which
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TABLE 7. Summary of characteristics of hash based authentication protocols.

is trusted authority authentication process and provision of
authenticated codes which includes the vehicle to select a
random number applying multiple hashing to it and sending
the hash code, the identities of vehicles and TA, timestamp to
RSUwhich is then forwarded to the TA by RSU after append-
ing its ID to the packet. The TA then verifies the ID and
authenticates the user of the vehicle by matching the hashed
code and producing the authenticated code which is sent in
response to vehicle. Their scheme is secure against Sybil
attacks, masquerade, replay, fabrication, alteration message
tempering and collusion attacks. In addition, their proposal
also maintains forward and backward secrecy.

Lalli and Graphy [81] proposed a dual authentication
scheme for VANETs that supports the group management
of the keys. This scheme turned out to be secure against
DoS attack. It provided resilience against packet loss in V2V
communication. Their scheme provides effective authenti-
cation which is scalable enough for practical implementa-
tion. Non-repudiation is also solved by this scheme. Their
scheme is based on ‘‘elliptic curve digital signature algo-
rithm (ECDSA)’’ [82] and TESLA. Their scheme divides the
timeline into frames and into beacons. The receiving vehicle
will verify the received signature by utilizing less cost and
storage space using TESLA. Each vehicle will self-visualize
their position with respect to the position vector, and distance
vectors in corresponding beacons with respect to other vehi-
cles. Throughput, end-to-end delay, and packet delivery ratio
showed a drastic improvement as compared to other position
based themes.

E. HASHCHAIN-BASED AUTHENTICATION
Hash chain based method is the mechanism that is applied
to provide authentication with less computational overheads.
Table 7 provides various characteristics of the hash-based
authentication protocols in the IoV environment.

Cui et al. [63] exhibited a proposition of a conditional
privacy safeguarding by using a hash function. The majority
of protocols use bilinear pairing or elliptic curves, but this
protocol becomes the cost efficient of all protocols by using
simple hash functions. The validity of a vehicle is certified by
the TA indirectly through RSU as a bridge in between. Their
scheme undergoes the confidentiality mechanism through
group key agreement by using the CRT. Each authentic vehi-
cle is provided with a shared key which is further used by
all the vehicles. The syntactic truth lies in the fact the key
can be changed when a vehicle enters or leaves. The system
model again consists of three units. TA is responsible for
verifying credentials. It is the only part of the system that
has the real identity of the vehicle. An RSU which works on
DSRC here is looked after by the TA as it can be attacked
by an attacker. The VANETs support V2V which could be
done directly between the vehicles or between the vehicles
through RSU or by the combination of both the strategies.
OBUs of the vehicles deal with communicating a vehicle with
other vehicles or RSUs. Their scheme deals with vehicles
communicating with each other without using RSUs. Their
scheme also wins over the issues like preserving privacy
though the TA is able to trace the vehicle, detection of the
malicious nodes, authenticity of the messages, integrity of
message by applying simple cryptographic science using a
shared group key no link between twomessages, maintenance
of forward and backward secrecy by using group key, replay
attack, impersonation attack and modification attacks.

Xiaodong et al. [83] proposed a scheme by using trap-door
function to authenticate the messages involving less compu-
tation overhead. Their scheme includes bilinear pairing and
proxy signature. The system model used in their scheme con-
sists of three entities. The TA is responsible for authentica-
tion, registration and traceability. The RSUs are constructed
on the side of the roads responsible for forwarding the
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messages from vehicles. This also helps the TA in tracing
an identity. Their scheme is performed in various phases.
The first phase is the initialization phase in which the sys-
tem chooses the trapdoor hash function, collision resistant
hash function, two groups and other parameters involved in
bilinear pairing. The generation of key is the second phase in
which OBU and RSU select their private keys and find the
corresponding public keys to have their key pair. Third phase
is the registration of the vehicles followed by the re-signing
key generation which transforms the message signature of
the OBU into the signature of the TA. After the set up,
a vehicle is allowed to start its first communication by sending
a message to another through RSU as a mediator. Verification
of the message signature marks the next phase followed
by traceability if required. Their scheme is unforgeable and
untraceable, and it also maintains privacy.

VIII. PERFORMANCE COMPARISON OF
AUTHENTICATION PROTOCOLS IN
IoV ENVIRONMENT
This section evaluates the performance of discussed authen-
tication protocols in Section VII in terms of computation and
communication overheads.

The description of the notations used for various crypto-
graphic operations in comparison of computational costs is
shown in Table 8.We consider that the estimated computation
time needed for Tecm, Teca, Tmtp, Tbp, Texp, Th and Tenc/dec
as 17.10 ms [84], 4.40 ms [85], 44.06 ms [76], 42.11 ms,
19.20 ms [84], 0.32 ms [85] and 0.32 ms, respectively
(assuming Tenc/dec ≈ Th). We ignore the time to compute
modular multiplication over a finite field as that is negligible
in nature.

TABLE 8. Notations and computation costs.

The communication overheads of all the discussed authen-
tication schemes are evaluated which involve the number of
messages and the number of bits of the transmitted messages.
It is assumed that the one-way cryptographic hash function
(using SHA-1 hashing algorithm [86]) produces an output
of 160-bit hash value. Since 160-bit elliptic curve cryp-
tography (ECC) provides same security as that of 1024-bit
RSA [43], it is considered 160-bit ECC for communication
and computation comparisons of the authentication schemes.
With this consideration on ECC, the communication over-
head to transmit an elliptic curve point P = (Px ,Py) is of
(160 + 160) = 320 bits, where Px and Py are the x and y
co-ordinates of the point P, respectively. It is also assumed
that the vehicle’s real identity, random nonce and timestamp

TABLE 9. Message fields and their sizes in bits used in comparison of
communication costs.

TABLE 10. Comparative computational costs analysis of light-weight
authentication schemes.

TABLE 11. Comparative communication costs analysis of light-weight
authentication schemes.

TABLE 12. Comparative computation costs analysis of batch
verification-based authentication schemes.

TABLE 13. Comparative communication costs analysis of batch
verification-based authentication schemes.

are of 160-bit, 128-bit and 32-bit, respectively. For symmetric
key encryption/decryption, the Advanced Encryption Stan-
dard (AES-128) has been used [87].

In Tables 10 and 11, we have compared the computation
and communication costs of the light-weight authentication
schemes of Wazid et al. [47], Vasudev and Das [67], and
Jhou et al. [70]. Out of the compared schemes, Jhou et al.’s
scheme [70] needs more communication and comptational
costs as compared to other light-weight schemes.

In Tables 12 and 13, the computation and communication
costs of the batch verification-based authentication schemes
of Gayathri et al. [74], Jiang et al. [73], and Bayat et al. [72]
are compared. It is seen that Jiang et al.’s scheme [73]
demands more computation cost as compared to other
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TABLE 14. Comparative computation costs analysis of privacy preserving
authentication schemes.

TABLE 15. Comparative communication costs analysis of privacy
preserving authentication schemes.

compared schemes, whereas Gayathri et al.’s scheme [74]
needs more communication cost as compared to other
schemes where n is the number of messages in batch
verification.

Table 14 shows comparative analysis on computation costs
among the privacy preserving authentication schemes of
Islam et al. [77], Vijaykumar et al. [78] and He et al. [76]. It is
observed that the scheme designed by Vijaykumar et al. [78]
demands more computation cost as compared to two other
schemes. The comparison of communication costs among
the schemes of Islam et al. [77], Vijaykumar et al. [78]
and He et al. [76] is also provided in Table 15. From the
results listed in this table, it is seen that Vijaykumar et al.’s
scheme [78] also demands more communication cost as com-
pared to two other schemes.

TABLE 16. Comparative computation costs analysis of hash based
authentication schemes.

TABLE 17. Comparative communication costs analysis of hash based
authentication schemes.

In Tables 16 and 17, the comparative analysis on com-
putation and communication costs for the schemes of
Cui et al. [63] and Xiadong et al. [83] is shown. From the
analysis, it is worth noticing that the scheme proposed by
Xiadong et al. [83] more computation and communication
costs as compared to those for the scheme of Cui et al. [63].

Finally, in Tables 18 and 19, the comparative analysis on
computation and communication costs for the schemes of
Liu et al. [80] and Vijaykumar et al. [79] is illustrated. From
the analysis, it is observed that the scheme of Liu et al. [80]

TABLE 18. Comparative computation costs analysis of dual
authentication schemes.

TABLE 19. Comparative communication costs analysis of dual
authentication schemes.

more computation and communication costs as compared to
those for the scheme of Vijaykumar et al. [79].

IX. TESTBEDS AND THEIR EVOLUTIONS IN
IoV DEPLOYMENT
Deployment of any implementation practically requires a lot
of testing beforehand to avoid loss in terms of both time and
money. Moreover, IoV and VANETs are extremely real time
based applications that cannot afford to havemistakes or risks
leading to danger situations. Various wireless simulators, like
NS2, NS3 and vehicular movement simulators, like SUMO
are used for simulation are still open to errors because of var-
ious factors like more number of simulating parameters make
it prone to human errors, interference in signals and physical
obstacles. So, when it comes to simulation of VANETs, there
comes out a difference between the results during simulations
and hardware implementation. Thus, this gap was bridged
by creating testbeds or emulating hardware implementations
along with simulating the environment. Moreover, these give
opportunity to test the models against the appreciable number
of nodes to get the real time results. These testbeds are
prepared by excessive number of wireless devices which are
nonmobile placed indoors at a single place connected to some
physical infrastructure. Hence, verifying the results of simu-
lation against certain hardware implementation becomes nec-
essary by considering various factors like vehicular density,
packet size and relative speed of the vehicles [88]. Designing
the testbeds turns out to be favourite research area for both
academia and industry. The testbeds overcome the limitation
of simulators by emulating hardware components [89], [90].
In addition, the testbeds give exact user’s experience and
feedbacks.

A. TESTBED REQUIREMENTS
Generally, a testbed should support the IEEE 802.11p proto-
col, larger packet size, more number of nodes at an instance,
multihop topologies, and degraded and upgraded quality
of links. Elaboration on the requirements is presented as
follows [89]:
• Configuration input: The data from the sensors and
smart devices is collected and is saved explicitly in the
data type supported by the corresponding data structure
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in the database, which makes inserting, deleting, search-
ing of the data easier. This data type conversion is done
by the data mapping layer, which is a part of the archi-
tecture. The input data is classified into four types: loca-
tion and mobility of the vehicles and their surrounding
neighbors are provided in the simplest form in terms
of latitudes and longitudes as supported by the GPS
services. The other important input that a testbed needs
to store is the default configuration of the devices like
their interfaces and sensors. Then, this configuration is
matched with the corresponding device on the database.

• Frame of reference: Each application in a real time IoV
depends on the situation and surrounding to provide
the best services. IoV being a real time application
depends mainly upon the surrounding sensed by sen-
sors and other entities. This context is provided to the
application either by users or some third party entity.
Hence, the emulator should be able to create context by
detection or manually.

• Assimilation of hardware: Hardware is an important part
of an IoV Network. So, the validation of the network
against bugs and errors should be done against all real
time hardwares.

• Platform independence: The designed/implemented
testbeds should be independent of the operating system.
Moreover, the testbeds should be designed in such a way
that they should be able to overcome the weaknesses of
an operating system.

• Transparency: The transparency of a testbed makes the
experience of a user while using a testbed or a real time
hardware indistinguishable. A testbed should not modify
the network parameters during the test.

• Use of virtualization: The testbeds should support the
use of virtual machines in order to test the network under
tough conditions.

• Scalable to inventions: A testbed should be developed
in a such a way that even if it is made for a specific
application, it can be scalable and abstracted towards the
changes in technologies. The working of testbeds should
not interfere with the internal specifications of protocols
and stacks.

• V2V link emulation: The testbed should be able to iden-
tify the quality of link between the vehicles in order to
make an improvement in jitter, delay, packet lost, drop
and throughput.

• Reputable and traceable: A testbed is generally used to
find the result of an application under real conditions.
Hence, an experiment can be done multiple number
of times on a single network using different parame-
ters everytime. The result of every experiment should
be traceable and recorded to understand the scope of
improvement to enhance the quality of IoV.

• Data source autonomy: A testbed should give enough
liberty to emulate any data source while testing. The test
cases involved for experimenting a network should be
easily computable and adaptable to the requirements.

• Minimum overheads: The working of a testbed should
generate minimum overheads on the system in order to
maintain the complexities.

B. EXISTING TESTBEDS AND THEIR DISCUSSIONS
Ahmed et al. [89] presented a testbed for real time VANETs
application that is a layered architecture using various exist-
ing simulators and database sensors. The architecture is
designed by adding some functionalities to the existing oper-
ating system (Android OS) along with timestamps for time
synchronisation to have a real time result in addition to use
of some virtual machines, hardwares and emulating devices.
Android being an open source software makes scalability and
customization for the developers a bit easier. The authors
make the development of the testbed inter-operable by using
Software Development Kit (SDK) along with Android Devel-
opment Kit (ADT). Android X-86 project that imitates
Android and runs in any X-86 architecture, making the user
to run this on their system as a primary OS or in dual mode.
An orthodox evergreen concept of database and ‘‘Structured
Query Language (SQL)’’ are applied to save data of the
testbed implementation. The architecture of their testbed is
in three layers. First layer is the input layer, second layer
is the core layer that consists of a database, and third layer
is the client framework. The configuration data includes the
IP of the server, polling intervals and the maximum amount
of cache. An algorithm for location interpolation is also
implemented. The result of the successful emulation of data
is projected in the form of a graph depicting selected metric.
The authors created a simple WiFi application that finds the
strongest WiFi around and lets it connect makes the testbed
allowing WiFi interface emulation. The testbed also supports
point to point communication by using an application, called
WiFi direct. To reduce the time taken in receiving, the emu-
lated data caching is applied. The language of implementa-
tion is Java which makes it portable. The authors have used
NS2 and SUMO simulators to validate their testbeds. Since
IoV and VANETs are all smart applications, so wireless data
must be included. This adds on flexibility, scalabilty, versa-
tility to the testbed. This layered model can emulate sensor
nodes, road topology, and also the parameters of wireless
network, such as jitters, bandwidth, latency and packet loss.

Vandenberghe et al. [88] amended the already in the
market w-iLab.t wireless testbed developed by iMinds
(formerly known as IBBT) to use it for validating VANETs
research. This testbed is suitable for wireless sensor and
wireless mobile networks. It is a three-floor project in Ghent,
Belgium. It can afford upto total of 200 easily configurable
nodes with wireless cards in support with Intel x86. There is
no inter floor communication amongst the nodes. The earlier
configuration was not supporting the IEEE 802.11p standard,
but the authors thought to install the Unex DCMA-86P2
mini-PCI card to support IEEE 802.11p standard. However,
this would made the set up restrict to work only on the
IEEE 802.11p standard. So, a new solution of implement-
ing a standard relative to the IEEE 802.11p standard with
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compromised bandwidth and radiated power is suggested.
In order to support high density networks, the third floor of
the testbed is surrogated by performing an experiment where
all the nodes listen to broadcast messages and respond back
to find the transmission domains of each node. A maximum
transmission power of 23 dBm with transmission domain of
nodes containing 75 approximate nodes was suggested to
scale the existing testbed. The authors then interrupted the
testbed to make it effective for multi-hop topologies. Based
on the similar experiment, selecting some nodes from the
grid distribution with transmission power of not more than
2 dBm was found to be appropriate. The last epitome that
is delivered was emulating the movement of nodes by using
MATLABmodel that can simulate the physical layer and then
is converted into link impairment techniques.

Amoroso et al. [90] designed a testbed to test the pro-
tocols and standards by waffling the number of hops that is
traversed by a packet, the density and the channel conditions
by keeping the number of nodes within the tesbed constant.
The authors superimposed a virtual network by introducing
relays in the vehicles and interferes. This testbed can be varied
in terms of number of hops, channels and neighbors without
changing the real number of vehicles. They performed an
experiment to circulate an accident warning that involved
only three real cars, but can be successfully used for testing
real IoV network in any condition. This involved extracting
unicast path between two nodes which is a part of multi-hop
topology. The testbed is implemented using various items like
intermediate relays that are responsible for creating a path
for transferring information between two indirect connected
vehicles, transmission events that are to indicate transmission
events occurring after every relay and interferer that indicates
the vehicles that transfer the information using the same path
that is under study. At last, the implementation of experiment
under more number of wireless channels requires mapping
of the virtual hops and vehicles to real time vehicles. The
testbed has no limit to number of hops in between the sender
and the receiver, and hence it can be used to implement any
real time scenario instead of limited resources under any
physical channel conditions. The testbed can be effectively
used for routing discovery phases, broadcast events, end-to-
end exchanges at the transport layer, and peer-to-peer and
opportunistic dissemination of information.

Afonso et al. [91] created a testbed for real time vehic-
ular emulation and simulation that has 500 vehicles. They
upgraded the tradition ‘‘Control and Management Frame-
work (OMF)’’ that supports dynamic IP addresses for a
cellular network and implements watch dog that lets the
vehicles have connection every time they loose one. The
combination of watchdog and ‘‘Internet Control Message
Protocol (ICMP)’’ message is able to recover and bring out
of failure. A node, which gets disconnected, sends an ICMP
message to the aggregate manager and reboots itself if there
is no response. This also maintains the state of the nodes
and keeps informing to the users accordingly. The nodes
are installed with dual boot system in which the operating

system is divided into two halves: one half executes the
normal operation, while the other half holds the result of
the experiment. This helps the nodes always to recover the
failures. This partition of nodes helps in copying disc image
by creating a secure shell connection among the nodes. The
disc from the updated partition is copied to the other partition.
In order to reduce the size of disc so as to involve less time
in transferring it, they used Buildroot which transfers only
minimal configuration. The issue of the reduced bandwidth
is solved by using IEEE 802.11p standard. They proved the
flexibility and efficiency of the ‘‘OMF Measurement Library
(OML)’’ by analysing real time ‘‘User Datagram Protocol
(UDP)’’ send and receive messages on the testbed.

Gerla et al. [92] showcased awhole procedure of validating
a vehicular model: first through an emulator and then through
a real time testbed. The testbed for validation used is based
on the campus testbed architecture, called C-VeT, deployed
at University of California, Los Angeles (UCLA), which is
a combination of VANET and wireless mesh network. The
testbed provides both V2V and V2I communication as it
allows the vehicles to freely loco-mote in the network. The
campus consists of 30 well-equipped vehicles with C-VeT
hardware and software facilities. It works on both Linux and
Windows. The testbed consists of C-VeT mobile nodes with
2.5 GHz processor, a campus wide mesh network that pro-
vides internet access from the vehicles giving them a control
channel, an emulator that helps to validate protocols and stan-
dards, a web interface that abstracts the implementation of the
testbed and a database to store data which is made available
to the researchers. An experiment corner was performed to
check the accessibility around the corners was carried out
that used two cars with a node installed with Linux OS,
GPS server and IEEE 802.11p standard. One car was freely
allowed to move around the corners and the other was fixed.
The packet rate of 10 bps was fixed which was periodically
broadcasted from the fixed node and successfully received by
the other node. The simulating and real time result have a little
difference due to interference caused. The other experiment
was to compare two VANET routing protocols. The protocols
‘‘Ad Hoc On-Demand Distance Vector (AODV)’’ and ‘‘Opti-
mized Link State Routing Protocol (OLSR)’’ were compared
on the basis of topology changement, packet hop count and
optimal shortest path.

Wu et al. [93] proposed a testbed used for evaluating
‘‘Media Access Control (MAC)’’ protocols under real time
conditions. It is based on Xilinx Zynq-7015 SoC, Linux
and ‘‘Field-Programmable Gate Array (FPGA)’’ as software
and hardware combination based on off-the-shell Atheros
AR9462 NIC where the FPGA handles high priority task
while the Linux handles normal tasks. NICs are configured
in a way that they can handle error free sending and receiv-
ing of the packets using some descriptors. FPGA contains
the ‘‘Cascaded Processing Module (CPM)’’ and the ‘‘Slot
Access Controller (SAC)’’ module. This set upmakes ‘‘Time-
Division Multiple Access (TDMA)’’ protocols evaluation
under the real time possible in support from two synchronised
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TABLE 20. Testbeds and their goals.

time pulses: Tp1 represents the start of GPS and Tp2 is for
the start of time slot. Tp2 and the frame length are set in
alignment to each other. SAC provides the time slots to any
node which wishes to acquire it. FPGA is also installed with
a memory-mapped interface. Mobility is one of the most
important features of VANET, which is missing in most of
the testbeds. Unmanned Ground Vehicle (UGV) was used
to have a check on mobility of the nodes depending on the
GPS. UGVs are trained to follow the nodes trajectory motion
with a constant speed, and hence, we can fix the communi-
cation range. The testbed supports to evaluate round trip time
utilised for delivering real time data based on GPS.

In a nutshell, Table 20 summarizes few available testbeds
along with their descriptions and purposes that can be used in
IoV environment.

X. OPEN RESEARCH ISSUES AND CHALLENGES
In this section, some potential future research directions and
challenges that need to be addressed in IoV security are
discussed.

A. BLOCKCHAIN-BASED AUTHENTICATION IN IoV
The combination of VANETs and IoT led to the evolution
of IoV. Now-a-days the value-added services are provided
to the entities of IoV by adding up social relationship among
the potential fellow vehicles or owners based on the trust of
the already established relationship to share information and
services, which develop the concept of Social IoV (SIoV).
This increases the quality and level of services, but also leads
to various threats on the paradigm and mainly on the privacy
of the users. In order to provide data and current information,
SIoV allows new relations to form among the vehicles known
or unknown increasing the chance of threats and attacks.
The risk on the privacy is more because of no involvement

of users, multivariate data forwarding, storing and reusing.
Hence, SIoV provides high range of data but can only be
of wide acceptance if privacy preservation of an individual’s
identity, location, social data and destination are secured and
safeguarded. The need of an hour is to determine a privacy
mechanism on SIoV that guards various dimensions of pri-
vacy of user, his/her behaviour, habits or actions, location
and space, thoughts and feelings, data generated by him-
self/herself, communication and association considering the
factors like communication technologies, architecture of the
paradigm, preferences of the users, social relationships, inter
operability and mobility. The authors in [94] presented and
analyzed all the layers of the paradigm including their issues
and solutions to preserve privacy throughout SIoV. Their
work provided blockchaining as the concept to safeguard
privacy in SIoV to protect several dimensions of privacy.

Blockchain has made the technology decentralized by
removing the need of any trusted third party. Blockchain is
used in the files of money transfer, financial application, and
the areas of government science. Hence, this flexibility can be
also implemented in IoV deployment. A considerable amount
of efforts is needed to improve transparency, efficiency, reli-
ability, resilience, fraud prevention and quality of services in
IoV environment. Blockchain-based IoV is one of the promi-
nent technologies that can provide the solution for current
centralized infrastructures [95]. There are several intrinsic
applications in the Blockchain of Things (BCoT) [96]. Some
of the potential applications include the following: a) smart
grid [97], [98], b) healthcare [99], [100], c) Internet of Vehi-
cles (IoV) [95], d) smart manufacturing [101], e) IoT [102],
f) Industry 4.0 [103], g) smart transportation [104], and
h) supply chain [105]. Fig. 5 illustrates several applications
of BCoT that have gained popularity recently in the research
community.
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FIGURE 5. Potential applications of Blockchain of Things (BCoT) [96].

Blockchain is classified into three categories: a) pub-
lic blockchain, b) private blockchain and c) consortium
blockchain. The public blockckchain is open to anybody
to join, access, send, verify and receive transactions of the
blocks in the network. Some applications of using public
blockchain are cryptocurrency (Bitcoin) [106] and Ethereum.
In a private blockckchain, which is a fully trusted network,
the access is only permitted to a particular entity or a group of
trusted entities. In such case, the owner of the network mainly
decides which entity will perform a specific task. On the
other side, a consortium blockchain is combination of both
public and private blockchains. Various consensus mecha-
nisms can be used to achieve consensus among the nodes
involved in a peer-to-peer (P2P) blockchain network. Some
widely-accepted consensus mechanisms include ‘‘Proof-of-
Work (PoW)’’, ‘‘Proof-of-Stake (PoS)’’, ‘‘Byzantine Fault
Tolerance (BFT)’’, and ‘‘Practical Byzantine Fault Toler-
ance (PBFT)’’. The advantages of using blockchain-based
IoV system is to support decentralization, immutability,
transparency, confidentiality and trust like smart grid sys-
tems [107]. By transparency, it is meant that when an entity’s
real identity is made secure, one can still view all the trans-
actions that were done by their public addresses. Immutabil-
ity property allows once a block containing the information

is added into the private/public blockchain, it can not be
tampered with later. Thus, a blockchain-based authentica-
tion mechanism for securing data in the IoV environment is
another potential research challenge.

B. PHYSICALLY SECURE AUTHENTICATION IN IoV
A ‘‘Physically Unclonable Function (PUF)’’ is a one-way
function that maps a set of challenges to another set of
responses based on the unique physical micro structure of a
device. PUF is considered as a crucial primitive to in order
to achieve various goals like authentication, access control,
and untraceability. It is also extremely useful for secure and
low-cost authentication [108]. An ideal PUF consists of the
following potential properties:
• The output of the PUF always depends on a physical
system.

• Evaluation and construction of the PUF is easy.
• The output of the PUF is unpredictable and it works as
a random function.

• Furthermore, PUF is uncloneable.
Designing a lightweight privacy-preserving authentication
mechanism in the IoV deployment as in the IoT system [109]
by taking into consideration of the PUF is also an interesting
research direction.
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C. EFFICIENT DESIGN OF AUTHENTICATION PROTOCOLS
In an IoV environment, the smart devices are installed in each
vehicle. These devices are resource constrained as the devices
have limited computation capability, low storage size, and
limited battery capacity. Hence, computation and communi-
cation intensive operations are not viable using these devices.
Furthermore, it is not commendable to use bulky messages
in the authentication and key establishment process. The
reason is that it consumes other resources of the environment
(i.e., battery of the resource constrained devices). Hence,
it is recommended to design an authentication protocol in
such a way that the protocol should exhibit less computation,
communication and storage costs without compromising the
security. Moreover, it is also depended on the application that
is neede real-time ultra-fast authentication. This is another
challenge for such kind of resource-constrained devices.
More deep investigation is needed to explore the new security
schemes (both traditional cryptographic methods along with
new emerging methods) are important. Such kind of authen-
tication methods are more useful for mobile applications
associated with IoV. For example, in transportation systems
applications and other body area network (BAN) applica-
tions [110]. Hussain et al. [111] designed and presented a
fast authenticationmethod formoving electric cars to perform
authentication with the road segment while charging with the
movement. But, in future there is an essential requirement
to design the ultra-fast authentication schemes which accom-
plish the underlying needs of both the network and different
users.

D. SECURE COMMUNICATION IN HETEROGENEOUS
ENVIRONMENT
The IoV communication environment consists of different
communicating parties (for example, vehicles, RSUs, dif-
ferent users and cloud servers). In such an environment,
the vehicles and users may be in moving states. Therefore,
it is important which kind of wireless communication tech-
nology can be used. For instance, one can use the Dedicated
Short-Range Communication (DSRC) [64] for communica-
tion among various moving vehicles, whereas if a vehicle
wants to communicate with the cloud server, then that can be
done through the Internet connectivity. Hence, it is essential
to maintain where DSRC can be applied and where the Inter-
net connection can be used for the communication, so that
we can design security protocols (i.e., authentication) accord-
ingly. Both kinds of communication technologies have their
own characteristics and limitations. Therefore, designing of
such kinds of security protocols is a challenging research
topic in the IoV deployment.

E. SECURE BIG DATA ANALYTICS
Various data science algorithms (data mining methods) play
an important role in the big data analytic which is used to
identify the patterns from the big data (for example, chances
of road accidents in a particular region of a city in future).

Thus, it is essential to ensure that the data mining methods
which should be secure against both external threats as well
as insider threats, who can misuse their network privileges
to compute the sensitive information. Henceforth, designing
of a secure big data analytic method for IoV data could be
another challenging problem in future [112]–[114], which
also requires authentication.

F. GRANULAR AUDITING
Granular auditing is an essential mechanism which helps to
determine the attacks which can occur on the data (i.e., big
data) stored over the cloud server of IoV environment. For
example, when the attacks happened and what were the ema-
nations. By conducting the auditing, it can be figured out
what is required to improve the security and prevent the future
attacks [115]. Thus, it is also a very important to provide new
methods for granular auditing for IoV environment which
will further help in detection and prevention of future attacks.

G. LESSONS LEARNED
Despite the remarkable advancements to date with IoV tech-
nology, it is still too early to hypothesize about the practical
deployment of security protocols for the IoV environment
due to several security flaws exist in the proposed schemes
designed by the researchers so far. We then believe that
more research analysis of security protocols will lead the
IoV towards commercialization in near future. Thus, it is a
hope that this survey paper will provide some baseline for the
researchers and practitioners who are interested in applying
the authentication protocols in the field of IoV security.

XI. CONCLUSION
In this survey paper, an emerging trend of technology, Internet
of Vehicles (IoV), is discussed which has changed the entire
paradigm of transportation systems as it impacts a lot on the
day-to-day life of the people. But at the same time, IoV com-
munication is also vulnerable to various known attacks, such
as impersonation attack, replay attack, man-in-the-middle
attack, guessing attack, hijacking attack, etc. In addition, IoV
environment should be privacy-preserving, and anonymity
and untraceability properties need to be maintained. There-
fore, it is needed for strong authentication, access control, pri-
vacy preservation and intrusion detection protocols to secure
the communication happens in IoV environment. This paper
highlights the benefits and the security aspects of IoV com-
munication. Moreover, brief details of various threats and
attacks of IoV are provided. The two system models, such
as network model and threat model are explained in details.
A taxonomy of security protocols for IoV communication
was also added with different sections, such as key man-
agement, authentication, access control, intrusion detection,
privacy preservation and routing protocols. A comparative
study of different authentication protocols for IoV commu-
nication was then provided. The importance of testbed for
IoV simulations and implementations was also highlighted.

54340 VOLUME 8, 2020



P. Bagga et al.: Authentication Protocols in IoV: Taxonomy, Analysis, and Challenges

Finally, several future research challenges in IoV domain are
highlighted that are important in the IoV security.
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