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ABSTRACT The Hoo control problem for networked control system with data packet dropout in both S-C
link and C-A link via observer-based controller is researched in this paper. Firstly, the networked control
system with data packet dropout in both S-C link and C-A link is modeled as a discrete Markov jump linear
system. Secondly, the sufficient and necessary conditions on the stochastic stability of the closed-loop system
is established, the solution method of the controller and observer gain matrix are also given on condition
that the transition probability matrix is completely known and partly unknown, respectively. The minimal
disturbance suppression performance index is also obtained. Finally, two simulation examples illustrate the
validity of the proposed method.

INDEX TERMS Markov jump system, data packet dropout, observer, stochastic stability, closed-loop

system.

I. INTRODUCTION

The data packet dropout and time-delay are known to be two
main causes to performance deteriorations or even instabil-
ity of networked control system (NCS) [1]-[5]. The control
problem of NCS with data packet dropout and time-delay has
attracted considerable research interests in the past decades
[6]-[9]. This paper is concerned with the impact of data
packet dropout on the controller design of NCS.
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In the existing literatures, the method of dealing with the
data packet dropout phenomenon can be divided into three
types. The first type of method is to treat the data packet
dropout as an event, and the NCS is modeled as an asyn-
chronous dynamical system (see, e.g., [10]-[12]). The Hso
filtering for NCS with time-delay longer than one sampling
period and data packet dropout was researched. The sufficient
conditions on the exponential stability of the closed-loop
system were established by use of the theory of asynchronous
dynamical systems [10]. The stability of iterative learning
control problem with data packet dropout was researched.
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By use of the super vector formulation, an iterative learn-
ing control system with data packet dropout was modeled
as an asynchronous dynamical system with constraints on
event rate in the iteration domain [11]. A controller design
method was proposed for a class of NCS with uncertain time-
varying delay and data packet dropout. When the data packet
dropout occurred, the predicted state was used to replace
the current object state. Combined with the state predictor,
the NCS with long time-delay and data packet dropout was
modeled as an asynchronous dynamic system with event rate
constraints [12].

The second type of method is to model the phenomenon
of data packet dropout as a binary switching sequence taking
values of zero or one which is specified by a Bernoulli prob-
ability distribution (see, e.g., [13]-[17]). For a class of NCS
with random data packet dropout, a novel robust model pre-
dictive control method with active compensation mechanism
was proposed. The probability distribution of data packet
dropout was described as the Bernoulli distributed white
sequences. The sufficient existing conditions on the controller
were derived [13]. The problem of fault detection for a kind
of fuzzy NCS with quantization and data packet dropout
was researched. The probability of data packet dropout was
governed by an individual random Bernoulli distribution. The
residual system was stochastically stable with a given Hoo
performance under the designed fault filter [14]. The problem
of robust integral sliding mode control for NCS with multiple
data packet dropout was researched. The data packet dropout
occurred in both the link from sensor to controller (S-C) and
the link from controller to actuator (C-A) which was modeled
by independent Bernoulli distributed sequences. An integral
sliding mode controller was designed such that the reachabil-
ity of the specified sliding mode domain was achieved [15].
The problem of iterative learning control was investigated
for stochastic linear systems with data packet dropout mod-
eled by a Bernoulli random variable. Under stochastic noises
and random data packet dropout, the input sequences were
proved to converge to the desired input in an almost sure
sense [16]. The data packet dropout in S-C link and C-A link
was described by two random variables obeying the Bernoulli
distribution, respectively. The sufficient conditions on the
existence of the controller were established by constructing
the appropriate Lyapunov-Krasovskii functional [17].

In real communication network, the data packet dropout at
the current time instant is related to the data packet dropout
at the previous time instant. However, the first and second
methods cannot describe this relationship. The third type of
method is to model the data packet dropout as a finite Markov
chain which can be used to describe the dependency between
the data packet dropout at the current time instant and the
data packet dropout at the previous time instant (see, e.g.,
[18]-[20]). For the NCS with time-delay and the data packet
dropout in S-C link, the closed-loop system was modeled as a
Markov jump linear system (MJLS) with two running modes.
The design method of the state feedback controller was also
obtained without the consideration of time-delay and the data
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FIGURE 1. Structure of NCS with random data packet dropout.

packet dropout in C-A link [18]. The data packet dropout was
model as a finite state Markov chain. Lyapunov-Krasovskii
based approaches were applied to establish sufficient con-
ditions on stochastic stability of closed-loop sampled-data
bilateral teleportation system [19]. The robust model pre-
dictive tracking control problem for NCS with Markov data
packet dropout was researched. By introducing a data packet
dropout compensation strategy, the effects of data packet
dropout on the system performance was considered [20].

Most existing literatures only considered Markov data
packet dropout in S-C Link or C-A link. The Ho, control
problem for NCS in the presence of data packet dropout in
both S-C link and C-A link via observer-based controller
needs to be further researched which motivates the current
investigation. The main contributions of this paper can be
presented as follows:

1) An observer is constructed for NCS with data packet
dropout in S-C link and C-A link. Through the analy-
sis of the system’s operating mode changing with the
data packet dropout, the closed-loop system model is
obtained.

2) The sufficient and necessary conditions on the stochas-
tic stability for the closed-loop systems are established
and the controller design method is derived on condi-
tion that the transition probability matrix is completely
known and partly unknown, respectively.

The rest content of the paper is organized as follows.
In Section II, the closed-loop system model is obtained
through the analysis of the system’s operating mode change
with the data packet dropout. In section III, stability analysis
and controller design methods are given. In Section IV, two
simulation examples are given to illustrate the effectiveness
of the proposed controller. The conclusions are addressed in
Section V.

Il. PROBLEM FORMULATION

The structure of the NCS with random data packet dropout
considered in this paper is shown in Figure 1, where the
controlled plant is a linear system and the state equation of
which is as follows:

Xi+1 = Axg + Bug + Bywy %
i = Cxi + Dywg
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where xy is the system state, uy is the control input, wy is the
external disturbance, yy is the output; A, B, B, C, D,, are
known real constant matrices with appropriate dimensions.

The stochastic variable o (Br) takes value from {0, 1}.
When o (Br) = 1, it means that the switch S1(S>) closes, and
the data packet is transmitted successfully. When o (Bx) = 0,
it means that the switch S1(S2) opens, and a data packet
dropout occurs.

Construct the following observer at the controller side

{ka+1 = AXx + Bity + LGx — o yx) @)

Yk = Cxg
where Xy is the state of the observer, J; is the output of the
observer, L is the observer gain matrix to be determined, y

is the system output received by the observer and iy is the
control input of the observer which is expressed as

i = Kxy 3)
Due to the data packet dropout in S-C link, the system output
obtained at the controller node at time instant k is as follows:
Yk = OkYk 4)
Because of the data packet dropout in C-A link, the control

input acting on the controlled plant at time instant k is as
follows:

uy = Bruy 4)

Define the following state estimation error and augmentation
vector:

a=[x o] ©)

The state equation of the closed-loop system can be obtained
from equations (1)-(6):

ex = Xp — X,

Ck+1 = Aak,ﬂk Sk + Bak,ﬂkwk

- (7
Yk = Cak,ﬁké-k +wak
where
i [ A+ BBK —BxBK
P = | (1 - B)BK A+ (1 — B)BK — oy LC |’
~ i B, ~
Bak,ﬂk = Bw _ aa;LDw:| ’ C‘)‘k‘ﬂk = [I 0] :

The closed-loop system (7) consists of the following 4 sub-
systems:
1) When o = B¢ = 0, that is data packet dropout occur
in both S-C link and C-A link, the model of system (7)
is expressed as

{§k+1 =A~0,0§k + Bo pwx )
Yk = Co,08k + Dowi

where

Aoo = A+MKN,, A= [g 2}, My = [g]
Ny =[-1 I]. Bjo=[B] B]].
Coo=[1 0].

58302

2) Whenay = 0, Br = 1, thatis data packet dropout occur
in S-C link, the model of system (7) is described as

{§k+1 =A0,1§k +B0,10)k )

vk = Co,1¢k + Doy
where
~ - B
Ap1 = A+ MKN,, M= [0} Ny=[1 —I],

By, =B, BL], Cor=[1 O].

3) Whenaoy = 1, B¢ = 0, thatis data packet dropout occur
in C-A link, the model of system (7) is written as

k1 = A1,08k + Browk (10)
Yk = C1,08k + Dywy
where
Ao = A+ M3KNs + EsLF3, M3 = [g} ,
0
m=[- 1 m=[])]
F3 = [0 —C],

Bio =Boo—EsLD,, Cio=[I 0].

4) Whenoy = 1, B = 1, thatis data packet dropout occur
neither in S-C link nor in C-A link, the model of system
(7) is as follows

{§k+1 = Al,lé“k +Bl,10)k

. (11)
Yk = C1,18k + Doy

where

A A B
A1l = A+ M4KNy + EsLF4, My = |:O:| ,

Ny=[-1 1], m:[?]m:[o —-C],

By = Boog—EsLD,, Cii=[1 0].

As data packet dropout occurs, the closed-loop system (7)
jumps among the 4 subsystems (8)-(11). Because the data
packet dropout at the current time instant is related to the data
packet dropout at the previous time instant, it is reasonable
to model the closed-loop system (7) as a MILS consisting
4 subsystems:

Ck+1 = Ark Sk + Erka)k

(12)
Yk = Crk Ck + Dywy

where {ry,k € Z} is a discrete Markov chain which takes
values in the set M = {1, 2, 3,4}, and A, éAO,O,Az éAO,l»
~ A = ~ A = ~ A = ~ A = ~ A =

A3z = A0, A4 = A1,1, Bi = Bo,o, B2 = Bo,1, B3 = B1,0,
~ A = S~ A = S~ A > S~ A > = A >

By = By 1, C1 = Cp,0, C2 = Cp,1, C3 = Ci9, C4 = Cy 1.
The transition probability matrix of ¢ is IT = [m,4], where
TTpg 18 defined as 7y, = Pr{ny1 = glre = p}, mpg > 0,

4
Y mpg=1,p,ge M.
q=1
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Y. Wang et al.: Hoo Control of Networked Control System With Data Packet Dropout via Observer-Based Controller

IEEE Access

Itis necessary to introduce the notion of stochastic stability
for the closed-loop system (12) before the main results are
presented.
Definition 1 [21]: When wy, = 0, the closed-loop system
(12) is said to be stochastically stable if for arbitrary initial
mode ryp € M and initial state ¢o, there exists a positive-
o0

definite matrix W > 0 such that E { ST ¢kl iro. g“o} <
k=0

¢d Wio holds.

Remark 1: Different from the traditional point to point
control system, the control input of the observer i in (2) is
different from the control input of the controlled plant i in
(1), which brings difficulties in the controller design.

The objective of this paper is to design the observer (2)
and the observer-based controller (3) for the controlled plant
(1), such that, the closed-loop system (12) is stochastically
stable in the presence of the random data packet dropout in
both S-C link and C-A link and a certain Ho, performance
is also achieved. Specifically, the closed-loop system (12)
satisfies the following two requirements under the observer-
based controller (3):

1) The closed-loop system (12) is stochastically stable.
2) Under the zero-initial condition, for all w; # 0, the out-
put y; satisfies:

E{Z||yk||2}<y2E{anku2} (13)
k=0 k=0

where y is the disturbance suppression performance
index.

IlIl. MAIN RESULTS
In this section, the sufficient and necessary conditions on the
stochastic stability for the closed-loop systems (12) will be
established and the controller design method will be derived
on condition that the transition probability matrix IT is com-
pletely known and partly unknown, respectively.

Theorem 1: The closed-loop system (12) is stochastically
stable, if and only if there exist positive-definite matrices
P, > 0, P; > 0 and matrices K, L such that the following

matrix inequality holds for all p, ¢ € M. [
©=A">" 7 PA, — P, <0 (14)
geM

Proof: Sufficiency: Define a Lyapunov function V, =
¢l Py, ¢k, where P, > 0.
From (12) with w; = 0, one has:

E(AVe) = E{&l Prtiln = p) - 6 Py

= é-kT(AZ]; Z ﬂqurk+|Ark - Prk)Ck-
qgeM

Hence, if (14) holds, one has

E{AVi} < —Amin(—O)¢] Gk
= —Amin(—O)II 1.

VOLUME 8, 2020

For any positive integer N > 0, the following holds:

N
1
2 — —
E{,;” &l } < g E Vol = E V)

E {Vo}

)Lmin(_ ®)

[Pt
= k‘
)"min(_@) ko
By Definition 1, the closed-loop systems (12) is stochasti-
cally stable.
Necessity: Assuming that the closed-loop system (12) is
stochastically stable, one has

o
E [Z I 2l ro, co} < &3 Wo. (15)
k=0
Consider the following function for ¢ # 0:
T
Pyt S E {Z &' Zp, Gl ;‘k} ) (16)
t=k

where Z,, > 0. From (15), it can be inferred that g‘kTi’,k Lk 18
bounded, and one has:

A . ~
o Prti = lim ¢l Py g
T—o0

T
Am E {Z o' Zy, Gkl G }

t=k

Since (17) holds for any ¢, one has P, 2 Tlim i’rk. Because

Z,, > 0, it can be obtained that P,, > 0 from (0107). Moreover,
one has:

E {ikTi’rk?k - §]¢T+1i)rk+1§k+l|rk, §k}
= ;E(Pp —A}; Z Jqui)qu)Ck
geM
_ T
- é-k Zpé'k
> 0.

Letting T — o0, one has ® < 0, and this completes the
proof. g

Sufficient and necessary conditions on the existence of the
observer-based controller are given in Theorem 1. Sufficient
conditions such that not only the closed-loop system (12) is
stochastically stable but also a certain H, performance is
also achieved are exhibited in Theorem 2.

Theorem 2: 1If there exist positive-definite matrices P, >
0, Y, > 0 and matrices K, L such that

=Y, * * *
0 —)/21 * *
c, D, SR B 0 a7
Ap B, 0 -Py
Y,P, =1 (18)
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where
Ay = [ymidp, o STpasy].
;:[«/”ppr’ «/7’4377]’
P, = Diag{P|, -+, P4},

hold for all p, g € M, the closed-loop system (12) is stochas-
tically stable and H o, performance (13) is also achieved. W
Proof: For any wy # 0, it follows from (12) that

E{AVi} + vl — v ox
= ka(A; Z nququ + C‘[,TC',, — Pp)x
qgeM
+ka(A; Z nquqEP + C'[,TDw)a)k
qgeM
+ a),{ (E; Z nququ + Dg C‘p)xk
qgeM
+oj (B Z TpgBp + DI Dy, — y? Dy
qgeM
= gl Qptx (19)

where
Q1 *
Q, = ,
r [ Q1 Q» }

Q= AIY; Z nququ + gép — Py,

qgeM

Qi =B Y mpePyAp + D5Cy.
qgeM

Q= B) Z TpgBy +DID, — y°I.
qgeM

Letting ¥, = P;l, p € M, and by applying the Schur
complement, 2, < 0 is equivalent to (17). Hence, it can

be concluded from (17) and (19) that
E{AVi) +y{y — v’or < 0. (20)

Summing up (20) form O to oo with respect to k yields

E {Zn ykn?, <y’E {Z [ wknz} — E{Vo} = E{Vao} .
k=0 k=0

Since the closed-loop system (12) is stochastically stable with
the zero-initial condition, (13) can be readily obtained, which
completes the proof. O

The conditions presented in Theorem 2 are a set of LMIs
with some matrices inverse constraints which can be solved
by the cone complementary linearization (CCL) algorithm.
The problem of solving the controller gain matrix K and the
observer gain matrix L can be transformed into the following
nonlinear minimization problem:

4
Min tr( 3 Ppyp) s.t. (17) and (21).
p=1

58304

P, I
[1 Yp}>o, peM. 1)

The procedure for solving K, the observer gain matrix L
and the minimal disturbance suppression performance index
Ymin 1S given in Algorithm 1 where t is a proper positive
scalar.

The controller and observer gain matrix K and L are
derived in Theorem 2 on condition that all probabilities in
[T are all available. However, it is usually difficult to obtain
the all transition probabilities. It is necessary to design the
controller without the information of all transition probabili-
ties. Thus, the transition probabilities of the jumping process
of r¢ are considered to be partly unavailable in Theorem 3,
i.e., some elements in matrix I1 are unknown. For example,
the transition probabilities matrix IT may be as follows

7 mp2 w3 ?
21 T2 ? ?
? ? ? T34

where ““?” represents the unknown elements. For notational
clarity, the set M can be denoted as M = M‘Z + Mﬁk with
M = {q: mpgisknown}, M, = {q: mp, is unknown}.
Moreover, if Mi # (J, it can be further described as
MP={kV k5 -k}, 1 < d < 4, where kl) represents the
column subscript of the d th known element in the p th row of
the rnatfix IT. Mzk is described as /\/l’,:kz {12117, 125 . ~I€f:_d},
where kf:_ 4 represents column subscript of the (4 — d)th
unknown element in the p th row of the matrix II.

Theorem 3: The closed-loop system (12) is stochastically
stable and H, performance (13) is also achieved, if there
exist positive-definite matrices P, > 0, Y, > 0 and matrices
K, L such that

-Y, * * *
0 —7y?l o«
#C, @D, —#l x <0 (22)
A, B, 0 —p,
-Y, * % % |
0 —)/21 % 14
c, D, _7 . < 0, geM, 23)
Ap By 0 —Py |
Y,P, =1 (24)
where
T
Ay = [VEAp, s STpaAp ]
T
p = [«/nppr, T, «/ndep] s
P, = Diag{P;, ---, Pa},
T = Z Tpg>
geMf
hold for all p, ¢ € M. |

VOLUME 8, 2020
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Algorithm 1 Procedure for Solving K, L and ypm;in

1: Set the maximal number of iterations Rpyax and the disturbance suppression performance index y = yy
2: Find a set of feasible solution (PY, YI?, KO, L9 satisfying (17) and (21), and let k = 0

3: Solve the following optimization problem for variables:

4

Min tr (Z (PEY, +YEP,) ] s.t.(17) and (21)
p=1

4 Set Pk =P, YN =Y, KN =K, LF =L

5: while number of iterations < Ry,x do

6: if (17), (18) is satisfied then

7: y=y—1,k=k+1,gotostep 3

8 else

9: k=k+1,gotostep3

10:  end if

11: end while

12: if y < yp then

13: Ymin =Y + 7

14: else

15:  this optimization problem has no solution within the given number of iterationsRmax

16: end if

Proof: 1t is noticed that ) 7, = 1, by the Schur comple-
geM
ment, ,, < 0 is equivalent to

=Y, *x %
0 -y « |+[4, B, 0]
C, D, —I
x Z”Pqprk+1 [AP By 0]
qgeM
=Y, *
=Y mg| 0O v % |+[A, B, 0]
qui Cp D, -1
x Z TpgPriy [AP By 0]
geMl
=Y, x =
+ Z Tpg | O =y % |+[4) By O]T
qeM?, ¢ D, -1
X Z TpgPr [Ap By 0]
qeMiy
7Y,  * * ;
=| 0 —-ay = |+[A, B, O]

#C, #D, —#I

x Z TpgPrii [Ap By 0]
geMy,

=Y, = *
+ > npq< 0 —2 « |+[4, B, 0]
qe My p Do —I
XPr [Ap B, O])

VOLUME 8, 2020

Appling Schur complement again, it can be concluded that
Q,, < 0if (22)-(24) holds. This ends the proof. O

Remark 2: Similar to Algorithm 1, (22)-(24) in Theorem 3
can also be solved by the CCL algorithm. The detail algorithm
is thus omitted.

Remark 3: Regarding the unknown probabilities, the
method adopted in this paper is to separate the known proba-
bilities from the unknown ones, and then discard the unknown
ones. Another method is to separate the probabilities from the

correlation matrices ([21], [22]), for example, ) TpgPy <
qgeM
Y mpg Y. P4 which greatly increases the conservative-
geM geM
ness of the results.

Remark 4: For the method of separating the known prob-
abilities from the unknown ones, as the number of unknown
probabilities increases, the number of matrix inequalities to
be satisfied will increase. In Theorem 3, if all transition
probabilities are known, the number of matrix inequalities
to be satisfied is four; When all transition probabilities are
unknown, the number of matrix inequalities to be satisfied is
sixteen.

IV. NUMERICAL EXAMPLES
In this section, two examples are provided to demonstrate the
effectiveness of the proposed method.

Example 1: Consider the angular positioning system
in Figure 2, which consists of a rotating antenna at the origin
of the plane driven by a motor, where g is the angular position
of the antenna, and ¢, is the angular position of the moving
object [23]. The function of the system is to rotate the antenna
to point the direction of the moving object by adjusting the
input voltage of the motor.

The state variables of the system are chosen as [ ¢]7,
then the parameter of the angular positioning system are as
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target
object
antenna

FIGURE 2. The angular positioning system.

follows:
1 0.0995 0.0039 0.005
A= |:0 0.99 :|’ B_|:O.0783:|’ Bw_[0.003:|’
14 08 0.007
€= [—0.2 0.4]’ Dw_[0.009]
The relevant parameters of the resulting closed-loop sys-
tem (12) can be calculated as follows:

M{ =M] =[0 0 0.0039 0.0783],
Ml = M4_ [0.0039 00783 0 0],
_ 0
= uE
VN 0
T o —1 o 1]
0 0 1 0
Ef =E; _[o 0 0 1]’
0 0 —-15 07
Fo=F 2[0 0 —02 0.4}

The close-loop system mode ry € {1, 2, 3,4}, the transi-
tion probability matrix of which is as follows:

03 04 01 02
0.1 05 03 0.1
05 0.1 02 02
04 03 02 0.1

By use of Theorem 2, the controller gain matrix K,
the observer L and the minimal disturbance suppression per-
formance index ymi, are obtained as follows:

K =[-4.0078 —52012],
0.5670  0.4922
L= |:0.4005 1.6271] , Ymin = 0.1703.

The initial states are assumed to be xg = [2 -1 ] xOT =
[2.1 —1.1 ] and the disturbance input is wy = 1/k. Figure 3
- Figure 5 show the system mode and the states curve of the
closed-loop system.

Example 2: Consider the controlled the plant of which the
parameters are given as follows:

052 —0.69 0.3 0.01
A‘[ 0 019 } B“_[o.z]Bw_[o.zs]

58306
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k

FIGURE 3. The mode of the angular positioning system oy.
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x1

——

I I I I
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k

FIGURE 4. x; and its estimated value x; of the angular positioning
system.

1

— 9

——
0.5

=)
T

0 20 40 60 80 100 120 140 160
k

FIGURE 5. x, and its estimated value X, of the angular positioning
system.

1.5 0.7 0.03
€= [0.2 0.4] D = [0.05}'
The transition probability matrix of close-loop system
mode ry is as follows:

0.3 ? ?7 02
0.1 ? 05 ?
0.5 0.1 ? ?
04 03 02 0.1

By use of Theorem 3, the controller gain matrix K,
the observer L and the minimal disturbance suppression per-
formance index ypi, are obtained as follows:

A =

K =[-0.1866 —0.5995],
0.694  —2.6930
L= |:—0.0559 0.2138 ] , Ymin = 0.0837.
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FIGURE 6. The system mode oy.
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FIGURE 7. The state x; and its estimated value X;.
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151 —— Gy

0.5F b
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k

FIGURE 8. The state x, and its estimated value X,.

The initial values of the system are assumed to be xOT =
[2 -2 ], chT = [2.2 —2.2] and the disturbance input is

1, ke[lS 20]

0, otherwise

W =

Figure 6 - Figure 8 show the system mode and the states
curve of the closed-loop system.

By the method in [21] and [22], the controller gain matrix
K, the observer L and the minimal disturbance suppression
performance index yp, are obtained as follows:

K =[-1.3822 13110],
[ — [ 01759 —0.9068
~ | —0.0152  0.8021 |’
Ymin = 0.0775.

VOLUME 8, 2020

Obviously, the minimal disturbance suppression perfor-
mance index ymin obtained by the proposed method is smaller
than that in [21] and [22].

V. CONCLUSION

An observer-based H oo control problem for networked con-
trol system with random data packet dropout has been inves-
tigated. Both the data packet dropout in S-C link and the data
packet dropout in C-A link are taken into consideration. The
sufficient conditions on the existence of the observer-based
controller have been derived such that the closed-loop system
is stochastically stable and achieves certain H, disturbance
rejection level. Simulation results have demonstrated the fea-
sibility of the proposed method.
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