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ABSTRACT While Internet-of-Things (IoT) significantly facilitates the convenience of people’s daily life,
the lack of security practice raises the risk of privacy-sensitive user data leakage. Securing data transmission
among IoT devices is therefore a critical capability of IoT environments such as Intelligent Connected
Vehicles, Smart Home, Intelligent City and so forth. However, cryptographic communication scheme is
challenged by the limited resource of low-cost IoT devices, even negligible extra CPU usage of battery-
powered sensors would result in dramatical decrease of the battery life. In this paper, tominimize the resource
consumption, we propose a communication protocol involving only the symmetric key-based scheme,
which provides ultra-lightweight yet effective encryptions to protect the data transmissions. Symmetric keys
generated in this protocol are delegated based on a chaotic system, i.e., Logistic Map, to resist against the key
reset and device capture attacks. We semantically model such protocol and analyze the security properties.
Moreover, the resource consumption is also evaluated to guarantee runtime efficacy.

INDEX TERMS Internet of Things (IoT), key delegation, lightweight protocol, secure communication,
symmetric encryption.

I. INTRODUCTION
IoT devices used in smart homes [1], smart city [2], Intelligent
Connected Vehicles (ICVs) [3] and so forth have become
a fundamental part of our modern life. It is estimated that
there will be 25 billion ‘‘connected’’ IoT devices by 2020,
and the global economy will be impacted by the IoT sector’s
expansion by more than $6 trillion by 2025 [4]. Such devices
facilitate the automation, adaptability, efficiency, and conve-
nience of our living space.

In most cases, devices or sensors in IoT environment are
connected using wireless channels. Such channels are usually
unreliable and render users’ privacy-sensitive data exposed
to eavesdroppers. For example, the Electronic Control Units
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(ECUs) that operate the logic of ICVs are susceptible to
adversarial manipulations, as automotive communication
standards generally implement no authenticity between such
software interaction [5]. A natural solution to secure the
privacy-sensitive data is to implement end-to-end encryption
to protect the insecure communication. Traditional protocols
designed for IoT environment usually utilize the asymmet-
ric key-based schemes to initialize communications. Such
techniques are mainly based on RSA algorithm [6], Diffie-
Hellman Key Exchange (DHKE) algorithm [7] or Elliptic
Curve Cryptography (ECC) algorithm [8], which require
extensive computation resource. However, only 5% extra
CPU usage of battery-powered devices can lead to less than
a year of battery life [9].

Symmetric cryptography is a better choice for IoT net-
work due to the negligible depletion, but designing such a
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communication protocol is challengeable for the following
reasons. First, since symmetric keys can be used to both
encryption and decryption, the secrecy of pre-distribution
process have to be guaranteed. Second, devices will share
the keys with others for authentication and thus are vul-
nerable to device capture attack [10]. Third, when attackers
pilfer the long term symmetric keys, he can eavesdropper
any message at any time he want. Existing symmetric key-
based approaches such as [11]–[18] dedicate in improving
the probability of establishing a direct pairwise key between
two neighbor sensing nodes. These approaches are either
vulnerable to the device capture attack or only feasible to
small networks due to the high complexity of these distributed
algorithms. Some other symmetric key-based works for IoT
environment like [1], [19] can just be applied in simple IoT
environment such as smart homes where only authorized
entities have access to it. In contrast, most types of IoT
systems such as ICVs work in outdoor environment can be
easily approached by attackers. Unlike above works, our goal
is to design a generic symmetric key-based secure protocol
applicable for heterogeneous IoT environment, especially the
easily-approached and low powered devices (e.g., sensors
in ICVs).

In this paper, we present a lightweight yet secure proto-
col based solely on symmetric cryptography. We utilize a
chaotic system, i.e., Logistic Map, to implement key delega-
tion scheme. Chaotic system which is indeterminate, unpre-
dictable and unrepeatable has been widely adopted in various
cryptography applications in recent years [1], [20]–[23].
In pre-distribution phase, a parameter and an initial value of
Logistic Map are random generated and assigned as default
configuration to each device. Such parameter and initial value
(i.e., the key) are used for authentication when device firstly
connect to a control center, e.g., cloud platform. Afterwards,
this control center can assigned another pair of parameter and
initial value for device-to-device communication. All the keys
are updated synchronously by iterating the Logistic Map with
specific parameters and initial values. Since the parameters
are kept secret and would never be transmitted through public
channels, adversaries can never calculate the communication
key unless they capture the devices. Meanwhile, since the
parameters are random selected and not shared with any
others, attackers can only obtain the data associated with
compromised devices. This means our protocol is resistant
to device capture attack. In summary, the contributions of our
research are as following.
1. We present a secure communication protocol based solely

on symmetric cryptography scheme. Since it works inde-
pendent on asymmetric cryptography, the resource cost
is extremely low. Moreover, it is a general solution for
secure end-to-end data exchange among devices in het-
erogeneous IoT environment.

2. We design an effective key delegation mechanism based
on a chaotic system, i.e., Logistic Map. This mecha-
nism helps to resist the device capture attack by random

FIGURE 1. Overview of IoT network architecture.

selecting the parameters and initial values. Besides,
we implements a synchronous rekey scheme to prevent
key reset attack.

3. We comprehensively evaluate the security properties and
resource cost of our protocol. The result illustrates that the
safety and efficacy. Moreover, in the comparison analysis,
our protocol outperforms existing chaotic system-based
approach [1] for smart home systems.
Organization.The rest of the paper is organized as follows.

In Section II, we illustrate the background and motivation.
In Section III we provide our threat model and proposed pro-
tocol. In Section IV, we evaluate our protocol. In Section V,
we discuss our work. In Section VI, we briefly analyze the
previous works. At last, in Section VII, we conclude our
work.

II. BACKGROUND
A. IoT NETWORK
The Internet of Things consists of a large number of devices
that are interconnected through the Internet. In Fig. 1,
we present a generic IoT network architecture in which
eight different applications are depicted, i.e., railway, vehicle,
spaceflight, smart grid, shipping, intelligent city, smart home
and smart shopping. Several IoT devices, such as sensors
and actuators, are deployed to carry out these applications.
All these devices can connect to the Internet via traditional
cable or wireless networks. Users can control the smart sys-
tems as well as access the information collected by such
devices through the user interface.

The interior network structures of smart applications differ
from each other. For example, smart home systems which can
be accessed solely by the authorized users usually contain
simple centralized networks [1], while large scale industrial
IoT systems like intelligent city implement hierarchy com-
munication infrastructure [9] serving for a large number of
devices and users. Given the different architectures of such
network structures, distinct vulnerability would be engen-
dered. Smart home users primarily suffer the risks of privacy
leakage, whereas the intelligent city designer should concern
about the device capture attack as well. It is challengeable to
design such a generic communication protocol for the devices
deployed in different IoT environment.
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B. MOTIVATION
Secure end-to-end communication can be categorized into
two types, i.e., asymmetric and symmetric, based on the type
of cryptosystem. In a general example of asymmetric type,
when an entity A tries to communicate to another entity B,
A utilizes the public key of B to encrypt messages while B
leverages the private key for decryption. Such messages can
contain a temporal symmetric session key. Then, the further
communication is enciphered and deciphered using this sym-
metric key shared by both entities.

The public key can be transfered through unreliable chan-
nel because it can’t be used to decrypt the ciphertext. This
significantly facilitates the key delegation. However,
the encryption and decryption processes based on asym-
metric algorithm are computationally intensive and thus
consume a large amount of energy and computational
resources that are limited in IoT devices. In earlier work [24],
the authors illustrate that the asymmetric key schemes
is at least 100 times more costly than symmetric key
schemes. Such energy and time consumption is disastrous
when serving for large scale data analytics in a timely
manner [25].

The main challenge of implementing a symmetric key-
based protocol is designing a robust key delegation mecha-
nism. The keys can’t be distributed through public networks
and require effective renewing and revocation strategies to
maintain freshness. In our work, the symmetric keys are
managed in a synchronous mode based on chaotic system
which can guarantee the confusion and diffusion of our
cryptosystem.

C. CHAOTIC SYSTEM
Chaotic systems have been used to solve cryptography
issues since the sensitivity to parameters and initial condi-
tions, ergodicity, and pseudorandom behavior conform to
the analogous requirements for a good cryptosystem. One
of the most famous chaotic systems, i.e., Logistic Map,
is pretty suitable for IoT environment because its sim-
plicity of computation. Logistic Map is a nonlinear map
given by

xi+1 = µxi(1− xi) (1)

where µ ∈ (1, 4], xi ∈ (0, 1) and i ∈ N+. When 3.5699 . . . <
µ 6 4, the system is chaotic.Meanwhile, such chaotic system
is deterministic since the random output is completely deter-
mined by x0 andµ. Since LogisticMap is pseudorandom, and
the result values fall in an infinite space in (0, 1), it can be
utilized to compute private keys. The chaotic behavior with
x0 = 0.7648 and µ = 3.987 in 500 iterations is exemplified
in Fig. 2.

III. PROTOCOL DESIGN
In this section, we present threat model as well as
design details of our lightweight yet secure communications
protocol.

FIGURE 2. Chaotic behavior of Logistic Map with x0 = 0.7648 and
µ = 3.987 in 500 iterations.

TABLE 1. Notations.

A. THREAT MODEL
We consider integrity and confidentiality violations caused
by a Dolev-Yao adversary [26] in an IoT environment. With
respect to the behavior of adversaries, we will focus attention
on ‘‘aggressive’’ eavesdroppers. That means someone who
first taps the communication line to obtain messages and then
tries everything he can in order to discover the plaintext.
According to Dolev-Yao model, under the premise that the
encryption algorithm can’t be brute cracked, we assume the
following abilities about a adversary.
a. He can obtain, intercept and replay any message trans-

ferring through the network. Moreover, he can utilize his
knowledge to insert new messages in the network.

b. He is a legitimate user/device in the network environment,
i.e., possess a legitimate identity, and therefore can con-
nect to any other user/device.

c. He has the opportunity to receive the message from any
user/device and extents his knowledge.
In an IoT environment, the second property of the adver-

sary can be achieved by capturing a smart device in wild.
This is also called the device capture attack. We assume
that the adversary has ability to extract any data he wants
in such a captured device, and thus can work as a legiti-
mate user/device in the IoT network. Additionally, in general,
an IoT environment implements a control center to schedule
the entire communications. Such control center is assumed
uncompromising in our work.

B. OVERVIEW OF OUR PROPOSED PROTOCOL
Prior to introducing the protocol, we first summarize the
notations that will be used in the following content in Table 1.
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FIGURE 3. Overview of the proposed protocol.

There are three entities in our protocol, i.e., devices A, B and
control center S. Symbol M∗ denotes the plaintext message.
ID∗ denotes unique identifier of a device or control center.
For example, IDA represents the identifier of device A. µ∗, x0∗
and T j∗ represent the random selected parameter, initial value
(according to Logistic Map) and timestamp, respectively.
In this work, we assume the parameters are hardcoded in
the firmware of devices, and the manufacturer stores them in
where can be accessed by S. h(−) and [−]x denote hash and
encryption function, respectively. MAC∗ denotes Message
Authentication Code while < −,− > denotes pair function.
In our protocol, as shown in Fig. 3, when device A attempts

to join a IoT network with a control center S, an initialization
process is launched by A to send a message containing the
identity and parameter ofA to S. If S successfully authenticate
thismessage, it will return a response that indicatesA success-
fully joining the network. Next, A will periodically connects
to S for either submitting collected data or making heartbeat
check. Messages exchanged in initialization process are all
encrypted based on symmetric key generated using the built-
in Logistic Map parameters.

After device A successfully joins in the network, when it
attempts to communicate to another device B, it should first
request control center S to generate a new pair of parameter
and initial value. Then, S transmits them to both A and B
based on symmetric communication channel built previously
in initialization process. The new pair of parameter and initial
value is utilized to calculate and update a temporal session
key between A and B. As a result, our protocol builds secure
communication channels both for D2C (device to control
center) and D2D (device to device) scenario.

In the key updating phase, all the entities iterate their
initial values, i.e., the keys, in a synchronous mode based on
Logistic Map. The timestamps of devices are calibrated when
they communicate to control center S. Hence, our protocol
is resistant against key reset attacks that can be launched
in asynchronous scenario. In the ensuing content, we will
introduce the design details of our protocol.

C. INITIALIZATION
In initialization process, device A holds three items, i.e., a
unique identifier IDA, Logistic Map parameter µA and initial
value x0A, for authentication. Time stamp T 0

A is also required
to verify the aliveness. Details of the initialization process are
presented in the following, as shown in Alg. 1.

1) DeviceA initiates a joinmessageMA and encrypts it with
current timestamp T 0

A based on key x0A. Then we have
ciphertext CA = [MA ‖ T 0

A ]x0A
. Next, A generates the

message authentication code (MAC) MACA = h(CA ‖
µA). Afterwards,A sends the ciphertextCA andMACA as
well as identifier IDA, i.e., IDA ‖ CA ‖ MACA to control
center S.

2) When control center S receives the message containing
IDA ‖ CA ‖ MACA, it first looks up the database to find
the key x0A and parameter µA indexed by IDA. If it can
not find such a record, an non-existent device error code
is responded to A. Otherwise, S verifies the integrity by
comparing h(CA ‖ µA) to MACA. If h(CA ‖ µA) ==
MACA, S decrypts the ciphertextCA using x0A and obtains
MA and TA. Otherwise, S rejects such join request. Next,
it certifies the timestamp TA. if |T iS − T

i
A| > λ, where λ

is the time limit threshold, a list Lid of device identifiers
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Algorithm 1 Initialization
1: For device A:
2: Generating MA
3: Loading IDA, µA, x0A, T

0
A

4: Encrypting CA = [MA ‖ T 0
A ]x0A

5: Computing MACA = h(CA ‖ µA)
6: Sending IDA ‖ CA ‖ MACA
7:

8: For control center S:
9: Receiving IDA ‖ CA ‖ MACA
10: Searching µA and x0A via IDA
11: Computing MAC = h(CA ‖ µA)
12: if MAC 6= MACA then
13: Authentication failed
14: Return
15: end if
16: Loading current timestamp T 0

S
17: Decrypting CA = [MA ‖ T 0

A ]x0A
18: Reading MA and T 0

A
19: if |T 0

S − T
0
A | > λ then

20: Authentication failed
21: Return
22: end if
23: Sending [Lid ,T 0

S ]x0A
to A

of reachable devices is encrypted with T 0
S based on x0A

and sent to A. Or else, S reject such join request.
3) After above process, device A builds a secure communi-

cation channel with control center S. Generally, devices,
e.g., A, in this IoT network periodically connect to S to
upload the monitored data, e.g., DA. Similar to the first
step, DA is encrypted along with the timestamp and a
MAC is computed based onµ. The device ID, ciphertext
and MAC are sent to S for authentication.

The timestamp of A may be inconsistent with that of
S due to different timing instrument. To solve this prob-
lem, the user can manually configure the timestamp or syn-
chronize it via short-distance communication channels (e.g.,
bluetooth) to ensure the consistence when deploying such
devices. Therefore, adversaries is not able to manipulate the
timestamps during initialization process. Note that, the third
phase is more like communication between device and
control center (D2C) rather than the initialization process.
We state it here just for a better understanding of D2C
interaction.

D. DEVICE-TO-DEVICE COMMUNICATION
In our protocol, each device holds a persistent key only for
D2C communication. As shown in Fig. 3, when a device
attempts to connect to another, it should first request the con-
trol center to establish a session key for secure communica-
tion. Such key can be reserved by both devices for either long
term or temporal use. The device-to-device communication

Algorithm 2 Establish Session Key
1: For device A:
2: Loading IDA, IDB, µA, x iA, T

i
A

3: Encrypting CA = [IDB ‖ T iA]xiA
4: Computing MACA = h(CA ‖ µA)
5: Sending IDA ‖ CA ‖ MACA
6:

7: For control center S:
8: Receiving IDA ‖ CA ‖ MACA
9: Searching µA and x iA via IDA
10: Computing MAC = h(CA ‖ µA)
11: if MAC 6= MACA then
12: Authentication failed
13: Return
14: end if
15: Loading current timestamp T iS
16: Decrypting CA = [IDB ‖ T iA]xiA
17: Reading IDB and T iA
18: if |T iS − T

i
A| > λ then

19: Authentication failed
20: Return
21: end if
22: Generating < x0AB, µAB >
23: Loading x iB,µb
24: Encrypting CAB = [< x0AB, µAB >‖ T

i
S ]xiA

25: Encrypting CBA = [< x0AB, µAB >‖ T
i
S ]xiB

26: Computing MACAB = h(CAB ‖ µA)
27: Computing MACBA = h(CBA ‖ µB)
28: Sending IDS ‖ CAB ‖ MACAB to A
29: Sending IDS ‖ CBA ‖ MACBA to B
30:

31: For device B:
32: Receiving IDS ‖ CBA ‖ MACBA
33: Loading µB, x iB and current timestamp T iB
34: if MAC 6= MACB then
35: Authentication failed
36: Return
37: end if
38: Decrypting cBA[< x0AB, µAB >‖ T

i
S ]xiB

39: Reading x0AB, µAB and T iS
40: if |T iB − T

i
S | > λ then

41: Authentication failed
42: Return
43: end if
44: Computing MAC = h(< x0AB, µAB >‖ µB)
45: Admit x0AB and µAB

process is separately stated in Alg. 2 and Alg. 3, including
key establishing and communication phases. The details are
as following.

1) As shown in Alg. 2, device A reads the identifier
of device B, i.e., IDB, from Lid . Then A encrypts
IDB with timestamp T iA using key x iA and obtains
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Algorithm 3 Communication
1: For device B:
2: Loading IDB, x0AB, µAB, T

i
B

3: Generating MB=‘‘Hello A, I am B.’’
4: Encrypting CAB = [MB ‖ T iB]x0AB
5: Computing MACAB = h(CAB ‖ µAB)
6: Sending IDB ‖ CAB ‖ MACAB to A
7:

8: For device A:
9: Receiving IDB ‖ CAB ‖ MACAB
10: Loading µAB, x0AB and current timestamp T iA
11: Computing MAC = h(CAB ‖ µAB)
12: if MAC 6= MACb then
13: Authentication failed
14: Return
15: end if
16: Decrypting CAB = [MB ‖ T iB]x0AB
17: Reading MB and T iB
18: if |T iA − T

i
B| > λ then

19: Authentication failed
20: Return
21: end if
22: Success and starting data transmission

CA = [IDB ‖ T iA]xiA . Next, A computes MACA =
h(CA ‖ µA) for integrity verification. IDA,CA andMACA
are then sent to S to initialize the D2D communication
with B.

2) When control center S receives the message IDA ‖ CA ‖
MACA, it first loads µA, x iA and timestamp T iS . Then,
it compares h(CA ‖ µA) toMACA to verify integrity and
authenticate the identity ofA. If success, then, it decrypts
the ciphertext CA and certifies the timestamp TA. If TA
is available, a new pair of parameter µAB and initial
value x0AB are generated by S. S then generate CAB and
CBA by computing CAB = [< x0AB, µAB >‖ T

i
S ]xiA and

CBA = [< x0AB, µAB >‖ T iS ]xiB , respectively. IDS ‖
CAB ‖ MACAB and IDS ‖ CBA ‖ MACBA are sent to
A and B to assign the pair < x0AB, µAB >.

3) As shown in Alg. 3, when devices A and B receive
the above messages, respectively, they conduct similar
authentication processes and we just present that con-
ducted by B in Alg. 2 for space. B first verifies the
integrity by examining whether h(CBA ‖ µB) equals to
MACBA. Then, B decrypts CBA and extracts x0AB, µAB
and T iS . After successfully verifying T iS , B admits x0AB
and µAB which are further used to communicate to A.

4) After both devices A and B admit x0AB and µAB, they can
conduct secure communications. In this case, A waits
for B to initialize the session since B works as a
receiver and is entitled to reject the connection request.
Rejection may caused by the access control strategies.
For example, if computation resources of B is exhausted,
it will reject communication request fromA. Such access

control strategies are not concerned in this paper andwill
be briefly discussed in Section V. As shown in Alg. 3, B
initializes a greeting message containing CAB = [MB ‖

T iB]x0AB
, MACAB = h(CAB ‖ µAB) and IDB and sends

it to A. After A receives this message and verify time
availability of timestamp and authenticate the identity of
B, the secure communication channel is accomplished.

Note that the index i used in above symbols like x iA corre-
sponds to the number of iterations of Logistic Map, i.e., the
updating times of x0∗ . In the following content, we will intro-
duce the key updating mechanism in detail.

E. KEY DELEGATION
Unlike the asymmetric encryption, once the symmetric key
used in our protocol is exposed adversaries can persistently
eavesdrop the communications. Hence, the keys have to be
updated frequently to guarantee the privacy of user data.
As stated previously, we implement a synchronous key updat-
ing scheme to maintain freshness of the persistent symmetric
keys.
The main challenge to develop a synchronous scheme is

the consistence of timestamps recorded on different devices.
In IoT environment, not all the devices are necessary and
have enough resource to access the Internet, and thus their
clock qualities only depend on the build-in time counters.
Hence, inconsistencies will exhibit among different devices
over time.
As shown in Alg. 1, Alg. 2 and Alg. 3, all the commu-

nication messages contain timestamp of the sender. Since
we assume control center S is uncompromising, only the
timestamp of S is considered as official and calibration is con-
ducted every time a device sending the heartbeat feedback.
Assuming the feedback interval tf and the rekey period tr ,
we set tr > tf to ensure the time consistence. For instance,
if the key is updated per an hour, the feedback interval could
be 1min and the timestamp is calibrated sixty times per
update.
When rekey time is up, the devices compute xi+1 =

µxi(1 − xi) to update the keys. It is valuable to men-
tion that the session key x iAB is also updated until the
expire time assigned by control center. The expire time is
determined by the mission A requests. This determination
strategy is not concerned in this paper and will be briefly
discussed in Section V like the access strategy mentioned
above.

IV. EVALUATION
In this section, we formalize the proposed protocol and
analyze the security properties including secrecy and non-
injective synchronization [27] using scyther proof tool [28].
Next, we discuss the resistance against several easily-
conducted attacks. Then, we detail the implementation and
examine the performance of this protocol. At last, we com-
pare our protocol to the similar chaotic-based schemes [1]
designed for smart home system.
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A. SECURITY ANALYSIS
According to the protocol specification language presented

in paper [28], we briefly define our protocol LT
def
= {C, S} as

following.

I
def
= 〈I1, I2〉

R
def
= 〈R1,R2〉

I1 = Send1(({|m1|}xi , h(({|m1|}xi , µ))))

R1 = Recv1(({|m2|}xi , h(({|m2|}xi , µ))))

R2 = Send2(({|m3|}xi , h(({|m3|}xi , µ))))

I2 = Recv2(({|m4|}xi , h(({|m4|}xi , µ)))) (2)

Role I and R represent the initiator and responder in a com-
munication, respectively. Both of them contain two role steps.
Each role step sends or receives a message consisting of a pair
of ciphertext {|m|}xi and MAC h(({|m|}xi , µ)). For device to
center (D2C) communication, x i and µ are hardcoded by the
manufacturer. For device to device (D2D) communication,
they are assigned by the control center.

Given a initiator device who completes its role with
an uncompromising server, LT protocol guarantees the
secrecy of text m and non-injective synchronization with a
server. Non-injective synchronization expresses that the mes-
sages are transmitted exactly as prescribed by the protocol
description. In this paper, we only proof the two properties for
D2C communication. This is because that the two properties
guarantee the security of the assigned x i and µ for D2D
communication, such that the security of D2D scenarios can
be proofed in a similar way.

According to scyther proof tool, secrecy φsec and
non-injective synchronization φauth can be formalized as
following.

φsec(tr, th, σ )
def
= ∀i ∈ TID.

roleth(i) = I ∧ I ,R /∈ Compr

⇒ m#i /∈ knows(tr) (3)

φauth(tr, th, σ )
def
= ∀i ∈ TID.

roleth(i) = I ∧ σ (r, i) /∈ Compr ∧ (i, I2) ∈ steps(tr)

⇒ (∃j ∈ TID.roleth(j) = R

∧ σ (x i, i) = σ (x i, j)

∧ σ (µ, i) = σ (µ, j)m1#i = σ (m3, j)

∧ (i, I1) ≺tr (j,R1) ∧ (j,R2) ≺tr (i, I2))

(4)

tr contains the event traces ordered in our protocol, th
contains the role × rolesteps corresponding to all threads
which denote instances of roles, σ contains a variable store
storing for each variable and thread identifier (tid ∈ TID).
(tr, th, σ ) maintains the state of our protocol. steps(tr) con-
tains all the step event (tid, s) in tr , while knows(tr) consists
of the messages that adversary learns in tr . Compr denotes
the set of compromised devices and≺tr represents preceding
order in tr . In this work, we assume the adversary has ability

to eavesdrop and intercept any message transfered in the net-
work and obtain any data he wants in compromised devices.
In the following, we utilize the rules to prove such properties
and all these rules are referenced from [28].

1) PROOF OF SECRECY
Suppose the secrecy φsec does not hold for some states
(tr, th, σ ). Then there is a thread i such that roleth(i) =
I , σ (r, i) /∈ Compr , and m#i ∈ knows(tr). Scyther proof tool
determines the possible ways thatm#i ∈ knows(tr) within the
CHAIN rule, which converges into the following conclusions.

1). ((m#i) ∈ IK0) ∨

2). (∃x.m#i = h(x) ∧ x ≺tr h(x)) ∨

3). (∃x.m#i = {|x|}k ∧ x ≺tr {|x|}k ∧ k ≺tr {|x|}k ) ∨

4). (∃x, y.m#i = (x, y) ∧ x ≺tr (x, y) ∧ y ≺tr (x, y)) ∨

5). (∃Sendl(pt).∃roleth(tid)

∧chaintr ((tid, Sendl(pt)), instσ,tid (pt),m#i)) (5)

IK0 denotes the initial knowledge of adversary, which,
in this work, includes the public data like device ID and
any information reserved in compromised devices in Compr .
Case 5) states that there are devices initializing threads and
sending message pt which can be used to inferm by conduct-
ing zero or more decryption and projection. Chaintr (E, u, u′)
is defined as following.

Chaintr (E, u, u′)
def
= (u′ = u ∧ (∀e ∈ E .e ≺tr u))

∨(∃x, k.u′ = {|x|}k
∧(∀e ∈ E .e ≺tr {|x|}k )

∧chaintr ({{|x|}k , k−1}))

∨(∃x, y.u′ = (x, y)

∧chaintr (E, x, u)

∨chaintr (E, y,m)) (6)

Case 1), 2), 3) and 4) in Equation 5 infer that either the
key x i, plaintextm or parameter µ are included in adversary’s
initial knowledge IK0. This is contrary to the assumption
roleth(i) = I , I /∈ Compr . Case 5) states that either x i orµ are
send by at least one device. However, in our protocol, neither
x i nor µ is send through the public channel. Hence, we con-
clude that our protocol conforms to the secrecy property φsec.

2) PROOF OF NON-INJECTIVE SYNCHRONIZATION
For every state (tr, th, σ ) and every thread i such that
roleth(i) = I , σ (s, i) /∈ Compr , and (i, I2) ∈ step(tr), the non-
injective synchronization guarantees that there is a thread j
holds the following conclusion.

roleth(j) = R

∧σ (x i, i) = σ (x i, j)

∧σ (µ, i) = σ (µ, j)

∧(i, I1) ≺tr (j,R1)

(j,R2) ≺tr (i, I2) (7)
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Since (i, I2) ∈ tr , we have ({m4#i}xi , h(({m4#i}xi ,
µ#i))) ≺tr (i, I2) using the rule INPUT . Then, according
to the rule KNOWN and PAIR, {m4#i}xi ∈ knows(tr) and
h(({m4#i}xi , µ#i)) ∈ knows(tr). When applying the CHAIN
rule and removing trivial cases, considering ({m4#i}xi , µ#i)
as a whole, i.e., mw#i, we yields the following result.

1)(mw#i ≺tr h(mw#i)) ∨

2)(∃j.roleth(j) = R ∧ (j,R2) ≺tr h(σ (m3, j))

∧h(σ (m3, j)) = h(mw#i) (8)

Case 1) contradicts the secrecy property we proved pre-
viously. From h(σ (v, j)) = h(mw#i) and the injectivity of
hash algorithm, we have mw#i = σ (mw, j) and thus have
µ#i = µ#j, i.e., σ (µ, i) = σ (µ, j). Then, we have σ (x i, i) =
σ (x i, j) since µ and x0 are one-to-one correspondence and
can uniquely determine x i. From (j,R2) ≺tr h(σ (mw, j)) (rule
INPUT ), h(σ (mw, j)) = h(mw#i) and mw#i = σ (m3, j),
it follows that (j,R2) ≺tr (i, I2).
To establish Equation 7, it remains to be shown σ (x i, i) =

σ (x i, j) ∧ (i, I1) ≺tr (i,R1). From (j,R2) ≺tr (i, I2),
we get (j,R1) ≺tr (j,R2) (rules EXEC and ROLE). Hence,
{m2#i}xi ≺tr (j,R1) ∧ h(({m2#i}xi , µ#j)) ≺tr (j,R1)
(rule EXEC). Using rule KNOWN and rule PAIR, we have
{m1#i}xi ∈ knows(tr) and yields

1)(m2#i ≺tr {m2#i}xi ∧ x
i
≺ tr{m2#i}xi ) ∨

2)(∃i.role(tr)(i) = I ∧ (i,C1) ≺tr {m#i}xi#i ∧

{m1#i}xi#i = {m2#j}xi#j) (9)

Case 1) again contradicts the secrecy property we proved
due to m2#i ∈ knows(tr) (rule KNOWN ). Case 2) implies
{m1#i}xi#i = {m2#j}xi#j, so we get

(i, I1) ≺tr {m1#i}xi#i = {m2#j}xi#j ≺tr (j,R1) (10)

where x i#i = x i#j (i.e., σ (x i, i) = σ (x i, j) proved above) and
(i, I1) ≺tr (j,R1).

B. RESISTANCE AGAINST TYPICAL ATTACKS
To limit the resource consumption of our protocol, we chose
Advanced Encryption Standard (AES) algorithm and Secure
Hash Algorithm (SHA) as the encryption and hash func-
tion, respectively. AES, also known by its original name
Rijndael, is a specification for the encryption of elec-
tronic data established by the U.S. National Institute of
Standards and Technology (NIST) in 2001 [29], while the
SHA are a family of cryptographic hash functions pub-
lished by the National Institute of Standards and Technol-
ogy (NIST) [30]–[32].

More precisely, AES-128 and SHA-256 are selected in this
work, since they have been proven the outperformed energy
efficacy and safety in the previous works [24] and [33].
Considering both the key security and resource cost,
we empirically set the rekey interval 10mins and heartbeat
period 1min. Note that, both values can be set according to
the exact environment where the protocol is deployed.

1) BRUTE FORCE ATTACK
Cracking AES-128 session key through brute-force manner is
impractical (with 1

2128
probability) as illustrated in previous

work [1]. Even if the adversaries extract AES keys, it is
impossible for them to predict the next updated keys due to
the chaotic behavior of Logistic Map. In our protocol, a key
used in a device is updated in 10mins, such that the next round
communication will be initialized using a new key. In this
case, the keys cracked by the adversaries will be expired soon
and therefore have negligible validity.

2) DEVICE CAPTURE ATTACK
In IoT environment, the devices are usually not physically
protected. Hence, an adversary is able to physically cap-
ture the devices, and then extracts information stored in
those captured sensing devices to compromise communica-
tion between other devices. The resistance against such attack
is measured by the proportion of compromised communi-
cations in which the compromised sensing devices are not
directly involved [10].

In our protocol, the secret information of D2C communi-
cation will never been exchanged by other entities. Therefore,
the D2C communication is absolutely resistant against device
capture attack. On the other hand, the session keys utilized in
D2D communication is assigned through the D2C channel,
a device only knows the keys used in self-involved commu-
nications, which also represents 100% resistance.

3) KEY RESET ATTACK
The key reset attack abuses design or implementation flaws
in cryptographic protocols to reinstall an already-in-use
key [34]. The reseting key’s associated parameters such as
transmit nonces and replay counters are then received by the
adversary.

Such attack is especially harmful to the long-term symmet-
ric key-based communication in which a key can be leveraged
to decrypt all the messages. We stress that the asynchronous
rekey scheme is essentially vulnerable to this attack. This is
because asynchronous scheme contains a key updating order
in which an endpoint updates the key and then notices another
to update. Once the last confirm message intercepted, the key
will be inconsistent between these two endpoints.

In our protocol, we implement a synchronous update
scheme and the timestamp is frequently calibrated through
reliable D2C channel rather than the clock servers in Internet.
Even though an adversary is capable of tampering the time of
control center by interpolating the communication message
sent by unreliable clock servers, he can’t impact time con-
sistence between devices and the control center. Hence, our
protocol is resistant against key reset attack.

C. PERFORMANCE
1) TIME CONSUMPTION
Given the process shown in Alg. 1, Alg. 2 and Alg. 3,
we define the asymptotic time costs of key generation,
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symmetric encryption and decryption, hash function as Tg,
Ten, Tde and Th, respectively. Moreover, we let Twr and Tre to
represent the time costs of the I/O operations conducted by
control center.

For the D2C communication, a device conducts one key
generation, one MAC hash computation and one symmetric
encryption. The entire time cost is Tg + Ten + Th. When
receiving a message, the control center also generates a key
and a MAC, and decrypts the ciphertext, such that the time
cost is Tg+Tde+Th. Besides, it has to search the LogisticMap
parameters in database and generates time cost Twr and Tre.
In total, the time cost is 2Tg + 2Th + Tde + Twr + Tre.
For the D2D communication, the sender first connect to

control center which conducts two request to assign the tem-
poral session key. This process consists of three message
transmissions with time cost 3(2Tg + 2Th + Tde + Twr +
Tre). Then, the sender and receiver devices transferring ρ
messages. Therefore, the total time cost is 3(2Tg + 2Th +
Tde + Twr + Tre)+ ρ(2Tg + 2Th + Tde).
Considering the public key scheme generates more than

100 times consumption, our protocol extremely saves the
computation resources of such resource-restraint IoT devices.
Moreover, if control center implements cache scheme,
the entire time cost is significantly decreased since the I/O
cost is much larger than that of symmetric encryption [24].

2) MEMORY USAGE
In our protocol, each device maintains a parameter µ and a
initial value xi, both in float type with 32 bits. A symmetric
key is 128 bits and a MAC is 256 bits. Besides, it may
receive or send a π bits message (AES-128 algorithm outputs
a ciphertext with the same length). In total, memory usage
of a device is 448 + π bits. The control center has the same
memory usage for each device. Assuming there are γ devices
connect to the network, entire memory usage of control center
is about γ (448+ π ) bits.
Additionally, both the devices and control center maintain

a list of identifiers of reachable devices. Assume an identifier
is 32 bits and all the devices are mutually reachable, the list is
32γ bits. We stress that, as devices have no need to connect
to all the others, access strategies can be used to reduce
the size of their lists according to the resource usage. For
example, the control center can only assign the identifier of
thermometer to an air conditioner, or send only the identifier
of motion sensor to a door locker.

It is noticeable that above memory usage values are bench-
marks since all those devices and control center may commu-
nicate with ncon 6 γ other devices.

D. COMPARISON ANALYSIS
Our proposed protocol is partially inspired by the previous
approach developed by Song et al. [1]. They introduced a
chaotic system-based symmetric protocol for Smart Home
System (SHS). In that work, they solely concern about the
D2C communication. The process of such protocol is briefly
presented as follows.

1) In their initialization phase, control center selects two
pairs of parameters and initial values to setup two
chaotic maps. One is used to generate encryption key
and another for computing MAC. Then, the two pairs
are transferred to a specific device through an unreliable
channel. Since the adversary of SHS environment is hard
to intercept themessage, they suppose such transmission
is secure.

2) In their D2C communication phase, devices periodically
connect to control center and each connection generates
two keys based on above two chaotic maps, respectively.
Then, plaintext message is encrypted using one key and
MAC is computed based on another. The control cen-
ter also generates two keys for decryption and authen-
tication. In their case, as each device maintains two
distinct chaotic maps, their memory and computation
consumption is about twice of our protocol.

3) When a device accomplishes the encryption and MAC
computation, it updates keys and sends the cipher-
text to control center. Afterwards, when control center
accepts such message, it updates the corresponding keys
also. This is a asynchronous rekey scheme. As men-
tioned before, such scheme vulnerable to key reset
attack in which an adversary can intercepts the mes-
sage sent to control center and resulting in inconsis-
tent keys between the two endpoints. Even adding a
verifying message from control center, one can still
intercept this message and cause the device canceling
key update. Evenworse, their initialization is absolutely
unreliable, which makes the reset keys exposed to the
adversary.

Exactly, the above vulnerabilities of their work can
be extremely mitigated by the simple SHS environment.
However, this significantly restrains the adoption of their
protocol. In contrast, our protocol is generic for heteroge-
neous IoT environment containing powerful interceptors.
Moreover, we also present a D2D communication scheme
rather than only the D2C one. In summary, our approach is
more lightweight and effective than that in [1].

V. DISCUSSION
Application. Our protocol is suitable for any IoT systems
that apply a central architecture. For example, ECUs imple-
mented in ICVs can be used as control center in our protocol.
Symmetric cryptography helps to minimize power cost of
the sensors so that can prolong service life of car bat-
tery, especially facilitates the electric vehicles [35]. Besides,
smart home systems and wearables are also require a robust
lightweight protocol to reduce resource consumption of
power-restraint devices such as wireless camera, intelligent
door lock and smartbands.
Limitations. Our protocol should works with upon some

other techniques like key storage and access control to
ensure the entire security of IoT environment. On one hand,
when dealing with a large number of devices, the con-
trol center should request a database storing large scale
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device information. Also, a cache mechanism may also
be required to improve the performance. For instance,
Kumar et al. [9] introduced an effective hierarchical key
management scheme to maintain the keys used in large scale
environment andYin and Liu [36] developed an effective data
indexing mechanism. Such data or key management methods
can facilitates our approach.

On another hand, a comprehensive access control scheme
is helpful to reduce the memory used for the reachable identi-
fier list, i.e., it can define what kind of resource (collected by
some types of devices) should be accessed by a certain device.
Under such consideration, most devices will only maintain
a small number of identifiers of the collaborative devices.
Therefore, the receiver of a connection request can determine
whether deny it or not.

Though our protocol relies on such techniques, we stress
that our purpose is to design a lightweight secure communi-
cation protocol, and those techniques are out of the scope of
this paper and left in our future work.

VI. RELATED WORK
In this section, we summary the related work presented in
recent years for IoT environment and category them into three
types, i.e., key delegation and authentication, access control,
and secure communication.

A. KEY DELEGATION AND AUTHENTICATION
Traditional key delegation mechanisms like [11]–[16], [18]
mainly focused on designing a comprehensive distribution
algorithm to maintain the connectivity of entire network.
Such algorithms are too complex to be deployed in real world
IoT environment.

In recent, several IoT-oriented approaches have been intro-
duced. Ambrosin et al. [37] proposed SCIoT, a Secure and
sCalable framework for IoT management. SCIoT guaran-
tees low complexity in terms of communication, storage and
computation on both managed devices and the management
entity. Thomas et al. [38] presented a new Key Management
and Distribution Scheme for use in the European Rail Traffic
Management System (ERTMS). Its aim is to simplify key
management and improve cross-border operations through
hierarchical partitioning. Kumar et al. [9] proposes JEDI
(Joining Encryption andDelegation for IoT), amany-to-many
device-to-device encryption protocol for IoT. JEDI encrypts
and signsmessages device-to-device, while conforming to the
decou- pled communication model typical of IoT systems.
Wang et al. [39] proposed an approach to utilize the power
of distributed caching and explores the feasibility of using
the cache spaces on all IoT devices as a large pool to store
validated certificates. Roeschlin et al. [40] proposed a novel
approach to device pairing that applies whenever a user wants
to pair two devices that can be physically touched at the same
time. Han et al. [41] developed a new context-based pairing
mechanism called Perceptio that uses time as the common
factor across differing sensor types.

B. ACCESS CONTROL
Etigowni et al. [42] presented CPAC, a cyber-physical access
control solution to manage complexity and mitigate threats in
cyber-physical environments, with a focus on the electrical
smart grid. Zhou et al. [43] conducted an in-depth analy-
sis of devices interaction on five widely-used smart home
platforms to illustrate the vulnerabilities caused by anomaly
state transitions. Celik et al. [44] presented IOTGUARD,
a dynamic, policy-based enforcement system for IoT, which
protects users from unsafe and insecure device states by
monitoring the behavior of IoT and trigger- action platform
apps. Zhou et al. [45] proposed Heracles, an IoT access
control system that achieves robust, fine-grained access con-
trol at enterprise scale. Heracles adopts a capability-based
approach using secure, unforgeable tokens that describe the
authorizations of subjects, to either individual or collections
of objects in single or bulk operations. Ding and Hu [46] pro-
posed a framework called IoTMon that discovers any possible
physical interactions and generates all potential interaction
chains across applications in the IoT environment. IoTMon
also includes an as- sessment of the safety risk of each
discovered inter-app interaction chain based on its physical
influence. He et al. [47] reenvisioned access control and
authentication for the home IoT. They proposed that access
control focus on IoT capabilities (i.e., certain actions that
devices can perform), rather than on a per-device granular-
ity. Schuster et al. [48] designed and implemented a novel
approach to IoT access control. Our key innovation is to
introduce ‘‘environmental situation oracles’’ (ESOs) as first-
class objects in the IoT ecosystem.

C. SECURE COMMUNICATION
Yang et al. [49] proposed two multi-cloud-based outsourced-
ABE schemes, namely the parallel-cloud ABE and the chain-
cloud ABE, which enable the receivers to partially outsource
the computationally expensive decryption operations to the
clouds, while preventing user attributes from being disclosed.
Shi et al. [50] introduced an ultra-lightweight white-box
encryption scheme, which requires a relatively small amount
of static data, for securing resource-constrained IoT devices.
Song et al. [19] presented a D2S secure communication pro-
tocol for SHS environment based on symmetric key scheme,
in which the key is updated using a one-way hash function
to maintain the freshness. In the next year, they improved
their method using chaotic system in [1]. Li et al. [51] iden-
tified the design requirements of a smart shopping system,
built a prototype system to test functionality, and designed
a secure communication protocol to make the system practi-
cal. Yin et al. [52] present a lightweight intrusion detection
approach to identify the compromised host for secure com-
munication. Zhu et al. [53]–[56] presented some techniques
to improve or protect the communication between sensors and
clouds.
Summary. Most of the previous works target on specific

IoT environment, e.g., smart home, intelligent city or power
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grid, which restrains the adoption and feasibility in real
world deployment. Differing from them, our work presents
a generic and ultra-lightweight secure communication pro-
tocol for heterogeneous IoT environment under the exis-
tence of a powerful adversary. Moreover, such key delegation
and access control techniques as well as some optimization
approaches like [57], [58] are compatible with our protocol
as discussed in Section V.

VII. CONCLUSION
In this paper, we present an ultra-lightweight device-to-device
secure protocol solely based on the symmetric key-based
scheme. Our protocol provides generic protection for hetero-
geneous IoT environment. In this protocol, the synchronous
key delegationmechanism is designed using a chaotic system,
i.e., Logistic Map, which ensures the unpredictable, unre-
peatable and determinate properties of the symmetric keys.
We comprehensively evaluate the security and efficacy of
the proposed protocol, and examine the resistance against
some harmful vulnerabilities. The result shows that our proto-
col outperforms the previous symmetric key-based work for
smart home systems.
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