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ABSTRACT Due to the air-to-ground line-of-sight communication links, it is challenging to deal with the
security threats in the wireless system with unmanned aerial vehicles (UAVs) integrated. In a UAV-enabled
mobile relay system, the paper proposes a novel cooperative communication scheme from a physical layer
security perspective to address the security issue. Specifically, in a mobile relay system where a UAV
relay is employed to forward confidential information between two ground users, an eavesdropper exists
on the ground wiretapping the relay UAV. To enhance the security performance of the system, we introduce
a friendly UAV jammer transmitting interference signals and confusing the eavesdropper. A secrecy rate
maximization problem is then formulated, subject to mobility constraints, power constraints on both UAVs
and the information-causality constraint on the relay UAV. To solve the non-convex optimization problem
with closely coupled variables, we decouple the problem into more tractable subproblems. An iterative
algorithm is thus proposed to optimize the transmit power and flight trajectory of both UAVs alternately
via the update-rate-assisted block coordinate descent and successive convex approximation techniques.
Simulation results demonstrate that proposed cooperative design can significantly improve the secrecy rate

of the UAV-enabled mobile relay system compared to benchmark schemes.

INDEX TERMS
communication.

I. INTRODUCTION

Unmanned aerial vehicles (UAVs) have the characteristics of
high mobility and line-of-sight (LoS) dominated UAV-ground
communication links. Compared to a simple terrestrial wire-
less system, UAVs can be deployed rapidly in a wireless com-
munication system to obtain better flexibility and a higher
achievable rate. Thanks to the advantages mentioned above
and the gradually decreasing cost of the UAV, UAV-enabled
communication systems have gained increasing interest in
recent years. Moreover, with the evolution of the 5G stan-
dard, the non-terrestrial network (NTN) will be the next hot
spot in the future, where UAVs will continue to play an
essential role in providing ubiquitous access. Much research
has been conducted on the UAV-enabled communication sys-
tem. UAVs can serve as stationary aerial base stations to
maximize the coverage for ground terminals [1]. The work
in [2]-[4] consider UAV-ground downlink communication.
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Y. Zeng et al. study UAV’s energy-efficient communica-
tion and flight strategy [2]. A multi-UAV network is pre-
sented in [3], where all UAVs serve as information sources.
Instead of throughput maximization, the goal in [4] is
minimizing the mission completion time of the UAV in
a multicasting system. In [5]-[8], UAVs are employed as
mobile relays in a communication system where the ter-
restrial channels suffer severe blockage. Zhang et al. pro-
pose an iterative algorithm to maximize throughput in a
UAV-enabled mobile relay system via successive convex
approximation and block coordinate descent techniques [5].
The work in [6] studies the optimum placement of a relay
UAV to enhance reliability. Joint trajectory and power opti-
mization is performed in a UAV relay network [7] to
minimize the system outage probability. Multi-UAV relay
system is studied in [8] considering two cases: a single
multi-hop link and multiple dual-hop links. Other appli-
cations of UAV in communication contain IoT-enabled
UAV [9], UAV-assisted backhaul in mmWave cellular net-
works [10], communications between cellular UAV and base
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station [11] and UAV-enabled data collection in wireless
sensor network [12].

However, the physical layer security problem in the
UAV-integrated wireless communications system needs to be
solved due to the broadcast and shared nature of wireless
channels. The dominated line-of-sight link in the UAV-to-
ground channel makes the security problem even more severe.
From a physical layer security perspective, security threats in
the wireless system with UAV integrated can be divided into
two main scenarios [13]. On the one hand, UAV-ground com-
munications are more prone than terrestrial communications
to eavesdropping and jamming attacks by malicious nodes
on the ground, and the corresponding problem is denoted
by securing legitimate UAV communications in the wireless
network. On the other hand, compared to malicious ground
nodes, malicious UAVs can launch more effective eaves-
dropping and jamming attacks to terrestrial communications,
which is denoted by safeguarding terrestrial networks against
malicious UAV attacks. By jointly optimizing trajectory and
transmit power of the UAV, [14] maximizes average achiev-
able secrecy rate in a single-UAV single-user broadcast sys-
tem with a ground eavesdropper. A three-terminal ground
wiretap system is considered in [15], where a jammer UAV is
introduced to transmit jamming signals to the eavesdropper
cooperatively. In [16], serving as a base station and a jam-
mer, respectively, two UAVs are deployed cooperatively with
multiple information receivers and multiple eavesdroppers.
The trajectory and transmit power of both UAVs are jointly
optimized to maximize the minimum average secrecy rate
over all information receivers (IRs), which ensures fairness
among ground terminals. A similar problem is formulated
under partial eavesdropper information in the scenario where
a single UAV still serves as a mobile base station [17].
In [18], two UAVs are employed as an information source
and a friendly jammer, respectively, with multiple ground
eavesdroppers. The trajectory and power for both UAVs are
jointly optimized to maximize the worst-case secrecy rate of
the system.

References [13]-[18] discuss the physical layer security
issue in their model where the UAVs are commonly used as
base stations. However, the mobile relay is another impor-
tant application for UAVs in UAV-enabled communication
systems [5]-[8]. The physical layer seissuescurity problem
in UAV-enabled relay systems is also urgent to be solved.
However, the UAV relay systems mentioned in previous liter-
ature [5]-[8] do not consider security issues. In [19], a ground
eavesdropper exists in the UAV mobile relaying system, but
the scheme in [19] only performs trajectory optimization for
a single relay UAV. The work in [20] jointly optimized tra-
jectory and power for a UAV relay. However, the model still
stays in the scene of a single relay UAV without introducing
the idea of cooperative communication.

To fill the vacancy in the research on the secure
UAV-enabled mobile relay system, we propose a novel
scheme where two UAVs are cooperatively deployed to
improve the security performance of the UAV-enabled relay

48944

communication system with a ground eavesdropper. In our
proposed scheme, the ground communication links suffer
severe blockage due to mountains, jungles, or other harsh
communication environments. One of the UAVs serves as a
mobile relay to enable the communication between a source
user and a destination user. An illegal eavesdropper on the
ground wiretaps the information forwarded by the UAV relay.
There is another UAV serving as a friendly jammer and trans-
mitting jamming signals to confuse the ground eavesdropper.
Our goal is maximizing the average achievable secrecy rate
in the UAV-enabled mobile relay system. In the cooperative
secure mobile relaying scheme, the data received by the relay
UAV from the information source need to be temporarily
stored in a buffer before being forwarded to the destina-
tion to exploit the movement-induced channel variations [5].
However, unlike some literature studying the strategy on
the buffer-aided relay [21], we focus on investigating the
cooperative communication scheme by utilizing the resources
on the UAVs, which include flight trajectory and transmit
power. We therefore formulate a simple but practical relay
buffer model, where the relay can only forward the data
that has been previously received from the source. In the
problem formulation, the relay buffer model is presented by
the information-causality constraint [5]. In the UAV-enabled
mobile relaying systems, the data may need to be buffered
for a longer duration for the relay to reach a better position
for information forwarding. Though a larger delay may have
to be tolerated by some of the packets transmitted, mobile
relaying with optimally designed power allocation and UAVs’
trajectory is able to achieve significant secrecy rate gains [5].
Besides, [22] points out that UAV’s movement may consume
much propulsion energy of the UAV, which leads to a new
fundamental energy tradeoff in UAV-ground wireless com-
munication. The cooperative secure relay enabled by the jam-
mer UAV and relay UAV consumes more propulsion energy
than single UAV schemes. In our present paper, we investigate
the proposed cooperative jamming scheme in a mobile relay
system to improve the security performance and draw insights
from the novel scheme, which brings significant secure per-
formance gains over single UAV schemes.

Then, we propose an effective algorithm to jointly opti-
mize the flight trajectory and transmit power for both UAVs
(i.e., the relay UAV and the jammer UAV) iteratively in an
alternating manner. The main contributions of this paper are
summarized as follows:

o This paper presents a novel cooperative design to
improve the physical layer security performance of the
UAV-enabled mobile relaying in a wireless communi-
cation system. In our proposed scheme, two UAVs are
employed with given maximum speed as well as initial
and final locations. The relay UAV enables the commu-
nication between source and destination while another
UAV serving as friendly jammer confuses the eaves-
dropper. We formulate an average achievable secrecy
rate maximization problem with joint optimization on
both UAVs’ trajectory and transmit power over all time
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slots, subject to mobility constraints, transmit power
constraints, and the information-causality constraint.

o The original problem is non-convex with closely cou-
pled optimization variables. To handle the complicated
non-convex problem, we decouple the original prob-
lem into four subproblems. However, the subproblems
with the information-causality constraint are still non-
convex. Thus, the successive convex approximation
technique is applied to transform the subproblems into
more tractable and convex forms, respectively, which
optimize the lower bound of the original subproblems.
With the solutions to the subproblems, we utilize update-
rate-assisted block coordinate descent method to solve
the subproblems iteratively in an alternating manner
until the increment of the average achievable secrecy
rate is below a threshold.

o The effectiveness of our proposed cooperatively joint
trajectory and power optimization scheme (denoted
by C-T&P in later sections) is validated by simu-
lations. Compared with three benchmark schemes in
two cases under different flight periods, our proposed
scheme obtains a significant and stable performance
improvement.

It is worth noting that there have been prior works
(e.g. [14]) on physical layer security in the UAV commu-
nication system. The work in [14] is introduced in the lit-
erature review. Although our proposed scheme is partially
enlightened by [14], we propose a novel cooperative jam-
ming scheme in the UAV-enabled mobile relay system from
a cooperative communication perspective. In our paper, dif-
ferent from the single-user single-UAV model in [14], the
UAV-enabled mobile relay system with the information-
causality constraint is investigated. From a cooperation
perspective, we also introduce a friendly jammer to coop-
eratively enable secure mobile relaying, which serves as a
fundamental difference from [14].

The rest of this paper is organized as follows. Section II
introduces the system model and presents the problem formu-
lation for secrecy rate maximization. In Section III, we decou-
ple the original problems into four subproblems and solve
them respectively. The overall algorithm is demonstrated at
the end of this section. Simulations results are presented in
Section IV to verify the effectiveness of proposed algorithms
compared with other benchmark schemes. Finally, we con-
clude the paper in Section V.

Il. SYSTEM MODEL AND PROBLEM FORMULATION

A. SYSTEM MODEL

As shown in Fig.1, we consider a UAV-enabled wireless
relay system where some confidential information needs to
be transmitted from the source S to the destination D via a
relay UAV R in the presence of an eavesdropper E. We assume
that S, D, E are on the ground with fixed locations, which
are known a priori. The direct links between ground ter-
minals are assumed negligible due to severe blockage. The
UAV mobile relay R is employed to enable communication
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FIGURE 1. An illustration of cooperative UAV-enabled secure mobile relay
system.

from S to D. To improve security performance in the system,
we introduce a cooperative UAV ] as a mobile jammer. The
jammer UAV transmits jamming signals to combat against E.
Although there is only one eavesdropper on the ground,
the system model can be regarded as a standard and integral
wiretap system as used in [14]-[16], [19], and [20]. The paper
attempts to investigate the effectiveness of the cooperative
UAV jamming scheme to improve security performance in a
mobile relay system, and we therefore choose a basic system
model to study the novel scheme. The proposed scheme and
algorithm in the manuscript can be further extended to the
scenario where multiple eavesdroppers exist.

Without loss of generality, we consider a three-dimensional
(3D) Cartesian coordinate system. The ground user j’s hori-
zontal coordinate is denoted by w; = [xj, yj]T in meter (m),
Jj € ({S,D,E}. Both UAVs are set to fly horizontally at
a constant altitude H in m with the pre-determined initial
location qq and the final location qr. In practice, the fixed
H could correspond to the minimum altitude that is required
for obstacle avoidance, and it also helps reduce energy con-
sumption in aircraft ascending or descending. The results in
this article can be extended to the case with varying altitudes
as well. To simplify the optimization problem, the UAV’s
flight period T is discretized into N equal-length time slots,
ie., T = NJ;, where §; denotes the elemental slot length.
The UAV’s trajectory over T can be constructed by using
line-segment to connect the optimized N discrete locations
qi[n] = [xi[n],yin)7, where i € {R,J}, n € N =
{1, ..., N}. The locations of each UAV in adjacent time slots
satisfy the following mobility constraints:

lgiln+11—qn* <L? n=1,...,.N—1, (la)
lai (11— qol®> < L% q;[N] = qir, (1b)

where L is the maximum horizontal distance that UAV R and J
can fly within one time slot under its maximum flight speed V
in m/s. For simplicity, we assume that the relay UAV R is
equipped with a data buffer of sufficiently large size, and it
operates in an FDD mode with equal bandwidth allocated for
information reception from S and transmission to D.

The ground-to-ground links between ground terminals,
ie., S-to-D link and S-to-E link are negligible due to
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severe blockage. Thus the UAV-enabled secure relay sys-
tem contains UAV-ground and UAV-to-UAV communication
channels. The Doppler effect caused by UAVs’ mobility is
assumed to be perfectly compensated. The free-space path
loss model is adopted in the channel between two UAVs with
the power gain at time slot n shown as below

po , neN
llqi (7] — g« [n]]]> 4 H?
where pp denotes the channel power at reference distance
dp = 1 m, d;+ denotes the distance from UAV i to another
UAV i*, i.e., UAV R to UAV J.

In general, the communication channel between the
unmanned aerial vehicle (UAV) and ground users (Gus),
denoted by UAV-to-ground communication channel in the
paper, includes both line-of-sight (LoS) and non-line-of-sight
(NLoS) paths. It is still challenging to find a generally appli-
cable channel model taking such effects into account [23].
Some literature uses the probabilistic LoS model [6], [8].
For the outdoor environment with few high obstructions,
there is a high probability of LoS link when the UAV oper-
ates at a sufficiently high altitude. Besides, to account for
fading effect, the Rician fading model is also commonly
adopted [24], which is characterized by a Rician factor to
represent the power ratio between the LoS signal component
and the scattered signal component. For the multi-path fading
environment with a large Rician factor, the LoS channel
model gives a reasonable approximation [25]. Therefore,
to draw essential insights and for ease of exposition in this
paper, we assume that both uplink and downlink UAV-to-
ground communications are dominated by LoS links. For
the LoS-dominated UAV-to-ground communication links,
we adopt the free-space path loss model as used in [3]-[5],
[12], and [14]-[17]. It is worth mentioning that the free-space
path loss model is one of the considered models in the recent
3GPP specification [26]. In the paper, the path-loss model
assumes the path-loss exponent equal to 2, which is a typical
large-scale path-loss exponent for the free-space propagation
environment. The power gain of the UAV-to-ground channel
at time slot n can be written as

hij[n] = pod;; > [n] =

hipe [n] = pod;? [n] =

£0

i —wizem "N

where pp denotes the channel power at reference distance
do = 1 m, dj; denotes the distance from UAV i to a ground ter-
minal j. dy is the close-in reference distance, which should be
at the far-field of the antenna and determined from measure-
ment close to the transmitter. There are three transmitters in
the proposed scheme: the information source, the UAV relay,
and the UAV jammer. The transmitters in the information link
have limited transmit power. The coverage region of the UAV
relay is also limited in our proposed mobile relay system.
The communication scenarios considered in this paper can
be compared with microcells, where the coverage radius is
approximately 100m to 1000m. The UAV-enabled system
usually uses the carrier frequency given in the 802.11, LTE,
or 5G standard, where 1m is a typical reference distance.
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In addition, compared with the system in the paper, a lot of
references in the paper investigating the UAV-enabled com-
munication models with similar system scale [3]-[5], [12],
and [14]-[17]. To make the comparison of simulation results
in our proposed scheme with the benchmark schemes more
convincing, we consider adopting the generally used refer-
ence distance dy = 1m.

The communication links in the UAV-enabled secure relay
system are classified and handled as follows: 1)Legitimate
information links: S-to-R and R-to-D. These two links form
a dual-hop mobile relay communication link; 2)Eavesdrop
link: R-to-E. The ground eavesdropper E wiretaps the UAV
relay R; 3)Jammer links: J-to-E, J-to-R, and J-to-D. The
signal transmitted by the UAV jammer J is regarded as noise
for other terminals, i.e., R, D, and E.

Let P and P; denote the transmit power of the relay
UAV R and the jammer UAV J, respectively. In time slot n,
UAV R forwards the information signal, while UAV J trans-
mits the jamming signal. Pg and P; are subject to both
average and peak power constraints as follows

N
> Pgln] <NPg, 0<Pg[n] <Prmax. n€N, ()

n=1

N
Y Pjlnl <NPj, 0<P;(nl<Pima, n€N, (2b)

n=1

where Px < Pg, and P; < P; . In the proposed
scheme, the average power constraint on the UAV is mean-
ingful. The maximum power constraint is a direct power
constraint for each time slot in the optimization problem,
which is related to the limitation of the real-time trans-
mit power of the device. However, the average power con-
straint is actually a limitation on the total power over the
entire process of the optimization problem, which is also
corresponding to the energy-efficient consideration in the
system [5], [14], [16], [19], [20], [23], [27]. In our paper,
we propose a cooperative security scheme to improve the
secrecy rate in the UAV-enabled mobile relay system and
schemes in [14], [19], and [20] are also the benchmarks in the
simulations. We assume that the transmit power of source S
is a constant denoted by Pg greater than Pg . and Py, .
The maximum transmission rate from S to R in
bit/second/Hz (bps/Hz) for slot n can be expressed as

Pshsg [n) )

—_— 3)
Py nlhygr[n] +1

Rg [n] = log, (1 +

’\”* — Y0 PROY . P
where h;; [nA] Ta—a T [nlllz;er ,L,i* € {J,R},i # i*,
no€ N hylnl fatwr € URLJ €
{S,D,E},n e N;o? denotes the noise power and yy = %.
Similarly, the achievable rate from R to D at slot n can be

expressed as

“

Pg [n] hgp [n] )
Py[nlhpnl+1)°

Rp [n] = log, (1 +
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and the achievable rate of wiretapping channel R-to E in
bps/Hz at time slot n can be written as

Pg [n] hge [n]
Py nlhyg [n] + 1

In practical situations, at each slot n, the relay UAV R
can only forward the data that has already been received
from S. Thus, the information-causality constraint introduced
in section I is imposed on the relay UAV R by assuming that
the processing delay at R is one slot [5].

Rg [n] = log, (1 + (5)

n n—1
S Rplil <Y Rplil. n=2.....N. 6)
i=2 i=1

We adopt average achievable secrecy rate as the mea-
surement of system security performance. With (4) and (5),
the average achievable secrecy rate of the cooperative
UAV-enabled relay system in bps/Hz over N time slots is
given by

1 N—1
Ryee = — ; [Rp [n] — Re [n]]™, ©)

where [x]T £ max (x, 0).

B. PROBLEM FORMULATION
Taking the information-causality constraint (6) into account,
we aim to maximize the average achievable secrecy rate (7)
by jointly optimizing trajectory and transmit power for both
the relay UAV and the jammer UAV over all time slots. The
optimization problem is formulated as
N-1
(P):  max > (Rp[nl— Re[n])
Qs.Qr.Ps.Py prt

s.t. (1a), (1b), (2a), (2b), (6),

where the operation [-]T is omitted. Since we can guarantee
non-negativity on each term in the summation through setting
P R [I’l] =0.

(P1) is a non-convex optimization problem and therefore
can not be directly solved with standard convex optimization
techniques. To solve (P1), we need to tackle the following dif-
ficulties: 1) In objective function and constraints of (P1), both
the numerator and the denominator of the fractions in Rp,
REg, and Rg have trajectory and transmit power optimization
variables; 2) the non-convex information-causality constraint
is tough to handle, which makes our problem (P1) more
difficult to tackle; 3) the objective function is not concave
though the [-]* operation is removed.

Ill. PROPOSED SOLUTION FOR (P1)

In this section, we apply update-rate-assisted block coor-
dinate descent and successive convex approximation tech-
niques to propose an effective algorithm sloving problem
(P1). Problem (P1) is decoupled into four subproblems to
optimize relay UAV’s trajectory Qg, jammer UAV’s trajec-
tory Qy, relay UAV’s transmit power Pr and jammer UAV’s
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transmit power P;. By introducing an update rate A, the opti-
mization variables can be optimized alternately in an iterative
manner until the algorithm converges.

According to the system model and proposed scheme,
we choose to divide the problem into four subprob-
lems, which is necessary for the following reasons. First,
the resources on UAVs are distinguished. It is common
to split the transmit power and flight trajectory of a UAV
into two groups of variables and optimize them respec-
tively, [5], [16], [23], [27]. The problem of simultaneously
optimizing the power and the trajectory usually has fractions
with both the numerator and the denominator containing the
trajectory and transmit power optimization variables, which
is usually non-convex and even not a fractional program-
ming problem. We therefore consider optimizing the transmit
power and trajectory respectively instead of simultaneously
optimizing all the resources on a UAV. Second, the roles of
UAVs are distinguished. There is also a method to divide the
original problem into two subproblems. That is optimizing
the power and trajectory of all UAVs, respectively. In this
method, we can regard the power optimization of all UAVs as
a subproblem while the trajectory optimization of all UAVs
as another subproblem. Though the UAVSs’ trajectories can be
optimized simultaneously [27], the UAVs are set with similar
functions in the flight mission. In [27], all the UAVs are
deployed as aerial base stations. However, in our proposed
scheme, the UAVs have different roles: the jammer and the
relay. It is unreasonable to optimize the same resource on
all UAVs containing different roles at the same time. Thus,
the author splits the problem into four subproblems to distin-
guish the roles of UAVs and the resources on UAV [15], [18].
This partition can also be further applied to the multi-jammer
or multi-relay scenarios, where the four subproblems are
the trajectory optimization for all jammer UAVs, the power
optimization for all jammer UAVs, the trajectory optimiza-
tion for all relay UAVs, and the power optimization for all
relay UAVs.

A. OPTIMIZING RELAY UAV’s TRANSMIT POWER Pg

For any given relay UAV’s trajectory Qg, jammer UAV’s
trajectory Qy, and jammer UAV’s transmit power Py,
the original problem (P1) can be recast as

N
(P2) : max Z [log, (1+anPg [n])—log, (1 + byPy [n])]

n=1
(8a)
n n—1
st Y logy (1+aiPlil) <Y Relil,
i=2 i=1
n=2,....,N, (2a), (8b)
where a, = — %ol — _ Iggln]
" Pyl T T Py g1

If (8b) is removed, subproblem (P2) has a closed-form
solution [28]. However, the additional information-causality
constraint makes (P2) a non-convex problem. To handle
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the non-convexity of (8b) and (8a) with respect to Pg,
the successive convex approximation technique is applied.
—log, (1 + b, P, [n]) and log, (1 + a;P, [i]) can be replaced
by their respective convex lower bound and concave
upper bound at a given local point. Denote P’r‘ =
{PE[n].,ne N} as the result of relay UAV’s transmit
power after kth iteration. By using the property that
the first-order Taylor approximation of a convex func-
tion is a global under-estimate [29], we have following
inequalities:

—logy (1 + byPrln]) = A [n] (Pr[n] = P [n]) + B [n]
(9a)
log, (1 +aiPrlil) = C* 1] (Prlil - Pklil) + F* [i]
(9b)
k — 7bn ks — ai
where A%[n] = In2(1+b,Pk[n1)’ = In2(1+a;P&[i)’
B* [n] = —log, (1 + byPk [n]), F¥ [i] = log, (1 + biPk [i])
With (9), the problem (P2) can be reformulated as

N
() : max 3 {log (1 +anPy [nl) + A [n] Py n

n=1

(10a)

S.t. Xn: (c" [i] <PR i1 — Pk [i]) + Fk [i])

i=2

n—1
<Y Relil,

n=2,...,N. (). (10b)

For any existing relay UAV’s transmit power {P],‘Q [n]},
the left-hand side (LHS) of constraint (8b) is upper bound
by the LHS of (10b), and (P2’) maximizes the lower bound
of the objective function of its original problem (P2). Thus,
the objective value of (P2) is lower bounded by that of the
problem (P2’). Moreover, since the first-order Taylor expan-
sions in (9) suggest that the objective value of (P2) at Pll‘e
is the same as that of (P2’), which means that the objective
value of (P2) with the solution obtained by solving (P2’)
is always no less than that with any Pfe in each iteration.
Note that (P2’) is a convex optimization problem and can be
efficiently solved by existing convex optimization tools such
as CVX [30].

B. OPTIMIZING JAMMER UAV’'s POWER P,

Knowing the jammer UAV’s trajectory Qy, the relay UAV’s
trajectory Qg and transmit power Pg, problem (P1) can be
recast as

N
Cn
(P3) : max |:10 (1+—>
P, ; 20 T apr i+

€n
~loe (1 e 1” (1
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ci
t. 1 1+ —
v §°g2< +glPJ[z]+1>
n—1

li
< I 1+ —
Zogz( +mPJ[1]+1)

i=1

n=2,...,N, (3b), (11b)

where ¢, = Pg [n] hgp [n], gn = hyp [n], en = Pr[n] hge [n],
fu = hyg [nl], l; = Pshsg[il, mj = hyg[i] are constants in
subproblem (P3).

Similar to (P2), we apply successive convex approxima-
tion technique to deal with the non-convex objective func-
tion (11a) and the information- causality constraint (11b).
log, (1 + W) and log, (1 + m are convex
function as ¢, g, li, m; > 0, thus we can use the first-order
Taylor approximation to find their lower bound and obtain
following inequalities

Cn
1 14—
°g2< TP [n]+1>
> G* n] (P n) = P§ 1)) + 1 [n) (12a)
l;
fog: (1 TPy i+ 1)
= 150 (Po 1= P510) +M* ) (12b)
where G* [n] —Cnn *n =

lnz(gnp,;[n]"l'])(gnp,;lnl"l‘cn'f']) ’

ki _ li
10g2 <1 + W M [l] = ]0g2 1 + m),

k _ —lim;
L% [n] = In2(m; PX [11+1) (mi PA [1]+14+1) ©

With (12), the problem (P3) can be reformulated as

N
5 . k
P3°): nll)zjlxl; {G [n] Py [n]

€n
e (1 e 1)} (o
n ¢
s loxs (HglPJ [z]+1>
< L5 (P 1= P 101) + M* [0,
n=2,...,N, (3b). (13b)

(P3’) has a concave objective function and convex con-
straints. Thus, (P3’) is a convex optimization problem and
can be efficiently solved by CVX. Similar with section III-A,
it can be shown that the objective value of (P3) with the
solution obtained by solving (P3’) is always no less than that
with any PIJ‘ and the optimal value of transformed problem
(P3’) serves as lower bound for that of original problem (P3).

C. OPTIMIZING JAMMER UAV's TRAJECTORY Q,

The trajectory optimization problems with fixed transmit
power in our model have a more complex objective func-
tion and optimization constraints compared with the previous
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power optimization problems. For any given relay UAV’s
trajectory Qg and both UAVs’ transmit power Pg, P;, we can
derive following jammer UAV’s trajectory Q; optimization
subproblem (P4):

N
C
(P4) Héaxz logy | 1+ APy [nl; 1
! =l T il—wol27H2 T
€n
las[n]—we |2 +H?
(14a)
n c:
l
S.t Zlogz 1+ 0P T] 1
i=2 las[i1-wp > +H?
n—1 I
l
= ZIOgZ I+ 2oPy i +1 ’
i=1 llas [i1—qr (12 +H?
n=2,...,N, (),i=J. (14b)

By introducing slack variables S,V, U, Rf)l“"k as follows:
S = {shl=l@hl-wpl*+H* neN}, V =
vinl=llgs (1] —qr[n]I> + H*, n e N}, U = {uln] =
la [n] = wg |2 + H2, n € N}, Ry = {Rp™ [n] n e
N }, problem (P4) can be expressed as

N
(P4.1) : max Z {Rﬁ“‘vk’J [n]

slack ,J
Q/.S.V,URk =

én
“log, (1 + ”,—)} (15a)
[n]
Ou[iz]n +1

s.t.s[n] — llqs [n] — wp|> — H? <0,

vn, (15b)
las [n] — well* + H? —u[n] <0,
Vn, (15¢)
v[n] = llas (7] — qr [n]]> — H? <0,
vn, (15d)
n
ZRgack,J [l]
=2
ilog <1+—li ><0
- 2 *oPI ] =
i=1 Ov[i]l +1
n=2,...,N, (15e)
slack,J Cn
R [n] <log, (1 + TPl T n 1)
s[n]
n=2,...,N, (1),i=1J. (15¢)

It can be verified that at the optimal solution to prob-
lem (P4), constraints (15b), (15¢), and (15d) must hold with
equalities, since otherwise u [n] can be decreased to improve
the objective value and s [n], v [n] can be increased to relax
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constraint (15e) and (15f) which means (P4.1) can be further
optimized. Thus, the optimal value of (P4) is lower-bounded
by that of (P4.1) owing to slack variables Rg‘wk’]. However,
(P4.1) is still a non-convex optimization problem due to
non-convexity on the second term in summation function

log, (1 + W’,‘”H) and left-hand side of constraints (15b)
uln]

and (15d). Define Q§ = {ql} [n]l,neN } as a given initial

trajectory of relay UAV J in the k + 1-th iteration. Succes-

sive convex approximation technique is applied where terms

log, 1+W¢ﬂ+1 , —llas [n] — wpl|?, and —|Iq/ [1n] —
uln]

qr [n]]|? are replaced by their respective concave upper bound
at a given local point as follows

log, (1 + M+]+l) < WE ] (wlnl = o (1)

uln]

+Xx*n, (16a)
—llas [n] —wpl* < Y*[n], (16b)
~llqy [n] — qr [n1II* < Z* [n], (16¢)

enyoPy(n]
In2(uk [nl+yo Py [n]) ((entDuk [n14-yo Py [n])

where W¥ [n]

k _ enuf[n] k _ 2
X n] = log, (1 + 4t ) rd = oy el 2
YE[nl = lgt 1l — 2[d% (n] — wp]" @ [n] — Ilwpll?,
Z¥[n] = |1q} (12 —2[d} [n] — qx (1] @y (] — llag (21112

With (16), problem (P4.1) can be recast as

N
3 (Rg“”"*’ [n] — W* [n] u [n]>

P4.2) : max
QJ‘S,V’U’Rgack.J =
(17a)
st.s[n]+ Ye[n] —H> <0, Vn, (17b)
vinl+ Z¥[nl— H?> <0, Vn, (17¢)
(15¢), (15¢), (150), (1), i=J.

Note that (P4.2) is a convex optimization problem which
can be efficiently solved by the interior-point method. As a
result, the slack problem (P4.1) is approximately solved based
on the optimal solution to (P4.2). The optimal value of
(P4.2) serves as a lower bound for that of (P4.1). Meanwhile,
the optimal value of (P4) is lower-bounded by that of (P4.1).
It can be shown that the resulting optimal values of (P4.2)
are no less than that with any Q§ and further upper-bounded
by the optimal value of (P4). Thus, the original problem (P4)
can be approximately solved by solving (P4.2) iteratively. The
current optimal solution gradually approaches the optimal
solution to (P4) as the number of iterations increases. Fur-
thermore, the iteration will eventually converge to the point
that satisfies the Karush-Kuhn-Tucker (KKT) optimality con-
ditions of the original problem (P4) [17].

D. OPTIMIZING RELAY UAV’s TRAJECTORY Qp
For any given jammer UAV’s trajectory Q; and both UAVs’
transmit power Pg, P;, we can derive following optimization
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subproblem on the relay UAV’s trajectory (P5):

N
1
(P5) : max |:lo (1 + o )
Qx ; %2 "llqr [n] — wp|? + H?
1
—log2 (14 )}
® ( "lar (] = we P +
(18a)

s.t. Zlogz <1+

1
"lqr [i] — wpl12 + H2>
A0

— Ps [ ws e
= Z ]0g2 I+ [n] Ao
i=1 Pr I i —asmE
n=2,....N, (),i=J (18b)
where o, = — L&l PrIno ape constant in

Pynlhyplnl+1 Py nlhyg[n]+1

this subproblem.

The optimization problem (P5) has a non-concave objec-
tive function in (18a) and a non-convex constraint in (18b),
thus (P5) is difficult to solve directly. Moreover, trajectory
optimization variables Qg exist in both the numerator and the
denominator of the fractions in the right-hand side of (18b),
which makes our problem (P5) tough to tackle.

To facilitate solving subproblem (P5), we introduce slack
variables {t [n]}, {x [1]}, {y [n]} and L Relack-R ]}. With these

slack variables, we can transform the problem into a more
tractable form:

N

Z {Rﬁack,R [n]

n=1

1
_1°g2<1 +“”H2+t[n]>}

P5.1): max
Qr,T.X, Y, RjykR

(19a)
st.t[n] < |lqr [n] — well?,  Vn,

(19b)
ZR‘Z“C" i< Z — (x[n]—y[nl),
n—2,...,N, (19¢)
Pshgg [n] + Py [n] hyg [n] 4+ 1 > &1,
Vn, (19d)
Prnlhginl+1 <™, vn,  (19)
Rguck,R

510g2(1+(¥n
n=2,...,N,

1
gz [i1 — wp||? +H2)
(1),i=J, (196)

where X = {x[n],neN}L Y = {ynl,neN}, T =
{t[n),n e N} RYCR = IRN“Rn] ne NI

The transformed problem (P5.1) is still a non-convex prob-
lem due to non-convexity constraints (19b), (19d), (19¢), and
(191). Similar as the analysis in section II part C, (19b), (194d),
and (19e) must hold with equalities at the optimal solution
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and (P5.1) serves as lower bound to the original problem (P5)
owing to slack variables R5/“*K

Then we focus on tackling the non-convex constraints
in (P5.1). In the following formulas, q§ [n] is a given initial
location of relay UAV J in the k 4 1-th iteration on time slot
n defined by Q% = {qk [n].n e N}

First, successive convex approximation technique is
applied on (19b). We can derive the following inequalities by
utilizing the first-order Taylor expansion of ||qg [n] — WE 1K
with respect to qg [i]:

lag (1] — well> > I [n]
2 |igk [n]

T
+2(ak i - we) (aglnl - dklnl).  C0)

With (20), (19b) can be substituted by the convex con-
straint (21). The left-hand side of (21) is an affine function.:

2
—wgl

tln]—rkm <o (21)

il JR [n] and
) are convex function of their

Second, it can be shown that ilgR [n],
log, (1 + O o T
corresponding norm term ||qg [n] — q7 [n]||2 and ||qr [1n] —
wp||2. Thus the first-order Taylor expansion can be applied
on (19f) and (19d) with respect to their norm term ||qg [1] —
q [n]||2 and ||qg[n] — WD||2 to obtain the convex lower
bound.

Ao ~ b
>h
—W5||2+H2_ SR[]

200
Ik [n] — wsl|? + H?
o (lgr [n] = ws|)* + H?)
(llak [n] — ws |2 + H2)°

A0 b
@ P+ a2 = el
210

lqk [n] — qy [A]]1% + H?
o (llgr [n] — qy [n]]* + H?)

(Igs [n] — q [n1]12 + H2)?

1 “
lo | Y ) R
g2< "llag [n] — wD||2+H2

A
=log, [ 1 4+«
( "llak [n] - an2 +H2>

—a,/In2

1 + (07 +
" gk n1—wpl2+H?

hor ) = Tl

[I>

(22a)

hor ) = T =

(>

(22b)

—wpl? = gk [n] — wp|I?

wpl|2 + H?

llqr [7]
X 3
lag [2] —
With (23), constraint (19f) can be transformed to

(23)

RIER < Rb 1) (24)
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(24) has only affine functions on both sides, so it is con-
vex. For (19d), combined (22) with constants in the original
inequalities, we can derive following inequalities

Pshis, [n] + Py [n] k% [n] + 1 — e > 0. (25)

It can be observed that the left-hand side of (25) is
jointly concave with respect to optimization variables qg [7]
and x [n]. After the previous processing, only constraints
(19e) are left to handle. We introduce slack variables ® =
{enl = llqr [n] — qy [n]]| + H*,n € N'} to transform the
difference of two convex functions in (19¢) into the following
inequalities.

yoPy [n] | < oM
@ [n] -
g ] — qu [n]ll + H> — ¢ [n] > 0 (26b)

It can be shown at the optimal value of (P5.1), (26b) must
hold with equality. Otherwise ¢ [n] can be increased to relax
constraint (26a), which further relax original constraint (19e).
However, though (19¢) has been transformed, (26a) and (26b)
are still non-convex. We apply successive convex approxima-
tion technique on them respectively by utilizing the following
inequalities:

(262)

Pkl
= & (vl = [l + 1)) 7a)
gz [n] — q/ [n]]]

> A" [n] = lla [n] — q ]
T
+2(ak i —asin1) (aglnl —aknl). @7b)

Combined with (27), (19¢) can be replaced by convex
constraints as follows

M +1< eyk[n] (y [n] — yk [n] + 1) . (28a)
@ [n]
@[n]— A [n] < 0. (28b)

According to the above transformation, the non-convex
constraints in (P5.1) are replaced by transformed convex
constraints and (P5.1) is therefore recast as

N
slack ,R
(P5.2) : max {R‘ -
Qg T.X, Y, Rilack-R ng; D

1
~log (1 Tl +r[n]>}
st (190), 1), (24), (25), (28). (1),

i=R. (29)

As a result, the optimal objective value of (P5.2) serves
as a lower bound for that of the slack problem (P5.1). Then
(P5.1) can be approximately solved based on the optimal
solution to (P5.2). At the same time, the optimal value of
(P5) is lower-bounded by that of (P5.1), while the resulting
optimal values of (P5.2) are no less than that with any Qfe
and further upper-bounded by the optimal value of (P5).
The above analysis illustrates that the convergence of the
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proposed algorithm to (P5) theoretically, and the original
problem (P5) can be approximately solved by solving (P5.2).
Note that (P5.2) is a convex optimization problem and can
be efficiently solved by the interior-point method. Similar
to section III-C, the original problem (P5) can be solved by
iteratively optimizing (P5.2) until achieving the convergence.

Algorithm 1 Proposed Iterative Algorithm C-T&P for (P1)

1: Initialize relay UAV’s trajectory Q%, jammer UAV’s tra-
jectory Qg, relay UAV’s transmit power PO, jammer
UAV’s transmit power P, update rate n and iteration
times k = 0.

2: repeat

33 Setk=k+1,n=n/(04+(k—1)*&).

4:  Given feasible solution Pk*1 Pk*1 Qk*1 Qk*1>,

solve problem (P4 2) and obtam correspondmg opti-
mal solution Q¥ 7, then update the current solution as

QJ _77<QJ_QJ >+QJ

5. Given feasible solution (Pf{l, Pﬁfl, Qf{l, Qﬁ),
solve problem (P5.2) and obtain corresponding
optimal solution Qfe’ then update the current solution
as Q=1 (Qk - Q') + Qi "

6:  Given feasible solution Pk_1 Pk_1 , QK. Qﬁ , solve
problem (P3’) and obtain correspondlng optimal solu-
tion P then update the current solution as Pk =

k k—1 k—1
n (B -P) + P

7. Given feasible solution Pk -1 Plj, Qk, QIJ‘), solve
problem (P2’) and obtain corresponding optimal solu-
tion PR, then update the current solution as (-

k k—1 k—1
QPR —Pi) P

8:  Calculate and update objective value in (P1) with cur-

rent optimal solution.

9: until the increase of the objective value in (P1) is less
than a threshold ¢.

E. OVERALL ALGORITHM

In the previous section III-A, B, C, and D, we have obtained
solutions for four subproblems, respectively. Based on the
solutions to the subproblems, we apply block coordinate
descent method to solve (P2’), (P3’), (P4.2), and (P5.2)
alternately in an iterative manner and the original problem
(P1) is thus solved approximately. The proposed algorithm
terminates when the fractional increase of the objective value
is below a given threshold ¢ > 0. The convergence of
Algorithm 1 is proved by reference to [3] shown in (30)-(34)
this section. The proposed algorithm generally converges
to a locally optimal solution. In our proposed scheme,
the algorithm applying the update-rate-assisted block coor-
dinate descent and successive convex approximation tech-
niques is a heuristic algorithm. Thus, the global optimality
cannot be guaranteed [5]. Decoupling the original problem
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weakens the relevance of variables in different subproblems.
Thus, we introduce update-rate inspired by learning-based
algorithms. The update rate in our proposed algorithm is
denoted by n € [0, 1]. In k-th iteration, the n is updated
by n = n/(1 + (k — 1) * &). With the introduction of
parameters, the solutions of the subproblems can be cor-
related to avoid updating too fast in a set of optimization
variables. Take variables Pr as an example, with the solution
to relay UAV R’s power optimization subproblem in k + 1-th
iteration f’ll‘;’l [n], the current solution is set as Pfe“ [n] =
n (13?1 [n] — P§ [n]) + ije [n]. The details of the proposed
joint trajectory and transmit power optimization algorithm in
the cooperative UAV-enabled secure mobile relay scheme are
summarized in Algorithm 1.

Here we discuss the convergence of Algorithm 1. In the
classical block coordinate descent method, the sub-problem
for updating each block of variables is required to be solved
exactly with optimality in each iteration in order to guarantee
the convergence [31]. However, in our case, for the optimiza-
tion subproblems (P4), (P5), (P3), and (P2), we only solve
their approximate problems (P4.2), (P5.2), (P3’), and (P2’)
optimally. Thus, the convergence analysis for the classical
coordinate descent method cannot be directly applied, and
the convergence of Algorithm 1 needs to be proved, as shown
below.

Define

1b,k k

R} 1 (Qu Qr. Py PR) = R 0
Ib.k k

RR 1raj Q1. Qr. Py, Pr) = Ry 11
lb k k
Ry ow (Qr, Qr. Py, PR) =R /.
lb k k
R POW (Q]7 QRv PJs PR) RR,p()W’

where RY 7 traj? Rﬁ‘e raj> R§ o> and RR o are respectively

the objective values of problems (P4.2), (P5.2), (P3’), and
(P2’) based on Qy, Qg, Py, and Pg. First, in the step 4 of
Algorithm 1, it follows that

k Wk pk pk) @ RIb-K k
R(Q%. Qk. ). Ph) € RV, Q,,QR,P,,PR)

)
Qk+l QR’ P’}, Pk)

W [n] i [n] — X* [n])

(©
=Rr(Q +1,Q§,P§,P§;) (30)

where (a) holds since the first-order Taylor expansions
in (16a), (16b), and (16c) are tight at given local points,
respectively, which means that problem (P4.2) at Q§ has the
same objective value as that of problem (P4); (b) holds since
in step 4 of Algorithm 1 with given Q%, PX, and Pk , problem
(P4.2) is solved optimally with solution Q"/ + ;(0) holds since
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the objective value of problem (P4.2) is the lower bound
of that of its original problem (P4) at Qﬁ“. The inequality
in (30) suggests that although only an approximate opti-
mization problem (P4.2) is solved for obtaining the jammer
UAV’s trajectory, the objective value of problem (P4) is still
non-decreasing after each iteration.

Second, for given Qﬁ“, PIJ‘, and P§ in step 5 of
Algorithm 1, it follows that

@)

R(Q 0l P ) R (011 0l B TY)
© bk k+1 k+1 pk pk
SRRtmj((l—i_ Q+ PJ’PR>
)
< R(Q. Q. k) G

which can be similarly shown as in (30). In (31), (d) holds
since the first-order Taylor expansions in (20), (22), (23), and
(27) are tight at given local points, respectively, which means
that problem (P5.2) at Qlfe has the same objective value as that
of problem (P5); (e) holds since in step 5 of Algorithm 1 with
given Qﬁ“, P’}, and sz’ problem (P5.2) is solved optimally
with solution Q]I‘eﬂ; (c) holds since the objective value of
problem (P5.2) is the lower bound of that of its original
problem (P5) at Q],‘Q,‘H. The inequality in (31) suggests that
although only an approximate optimization problem (P5.2)
is solved for obtaining the relay UAV’s trajectory, the objec-
tive value of problem (P5) is still non-decreasing after each
iteration. Next, for given Qﬁ“, ],‘QH, and Plfe in step 6 of
Algorithm 1, it follows that

R(Qk+1’Qk+1’PIJ<,Pll<?>
_ Ribk (Qk+1 Qk+1 Pk Pk)

J,pow
lh k k+1 k+1 pk+1 pk
J ,pow (Q Q P P )
<R <Q§+1, Qi Pyt P) (32)

which can be similarly shown as in (31). Then, for given
QkJrl Qk‘H and P§+l in step 7 of Algorithm 1, it follows
that

<Qk+l Qk+1 Pk+1 Pk)
_ Rlbk <Qk+1 Qk+1 Pk+1 Pk)

R,pow
Ib.k
< Rk <Qk+1 Q! it Pk+1)
< R(QF QL P i) (33)

which can be similarly shown as in (31). Based on (30), (31),
(32), and (33), we obtain

k ok pk pk k+1 k+1 pk+1 pk+l
R Q). Qk.P5 Pk) < R Q5. QF PEH PE)
(34)

which indicates that the objective value of the problem (P1)
is non-decreasing after each iteration k of Algorithm 1. Since
the objective value of the problem (P1) is upper bounded
by a finite value, the proposed Algorithm 1 is guaranteed
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to converge. Simulation results in Section IV show that the
proposed algorithm converges quickly for our considered
setup.

Furthermore, for the complex NP original problem,
the common globally optimal algorithm, such as branch and
bound method, has exponential complexity. Since only con-
vex optimization problems need to be solved in each itera-
tion of Algorithm 1, the proposed algorithm has polynomial
complexity O [LiteKN 7/ 2], [15], [18], [29] where L;;, denotes
the iteration number of Algorithm 1. Algorithm 1 can be
practically implemented with relatively fast convergence for
wireless networks containing a moderate number of devices.

IV. SIMULATIONS

In this section, simulations are implemented to validate
the effectiveness of our proposed cooperative UAV-enabled
secure mobile relaying design. The proposed algorithm per-
forms joint trajectory and transmit power optimization for
both the relay UAV and the jammer UAV. Simulations results
show the effect of our proposed cooperatively joint trajec-
tory and power optimization scheme (denoted by C-T&P in
this section). Besides, we introduce following three bench-
mark schemes as comparison: joint trajectory and power
optimization for single relay UAV without the friendly jam-
mer (denoted by S-NJ), joint trajectory and transmit power
optimization for both the relay UAV and the trajectory opti-
mization for the jammer UAV with fixed transmit power
(denoted by C-T/NP), and joint optimization for the relay
UAV and power control on the jammer UAV with fixed-line-
segment trajectory (denoted by C-LT/P). Especially, in S-NJ,
we set P; = 0 and then solved (P2) and (P5) iteratively
until convergence, where P; = 0 represents there is only
one UAV, i.e., the relay UAV in this single UAV scheme.
In C-T/NP, we solved (P2’), (P4.2), and (P5.2) iteratively
in an alternating manner to cooperatively optimize the flight
trajectories of the jammer UAV and the relay UAV and trans-
mit power of the relay UAV until convergence. The jammer
UAV’s transmit power is fixed at the average power P;. C-
T/NP can be regarded as an incompletely cooperative scheme
where the power resource of the jammer is partially limited.
In C-LT/P, (P5.2), (P3’), and (P2’) are solved iteratively
till convergence. The jammer UAV’s trajectory is fixed-line-
segments connected the initial locations to the final locations.
This scheme can be used in a situation where the mobility of
the UAV jammer is restricted.

We consider two practical cases where UAVs have dif-
ferent initial and final locations, denoted by Case 1 and
Case 2, respectively. In Case 1, two UAVs have adja-
cent initial/final locations set as qgo = [155,250]7 m,
qrr = [155, —=2501" m, qj0 = [145,250]" m, and q;r =
[145, —250]T m. The connecting lines between each UAV’s
respective initial and final locations are perpendicular to
the connecting line between source S and destination D.
In Case 2, the respective initial/final locations of both UAVs
are on a parallel line of the connecting lines between S and
D with the coordinates set as qrg = [—100, O]T m, qrr =
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FIGURE 2. Trajectories of the proposed scheme and the benchmark
schemes in case 1.

[400, 017 m, qy0 = [—100, —10]" m, q;r = [400, —10]" m.
In all schemes of two cases, the UAVSs’ trajectories are initial-
ized by line-segments trajectory connecting their initial loca-
tions to final locations respectively, while the power of the
UAV is initialized by the average transmit power Pg and P;
for the relay UAV and the jammer UAV, respectively. Other
parameters in the simulations are set as follows: H = 50m,
V = 10m/s, §; = 1s, ws = [0,0]" m, wp = [300, 0]7 m,
we = [125, —50]" m, yo = 80dB, Pg = 10dBm, Pgmax =
4Pr = 16dBm, P; = 10dBm, Pjmax = 4P; = 16dBm,
Pg = 30dBm, n = 0.5, &£ = 0.08, and ¢ = 10~%.

A. SIMULATION RESULTS FOR CASE 1

1) UAVs' TRAJECTORY FOR DIFFERENT SCHEMES

As a common optimizing operation in the UAV-enabled
mobile relay system, the relay UAV R’s trajectory and trans-
mit power are jointly optimized in all mentioned schemes.
In our proposed cooperative jamming scheme, the jammer
and the resources on it are the variables to focus on in
simulations. For the jammer UAYV, trajectory optimization is
performed in two schemes: C-T&P and C-T/NP. We demon-
strate the trajectories of UAVs for all mentioned schemes with
different flight period T in Fig.2. The S (source), D (destina-
tion), and E (eavesdropper) are marked in the figure by the
circle, star, and square, respectively. It can be drawn that the
minimum flight period is 7 = 50s, where UAVs in different
schemes fly in similar trajectories from their initial points
to the final points straightly at maximum speed. We adopt
T = 60s and T = 180s in our simulations to represent
insufficient and sufficient mission time, respectively.
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For the simulation results of our proposed scheme
C-T&P, the trajectories of two UAVs in Fig.1 can be divided
into three stages: 1) both UAVs fly to their quasi-stationary
areas at maximum speed; 2) both UAVs fly at low speed
in the path near to E or D; 3) both UAVs fly to their final
locations at maximum speed. Specifically, in the first stage,
the jammer UAV J flies to a point near the eavesdropper
E in an arc path while UAV R flies to a point near the
destination D. Considering the initial and final locations of
UAVs and the location of eavesdropper and destination, two
UAVs fly to their quasi-stationary areas submitted to their
mission requirements. In the second stage, the jammer UAV
flies near the eavesdropper to get a better jamming chan-
nel and send as much interference as possible to confuse
the eavesdropper. The relay UAV also attempts to relay the
confidential information with high throughput. Because the
source has much higher transmit power than the relay UAV,
the relay therefore flies to the area near the destination to
maintain the balance between uplink and downlink com-
munications. Finally, in the third stage, both UAVs need to
reserve enough time to fly to the final points at maximum
speed.

For the trajectory of relay UAV R, benchmark algorithms
C-T/NP, C-LT/P, and S-NJ have the same stages as our
proposed algorithm C-T&P. However, from Fig.2, we can
observe that the jammer UAV affects the relay UAV’s tra-
jectory. The trajectories of C-T/NP and C-LT/P are similar
to C-T&P, while the scheme S-NJ experience a longer path
during the mission to avoid the eavesdropper. We can also
observe that the relay UAV in all schemes have more intensive
trajectory points around destination D and fly a farther path at
T = 180s compared with the results at 7 = 60s, which can
be attributed to more elaborate trajectory optimization with
sufficient flight time. For the trajectory of jammer UAV J,
benefit from joint trajectory and power optimization,
the UAV J experience shorter flight distance in C-T&P com-
pared with C-T/NP, which also means energy-efficient flight
in practical scenarios. The changes in the jammer UAV’s
trajectories over flight time T are similar to the previous
analysis on the relay UAV.

2) UAVs' POWER FOR DIFFERENT SCHEMES

For case 1, Fig.3 and Fig.4 show the transmit power control
of both UAVs in different schemes where T = 60s and
T = 180s, respectively. The initial transmit power for all
schemes is set as 10dBm (0.01W). In Fig.3, the transmit
power of relay UAV in C-T&P, C-T/NP, and C-LT/P have a
similar trend: monotonically decreasing after increasing to a
peak. Combined with the flight trajectory, it can be figured out
that at the beginning of the mission, the relay UAV does not
receive much data from the source. In the process of flying to
the information destination, the relay UAV receives and stores
a lot of packets. When the relay UAV R is close enough to the
information destination D, the achievable rate form R to D
significantly exceeds the achievable rate on the eavesdropper
wiretapping R, and the transmit power of R reaches the peak.
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FIGURE 3. Power control of the proposed scheme and the benchmark
schemes in case 1 when T=60s.
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FIGURE 4. Power control of the proposed algorithm and the benchmark
algorithms in case 1 when T=180s.

The transmit power curve of scheme S-NJ has relatively small
variation compared with the three schemes mentioned above,
which is close to the initial power settings. The difference of
power control between S-NJ and other schemes shows that
the introduction of cooperative jamming UAV can make the
resources on the UAV fully optimized.

In C-T&P and C-LT/P, the jammer UAV’s transmit power
is optimized, and the power curves show the opposite trend to
relay UAV’s transmit power curve. The jammer UAV keeps
transmitting noise to space, and it degrades the achievable
rate over the legitimate channel as well, although the eaves-
dropper is confused by the noise. Thus, when the jammer
UAV ] approaches the eavesdropper E, the improved channel
condition between J and E owing to short distance is utilized
by the friendly jammer to combat against the eavesdropper.
It is enough to confuse the eavesdropper and reduce the
negative influence on the legitimate communication links by
using a relatively low transmit power.

When T = 180s, we can observe that the trends of both
UAVs’ transmit power in all schemes are similar with the
situation at T = 60s. However, there are some differences
between the two flight time settings. The peak power of
the relay UAV declines considerably in C-T&P and C-TN/P,
following up with the more evenly distributed transmit power
over the mission, which is because of the limited total power
on the UAVs. C-LT/P also has similar changes, but the effect
is not obvious compared with the former schemes. It is worth
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FIGURE 5. Secrecy rate performance for the proposed algorithm and the
benchmark algorithms in case 1.

mentioning that the lower peak power reduces the require-
ments on the device.

3) SECRECY RATE PERFORMANCE FOR MENTIONED
SCHEMES

Our objective is maximizing the average achievable secrecy
rate in the UAV-enabled relay systems. Fig.5 demonstrates the
average secrecy rate versus the different flight duration T for
different schemes. From Fig.5, we can observe that the aver-
age secrecy rate raised monotonously as the flight period T
increases for all schemes. This result can be attributed to
the extra optimization freedom brought by more flight time.
It can be shown that there is a relatively steady performance
improvement in C-T&P compared with other benchmark
schemes.

Especially, our proposed scheme significantly outperforms
the single UAV relay system, which verifies the effectiveness
of our proposed cooperation scheme. The introduction of
a friendly UAV jammer to the UAV-enabled relay system
improves system performance effectively in case 1. Besides,
compared with joint trajectory and power optimization for
the UAV jammer, there is certain performance degradation
when the resources on the UAV are limited, i.e., trajectory
optimization without power control or power optimization
with fixed trajectory.

4) CONVERGENCE BEHAVIOUR OF THE PROPOSED
ALGORITHM

The convergence behavior of the proposed Algorithm 1 is
shown in Fig.6 in case 1 under 7 = 180s. It can be observed
from Fig.6 that the average achievable secrecy rate increases
quickly with the number of iterations, and the algorithm
converges in about 17 iterations.

B. SIMULATION RESULTS FOR CASE 2

1) UAVs' TRAJECTORY FOR MENTIONED SCHEMES

In this section, we consider case 2 with different UAVS’ initial
and final locations settings compared to case 1. The UAVs’
trajectories for all schemes in two fight periods T = 60s
and T = 180s are shown in Fig.7. The trajectories for the
jammer UAV and the relay UAV in our proposed scheme
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FIGURE 7. Trajectories of the proposed algorithm and the benchmark
algorithms in case 2.

can be divided into three stages, respectively. In the first
stage, the relay UAV flies towards information destination D
in an arc path at maximum speed and then reduce speed
when close to D. At the same time, the jammer UAV flies
towards the eavesdropper E and reduce their speed around E
to combat against it. The reason behind the arc path is that two
UAVs attempt to minimize the interference on the relay UAV
transmitted by the friendly jammer and the relay UAV can
fly away from the eavesdropper as well. In the second stage,
the jammer UAV flies at low speed around the eavesdropper
and the relay UAV flies around D slowly. This stage is similar
to that in case 1. In the third stage, the relay UAV flies
straightly to the final location while the jammer UAV still
flies in an arc path towards the final location to reduce the
inference to the destination D and the relay UAV.

The trajectories of the relay UAVs in the other three bench-
mark schemes are similar to our proposed scheme with longer
flight distance. The single UAV in S-NIJ has the longest flight
distance in all relay UAVs. From a fight time perspective,
UAVs under T = 180s also have longer flight path and fly
more outside towards each other than UAVs under T = 60s
owing to the sufficient flight time.

2) UAVs' TRANSMIT POWER FOR MENTIONED SCHEMES
For case 2, Fig.8 and Fig.9 show the transmit power of
UAVs in different schemes where T = 60s and T = 180s,
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FIGURE 8. Power control of the proposed algorithm and the benchmark
algorithms in case 2 when T=60s.
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FIGURE 9. Power control of the proposed algorithm and the benchmark
algorithms in case 2 when T=180s.

respectively. The transmit power of the jammer UAV in
C-LT/P maintains initial power 0.01W as a reference.
In S-NJ, the relay UAV’s power monotonous increase with a
slight change. The power curves of the relay UAV in C-T/NP
and C-T&P increase until reaching the peak power and then
decrease though the curve is not very smooth. The peak power
reduces in a larger flight period. Affected by limited trajectory
resource, the power in C-LT/P has a certain fluctuation at the
end of the flight. From the perspective of the average power of
each UAV, our proposed scheme is energy-efficient compared
to the schemes contained two UAVs.

3) SECRECY RATE PERFORMANCE FOR MENTIONED
SCHEMES

Fig.10 plots average achievable secrecy rate performance
versus the flight period 7 in case 2 for all schemes. Three
benchmark schemes show different results compared with
performance curves in case 1, Fig.5. The average achievable
secrecy rate raises over the increase of 7. The secrecy rates of
C-LT/P are lower than the other schemes include single UAV
scheme S-NJ, which can be attributed to limited trajectory
resources on the jammer UAV in case 2. The limited trajec-
tory of the jammer UAV leads to additional interference on
the relay UAV R and the information destination D brought
by J. The performance degradation in C-LT/P shows
the importance of trajectory optimization in cooperative
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FIGURE 10. Secrecy rate performance of the proposed algorithm and the
benchmark algorithms in case 2.

schemes. Our proposed scheme C-T&P and another bench-
mark scheme C-T/NP maintain a stable performance gap
over all Ts compared to the other two schemes. Cooper-
ative scheme C-T/NP without power control on the jam-
mer UAV still brings benefits. However, by performing joint
transmit power and trajectory optimization on both UAVs
cooperatively, our proposed scheme C-T&P significantly
outperforms the other three benchmark schemes over any
flight period 7. The average achievable secrecy rate in a
UAV-enabled relay system can be enhanced by introduc-
ing a cooperative jammer UAV and jointly optimizing both
UAV’s resources. The simulation results in case 2 validate
the effectiveness of our proposed scheme once again. Besides,
compared to the curves in Fig.10, Fig.5 shows that the average
achievable secrecy rates in our proposed scheme over all
flight time in case 1 are higher than that in case 2. This differ-
ence enlightens us that the UAV’s initial and final locations
need to be taken into consideration in future works to obtain
better performance.

V. CONCLUSION

This paper studies the physical-layer security issue in a
UAV-enabled mobile relay system with a terrestrial eaves-
dropper. A cooperative UAV jammer is employed to combat
against the eavesdropper and improve the security perfor-
mance of the system. The secrecy rate maximization problem
is formulated to maximize the average achievable secrecy
rate over a given flight period, subject to transmit power
constraints and practical mobility constraints on both UAVs
along with the information-causality constraint on the relay
UAV. The non-convex original problem is decoupled into to
four tractable subproblems. By applying update-rate-assisted
block coordinate descent and successive convex optimiza-
tion techniques, an efficient iterative algorithm is then pro-
posed to solve the subproblems alternatively in an iterative
manner. Though the proposed algorithm tends to converge
to local optimum, it has polynomial complexity, which can
be practically implemented with relatively fast convergence.
Numerical results show that our proposed cooperative scheme
with joint trajectory and transmit power optimization on the
UAVs significantly outperforms three benchmark schemes.
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Our proposed scheme provides new insights into security
issues in the UAV-enabled mobile relay system. The results
in this paper can be further extended for the case with only
imperfect knowledge of eavesdropper’s location. The pro-
posed scheme can also serve as the basis for secure mobile
relay systems with multiple UAV's or multiple eavesdroppers.
Besides, in our future work, the tradeoff between perfor-
mance and consumption should be taken into account, and the
energy-efficient secure relaying scheme will be considered.
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