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ABSTRACT As the increasing of both users’ demand and the number of communication satellites, spectrum
resource is becoming increasingly scarce. Cognitive radio (CR) can effectively alleviate the scarcity of
spectrum resource. By using CR technology in the satellite and terrestrial integrated network, the satellite
can share the spectrum resource with the terrestrial communication equipment to improve the spectrum
utilization. However, due to the satellite communication’s inherent openness and the increasing intelligent
level of devices, it makes the satellite communication vulnerable to spectrum misuse, which seriously
threatens the reliability and efficiency of the satellite communication system. This paper studies the detection
of spectrum misuse in the satellite-terrestrial spectrum sharing system. First, we model the problem as a
ternary hypothesis test problem by using generalized multi-hypothesis Neyman-Pearson (GMNP). Then,
we utilize a two-step method to solve the complex formula problem in the multiple authorized users scenario.
Reasonable decision thresholds are derived by means of the generalized likelihood ratio test (GLRT) and
maximum a posterior (MAP) criterion, respectively. Finally, the performance of detection is evaluated and
analyzed comprehensively to verify the feasibility of the study.

INDEX TERMS Cognitive radio, generalized multi-hypothesis Neyman-Pearson, generalized likelihood
ratio test, maximum a posterior.

I. INTRODUCTION
A. BACKGROUND AND MOTIVATION
With the rapid development of space communication tech-
nology and the continuous integration of ground Internet,
mobile communication and satellite network services, the
‘‘integrated information network of earth and sky’’, which
supports the seamless networking and information trans-
mission of space, sky and earth, has gradually become an
important trend of future space communication network con-
struction. Satellite communication has the advantages of long
transmission distance, wide coverage, wide communication
frequency band and low operation and maintenance cost. It is
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an important support of spatial information network. With
the development of aerospace technology, multiple satellites
are used for communication, and satellite-terrestrial collabo-
rative communication is also increasingly important [1]–[9].
However, the current satellite spectrum allocation is fixed.
As the increasing of both users’ demand and the number
of communication satellites, spectrum resource is becoming
increasingly scarce [10].

CR was first proposed by Dr. Mitola in 1999 [11]. It is a
good solution to improve the utilization of spectrum resource,
so it can be used in satellite communication system [12]–[17].
It refers to the manner of sharing spectrum resources with
cognitive users through the perception of spatial environment
spectrum without affecting the normal work of the primary
user [18], [19]. In the satellite communication system, there
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are similar problems with shortage of spectrum resources,
so CR technology can be well used in the satellite com-
munication system. In 2010, Dr. Kandeepan of Italy first
proposed the concept of cognitive satellite terrestrial radio
(CSTR) [20]. For CSTR systems, it is very important for
secondary users to correctly perceive the spectrum of primary
users, so secondary users need to have the ability to detect
illegal behavior if an illegal user violates the rules of spectrum
usage and emotional communication [21], [22]. However, it is
difficult to analyze and detect illegal users because of the
random appearance of illegal users.

B. RELATED WORK
As for satellite cognitive communication system,
reference [23] utilizes hypothesis testing and maximum
posteriori to detect NGEO satellite signals which impact
GEO system. Reference [12] deduces the protection radius
of the earth station by analyzing the interference to the
satellite system. Reference [24] suggests that beamforming
technology can reduce the interference caused by satellite sig-
nals to terrestrial communication systems. In reference [25],
a dynamic spectrum access (DSA) decision framework,
which can also perceive the spectrumwell under interference,
is proposed. References [9] proposes a space segment design
based on a spectrum-sensing-based cooperative framework,
in applying cognitive radio to future broadband satellite
communications toward 5G. Reference [17] proposes the
concept of weighted cooperative spectrum sensing, which can
better cope with the interference to the primary user caused
by a secondary user. In fact, the above references only study
how to make normal spectral perception under interference,
and the interference discussed is predictable. However, illegal
frequency users are a priori unknown, the above method
cannot be applied.

For the detection of spectrum misuse behavior, refer-
ence [26] constructs a joint spectrum sensing and access
framework to prevent malicious behavior by rational and
irrational malicious users. Reference [27] proposes a mali-
cious user detection framework based on low rank matrix
completion. However, their detection method is based on
the current frequency state known. In reference [21], a gen-
eralized multi-hypothesis Neyman-Pearson (GMNP) is pro-
posed, which can detect illegal behaviors while judging the
frequency state of use. However, the above methods are
all based on the terrestrial spectrum sharing system. The
satellite-terrestrial spectrum sharing system is quite different
from the terrestrial spectrum sharing system, the detection
method should be designed according to its characteristics.

The main differences between the satellite-terrestrial spec-
trum sharing system and the terrestrial spectrum sharing sys-
tem are as follows:
• Satellite-terrestrial channel is very different from terres-
trial channel, which is mainly reflected in channel gain.
Satellite signal is beam signal, and different antenna gain
should be considered in different cognitive scenarios.
In this paper, the analysis of the system model is added,

and the characteristics of the satellite-terrestrial spec-
trum sharing system are reflected in more detail.

• For traditional terrestrial spectrum sharing system,
the location of the primary user is generally fixed and the
beam coverage is small (such as cellular communication
systems), so the coverage of the primary users usu-
ally do not overlap. However, in the satellite-terrestrial
spectrum sharing system, the position of NGEO satel-
lite is generally not fixed. A satellite’s beam coverage
is greater than that of a base station on the ground.
The satellite beam coverage area may also vary as the
satellite moves, and beams of multiple primary users
may overlap. Therefore it is necessary to consider the
spectrum misuse behavior detection scenario under the
coverage of multiple primary users.

C. CONTRIBUTIONS
This paper proposes a detection framework for illegal behav-
ior in the satellite-terrestrial spectrum sharing system. The
main contributions are as follows:

• We propose the detection of spectrum misuse behav-
ior in satellite-terrestrial spectrum sharing system and
model the problem as a multiple hypothesis test prob-
lem. Then the hypothesis is reasonably simplified to a
ternary hypothesis test problem. Finally, the GLRT is
used to solve the problem.

• We analyze the influence of the number of primary users
on the detection performance of illegal behaviors by
deducing the judgment threshold of illegal behaviors.
In addition, the detection of illegal behavior of single
and multiple satellites is analyzed and deduced, respec-
tively. Furthermore, the detection method and decision
threshold in two scenarios are given.

• We provide detailed simulation under different parame-
ter settings, which validates the feasibility of the detec-
tion algorithm and has a high detection probability for
illegal behaviors.

D. ORGANIZATION
The rest of this paper is organized as follows. Section II
analyzes the system model of the typical spectrum sharing
scenario and classifies it into two cases. Then it establishes
multiple hypothesis test model when the number of autho-
rized users is one. Section III gives the GMNP criterion and
deduces the detection threshold of the illegal behavior when
the number of authorized users is one. Section IV establishes
multiple hypothesis test model when the number of autho-
rized users exceeds one and deduces the detection threshold
of illegal behavior in this scenario. Section V carries on the
simulation, Section VI gives the conclusion.

II. SYSTEM MODEL
There are three typical satellite-terrestrial spectrum sharing
systems:
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• Satellite authorization and terrestrial cognition. The
satellite network is the authorization network while the
terrestrial network is the cognitive network.

• Terrestrial authorization and satellite cognition. The ter-
restrial network is the authorization network while the
satellite network is the cognitive network.

• Satellite authorization and satellite cognition. The satel-
lite network is both the authorization network and the
cognitive network.

Before proceeding further, we make some assumptions as
follows:
• The power level sets from the satellite’s system are
known to cognitive users, since the power level sets are
predetermined and could be acquired from ITU (Inter-
national Telecommunication Union) database.

• The gain patterns of the earth stations and the satellites
conform to relevant ITU-R recommendations [28]. The
positions of the satellites can be obtained through the
electronic fence system [29], which adopts phased array
radar to search and track space targets. Its phased array
antenna controls the direction of the beam electronically
and it can simultaneously search and measure multiple
beams of different directions.

• Generally speaking, it is difficult for illegal users to
obtain accurate information about the working status
of the primary user, and they can only obtain limited
information by means of transient time slot perception.
So considering an extreme case where an illegal user has
no information about the true status of the primary user,
illegal users can only attack at random completely, that
is to say, the prior probability of the illegal user and the
primary user are independent of each other.

A. SATELLITE AUTHORIZATION AND TERRESTRIAL
COGNITION
The satellite authorization and terrestrial cognition refers to
the scenario that the satellite network is the authorization net-
work while the terrestrial network is the cognitive network.
There are two scenarios, satellite uplink sharing and satellite
downlink sharing. For the scenario of satellite uplink sharing,
the wide area of satellite coverage and the communication
elevation angle of the earth station increase the difficulty of
spectrum sensing of cognitive users, and it is difficult for ter-
restrial cognitive users to effectively use the satellite spectrum
resources. Therefore, the existing satellite authorization and
terrestrial cognition network is mainly applied in the terres-
trial cognitive user how to use CR technology to share the
channel resources of satellite downlink. Fig. 1 shows a typical
scenario of satellite authorization and terrestrial cognition
wireless network based on satellite downlink sharing. In this
scenario, the ground cognitive user finds and utilizes the idle
satellite spectrum resources through spectrum sensing.

In traditional CR systems, detecting whether the autho-
rized primary user works on a given frequency band is a
binary hypothesis test problem [23]. In this scenario, for
this binary hypothesis test problem, the authorized user is

FIGURE 1. Satellite authorization and terrestrial cognition.

a communication satellite, and the cognitive base station
needs to perceive whether the signal of the primary user exists
or not. Therefore, there are two assumptions here. One is that
HS

0 is not used by the authorized user, i.e. the channel is idle;
the other is that HS

1 is used by the authorized user, i.e. the
channel is busy.

ys(t) =

{
n(t) HS

0 ,√
Ps
√
hseiφs1(t)+ n(t) HS

1 ,
(1)

where ys(t) is the received signal of the sensor at sampling
time t; s(t) is the primary user’s satellite transmission sym-
bol, which follows a circularly symmetric complex gaus-
sian (CSCG) distribution with zero mean and unit variance;
Ps is the transmitted power of a satellite, and in a single time
slot is constant; hs for the channel gain, concrete expression as
follows, φ for channel phase; n(t) for additive white gaussian
noise, the variance for σ 2

n .

hs = Gner,maxGgst (θ1)
(

c
4π f dS→B

)2

10−
Ag
10 10−

Ac
10 , (2)

whereGner,max represents the maximum gain of the receiving
antenna of the sensor,Ggst (θ1) represents the gain of the satel-
lite transmitted antenna with the direction angle of θ1, c repre-
sents the speed of light, f represents the central frequency of
the spectrum band, and dS→B represents the distance between
the satellite and the sensor. Propagation factors Ag and Ac
represent gaseous absorption and cloud or fog attenuation,
respectively, [30]. Gaseous absorption Ag (dB) due to the two
constituent gases(oxygen and water vapor) is given by [31].

Ag = Aω + Ao = 0.182f N ′′(f ), (3)

where Aω and Aω are the specific attenuations due to dry air
and water vapour, respectively, and N ′′(f ) is the imaginary
part of the frequency-dependent complex refractivity that
the specific expression refers to [31]. On the other hand,
the specific attenuation within a cloud or fog Ac (dB) can be
written as [32]

Ac = KlM , (4)
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where Kl = 0.89 f /
[
ε′′(1+ η)

]
is the specific attenuation

coefficient with η =
(
2+ ε′

)
/ε′′, ε′′ and ε′ are the real part

and imaginary part of the dielectric permittivity ε of water,
M represents liquid water density in the cloud or fog.

Vectors
−→
AB and

−→
AC can be expressed by the following

equation:
−→
AB = [−(hsat + Re) sin9SE ,Re−(hsat+Re) cos9SE ], (5)
−→
AC = [Re sin9EB − (Re + hsat ) sin9SE ,Re cos9EB

− (Re + hsat ) cos9SE ], (6)

where hsat represents the altitude of the satellite from the
ground, Re is the radius of the earth,9SE represents the angle
between the satellite to the center of the earth and the satellite
earth station to the center of the earth, 9EB represents the
angle between the satellite to the center of the earth and the
terrestrial cognitive base station to the center of the earth.

Therefore, θ1 and dS→B can be expressed as:

θ1 = arccos

 −→AB · −→AC∣∣∣−→AB∣∣∣ ∣∣∣−→AC∣∣∣
 (7)

dS→B =
−→
AC= [Re sin9EB − (Re + hsat ) sin9SE ,

Re cos9EB − (Re + hsat ) cos9SE ] (8)

In addition, φ is channel phase, which is independent of the
sensing mode that mainly involving signal energy proposed
in this paper, n(t) is additive white gaussian noise (AWGN)
with mean value of zero and variance of σ 2

n . Therefore,
hs follows a cyclic symmetric complex gaussian (CSCG)
distribution, and can be expressed as: hs ∼ CN (0, hsPs +
σ 2
n ). In the perceptive slot with time length T, the sen-

sor earth station obtains N sampling values, expressed as
y = (y0, y1, · · · , yN).
For unauthorized users, channels may be used at a time

slot. This state can also be described by the following binary
hypothesis test:

yI (t) =

{
nt H I

0√
Px
√
hxx(t)+ nt H I

1
(9)

whereHI
0 refers to the assumption that there is no illegal user

in the current time slot, HI
1 refers to the assumption that the

illegal user runs with transmitted power of Px , hx represents
the channel gain, since the prior information of the illegal
user is unknown, the transmitted power Px and channel gain
hx are also unknown. s(t) refers to the signal emitted by the
illegal user at time t . Therefore, yI (t) also follows a CSCG
distribution and can be expressed as:

yI (t) ∼ CN (0, σ 2
x ). (10)

In practical use, the coverage of multiple satellites using
the same frequency band may overlap due to the wide range
of satellite coverage and the increase in the number of satel-
lites. The cognition terrestrial user may receive signals from
multiple authorized satellites at the same time, as shown
in Fig. 2. For this scenario, the detection method of illegal

FIGURE 2. Multiple authorized satellite scenarios.

users is different from the previous scenario, which increases
the difficulty of detection. The following sections will ana-
lyze the problem of illegal user detection in this scenario in
detail.

B. TERRESTRIAL AUTHORIZATION AND SATELLITE
COGNITION
Terrestrial authorization and satellite cognition network
refers to the scenario that the terrestrial network is the autho-
rization network while the satellite network is the cognitive
network. Since it will cause serious interference to the terres-
trial primary user when the satellite downlink as the cognitive
user link, this scenario mainly focuses on the satellite uplink.
The typical application of terrestrial authorization and satel-
lite cognition network is shown in Fig. 3.

The cognitive earth station finds and utilizes the free terres-
trial spectrum resources through spectrum sensing. The signal
yB(t) received by the cognitive earth station can be modeled
as:

yB(t) =

{
n(t) HB

0√
PB
√
hBs2(t)+ n(t) HB

1 ,
(11)

where HB
0 indicates that the authorized user is not working,

HB
1 represents the authorized user working. PB represents the

transmitted power of the base station, hB represents chan-
nel gain, n(t) represents noise. s2(t) is the signal transmit-
ted by the ground station and obeys the gaussian distribu-
tion of zero mean value and unit variance. PB and hB are
known a priori, so yB(t) also obeys the gaussian process,
yB(t) ∼ N (0, hBPB + σ 2

n ).
Again, unauthorized illegal user modeling is the same as

before. It follows the same gaussian. Since the beams of
the ground communication network do not generally overlap,
it makes no sense for this scenario to discuss multiple autho-
rized users. In this scenario, it is a spectrum misuse detection
problem with single authorized user.
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FIGURE 3. Terrestrial authorization and satellite cognition.

C. SATELLITE AUTHORIZATION AND SATELLITE
COGNITION
According to the difference of satellite orbital alti-
tude, the cognitive wireless network constructed by the
dual-satellite system is generally composed of the high-orbit
satellite network as the authorized user and the low-orbit
satellite network as the cognitive user. A typical satel-
lite authorization and satellite cognition network is shown
in Fig. 4. In this scenario, the signal yss(t) received by the
earth station of cognitive satellite can be modeled as:

yss(t)=

{
n(t) HS

0√
Pss
√
hsseiφs3(t)+ n(t) HS

1 ,
(12)

hss=Gner (θ3)Ggst (θ2)
(

c
4π f dS→E

)2

10−
Ag
10 10−

Ac
10 , (13)

where Pss represents the transmitted power of the autho-
rized satellite, hss represents channel gain, s3(t) is a symbol
for satellite transmission, following a CSCG distribution.
Gner (θ3) represents the receiver antenna gain of the cogni-
tive earth station, Ggst (θ2) represents the transmitted antenna
gain of the cognitive earth station, dS→E represents the dis-
tance between the authorized satellite and the cognitive earth
station.

Vectors
−→
AB,
−→
AD and

−→
CD can be expressed as follows:

−→
AB = [0,−hsat1], (14)
−→
AD = [Re sin9EE ,Re cos9EE − Re − hsat1], (15)
−→
CD = [Re sin9EE − (hsat2 + Re) sin9SS ,Re cos9EE

− (hsat2 + Re) cos9SS , (16)

where hsat1 is the altitude of satellite 1, hsat2 is the altitude of
satellite 2,9EE represents the angle between the earth station
of satellite 1 and the earth station of satellite 2 to the center
of the earth, 9SS represents the angle between satellite 1 to
the center of the earth and satellite 2 to the center of the earth.

FIGURE 4. Satellite authorization and satellite cognition.

Therefore, θ2, θ3 and dS→E can be expressed as:

θ2 = arccos

 −→AB · −→AD∣∣∣−→AB∣∣∣ ∣∣∣−→AD∣∣∣
 , (17)

θ3 = arccos

 −→AD · −→CD∣∣∣−→AD∣∣∣ ∣∣∣−→CD∣∣∣
 , (18)

dS→E =
−→
AD = [Re sin9EE ,Re cos9EE − Re − hsat1].

(19)

Similarly, yss(t) also follows a CSCG distribution and can
be expressed as: yss(t) ∼ CN (0, hssPss + σ 2

n ). Again, unau-
thorized illegal user modeling is the same as before. It follows
the same gaussian distribution.

In the same way, the cognition earth station may receive
signals from multiple authorized satellites at the same time,
as shown in Fig. 5. For this scenario, the detection method
of illegal users is different from the previous scenario, which
increases the difficulty of detection. The following sections
will analyze the problem of illegal user detection in this
scenario in detail.

Through the analysis of the previous three scenarios,
we can divide the detection of spectrum misuse behavior
in the satellite-terrestrial spectrum sharing system into two
situations:
• When the number of authorized users is one, the detec-
tion of spectrum misuse behavior.

• When the number of authorized users exceeds one,
the detection of spectrum misuse behavior.

Next, in the case of satellite authorized ground cognition,
the detection methods of illegal frequency behavior in the
above two cases will be analyzed. The detection methods in
the other two scenarios are basically the same, so the analysis
is not repeated.
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FIGURE 5. Multiple authorized satellite scenarios.

D. MULTIPLE HYPOTHESIS TEST MODEL WHEN THE
NUMBER OF AUTHORIZED USERS IS ONE
In the scenarios of satellite authorizing terrestrial to recognize
only a single satellite is considered as the primary user,
the perception of the system by the sensor can be modeled
as the following quaternion hypothesis test problem:

S0 : y(t) = n(t),
S1 : y(t) =

√
Pss(t)+ n(t),

S2 : y(t) =
√
Pxx(t)+ n(t),

S3 : y(t) =
√
Pss(t)+

√
Pxx(t)+ n(t),

(20)

where S0 means the channel is idle, S1 means the channel is
used by the primary user satellite, S2 means the channel is
occupied by illegal users, and S3 means that both the primary
user and illegal users exist. y(t) represents the observation of
the earth station for sensing at time t.

From the signal received by the earth station for sensing,
it can be seen that both primary users and illegal users are
subject to CSCG distribution and are independent of each
other. By analyzing the characteristics of each hypothesis,
it can be found that the difference of each hypothesis lies in
the variance of observed values.

Because y(t) ∼ CN (0, σ 2), if S0 is true, σ 2
= σ 2

n ; when
S1 is assumed to be true, σ 2

= Ps+ σ 2
n ; when S2 is assumed

to be true, σ 2
= Px + σ 2

n ; when S3 is assumed to be true,
σ 2
= Ps+Px+σ 2

n . Because the illegal user’s received power
px is unknown, the above model can be reformulated as:

S0 : σ
2
= σ 2

0 ,

S1 : σ
2
= σ 2

1 ,

S2 : σ
2 > σ 2

0 , σ 2
6= σ 2

1 ,

S3 : σ
2 > σ 2

1 ,

(21)

where σ 2
0 = σ 2

n , σ
2
1 = Ps + σ 2

n . In S3, σ 2 > σ 2
1 when

both primary and illegal users are received. When S2 is true,
because the parameter space is continuous and the proba-
bility of σ 2

= σ 2
1 is 0, it can be distinguished from the

assumption S1.
Back to the purpose of this paper, that is to detect whether

the channel is occupied, and if it is occupied, determine

whether there are illegal users. Among them, the first part
is to find out the spectrum opportunity, while the second
part is to protect the scarce spectrum resources from being
occupied illegally. In order to implement part one, S0 needs to
be distinguished from other states, and in order to implement
part two,S0 andS1 need to be distinguished from other states.
Therefore, detection targets can be achieved even if S2 and
S3 are not distinguished. Therefore, the original quaternion
hypothesis test problem can be transformed into a ternary
hypothesis test problem, that is, S2 and S3 can be merged
into one term. Then the original problem can be modeled as
the following ternary hypothesis test [21]:

H0 : σ
2
= σ 2

0 ,

H1 : σ
2
= σ 2

1 ,

H2 : σ
2
∈
(
σ 2
0 , σ

2
1

)
∪
(
σ 2
1 ,+∞

)
,

(22)

where H0 and H1 represent channel idle and channel occu-
pied by the main user satellite respectively, while the mixed
assumption H2 indicates the existence of illegal users.
To facilitate subsequent statements, σ 2 is used to represent
the unknown variance of the observed data in H2.

III. DETECTION OF ILLEGAL BEHAVIOR
A. GENERALIZED MULTI-HYPOTHESIS
NEYMAN-PEARSON CRITERION
In the ternary hypothesis model, not only the prior proba-
bility is unknown, but also it is difficult to obtain the prior
distribution of the unknown variance of the observed data.
At the same time, there are conflicts among various state
detection probabilities. To solve these problems, we can use
the following generalized multi-hypothesis Neyman-Pearson
(GMNP) criterion [21]:

Under the constraint of the detection probability ofH0 and
H1 (Pr(H0|H0) and Pr(H1|H1)), the detection probability of
illegal behavior is maximized, i.e.

max
R0,R1,R2

Pr(H2|H2),

s.t.Pr(H0|H0) ≥ α, Pr(H1|H1) ≥ β, (23)

where Pr(Hi|Hj) represents the probability that judgmentHi
is true when the true state is Hj, i, j ∈ {0, 1}, both α and
β are the performance constraint parameters, 0.5 <α< 1,
0.5 <β< 1. In addition, Ri represents the decision domain
ofHi, including:

Pr(Hi|Hj)
1
=

∫
Ri

p(y;Hj)dy, (24)

where p(y;Hj) is the probability density function of obser-
vation sequence y when j is true. Next, Lemma 1 is
obtained by equivalent simplification of optimization
criterion (23).
Lemma 1: The optimization criterion in (23) can be equiv-

alent to: [21]

max
R0,R1,R2

Pr(H2|H2),

s.t.Pr(H0|H0) = α, Pr(H1|H1) = β. (25)
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Remark 2: In the Neyman-Pearson criterion of traditional
binary hypothesis test, the detection probability of the alter-
native hypothesis is maximized under false alarm constraint
of the original hypothesis [33]. Therefore, the GMNP cri-
terion proposed in Eq.23 and Eq.25 can be regarded as an
extension of the Neyman-Pearson criterion in the generalized
multivariate hypothesis test. The main difference between the
two is that the multivariate hypothesis contains the mixed
hypothesis. Multiple hypothesis increases the complexity of
decision domain division, while mixed hypothesis increases
its difficulty. The following part focuses on how to design
corresponding detection methods.

B. DETECTION METHOD WHEN THE NUMBER OF
AUTHORIZED USERS IS ONE
First, in order to maximize the detection probability of ille-
gal behaviors under given constraints, the Lagrange factor
method is used to construct the objective function [21]:

F = Pr (H2|H2)+ λ0 (Pr (H0|H0)− α)

+ λ1 (Pr (H1|H1)− β) . (26)

Then:

F = 1−
∫
R0

p (y;H2) dy−
∫
R1

p (y;H2) dy

+ λ0

(∫
R0

p (y;H0) dy−α
)
+λ1

(∫
R1

p (y;H1) dy−β
)

=

∫
R0

[λ0p (y;H0)−p (y;H2)]dy

+

∫
R1

[λ1p (y;H1)−p (y;H2)]dy+1−λ0α − λ1β.

(27)

According to the above equation, if F is to be maximized,
λ0p (y;H0)−p (y;H2) > 0 when the decision domain isR0;
when the decision domain is R1, λ1p (y;H1) − p (y;H2) >

0, where λ0 and λ1 are determined by the constraint in the
equation. Therefore, in order to maximize Pr (H2|H2), judge
H2 as true if and only if:

p (y;H2)

p (y;H0)
> λ0,

p (y;H2)

p (y;H1)
> λ1.

(28)

In order to realize the GMNP criterion, two likelihood
ratios p(y;H2)

p(y;H0)
and p(y;H2)

p(y;H1)
need to be considered in the detec-

tion process. By comparing the two equations, it can be seen
that in the constraint, Pr (H0|H0) is related to the former
likelihood ratio, while Pr (H1|H1) is related to the latter
likelihood ratio. Therefore, the optimization problem can be
decomposed into two sub-problems: [21]

max
R0,R2

Pr (H2|H2) ,

s.t.Pr (H0|H0) = α, (29)

and

max
R1,R2

Pr (H2|H2) ,

s.t.Pr (H1|H1) = β. (30)

The final solution is the intersection of two subproblems.
Therefore, the original problem can be simplified by decom-
position. Moreover, the two problems have significant phys-
ical significance, which can be called detection subproblems
and identification subproblems.

1) DETECT SUBPROBLEMS (IDLE OR BUSY)
The subproblems in the equation can be regarded as derived
from the following binary hypothesis:{

H0 : σ
2
= σ 2

0 ,

H2 : σ
2 > σ 2

0 , σ
2
6= σ 2

1 .
(31)

Let σ 2
x represent the variance of observation data underH2.

The above problem is unilateral detection because σ 2
x > σ 2

0 .
Therefore, under the limit of Pr(H0|H0) = α, in order to
maximize Pr(H2|H2), likelihood ratio detection is used:

L0(y) =
p(y; σ̂ 2

x ,H2)
p(y;H0)

=

1

(2πσ̂ 2x )
N
2
exp(−

∑N−1
n=0 y

2
n

2σ̂ 2x
)

1

(2πσ 20 )
N
2
exp(−

∑N−1
n=0 y

2
n

2σ 20
)

= (
σ 2
0

σ 2
x
)
N
2 exp(

σ 2
x − σ

2
0

2σ 2
0 σ

2
x

∑N−1

n=0
y2n)

H2
>

<
H0

λ0. (32)

Since the observed data y plays a role in the form of∑N−1
n=0 y

2
n, the test statistic is Y =

∑N−1
n=0 y

2
n, and since

σ 2
x > σ 2

0 , L0(y) increases with the increase of Y . So L0(y) <
λ0 is the same thing as Y < η0 and η0 is the threshold for λ0.
At the same time, since H0 is true, Y =

∑N−1
n=0 y

2
n ∼ χ

2
N (σ

2
0 ),

so,

Pr(H0|H0) = Pr(Y < η0|H0) = 1−
0(N2 ,

η0
σ 20
)

0(N2 )
= α, (33)

where 0(·) and 0(·, ·) are Gamma functions and upper
bound incomplete Gamma functions respectively. Therefore,
the judgment threshold is

η0 = 0
−1(

N
2
, (1− α)0(

N
2
))σ 2

0 , (34)

where, 0−1(·, ·) is the inverse function of the incomplete
Gamma function. Therefore, the detection subproblem is
determined as

Y
H2
>

<
H0

η0. (35)
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2) RECOGNITION SUBPROBLEM (LEGAL OR ILLEGAL)
The second subproblem in the equation is believed to come
from the following binary hypothesis test problem:{

H1 : σ
2
= σ 2

1 ,

H2 : σ
2 > σ 2

0 , σ 2
6= σ 2

1 .
(36)

Different from detecting subproblems, identification
subproblem bilateral detection means that unknown
parameters σ 2

x may be higher or lower than σ 2
1 . Then,

the GLRT is used to solve the bilateral problem.
First, the maximum likelihood estimation of unknown

variance σ̂ 2
x is calculated:

σ̂ 2
x = argmax

σ 2x

p(y; σ 2
x ). (37)

Let ∂p(y;σ̂
2
x )

∂σ̂ 2x
= 0, we get

σ̂ 2
x =

1
N

∑N−1

n=0
y2n. (38)

The generalized likelihood ratio can be obtained

L1(y) =
p(y; σ̂ 2

x ,H2)
p(y;H1)

=

(
Nσ 2

1∑N−1
n=0 y

2
n

)N
2

exp

(∑N−1
n=0 y

2
n

2σ 2
1

−
N
2

) H2
>

<
H1

λ1. (39)

Since the test statistic is Y =
∑N−1

n=0 y
2
n and L1(y) are

functions of Y, it can be obtained that:

dL1
dY
=

1
2

(
N
σ 2
1

Y

)N
2

e
Y

2σ21
Y − Nσ 2

1

Yσ 2
1

. (40)

So at Y > Nσ 2
1 , L1(y) increases as Y increases; otherwise

it decreases as Y increases. Therefore, the minimum value of
likelihood ratio 1 can be obtained at Nσ 2

1 . Therefore, L1(y) <
λ1 is equivalent to η1 < Y < η2, where η1 and η2 are the two
solutions of L1(y) = λ1:(
Nσ 2

1

η1

)N
2

exp

(
η1

2σ 2
1

−
N
2

)

=

(
Nσ 2

1

η2

)N
2

exp

(
η2

2σ 2
1

−
N
2

)
= λ1. (41)

At the same time, when only the primary user exists, that is,
if H1 is true, Y =

∑N−1
n=0 y

2
n ∼ χ

2
N

(
σ 2
1

)
. Therefore, in order

to satisfy the constraint

Pr (H1|H1) = Pr (η1 < Y < η2)

=

0

(
N
2 ,

η1
σ 21

)
− 0

(
N
2 ,

η2
σ 21

)
0
(N
2

) = β. (42)

Therefore, the thresholds η1 and η2 can be solved. There-
fore, this part is determined as

d =

{
H1, η1 < Y < η2

H2, otherwise.
(43)

Considering the complexity of GLRT, it is difficult to get
a closed form of the threshold. However, the asymptotic
properties of the proposed method can be obtained by proper
approximation.

First, when N is sufficiently large and the channel is occu-
pied by the primary user, 2 lnL1(y) ∼ χ2

1 .
Let z2 = 2 lnL1, where z obeys the gaussian distribution

of zero mean and unit variance, namely, z ∼ N (0, 1), and the
approximate test probability can be obtained

Pr (H1|H1) = Pr (2 lnL1 < 2 ln λ1|H1)

=

∫ √2 ln λ1
−
√
2 ln λ1

1
√
2π
ρ
z2
2 dz

= 2Q(−
√
2 ln λ1)− 1 = β, (44)

where Q(·) is the complementary cumulative distribution
function of the standard normal distribution. Therefore,
the asymptotic solution of λ1 is

λ1 = exp

[
1
2

(
Q−1

(
1+ β
2

))2
]
. (45)

In addition, based on equation (41), the approxi-
mate solutions of the thresholds η1 and η2 can be
obtained.

Although the complexity of calculating threshold is
reduced, the closed solution of threshold cannot be obtained,
which hinders the evaluation of detection performance. How-
ever, asymptotic detection performance can be obtained by
following propositions.

When N is sufficiently large and H2 is true, then z2 =
2 lnL1(y) ∼ χ2

1 (θ ), where χ
2
1 (θ ) is the non-central chi-

square distribution, and the non-central parameter is θ =(
σ 2
2 − σ

2
1

)2
I
(
σ 2
1

)
,
(
σ 2
1

)
is Fisher information. Specifically,

Fisher information is calculated as follows:

I
(
σ 2
1

)
= −E

(
∂2 ln p

(
y; σ 2

1

)
∂2σ 2

1

)

= −E

 ∂

∂σ 2
1


N−1∑
1=0

y2t

2σ 4
1

−
N

2σ 2
1




= −E

 N

2σ 4
1

−

N−1∑
i=0

y2i

σ 6
1

 = N

2σ 4
1

. (46)
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Then z ∼ N (µ, 1), µ =

√(
σ 22
σ 21
− 1

)2
N
2 . So the gradual

probability thatH2 is misjudged asH1 is

Pr (H1|H2)

= Pr
(
−

√
2 ln λ1 < z <

√
2 ln λ1|H2

)
= Pr

(
Q−1

(
1+ β
2

)
< z < −Q−1

(
1+ β
2

)
|H2

)
=

∫
−Q−1

(
1+β
2

)
Q−1

(
1+β
2

) 1
√
2π

e
(z−µ)2

2 dz, (47)

where, based on Eq. 45), 2 ln λ1 =
(
Q−1

(
1+β
2

))2
. β < 1

tells us that 0.5 < 1+β
2 < 1,Q−1

(
1+β
2

)
< 0, so

√
2 ln λ1 =

−Q−1
(
1+β
2

)
Based on the Eq. 35 and Eq. 43, the decision domain can

be obtained:

Ri =


Y < η0, i = 0
η1 < Y < η2, i = 1
η0 < Y < η1, orY > η2, i = 2,

(48)

where in order to meet the detection performance constraint,
R2 is the intersection of the decision domain of H2 in two
subproblems.

In Eq. 48, there is a problem that η0 may be less than
η1. This means that there may be overlaps between decision
domains R0 and R1, making the performance constraints in
the target function unsatisfied. Specifically, when constraint
parameters α and β satisfy certain conditions, the overlap of
decision fields occurs, for which theorem 1 is given.

Theorem 1: If GLRT is adopted, the decision domainR0
andR1 will overlap if and only if constraint parameters α
and β meet the following conditions: [21]

β >

0

(
N
2 ,

η∗1
σ 21

)
0
(N
2

) −

0

(
N
2 ,

η∗2
σ 21

)
0
(N
2

) , (49)

where η∗1 = 0
−1
(N
2 , (1− α)0

(N
2

))
σ 2
0 and η

∗

2 are solutions

to
(
η∗1
η∗2

) N
2
exp

(
η∗2−η

∗

1
2σ 21

)
= 1, η∗2 6= η

∗

1 .

Proof: see appendix for detailed proof process.
When the conditions in theorem 1 are not satisfied and

there is no mutual influence between the two subproblems,
the asymptotic value of the probability of the illegal behavior
being correctly detected can be deduced:

Pr (H2|H2) = 1− Pr (H1|H2)− Pr (H0|H2)

= 1−

Q (Q−1 ( 1+β
2

)
− µ

)
−Q

(
−Q−1

(
1+β
2

)
− µ

)

−

1−
0

(
N
2 ,

η0
σ 22

)
0
(N
2

)


=

0

(
N
2 ,

η0
σ 22

)
0
(N
2

)
−

Q (Q−1 ( 1+β
2

)
− µ

)
−Q

(
−Q−1

(
1+β
2

)
− µ

) . (50)

On the other hand, when overlap occurs, the decision
domain needs to be adjusted to avoid overlap and meet per-
formance constraints. Returning to Eq. 27, it can be seen that,
in order to meet the performance constraint, the thresholds
λ0 and λ1 need to be improved. However, since the overlap
has occurred, an increase of λ0 would lead to an increase
of η0, thus increasing the overlap area, while η1 and η2
in Eq. 48 would increase with the increase of λ1, and the
decision domain R1 would further expand. Therefore, when
the condition in theorem 1 is satisfied, η1 needs to be the same
as η0 in order for the constraint condition Pr (H0|H0) = α to
be satisfied, and in order for the other constraint condition to
be satisfied

Pr (H1|H1) =

0

(
N
2 ,

η1
σ 21

)
0
(N
2

) −

0

(
N
2 ,

η2
σ 21

)
0
(N
2

) = β. (51)

The threshold for η2

η2 = 0
−1

(
N
2
, 0

(
N
2
,
η1

σ 2
1

)
− 0

(
N
2

)
β

)
σ 2
1 . (52)

Finally, in the case of overlap, the decision domain is:

Ri =


Y < η0, i = 0
η1 < Y < η2, i = 1
Y > η2, i = 2,

(53)

where, η0 is calculated from Eq. 34, and η0 = η1, and η2 is
obtained from Eq. 52.

IV. ILLEGAL BEHAVIOR DETECTION WHEN THE NUMBER
OF AUTHORIZED USERS EXCEEDS ONE
A. MULTIPLE HYPOTHESIS TEST MODEL WHEN THE
NUMBER OF AUTHORIZED USERS EXCEEDS ONE
In the case that multiple satellites are the primary users and
there are j satellites, the signals received by the sensing earth
station for each satellite can also be modeled as a binary
hypothesis test problem:

yjs(t) =

{
n(t) HS

0 ,√
Pjs

√
hjseiφjsj(t)+ n(t) HS

1 ,
(54)

where yjs(t) to perceive earth station in the sampling time t
to receive the j-th satellite signal; sj(t) is the j-th primary user
satellite transmission symbol, it follows a CSCG distribution,
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with zero mean and unit variance; Pjs for transmitted power
of the j-th satellite, and in a single time slot is constant;
hjs for the j-th satellite channel gain, concrete expression
as follows; φj for the j-th satellite channel phase; n(t) for
AWGN, the variance of σ 2

n .

hjs = Gner,maxG
j
gst (θj)

(
c

4π fd jgs→ne

)2

10−
Ag
10 10−

Ac
10 , (55)

whereGner,max represents the maximum gain of the receiving
antenna of the sensing earth station; Gjgst (θj) represents the
gain of the j-th satellite transmitted antenna with the direction
angle of θ ; c represents the speed of light; f represents the
central frequency of the spectrum band; d jgs→ne represents the
distance between the satellite and the sensing earth station.
Propagation factors Ag and Ac represent gaseous absorption
and cloud or fog attenuation, respectively.

The problem is modeled by taking into account the exis-
tence of all satellites and illegal users and linear combination.
Considering the probability of all possible scenarios, the mul-
tiple hypothesis test model is as follows:



H0 : Only noise exists,
H1 : Only satellite1 and noise exist,
H2 : Only satellite2 and noise exist,
· · · · · ·

Hj : Only satellitej and noise exist,
Hj+1 : Satellite1,satellite2 and noise exist,
Hj+2 : Satellite1,satellite3 and noise exist,
· · · · · ·

Hk+1 : Only illegal users and noise exist,
Hk+2 : Satellite1,illegal users

and noise exist,
Hk+3 : Satellite1,satellite2,illegal users

and noise exist,
· · · · · ·

HM : All signal exsit.

From the above model, it can be seen that the model is
too complex, assuming too many combinations, and it is very
difficult to solve. Therefore, it is necessary to simplify the
above model. Through the above derivation, the difference of
each hypothesis is still reflected in the variance of observed
values.

We assume that the variance of the signal received from
the j-th satellite is σ 2

j , and the variance of the noise is σ
2
0 . The

variance of the illegal user is unknown as σ 2
x .

Then the above hypothesis can be changed into:

H0 : σ
2
= σ 2

0 noise,
H1 : σ

2
= σ 2

1 + σ
2
0 satellite1+ noise,

H2 : σ
2
= σ 2

2 + σ
2
0 satellite2+ noise,

· · · · · ·

Hj : σ
2
= σ 2

j + σ
2
0 satellitej+ noise,

Hj+1 : σ
2
= σ 2

1 + σ
2
2 + σ

2
0 satellite1+satellite2+noise,

Hj+2 : σ
2
=σ 2

1 +σ
2
3 +σ

2
0 satellite1+satellite3+noise,

· · · · · ·

Hk : σ
2
= σ 2

x + σ
2
0 illegal users+noise,

Hk+1 : σ
2
=σ 2

1 +σ
2
x +σ

2
0 satellite1+illegal users+noise,

· · · · · ·

HM : σ
2
= σ 2

1 + σ
2
2 + · · · + σ

2
j + σ

2
x + σ

2
0 all,

whereH0 means the channel is idle,H1∼j means the channel
is occupied by the first to j-th primary user,Hj+1∼k−1 means
the channel is occupied by multiple primary users, Hk∼M−1
means the channel is occupied by illegal users, and HM
means the channel is occupied by both primary users and
illegal users.

The abovemodel is too complicated to solve. Since the pur-
pose of this paper is to detect spectrum opportunity and fur-
ther detect whether there are illegal users, the above multiple
hypothesis test models can be merged without affecting the
detection results. Then, the above hypothesis can be further
simplified into a ternary hypothesis test model:



H0 : σ
2
= σ 2

0 ,

H1 : σ
2
= σ 2

1 , σ
2
2 , · · · ,

σ 2
j , σ

2
1 + σ

2
2 , σ

2
1 + σ

2
3 · · · , σ

2
1 + σ

2
2 + · · · + σ

2
j ,

H2 : σ
2 > σ 2

0 ,

σ 2
6= σ 2

1 , σ
2
2 , · · · ,

σ 2
j , σ

2
1 + σ

2
2 , σ

2
1 + σ

2
3 · · · , σ

2
1 + σ

2
2 + · · · + σ

2
j ,

where H0 means that the spectrum is not used, H1 means
that the spectrum is occupied by legitimate users (namely the
primary users), and H2 means that illegal users exist.

B. DETECTION METHOD WHEN THE NUMBER OF
AUTHORIZED USERS EXCEEDS ONE
Since the model with multiple satellites as the primary user
is also built as a ternary hypothesis test model, the analysis
method in the previous section is used for processing first.

As can be seen from the above analysis, this ternary
hypothesis test problem can also be optimized and decom-
posed into two sub-problems:

max
R0,R2

Pr (H2|H2) ,

s.t. Pr (H0|H0) = α, (56)

and

max
R1,R2

Pr (H2|H2) ,

s.t. Pr (H1|H1) = β. (57)
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Similarly, the final solution is the intersection of two sub-
problems. Therefore, the original problem can be simplified
by decomposition. Moreover, the two problems have signif-
icant physical significance, which can be called detection
subproblems and identification subproblems.

1) DETECT SUBPROBLEMS (IDLE OR BUSY)
The subproblems in the equation can be regarded as derived
from the following binary hypothesis test problem:

H0 : σ
2
= σ 2

0 ,

H2 : σ
2 > σ 2

0 ,

σ 2
6= σ 2

1 , σ
2
2 , · · · , σ

2
j , σ

2
1 + σ

2
2 , σ

2
1 + σ

2
3 ,

· · · , σ 2
1 + σ

2
2 + · · · + σ

2
j .

(58)

For detection subproblems, the number of primary users
has no effect on idle or busy detection of the channel, so the
detection method for detection subproblems is the same as
before, which is not repeated here.

Therefore, the judgment threshold is:

η0 = 0
−1(

N
2
, (1− α)0(

N
2
))σ 2

0 , (59)

where, 0−1(·, ·) is the inverse function of the incomplete
Gamma function. Therefore, the detection subproblem is
determined as:

Y
H2
>

<
H0

η0. (60)

2) RECOGNITION SUBPROBLEM (LEGAL OR ILLEGAL)
The second subproblem in the equation is believed to come
from the following binary hypothesis test problem:

H1 : σ
2
= σ 2

1 , σ
2
2 , · · · ,

σ 2
j , σ

2
1 + σ

2
2 , σ

2
1 + σ

2
3 · · · , σ

2
1 + σ

2
2 + · · · + σ

2
j

H2 : σ
2 > σ 2

0 , σ
2
6= σ 2

1 , σ
2
2 , · · · ,

σ 2
j , σ

2
1 + σ

2
2 , σ

2
1 + σ

2
3 · · · , σ

2
1 + σ

2
2 + · · · + σ

2
j .

(61)

First, themaximum likelihood estimation of unknown vari-
ance σ 2

x is calculated

σ̂ 2
x = argmax

σ 2x

p(y; σ 2
x ). (62)

If ∂p(y;σ̂
2
x )

∂σ̂ 2x
= 0, we get

σ̂ 2
x =

1
N

∑N−1

n=0
y2n. (63)

Generalized likelihood ratio can be obtained in Eq.64, as
shown at the bottom of this page.

Due to the complexity of the detector, it is difficult to carry
out theoretical analysis. So you need to think about simpler
detectors.

In order to simplify the above detection methods and
design a detection method that is easy to theoretical analysis,
which can well realize the detection purpose with multiple
satellites as the primary user, this section proposes a two-step
detector. The core idea is to select the most likely variance
and then determine whether there are illegal users.

Specifically, the first step is to adopt the maximum likeli-
hood criterion

σ 2
n = argmax

σ
(−
∣∣∣σ 2
n − σ

2
x

∣∣∣). (65)

The second step is to derive the generalized likelihood ratio

L1(y) =
p(y; σ̂ 2

x ,H2)
p(y; σ 2

n ,H1)

=

1

(2πσ̂ 2x )
N
2
exp(−

∑N−1
n=0 y

2
n

2σ̂ 2x
)

1

(2πσ 2n )
N
2
exp(−

∑N−1
n=0 y

2
n

2σ 2n
)

H2
>

<
H1

λ1. (66)

Through the maximum likelihood criterion of variance,
the above formula can be well simplified. Similarly, this
is also a bilateral detection problem. The detection thresh-
old can be deduced by continuing to use the above
method.

L1(y)

=
p(y; σ̂ 2

x ,H2)
p(y;H1)

=

1

(2πσ̂ 2x )
N
2
exp(−

∑N−1
n=0 y

2
n

2σ̂ 2x
)

1

(2πσ 21 )
N
2
exp(−

∑N−1
n=0 y

2
n

2σ 21
)+ 1

(2πσ 22 )
N
2
exp(−

∑N−1
n=0 y

2
n

2σ 22
)+ · · · + 1

(2πσ 2j )
N
2
exp(−

∑N−1
n=0 y

2
n

2σ 2j
)

+
1

(2π (σ 21+σ
2
2 ))

N
2
exp(−

∑N−1
n=0 y

2
n

2(σ 21+σ
2
2 )
)+ 1

(2π (σ 21+σ
2
3 ))

N
2
exp(−

∑N−1
n=0 y

2
n

2(σ 21+σ
2
3 )
)+ · · · + 1

(2π (σ 21+σ
2
2+···+σ

2
j ))

N
2
exp(−

∑N−1
n=0 y

2
n

2(σ 21+σ
2
2+···+σ

2
j )
)

H2
>

<
H1

λ1.

(64)

VOLUME 8, 2020 50409



Y. Liu et al.: Detection of Spectrum Misuse Behavior in Satellite-Terrestrial Spectrum Sensing Based on Multi-Hypothesis Tests

The decision thresholds η1 and η2 are the solutions of the
following two equations(

Nσ 2
n

η1

)N
2

exp
(
η1

2σ 2
n
−
N
2

)

=

(
Nσ 2

n

η2

)N
2

exp
(
η2

2σ 2
n
−
N
2

)
= λ1, (67)

Pr (H1|H1) = Pr (η1 < Y < η2)

=

0
(
N
2 ,

η1
σ 2n

)
− 0

(
N
2 ,

η2
σ 2n

)
0
(N
2

) = β. (68)

The verdict is

d =

{
H1, η1 < Y < η2

H2, otherwise.
(69)

So the total decision domain is

Ri =


Y < η0, i = 0
η1 < Y < η2, i = 1
η0 < Y < η1, orY > η2, i = 2.

(70)

Similarly, there is also the possibility of overlap in the
decision domain, and the derivation and analysis of overlap
are the same as above, which will not be repeated here.
Finally, if there is overlap, the threshold for η2

η2 = 0
−1
(
N
2
, 0

(
N
2
,
η1

σ 2
n

)
− 0

(
N
2

)
β

)
σ 2
n . (71)

The decision domain becomes

Ri =


Y < η0, i = 0
η1 < Y < η2, i = 1
Y > η2, i = 2,

(72)

where η0 is calculated from Eq. 59, η0 = η1, and η2 is
obtained from Eq. 71.

V. SIMULATION RESULTS AND ANALYSIS
All satellite and earth station parameters are referred to O3b
and OneWeb, respectively. The downlink transmission fre-
quency is 18.48GHz, satellite 1 is a GEO satellite with an
altitude of 35678Km, the satellite transmission antenna gain
is 52dBi, the earth station antenna gain is 55.4dBi, the earth
station antenna diameter is 2.4m, and the earth station noise
temperature is 200k. Satellite 2 is an 8062KmNGEO satellite
with a transmission gain of 35dBi and a transmission antenna
gain of 37.2dBi for the earth station. Satellite 3 is an NGEO
satellite with an altitude of 6000Km, the satellite transmission
gain is 31.5dBi, and the earth station transmission antenna
gain is 36.7dBi. Satellite 4 is an NGEO satellite with an alti-
tude of 10000Km, the satellite transmission gain is 37.3dBi,
and the earth station transmission antenna gain is 38.4dBi.
The spectrum bandwidth is 6MHz, the sampling number is
generally N = 300, and the sampling time is 0.05ms. The
noise variance is σ 2

0= 10−5Watt.

FIGURE 6. Detection probability under different illegal behavior
parameters.

FIGURE 7. Detection probability under different performance constraints.

Fig. 6 shows the detection performance under different
variances σ 2

x when the number of satellites is from 1 to 4,
where α = β= 0.8. As can be seen, when σ 2

x is close
to the variance of the primary user, the detection perfor-
mance decreases significantly. This is because the similarity
between various states is too high, which makes it diffi-
cult to distinguish. Therefore, when the number of satellites
increases, the number of detection performance degradation
will increase obviously due to the combination of variance.
On the other hand, when the distance between the variances
of the primary users increases, the detection performance can
be significantly improved.

Fig. 7 shows the relationship between detection perfor-
mance and constraint parameter α and β, where α = β and
N = 300. As can be seen, the detection performance will
decline with the improvement. Fig. 8 shows the relationship
between detection performance and sample number N, where
α = β= 0.8. It can be seen that when N increases, detection
performance is improved.

Fig. 9 and Fig. 10 show the detection performance under
different performance constraints and samples when the num-
ber of primary user satellites is 2, 3 and 4, respectively. As can
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FIGURE 8. Test performance under different sample Numbers.

FIGURE 9. Influence of number of primary user satellites on detection
probability.

FIGURE 10. Influence of number of primary user satellites on detection
probability.

be seen from the figures, the number of satellites has no
impact on the detection performance. This is because the
maximum likelihood criterion is adopted for variance, and
the variance closest to the estimated variance is chosen for
judgment. Therefore, when the estimated variance remains
unchanged, changing the number of satellites will not affect
the detection performance.

VI. CONCLUSION
In this paper, we investigate the detection of illegal spec-
trum access behavior through spectrum perception in the
satellite-terrestrial spectrum sharing system. First we estab-
lish a model of multiple hypothesis test, and use the GMNP
criteria to solve the problem. Then, we deduce the judgment
threshold formula. Finally, through simulation, the perfor-
mance of the detection method is evaluated and analyzed.
The results show that the method has a high detection rate
for illegal spectrum access behavior.

APPENDIX
PROOF OF THEOREM 1
Firstly, we consider the critical point (αc, βc) which makes
the overlapping just happens, i.e., η0 = η1 = η∗1 . First, based
on (36), η∗1 is formulated

η∗1 = 0
−1
(
N
2
, (1− αc) 0

(
N
2

))
σ 2
0 .

Substitute η∗1 for η1 in (43), and we have(
η∗1

η2

)N
2

exp

(
η2 − η

∗

1

2σ 2
1

)
= 1.

So, we can obtain η∗2 that is the solution to the equation
above, η2 6= η1. Then, Pr (H1|H1) is formulated as follows

βC =

0

(
N
2 ,

η∗1
σ 21

)
0
(N
2

) −

0

(
N
2 ,

n∗2
σ 21

)
0
(N
2

) . (73)

Further, it is found that when β increases, λ1 increases,
η1 decreases, and the area of the overlapping region increases.
On the other side, when α increases, η0 decreases and the
area of the overlapping region increases. This means that
once β is over the value in Eq.73 the overlapping happen.
In conclusion, the overlapping condition is obtained just as
formulated in Eq.49.

This completes the proof.
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