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ABSTRACT Recently, security and privacy issues in mobile communication systems became an enormous
challenge due to the limited resources ofmobile networks regarding communication overhead, computational
cost, and battery power. 5G systems provide high performance and flexibility that can connect billion
of objects through Heterogeneous Wireless Networks (HWN) concerning the Internet of Things (IoT).
However, some of these security challenges can be addressed by using outsourced assistants such as
Server-Aided Verification (SAV) to contribute partially with the authentication process among 5G network
entities. In this paper, we propose an efficient and secure identity-based signature scheme with Server-Aided
Verification for 5Gmobile systems (IBS-SAV).We provide a performance evaluation based on security proof
of the proposed IBS-SAV scheme under existential unforgeable in the random oracle model as well as the
security against collusion and adaptive chosen message attack (EUF-CMA). The performance evaluation
and security analysis demonstrate that our IBS-SAV scheme is not only secure but also can reduce the
communication and computation complexity for mobile systems efficiently.

INDEX TERMS Public key cryptography (PKC), identity-based signature (IBS), server-aided verification
(SAV), 5G mobile systems.

I. INTRODUCTION
5G mobile systems are designed to support a variety of
applications to enable the significant growth in cloud-based
mobile services which have caused an upwards trend
in sensitive-data privacy using outsourced cloud servers.
In traditional mobile communications networks, the network
and user authenticate each other. Users and networks con-
stitute a mutual trust model [1], [2]. 5G cellular systems
serve not only individual consumers but also vertical indus-
tries in providing diverse services. The 5G era does not
just entail faster mobile networks or more powerful smart-
phones, but also new services that connect theworld [3]. Also,
5G systems can provide interfaces with third-party applica-
tions through the Authentication Center (AuC). Moreover,
5G mobile networks are designed to support a variety of
applications to enable growth in mobile use of cloud-based
services [4]. Consequently, there is an upward trend in the
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outsourcing of privacy-sensitive data to cloud servers. How-
ever, unsecured terminal devices and third-party applications
may bring risks to 5G networks [5].

Despite the advantages of 5G systems such as faster mobile
networks, more powerful smartphones, and new interna-
tional services, 5G networks are vulnerable to new forms of
attack [6].

By investigating the security of current authentication pro-
tocols, we pinpoint several of their vulnerabilities against
different attacks including replay attack, Man-In-The-Middle
attack (MITM), and Denial of Service (DoS) attack. Security
is the main concern for 5G systems because these networks
are not only meant to serve users but various other applica-
tions such as industrial IoT, traffic control, e-health, smart
grid, etc. [7]. Compared to previous generations such as 2G,
3G, and 4G technologies. 5G can provide higher capacity
and bit rates (more than 10 Gbps) and very low latency [1]
which is one of the major features in the 5G-based Internet of
Things (IoT) applications by connecting billions of objects
through Heterogeneous Wireless Networks (HWN) [4]. This
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FIGURE 1. 5G overall architecture.

scenario is considered to be one of 5G vulnerabilities, espe-
cially under vertical handover processes. To overcome these
issues and to achieve the authentication process, 5G needs
some kind of outsourced assistance such as Server-Aided
Verification (SAV) with flexible and lightweight cryptosys-
tems [8], [9].

The main security weaknesses in IoT applications are
related to authentication and unauthorized access to IoT
resources. Integrity is to allow unauthorized users and data
configuration and settings to be unobserved, and hence, vul-
nerabilities that delay and interrupt the continuous access to
IoT would be related to availability. Therefore, these weak-
nesses are connected and related to several security require-
ments, each of these vulnerabilities might touch more than
one security objective. The flexibility of IoT leads to some
security issues, then reduces the trust in IoT applications
and its implementation in the commercial markets in vari-
ous fields such as industrial, medical, and Vehicular Ad-hoc
Network (VANET) [10].

Also, one of the key technologies for 5G networks is
Software-defined Network (SDN). SDN architecture sepa-
rates the data plane from the control plane; and it roughly con-
sists of an application layer, control layer, and infrastructure
layer. Software-Defined Networking (SDN) is an evolving
structure that is dynamic, manageable, cost-effective, and
flexible, making it ideal for the high-bandwidth and dynamic
infrastructure such as mobile communications systems. The
major task of SDN architecture is to decouple the network
data/control and progressing tasks that can enable the net-
work control to become directly programmable and the core
infrastructure to be inattentive for applications and network
services [11].

Since 5G mobile system adopted some technologies
(SDN, IoT) to provide system flexibility and high perfor-
mance; then it became more vulnerable to several kinds
of attacks such as Man-in-the-middle attacks (MITM), Dis-
tributed Denial of Service (DDoS), control plane saturation,
flow table overloading, ID spoofing, link spoofing, etc. The
security solutions for SDN and IoT are not our main focus
in this research paper. Nonetheless, some of these solutions
could be build based on network, host, or even cryptographic-
based solutions [12].

5G requires new security architectures including secure
models that cover all users in 5G systems. 4G networks
integrate both the user (data) and control planes, while 5G
networks separate these planes to providemore flexibility that
can simplify centralized or decentralized control, and guaran-
tee easy network slicing [1]. The 5G architecture consists of
all RANs (Radio Access Network), aggregator, IP network,
gateway, central cloud, and core system as described in the
3GPP document [2]. Figure 1 shows the 5G architecture
that can provide different 5G applications with massive het-
erogeneous connection networks, and create many security
challenges.

A. RELATED WORK
To avoid the security vulnerabilities in the previous mobile
2G, 3G, and 4G systems such as Man-in-the-Middle attacks
(MITM), impersonation attacks, rogue base station attacks,
and Denial of Service attacks, 5G security mechanisms pro-
vide more security features to achieve mutual authentication
between the users and the network operator [13]. However,
some proposed researches have shown how to implement
Public Key Cryptography (PKC) protocols in mobile systems
due to the flexibility of PKC schemes.

Sandhya et al. [14] proposed a mutual authentication
scheme based on the SHA algorithm for Long TermEvolution
using Hyper-Elliptic Curve Cryptography providing secure
communication for data exchange. Haddad et al. [15] pro-
posed a secure Authentication and Key Agreement protocol
(EPS-AKA) for evolved packet systems in LTE-A networks
using Public Key Cryptography (PKC) to provide confi-
dentiality by using RSA as a basis to compute the tempo-
rary value for the International Mobile Subscriber Identity
(IMSI). Abdo et al. [16] proposed a scheme called EPS
mutual authentication and cryptanalysis (SPAKA), which
based on self-certified protocol. SPAKA solves the issue
of positive IMSI catch attacks during the user identifi-
cation and key agreement process, even though the false
base station is still a problem. Lai et al. [17] proposed a
new scheme for group-based communication authentication
called Secure and Efficient group Authentication and Key
Agreement protocol for LTE networks (SEAKA) using the
Elliptic curve Diffie-Hellman (EDH) to accomplish the key
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forward/backward secrecy and also adopted an asymmetric
cryptosystem for preserving user privacy. Cao et al. [18]
proposed a handover authentication scheme between HeNB
and eNB in mobile networks considered to be fast, secure,
and compatible with handover authentication schemes in all
mobility scenarios in the mobile networks.

Since the Third Generation Partnership Project (3GPP)
released the first 5G security specifications [2], many
researchers have been attracted to investigate the secu-
rity weaknesses in 5G systems even the security has been
enhanced from the previous generations. However, some
recently published researches showed that the 5G system has
serious security issues and is vulnerable to several attacks.

Basin et al. [19] proposed a comprehensive formal model
to identify the security vulnerabilities of the 5G Authentica-
tion and Key Agreement protocol (5G-AKA) by using the
security verification tool (Tamarin). This scheme showed that
there are some critical security issues in 5G-AKA, and rec-
ommended some provably secure solutions to overcome these
weaknesses. Recently, Braeken et al. [20] proposed a new
version of 5G Authentication and Key Agreement protocol
(5G-AKA) to overcome all the identified weaknesses in this
protocol. The idea behind this new protocol is to replace
the sequence numbers with random numbers, and hence to
reduce the computational cost and the handshaking process
as well. Also, a logic-based verification proof technique
called (RUBIN) was used for formal verification to verify the
security of the proposed protocol. Also, Gharsallah et al. [21]
proposed a Secure Efficient and Lightweight Authentication
and Key Agreement protocol (SEL-AKA) for 5G mobile
networks to address the weaknesses in the basic proto-
col (5G-AKA), which is independent of the Global Public
Key Infrastructure. This work used a formal verification
tool called (AVISPA) to prove the security of the proposed
scheme. Also, there are some other formal verification tech-
niques such as (TAMARIN) that can be used to prove the
security of authentication protocols [22].

However, the security issues and the limited computational
capabilities in mobile networks will attract more researchers,
at least shortly [23], [24]. Additionally, much research has
targeted the field ofmobile security using PKC cryptosystems
such as [25]–[28]. Other research has focused on the idea
of server-aided verification schemes such as [29]–[31], and
some researchers have proposed digital signatures based on
bilinear pairing [32].

The main research gaps in the field of mobile communi-
cations security are the lack of solutions based on public-key
cryptographic protocols, to come up with solutions to secure
the mobile systems 5G and the upcoming 6G by using
secure authentication and key agreement cryptosystems. For
instance, some new approaches of authentication scheme
including (mutual authentication and end-to-end security)
based on Public Key cryptography, Code-Based Cryptog-
raphy, and quantum cryptography, which are compatible
with mobile communication systems due to their high-
security level and the flexibility [20]. The mobile system

needs a lightweight cryptosystem due to its relatively lim-
ited resource. Hence, some cryptographic algorithms such
as Identity-Based Cryptography (IBC), Certificateless Pub-
lic Key Cryptography (CL-PKC), Designated Verifier Proxy
Signature (DVPS), and Group/Ring signature protocols could
be more practical to provide user-to-user schemes. Moreover,
most of these protocols don’t require a certificate to bind the
public key. Thus, can provide low memory and bandwidth,
and low computational cost features that are compatible with
mobile applications to maintain the mobile communications
security [23]. However, there exist some proposed researches
have shown how to apply the flexibility of public-key cryp-
tosystems to mobile systems.

To the best of our knowledge, until now, there is no
PKC-based authentication scheme using SAV techniques for
mobile systems that have been proposed with fulfilling the
security requirements and proving low computational costs.
This paper proposes such a security scheme.

B. SECURITY REQUIREMENTS
The security threats in mobile systems such as unauthorized
access, MITM attack, and DoS attack increased the impor-
tance of identifying and improving the security requirements
for mobile systems which include confidentiality, integrity,
authentication, access control, nonrepudiation, and network
availability. These security requirements can be explained as
follows [24]:
Confidentiality: Is a process to guarantee that the trans-

mitted information is only revealed to the authorized parties.
Thus, to prevent sensitive information from being disclosed
to the adversary.
Integrity: The received message can be corrupted due to

transmission errors or malicious attacks. Data integrity is to
guarantee that the message is not changed during the trans-
mission process by some kind of malicious attack.
Authentication: Is the process of protecting sensitive infor-

mation such as messages, users’ identities, and network enti-
ties from the adversary and proving that this information is
true and valid.
Access control: Is a process to allow only authorized parties

to get access to specific service in the network and to use the
network resources
Nonrepudiation: Is a process to guarantee that the sender of

a message cannot later repudiate or deny sending the message
as well as the receiver cannot deny receiving the message.
Network availability: This is to guarantee that all the

network resources are always valid, available, and uti-
lized by authorized parties. Thus, protecting the mobile
network from several kinds of attacks such as DoS
attack.

For mobile communications systems; and both mobile
users and network operators. The authentication process is
considered to be the major security requirement that can
ensure a high level of security and can achieve integrity,
nonrepudiation, and network availability altogether [22].
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C. OUR CONTRIBUTIONS/GOALS
The security issues in 5G system include confidentiality,
authentication, authorization, access control, and privacy pre-
serving. These issues will be a high-layer problem to solve
using cryptographicmethods. 5G systemwill function as core
infrastructure and involve billions of resource-constrained
devices, especially regarding 5G-IoT. Therefore, the pro-
posed IBS-SAV scheme provides a lightweight, efficient, and
flexible security solution with low-delay mobility (handshak-
ing process), low computational cost, and low communi-
cation overhead. Server-Aided Verification (SAV) signature
consists of a digital signature scheme and a server-aided
verification protocol. Such signatures can be verified by exe-
cuting the SAV protocol with the server, where the verifica-
tion requires less computation than the original verification
algorithm of the digital signature [9]. Themajor contributions
of this paper can be summarized as follows:
• We propose a concrete Identity-Based Signature (IBS)
scheme with Server-Aided Verification (SAV), which
provides a secure and efficient security model for 5G
mobile systems.

• Our proposed IBS-SAV scheme provides an identity-
based signature with low computational cost and low
power consumption due to SAV technique.

• We prove the security of the IBS-SAV scheme. The
security of our construction is based on Existential
Unforgeable EUF under CDH assumption in the random
oracle.

• The proposed scheme is EUF secure against Collusion
and adaptive chosen message attack EUF-CMA.

• For formal verification proof, we use the BAN logic
model to show that our scheme securely achieved SAV
authentication.

• We show that the computational cost of our proposed
scheme is more efficient compared to other proposed
schemes. Also, we show that the proposed scheme has
low communication overhead, which is more efficient
and compatible with 5G systems.

• Finally, and from the performance analysis, we show
that our proposed IBS-SAV supports the authentication
of mobile devices through server assistant to accomplish
the standards of a high-performance security system.

D. PAPER ORGANIZATION
The rest of the paper is organized as follows. In Section 2,
we review some preliminaries of our proposed scheme.
In Section 3, we define our proposed IBS-SAV scheme
and its system model and security notions. In Section 4,
we explain our IBS-SAV scheme and describe the pro-
posed model. In Section 5, we evaluate the proposed scheme
and include security proofs and computational cost aspects.
Finally, we conclude the paper in Section 6.

II. PRELIMINARIES
This section discusses some basic notions required in this
paper namely; bilinear pairing, DDH, and CDH assump-
tions [33], [34].

• Bilinear Pairing: Let G1 and G2 be two cyclic groups
generated by P, with the same order prime p. A bilinear
pairing is a map e : G1 × G1 → G2 with the following
properties:
Bilinearity: e (aP, bQ) = e (P,Q)ab for all P,Q ∈
G1, a, b ∈ Z∗p .
Non-degeneracy: There exists P,Q ∈ G1 such that
e (P,Q) 6= 1.
Computability: There is an efficient algorithm to com-
pute e (P,Q) for all P,Q ∈ G1.

• Computational Diffie-Hellman Assumption (CDH):
Consider a multiplicative cyclic groupG of order p, with
generator P. A probabilistic polynomial-time adversary
has a negligible probability of computing (abP) from
(P, aP, bP) for random a, b ∈ Z∗p .

• Decisional Diffie-Hellman Assumption (DDH): Con-
sider a multiplicative cyclic group G of order p, with
generator P. A probabilistic polynomial-time adver-
sary has a negligible probability of distinguishing(
Pa,Pb,Pab

)
for random a, b ∈ Z∗p and

(
Pa,Pb,Pc

)
for

random a, b, c ∈ Z∗q .

III. SYSTEM AND SECURITY MODELS
A. SYSTEM MODEL
The proposed IBS-SAV scheme is a combination of
identity-based signature (IBS) [35] and server-aided verifica-
tion (SAV) techniques [36], [37]. We employ a server-aided
verification technique to reduce the computational cost of
the verification process which is less in our scheme than the
proposed approaches in [36], [37]. The proposed technique
delegates an untrusted third party (server) to assist in the
verification process from the user equipment (UE) prospec-
tive. Therefore, providing more flexibility and high security
than the proposed scheme in [35] by adopting identity-based
signature technique. 5G system will use the network core
entity or the cloud server as an assistant to partially verify the
users’ signatures. The private key is calculated by a trusted
third party, i.e. the network Authentication Center (AuC)
using the master key, and the public key is the mobile users’
identifiers such as International Mobile Subscriber Identity
(IMSI), or Globally Unique Temporary UE Identity (GUTI)
in case of rooming status. Figure 2 illustrates the proposed
system model and the handshaking process of the IBS-SAV
scheme.

There are two mobility and handover modes in the 5G
system. The first one is the home-state in which the two users
who are willing to authenticate each other belong to the same
Radio Access Network (RAN). In this case, the users request
the security parameters from the home network i.e. core entity
which is computed in advance by the Authentication Center
(AuC). The second mode is the roaming-state in which the
two users belong to different RAN. In this case, the authenti-
cation process can be done separately in each RAN side and
the security parameters will be shared via secure channels
in advance from the home network. In this case, the RAN
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FIGURE 2. IBS-SAV system model.

entities can perform as an assistant server for the server-aided
verification SAV process [23].

The proposed IBS-SAV scheme consists of five algo-
rithms (Setup, KeyGen, User-Sign, User-Verify, SAV-Verify)
as follows:

• Setup: This algorithm takes a security parameter k and
returns system parameters params, which includes the
description of the required elements in the signature.

• KeyGen: This algorithm takes paramss as input and
outputs a key pair (Sk, Pk), where Sk is the signing key
and Pk is the verification key.

• User-Sign: The user takes params, message m ∈M, and
the key pair (Sk, Pk) as inputs, and outputs the signature
σ .

• User-Verify: The user takes params, message m ∈ M,
the public key ID, and the signature σ as input, and
outputs the partially verified signature σ1 and sends it
to the server.

• SAV-Verify: The server takes params, and the partially
verified signature σ1 as inputs, and outputs another par-
tially verified signature σ2 and sends it to the corre-
sponding user to complete the verification.

B. SECURITY MODEL
Definition 1: For the security, an adversary aims to forge
the signature existentially. Our proposed IBS-SAV scheme
is secure if the basic signature scheme involved is existen-
tially unforgettable under adaptive chosen message attack
EUF-CMA secure. Assume that Ch denotes a challenger,
and A denotes an adversary. The EUF-CMA security can be
described by the following games:

• Setup: The challenger Ch runs the algorithms Setup and
KeyGen to obtain the master secret key x and the sys-
tem parameters params and the key pair (Sk, Pk). The
adversary A is given (params, Pk).

• Queries: The adversary A is allowed to make at most qs
sign queries. For each sign query mi ∈ {m1, . . . ,mqs},

the challenger Ch returns σi = Sign (params,mi, S,QID)
to A .

• Output: The adversary A outputs (m∗, σ ∗) and wins the
game if m∗ /∈ {m1, . . . ,msq}, and verify (params, m∗,
σ ∗, ID) is valid. We say that IBS-SAV is existentially
unforgeable under adaptive chosen message attacks if
there exists no adversary that (t , qs, ε) can break the
scheme.
Definition 2: Security against collusion and adaptive
chosen message attack of IBS-SAV. We can present this
security in the following game.

• Setup: The challenger Ch runs the algorithms Setup,
KeyGen, and SAV-Verify to obtain the system parameter
params, the key pair (Sk, Pk). The adversary A is given
(params, Sk, Pk).

• Queries: The adversary A is permitted to make at most
qsv server-aided verification queries adaptively, and
here the adversary A acts as the server and the challenger
Ch acts as the verifier. The challenger Ch answers by run
the algorithm SAV-Verify with the adversary A , then Ch
returns the output of SAV-Verify to the adversary A .

• Output: The adversary A outputs a message m∗. The
challenger Ch chooses a random invalid signature σ ∗ on
the message m∗ and A wins the game if the verification
on (m∗, σ ∗, ID) is valid. We say that IBS-SAV is secure
against collusion and adaptive chosen message attacks
if there exists no adversary that (t , qsv, ε) can break the
scheme.

IV. IBS-SAV: CONSTRUCTION
In this section, we present a secure and efficient
IBS-SAV scheme. A detailed description of the scheme as
follows:
• Setup
This algorithm takes as input a security parameter k , and
it performs as follows:
G1, G2 are two cyclic groups of prime order p, with an
arbitrary generator P for G1. Let e : G1 × G1 → G2 be
a bilinear pairing. Choose cryptographic hash functions:
H1,H2 : {0, 1}∗ → G1. Computes: g = e (P,P). Picks
a secret master key x ∈ Z∗p and computes: P0 = xP.
The system parameters are
params = {e,G1,G2, p,P,P0, g,H1,H2}.

• KeyGen
Given a user’s identity ID as a public key, compute
QID = H1 (ID) and the corresponding private key is
S = xQID.

• User-Sign
Given the user’s (S, ID, m, params), picks a ∈ Z∗p
randomly, then computes:

U = aP

h = H2 (U , ID,m)

V = S + ah

The signature is σ = (U ,V , h).
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• User-Verify
Given σ = (U ,V , h), the user picks r, d ∈ Z∗p randomly
and computes:

h1 = rh

V1 = rV + dP

Then the user sends σ1 = (U ,V1, h1) to the server.
• SAV-Verify: Given (σ1, params), the SAV computes:

g1 = e (V1,P)

g2 = e (QID,P0)

g3 = e (h1,U)

Then SAV sends σ2 = (g1, g2, g3) to the user.
The user accepts the signature if the following equation
holds:

g1 = gr2g
d−1
3 gd

• Correctness

g1 = gr2g
d−1
3 gd

= e (QID,P0)r e (h1,U)d
−1
e (P,P)d

= e (xQID,P)r e (rdh, aP)d
−1
e (P,P)d

= e (S,P)r e (ah,P)r e (P,P)d

= e (V ,P)r e (P,P)d

We have,

g1 = e (V1,P) = e (rV + dP,P)

= e (rV ,P) e (dP,P)

= e (V ,P)r e (P,P)d

Thus,

g1 = gr2g
d−1
3 gd

• Computation-Saving
From Table 1, we can see that our proposed IBS-SAV
reduces the computational cost on the user side, only
needs one ECC-based point multiplication operation,
and one Exponentiation operation. All the high compu-
tational cost operations such as bilinear pairing are done
by the server. Thus, 8-User_Verify < 8-Server_Verify
to satisfy the SAV property.

V. IBS-SAV: PERFORMANCE EVALUATION
A. INFORMAL SECURITY PROOF
In this section, we give security proof of the above signature
scheme involved in our IBS-SAV scheme in the random
oracle model.
Theorem 1: There exists an adversary A that could break

the IBS-SAV scheme with advantage ε in time t , after making
at most qk times KeyGen queries, qs times Sign queries, and
qh1, qh2 times random oracle queries to H1 and H2 respec-
tively, there would be an algorithm able to solve the CDH
problem with a non-negligible advantage of at least ε0 ≥
(1/qh1) ε in running time t0 ≤ t+(qh1 + qh2 + qk + 4qs) .tsc,

TABLE 1. Ban logic basic notations.

where tsc denotes the time required for computing a scalar
multiplication.

Proof: Assume A can break the EUF-CMA security
of the scheme. Given the challenger Ch a random tuple
(P, aP, bP) of the CDH problem, then there exists an algo-
rithm that can obtain the value of abP, here Ch acts as a CDH
problem solver. We can present the security of this theorem
by the following game.

• Setup: Ch set P0 = aP and generates system parame-
ters params = {e,G1,G2, p,P,P0, g,H1,H2}, the hash
functions H1 and H2 are random oracles controlled by
Ch . Then pick a random integer λ ∈ [1, qh1], let λth
query to H1 is on the target identity ID∗.

• H1 Queries: When Ch receives an H1 query on ID.
In case of (i 6= λ), Ch randomly picks T1i ∈ Z∗p , com-
putes Qi = H1 (IDi) = T1iP. In case of all the possible
qh1 times queries (i = λ), set T1λ = ⊥,Qλ = bP, then
add the corresponding tuple (ID,T1,Qi) to H1_list.

• H2 Queries: When Ch receives an H2 query on
(Ui, IDi,mi). Ch randomly picks T2i ∈ Z∗p , computes
H2 (Ui, IDi,mi) = T2iP, then adds the corresponding
tuple (Ui, IDi,mi,T2i,T2iP) to H2_list.

• KeyGen Queries: When Ch receives a KeyGen query
on an identity IDi. For all the possible qh1 times’
queries (i = λ), Ch aborts the game. Otherwise, Ch
makes H1 queries on IDi and searches H1_list for a
tuple (T1i, IDi,Qi) and generates the user’s private key
Si = T1iP0.

• Signing Queries: When receiving a signing query on
(IDi, mi), and for all the possible qh1 times’ queries
(i = λ), Ch generates a signature as follows:
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Randomly pick a1, a2 ∈ Z∗p
Compute U = a1P0, V = a2P0
Set H2

(
U , ID∗,m

)
= a−11

(
a2P− H1

(
ID∗

))
If there has been a tuple (U , ID∗,m,⊥) in H2_list, then
Ch chooses another a1 ∈ Z∗p and repeat the above
signature.

• Forge: A generates a forgery on σ ∗ =
(
U∗,V ∗, ID∗,

m∗
)
. If it is a valid signature, then can pass the following

verification:

e
(
V ∗,P

)
= e

(
P0,Q∗

)
e
(
U∗, h∗

)
where, Q∗ = H1

(
ID∗

)
= bP, h∗ = H2

(
U∗, ID∗,m∗

)
Search the H2_list for H2

(
U∗, ID∗,m∗

)
= T2λP.

Then Ch can get, e (V ∗,P) = e (aP, bP) e (U ,T2λP)
Then, abP = V ∗ − T2λU∗

According to the assumption, there exist an algorithm can
solve the CDH problem with an advantage: ε0 ≥ (1/qh1) ε in
running time: t0 ≤ t + (qh1 + qh2 + qk + 4qs) .tsc, where tsc:
the time required for computing a scalar multiplication.
Theorem 2: The IBS-SAV scheme is secure against collu-

sion and adaptive chosen message attack. Adversary A that
could break the signature under (t, qsv, 1/(p − 1)) if A runs
in time at most t , makes at most qsv SAV queries. We say
that IBS-SAV is secure against collusion and adaptive chosen
message attacks if there exists no adversary that can break the
scheme.

Proof: We will show that the adversary can only prove
an invalid signature as a valid one with at most probability
1/(p− 1) as follows.
• Setup: Ch picks a random x ∈ Z∗p then com-
putes QID = H1 (ID) and the corresponding private
key S = xQID, and generates system parameters
params = {e,G1,G2, p,P,P0, g,H1,H2}. Then Ch
sends (params, Sk,Pk) to A .

• Queries: A is permitted to make at most qsv server-aided
verification queries, and here the adversary A acts as
the server and the challenger Ch acts as the verifier. The
challenger Ch answers by run the algorithm SAV-Verify
with the adversary A , then Ch returns the output of
SAV-Verify to the adversary A .

• Output: Ch randomly picks r∗, d∗ ∈ Z∗p , and computes
h∗1 = r∗d∗h, V ∗1 = r∗V + d∗P and sends σ ∗1 =(
U ,V ∗1 , h

∗

1

)
to A . Then A returns σ ∗2 =

(
g∗1, g

∗

2, g
∗

3

)
to

Ch .
In the following, we will show that g1 = gr2g

d−1
3 gd

happens with probability 1/(p− 1).
Ch sends σ ∗1 to A as follows:

h∗1 = r∗d∗h

V ∗1 = r∗V + d∗P

We assume a strong-collusion attack in which the adver-
sary A can have all the abilities of the sender and the
untrusted server besides the system parameters. When A
receives σ ∗1 =

(
U ,V ∗1 , h

∗

1

)
with some random elements

r∗, d∗ ∈ Z∗p randomly chosen by Ch .

From the adversary viewpoint, h∗1,V
∗

1 are linearly inde-
pendent and uniquely determined by r∗, d∗ which are
chosen by Ch . Then A output σ ∗2 such that g1 =

gr2g
d−1

3 gd holds. We can rewrite this equation as follows:

g1 = r∗.DLgg2 + d∗−1.DLgg3 + d∗

Then Ch sends
σ ∗2 = [e (V1,P) , e (QID,P0) , e (h1,U)] to A .

According to the assumption, σ ∗2 is an invalid signature and
uniquely determined by r∗, d∗ and the equality:

e (V1,P) = e (QID,P0)r∗ e (h1,U)d∗
−1

e (P,P)d∗ does
not hold. Thus, the adversary can only output g1, g2, g3 to
satisfy the above equation by guessing the randoms r∗, d∗

with probability 1/(p− 1).
Theorem 3: The IBS-SAV scheme is secure against replay

attack, Man-In-The-Middle attack (MITM), and Denial of
Service attack (DoS).
• Replay attack: This happens when the adversary gets
some security information from the previous session and
using it in the current session to impersonate a valid user.
Proof: The proposed IBS-SAV scheme is secure

against this attack due to the changeable private keys:
QID = H1 (ID), S = xQID. This private key derived
from the hash value of the temporary identities in case
of roaming which is changeable according to the user’s
location area. Therefore, when the adversary uses the
previous security parameters, the request will be rejected
and invalid.

• Man-In-The-Middle attack(MITM): Also known as false
base station attack in mobile security. This happens
when the adversary intercepts actively or passively the
communication between the network entities. Then the
adversary acts as one or more of the network entities.
Proof: The proposed IBS-SAV scheme is secure

against this attack due to the difficulties for the attacker
to get or recover any information, and this is because of
the use secure signature against collusion and adaptive
chosen message attack with negligible probability for
the adversary to recover the signature or any random
elements, even if the server collude with the adversary
or with other valid users. If the signature is invalid, then
the network entities recognize this is a false base station,
then outputs invalid to the Authentication Center (AuC).

• Denial of Service attack(DoS): This happens when the
adversary impersonates as a valid user and sends false
messages requests to access the network. However, 5G
system considered to be secure against DoS and Dis-
tributed Denial of Service attack (DDoS) due to the dis-
tributed security functionality by the isolation between
network slices which makes cyber-attacks be limited to
specific slices without impacting other network parts.
Proof: The proposed IBS-SAV scheme is secure

against this attack because of the security against exis-
tentially unforgettable under adaptive chosen message
attack EUF-CMA secure. In the proposed protocol, the
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user generates the signature by choosing a ∈ Z∗p ran-
domly. Then the other user partially verifies the signa-
ture by choosing r, d ∈ Z∗p randomly and use some
assistance from the server. Finally, verify the signature
using the same random elements (g1 = gr2g

d−1
3 gd ).

This makes the network entities independently secure
under the CDH assumption. Moreover, the proposed
scheme provided integrity and non-repudiation features
by hashing the contents of the message and signing this
hash with the sender’s private key, then both the message
and the hash value σ = (U ,V , h) is sent to the receiver
as follows: U = aP, h = H2 (U , ID,m), V = S + ah
and the two parties (user, server) cannot generate the
same signature. Therefore, these two security features
can provide resistance against DoS attack.

Analysis: Through the above analysis of three theorems,
we can conclude that our IBS-SAV scheme for 5G mobile
system is EUF-CMA secure by the respect of the hardness of
CDH assumption in the random oracle as well as is secure
against collusion and adaptive chosen message attack, replay
attack, MITM attack, and DoS attack. Hence, it can provide
a secure cryptosystem and ensure the users’ authentication
and the data integrity for mobile users. Also, the proposed
scheme has more security features by providing a secure and
lightweight authentication algorithm, then by using the net-
work administrator entity as a second defense line to protect
users against capture attack and false base-station attack by
the mean of network security and access control.

B. FORMAL SECURITY PROOF
In this section, we prove our proposed IBS-SAV scheme using
the BAN logic. The BAN logic [38] is a well-established
formal technique used for analyzing and evaluating authen-
tication protocols to ensure that these protocols achieve the
authentication process securely.

BAN logic is a logic on belief that can construe the
proof of security of authentication protocols through some
rules [39], [40]. Moreover, BAN logic works as a tool to ana-
lyze and verify authentication protocols. BAN logic is divided
into four specification processes, which consists of general
protocol specifications (BAN notations), assumptions to rep-
resent this idealized protocol (assumptions), idealized pro-
cess, which uses BAN notations to translate the protocol
parameters into BAN logic form (idealized form), and the
steps of proof that is the main purpose of the protocol secu-
rity proof and verification (proof-steps) [41]. Consequently,
to proof the security features using BAN logic, we must
first define some assumptions and identify and specify the
idealized protocol form by using the protocol specifications
(BAN notations), then we use the logical meaning of rules to
proof and verify the security of authentication protocols [42].

For our IBS-SAV, we use the BAN logic to validate for-
mally the authentication and trust properties of the pro-
posed scheme between users (A), (B), and server (C). Some
basic concepts and notations of the BAN logic are explained

in Table 1 as the initial requirements of the formal verification
proof [39].

There are other common rules such as inference rules
for freshness, message-meaning, jurisdiction, and nonce-
verification properties. However, these rules are useful for the
informal security proof of challenge-response protocols and
handover-based authentication schemes [38], [39]. This proof
can be modified to achieve mutual authentication property by
some modifications in (Goals, G1:G5).

Proof:Building on the above rules and notations, we ver-
ify the proposed IBS-SAV scheme as follows:
• Assumptions
(A1) A| ⇒ S

(A2) B| ≡
Q
−→ A

(A3) A| ≡ #(σ )
(A4) B| ≡ #(σ1)
(A5) C| ≡ #(σ2)
(A6) B| ≡ A| ⇒ σ

(A7) C| ≡ B| ⇒ σ1
(A8) B| ≡ C| ⇒ σ2

• Idealized Form
(I1) A| → B| : {U ,V , h}S
(I2) B| → C| : {U ,V1, h1}(r,d)
(I3) C| → B| : {g1, g2, g3}Q

• Goals
(G1) B| ≡ A| ⇒ S
(G2) C| ≡ B| ⇒ (r, d)
(G3) B| ≡ A| ∼ σ
(G4) C| ≡ B| ∼ σ1
(G5) B| ≡ C| ∼ σ2

• Steps
From the above assumptions, we can write the following
rules:

A| ⇒ S

B| G aP, {V }S ,H2 (aP, ID,m)

B| ≡
Q
−→ A

B| ≡ A| ∼ aP, {V }S ,H2 (aP, ID,m)

B| ≡ A| ⇒ S

B| ≡ A| ∼ σ

Then
B |≡ (A| ⇒ σ ),B |≡ (A| ≡ {σ }S)

B |≡ A| ≡ σ

And

C| ≡ B| ⇒ (r,d)

C| G aP, {V }(r,d) ,H2 (aP, ID,m)

C| ≡ B| ∼ aP, {V }(r,d) ,H2 (aP, ID,m)

C| ≡ B| ∼ σ1

Then
C |≡ (B| ⇒ σ1),C |≡ (B| ≡ {σ1}(r,d))

C |≡ B| ≡ σ
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And

C| ≡
Q
−→ A

B| ≡ C| ∼ g1, g2, g3
C| ≡ B| ⇒ (r,d)

B| ≡ C| ∼ σ2

Then

B| ≡ (#(σ2)), (C| ⇒ σ2),B |≡ (C| ≡ σ2)
B |≡ C| ≡ σ2

From the above steps, we can proof that:

B| ≡ A| ⇒ σ,B| G {σ }s
B| ≡ A| ∼ σ

C| ≡ B| ⇒ (r, d),C| G {σ1}(r,d)
C| ≡ B| ∼ σ1

B| ≡ C| ≡
Q
−→ A|,B| G {σ2}Q

B| ≡ C| ∼ σ2

Thus, we have satisfied the required goals (G1), (G2),
(G3), (G4), and (G5) for formal security of our proposed
IBS-SAV scheme according to the above-mentioned for-
mulas in the proof steps. Consequently, we can conclude
that users (A) and (B) successfully achieved the authen-
tication process through the assistant of server (C) in a
secure manner using the proposed IBS-SAV scheme.

C. COMPUTATIONAL COST EFFICIENCY
In this section, we evaluate the performance of our proposed
IBS-SAV scheme as well as the performance of the schemes
mentioned in [35]–[37], mainly in terms of computational
costs. To get the implementation time of the basic operations
through this comparison, we execute our experiments on a
desktop PC platform adhering to the following settings: PIV;
Windows XP OS 64 (bits); 3 (GHz) CPU; 1 (GB) RAM.
We employed MIRACL and PBC Libraries in [42], [43], and
the existing experimental in [44]–[46]. The running time for
each operation is defined below:
T1: ECC-based point multiplication operation= 1.97 (ms)
T2: Exponentiation operation = 2.573 (ms)
T3: Bilinear pairing operation = 20.04 (ms)
T4: General hash function = 0.009 (ms)
Other lightweight operations (e.g. XOR, addition, symmet-

ric encryption, etc.) < 0.008 (µs) (Omitted).

TABLE 2. Comparison of computational cost efficiency (ms).

FIGURE 3. Comparison of computational cost efficiency (ms).

D. COMMUNICATION OVERHEAD EFFICIENCY
Mobile systems have extremely limited power. The most
important issues that heavily consumed this power are the
computation cost and communication cost. Communication
overhead is a significant factor in constrained environments
such as mobile systems. However, our proposed IBS-SAV
scheme lowers the communication overhead by reducing the
size of the transmitted data. We adopted the 80 (bits) security
level, RSA-1024 (bits), and ECC-160 (bits). Assume that
|G1| = |G2| = |ID| = |m| = 160 (bits).

TABLE 3. Comparison of communication overhead efficiency (bits).

FIGURE 4. Comparison of communication overhead efficiency (Byte).
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E. COMPARISON ANALYSIS
In the field of wireless communications, mobile commu-
nications, or any other low-power communication systems,
the power consumptions, computational cost, and communi-
cations overhead cause severe problems due to the restric-
tions of lightweight communication systems performance,
especially for PKC cryptosystem. Many other approaches
have proposed techniques that require the use of PKC to
improve the security level in such lightweight communication
systems [47], [48]. As depicted in both Table 2 and Figure 3,
the computational cost of our scheme decreases compared
to the computational costs in schemes [35]–[37]. Also, it is
essential to consider the communication overhead which is
limited to the power and bandwidth resources and can affect
the performance of communication systems.

Note that the total computational cost for schemes [35],
[36], [73] are 64.087 (ms), 51.739 (ms), and 42.671 (ms),
respectively. Meanwhile, the computational cost of our
scheme is 8.501 (ms). Thus, our scheme reduces the compu-
tational cost by at least 50% of the above-mentioned schemes.
On the other hand, we note that the communication over-
head for schemes [35]–[37] are 1280 (byte), 1120 (byte),
and 960 (byte), respectively, and 800 (byte) for our proposed
scheme. Thus, our scheme requires lower communication
overhead than other proposed approaches.

As a result, our proposed IBS-SAV scheme provides
low communication overhead compared to other proposed
approaches as shown in Table 3 and Figure 4. There-
fore, our scheme can achieve better computational and
communication performance than the previously mentioned
proposed schemes, and more importantly, our scheme could
be compatible with 5G mobile applications.

The future security solutions for mobile communica-
tions systems could be some public-key cryptosystems for
5G-based IoT applications in which can solve the problem
of the false base station and replay attacks by making the
private key changeable by the mean of handover authenti-
cation and can provide end-to-end security [49]. Thus, this
solution allows mobile users to authenticate each other and
authenticate the network core system aswell before providing
any services. Furthermore, this solution could use designated
verifier proxy signature and key agreement protocol based
on bilinear pairing with some changes in both security algo-
rithms and the 5G-IoT security architecture within the 5G
standardization [50].

VI. CONCLUSION
Mobile systems required lightweight cryptosystems to
reduce the computational cost, data processing, and data
transmission. This paper proposed a secure and efficient
identity-based signature with a server-aided verification
scheme for 5Gmobile systems that reduces the computational
cost to a minimum. Moreover, we prove that our scheme
achieves high-security standards under the CDH assump-
tion in the random oracle model. The results show that

the proposed scheme meets the security requirements for
5G mobile systems. Thus, the proposed scheme is efficient
and compatible with 5G applications. Our future research
and investigations will focus on designing and implementing
more efficient and reliable authentication and privacy preser-
vation schemes for mobile systems.
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