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ABSTRACT Online reviews regarding different products or services have become the main source to
determine public opinions. Consequently, manufacturers and sellers are extremely concerned with customer
reviews as these have a direct impact on their businesses. Unfortunately, to gain profits or fame, spam
reviews are written to promote or demote targeted products or services. This practice is known as review
spamming. In recent years, the spam review detection problem has gained much attention from communities
and researchers, but still there is a need to perform experiments on real-world large-scale review datasets.
This can help to analyze the impact of widespread opinion spam in online reviews. In this work, two different
spam review detection methods have been proposed: (1) Spam Review Detection using Behavioral Method
(SRD-BM) utilizes thirteen different spammer’s behavioral features to calculate the review spam score which
is then used to identify spammers and spam reviews, and (2) Spam Review Detection using Linguistic
Method (SRD-LM) works on the content of the reviews and utilizes transformation, feature selection and
classification to identify the spam reviews. Experimental evaluations are conducted on a real-world Amazon
review dataset which analyze 26.7 million reviews and 15.4 million reviewers. The evaluations show that
both proposed models have significantly improved the detection process of spam reviews. Specifically,
SRD-BM achieved 93.1% accuracy whereas SRD-LM achieved 88.5% accuracy in spam review detection.
Comparatively, SRD-BM achieved better accuracy because it works on utilizing rich set of spammers
behavioral features of review dataset which provides in-depth analysis of spammer behaviour. Moreover,
both proposed models outperformed existing approaches when compared in terms of accurate identification
of spam reviews. To the best of our knowledge, this is the first study of its kind which uses large-scale review
dataset to analyze different spammers’ behavioral features and linguistic method utilizing different available
classifiers.

INDEX TERMS Online product reviews, spam reviews, spam review detection, linguistic features, spammer
behavioral features.

I. INTRODUCTION
Nowadays, the World Wide Web (WWW) has become the
main source for individuals to express themselves. People can
easily share their views about any product or service by using
e-commerce sites, forums and blogs. Everybody on the web
is now acknowledging the importance of these online reviews
for both customers and vendors. Most people read reviews
about products and services before buying them. Vendors can
also design their future production or marketing strategies
based on these reviews [1]. For example, if various customers
buying a specific model of a laptop, post reviews about issues
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related to its screen design, the manufacturer can be aware
and resolve this issue to increase customer satisfaction [2].

Recently, the trend of spam review attacks has increased
because anybody can simply write spam reviews and post
them online without any constraint. Anyone can hire people
to write fake reviews for their products and services, such
people are called spammers. Spam reviews are usuallywritten
to gain profits or to promote a product or service. This prac-
tice is known as review spamming [3], [4]. The main problem
with opinion sharing websites is that spammers can easily
create hype about the product by writing spam reviews. These
spam reviews can play a key role in increasing the value of
a product or service [5]. For example, if a customer wants to
purchase a product online, he/she usually goes to the review
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section to know about other buyers’ feedback. If the reviews
are mostly positive, the user may purchase it, otherwise,
he/she would not buy that specific product [6]. This all shows
that spam reviews have become the main problem in online
shopping, which can cause loss to both the customers and
manufacturers.

Review spam can financially affect businesses and can
cause a sense of mistrust in the public; therefore, due to
its significance, this problem has recently attracted the con-
sideration of media as well as governments. Recent media
news from the New York Times and BBC [7] have stated
that ‘‘nowadays, spam reviews are becoming very common
on the websites and, recently, a photography company was
exposed to thousands of fake consumer reviews’’. Hence,
detection of spam reviews is critical and without solving this
important issue, online review sites could become a place full
of lies and, as such, completely useless. To counter this issue,
major commercial review hosting sites, such as Yelp1 and
Amazon,2 have already made some progress in detecting
spam reviews [8]. In the last few years, researchers have
studied the spam review problem and proposed different
techniques. However, there is still a lot of room for improve-
ment in spam review detection techniques using real-world
datasets [9], [10].

Review spam is usually related to email and web spam.
The web spam is used to attract people by manipulating the
content of the page so that the web page will be ranked highly
by the search engines [11], [12]. Email spam is mainly used
for advertising purposes. However, spam reviews are different
in a sense as these give the wrong opinion about a product/
service and it is very difficult to detect spam reviews manu-
ally. Therefore, existing web spam or email spam detection
techniques [13] are not suitable for spam review detection.
Spam review detection is a challenging task as no one can
detect a review as spam by simply reading its text. Review
websites are usually open to public reviews. Therefore, any
user can act as spammer to write spam reviews about any
product and/or service. Spam reviews appear as legitimate
until different spammer behavioral features and/or the review
text is analyzed to identify the spam reviews. Based on these
perspectives, existing approaches of Spam Review Detection
(SRD) utilizes spammer behavioral features or linguistic fea-
tures for the detection of spammers and spam reviews respec-
tively. The linguistic feature considers review text to identify
the reviews as spam or not spam; whereas behavioral features
reflect the behavior of reviewer in terms of time stamp of
review, review rating, user profile, etc.

From the literature review, it has been observed that exist-
ing approaches either adapted linguistic methods or utilized
behavioral characteristics separately to identify the spammers
and spam reviews. Most of the existing works have only uti-
lized the uni-gram linguistic approach to classify reviews [9].
Usually, the uni-gram approach produces good results but

1www.yelp.com
2www.amazon.com

fails in some cases. For example, in the following review;
‘‘This hotel is not good’’ when analyzed through the uni-gram
approach, gives the popularity of the review as neutral with
one positive word ‘‘good’’ and one negative word ‘‘not’’. But
when the same review is analyzed using a bi-gram approach,
it gives a negative impression due to the use of the words ‘‘not
good’’. Considering this limitation, this research intends to
utilize N-gram approach to accurately analyze spam reviews.
Similarly, many existing approaches ignored several impor-
tant behavioral features while developing behavioral mod-
els for spammer detection. Therefore, there is still a need
to employ all existing behavioral and linguistic features to
accurately filter out spam and not-spam reviews. The aim of
this work is to develop an SRD model adapting a vast set of
behavioral and linguistic features on large-scale real-world
dataset.

In this study, the investigation about the spam review is
based on 26.7 million reviews and 15.4 million reviewers
from Amazon.com. However, the main limitation of this
domain is that the available datasets are unlabelled, the same
is the case with Amazon dataset. To tackle this problem,
the proposed approach first formulates a procedure of Spam
Review Detection using Behavioral Methods (SRD-BM) to
create a labelled dataset. This labelled dataset, then, utilizes
Spam Review Detection using Linguistic Method (SRD-LM)
to train the classifiers. Specifically, the proposed approaches
incorporated linguistics features, such as N-gram techniques,
and a number of spammer behavioral features, such as activ-
ity window, review count, the ratio of a positive review,
the ratio of negative reviews, the ratio of the first review and
the review length, for developing the spam review detection
model. These behavioral and linguistic features were not
properly utilized in previous studies.

This work has made the following research contributions:
1. Proposedmethods utilized real-world large-scale Ama-

zon review dataset
2. Proposed SRD-BM which incorporated thirteen differ-

ent behavioral features to identify spammers and spam
reviews

3. Proposed SRD-LM which utilized linguistic features
and classifiers to identify spam reviews

4. Compared and analyzed the accuracy of proposed
SRD-BM and SRD-LM

The rest of the paper is organized as follows. Section II
presents the literature review. Section III describes the statis-
tics of the Amazon dataset. Section IV elaborates the pro-
posed Spam Review Detection using the spammer Behav-
ioral Features Method (SRD-BM). Section V presents the
proposed Spam Review Detection using Linguistic Method
(SRD-LM). Section VI describes the comparative analysis of
SRD-BM and SRD-LM in terms of accurately identifying the
spam reviews. Finally, Section VII concludes the work.

II. LITERATURE REVIEW
Existing studies have explored a variety of different spam
review detection methods to detect spam reviews. This study
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has reviewed the literature from two perspectives: (1) SRD
using the spammer behavioral method and (2) SRD using
the linguistic method. The aim is to determine the novel
contributions of the proposed work by comparing it with prior
studies.

A. SPAM REVIEW DETECTION (SRD) USING THE
SPAMMER BEHAVIORAL METHOD
Spam review detection using the spammer behavioral
method finds the unusual spammer patterns and relation-
ships between different spammers. Only a few studies have
explored spam review detection using the spammer behav-
ioral method to date. For example, Mukherjee et al. [14]
developed a spam review detection method using a clustering
technique by modelling the spamicity of the reviewer to iden-
tify spammer and not-spammer clusters. Heydari et al. [15]
have proposed a model incorporating only time series feature
of the reviewer on an Amazon real dataset.

Kc and Mukherjee [16] offered a text mining model by
using the unsupervised approach and features, relying upon
the time integration among multiple time durations. In addi-
tion, this model was integrated with the semantic language
model for spotting spam reviews and used a Yelp dataset.3

Li et al. [17] have suggested that the author spamicity unsu-
pervised model has been based on features such as the review
posting rate and temporal pattern. The model produced two
clusters: spammers and truthful users. The datasets were
gathered from the Chinese website Dianping4 to train the
proposed model. Dematis et al. [7] have observed a network
model for spam review detection. In their work, the corre-
lation among users and products was captured and the algo-
rithm was used to recognize the spam reviews.

Based on the review of spammer behavioral models, it has
been observed that most of existing studies [14]–[17] have
only utilized time series-based spammer behavioral feature.
It is analyzed that utilizing rich set of behavioral features can
help in improving the accuracy of spammer identification.
Therefore, the proposed behavioral framework utilizes thir-
teen spammer behavioral features to calculate spam score in
spam review identification.

B. SPAM REVIEW DETECTION (SRD) USING THE
LINGUISTIC METHOD
The spam review detection problem was first studied
in 2007 by Jindal and Liu [18]. They analyzed 5.8 million
reviews from Amazon.com. The key focus of this research
was on review text. The authors have found many duplica-
tions of review content and analyzed that a spammer mostly
copies the review content for a different purpose after a little
modification. The authors trained the model by using the
logistic regression classifier.

Lau et al. [19] have applied the semantic language model
to identify spam reviews. The authors used the Support

3www.yelp.com/dataset
4www.dianping.com

Vector Machine classifier to train the proposed method.
Li et al. [20] used a supervised learning approach with a
co-training method to highlight spammers based on linguistic
features. Fusilier et al. [21] proposed a classification method
that used N-gram characters as a linguistic feature. Moreover,
the proposed method used the Naïve Bayes to classify spam
and not-spam reviews. Ott et al. [22] have designed a dataset
for spam review detection, employing a crowd source through
AMT (Amazon Mechanical Turk). The authors found that
the classifier performed better by adding elements such as
psycholinguistic features.

Hazim et al. [23] used statistically based features for the
Extreme Gradient Boost Model and Generalized Boosted
Regression Model to evaluate multilingual datasets (i.e.,
the Malay and English languages). It was observed by the
experimental results that the Extreme Gradient Boost Model
performed better for the English review dataset and the
Generalized Boosted Regression Model performed better for
the Malay dataset. Kumar et al. [24] have proposed a hier-
archical supervised-learning method. This method analyzed
reviewer’s behavioral features and their interactions using
multivariate distribution. Zhang et al. [25] recommended a
supervised model based on reviewer features to identify spam
reviews.

Ahmed and Danti [26] used various rule-based machine
learning algorithms. Moreover, the authors compared the
effectiveness of the proposed method through a Ten-Fold
cross-validation training model for sentiment classification.
Lin et al. [27] performed different experiments using the
threshold-based method to identify spam reviews. The
authors proposed different time-sensitive features to find
spam reviews as early as possible and trained the model by
using the SVM classifier. Li et al. [28] used the feature-based
sparse additive generative model and the SVM classifier to
discover the general rule for spam review detection.

Based on the literature review, it has been observed that
most of the existing studies [21], [27], [28] did not incorpo-
rate a number of important linguistic features while design-
ing linguistic feature-based SRD models and utilized only
one classifier to train their proposed models. The current
study, therefore, extends the SRD domain to design a lin-
guistic model utilizing several features, including stemming
and N-gram techniques. These features have significantly
improved the accuracy of the proposed model in spam review
identification. Moreover, the proposed model utilizes and
compares the accuracy of four different classifiers, including
Naïve Bayes (NB), Logistic Regression (LR), Support Vector
Machine (SVM) and Random Forest (RF) to further improve
the accurate prediction of spam review.

III. REVIEW DATASET
Amajor challenge in building a spam review detection model
through supervised learning is the collection of a labelled
review dataset. Most of the existing spam review detection
methods, using supervised learning, are based on pseudo-fake
reviews rather than collecting spam reviews filtered from
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different commercial review websites. Pseudo-fake reviews
are either generated through manual annotation or by the
Amazon Mechanical Turk (AMT). The AMT is a crowd
sourcing marketplace for freelancers where individuals and
companies can easily hire people to write reviews accord-
ing to their requirements [29]. Manual annotation of spam
reviews is a very difficult and challenging task [30]. Since
spam reviews are difficult to identify, turkers have the same
psychological state of mind as an actual fake reviewer. Spam
review detection models constructed by using pseudo-fake
reviews produce better accuracy in the training phase as
compared to models constructed with the help of real-world
spam reviews. However, such models that are trained on
pseudo-fake reviews are not effective in detecting real-world
spam reviews [4].

Considering the above issues, this work uses a real-world
Amazon product review dataset5 which includes the rich
behavior and posting history of the reviewers. The dataset
contains 26.7 million reviews, 15.4 million reviewers and
3.1 million products that primarily fell into six categories.
Table 1 presents a detailed distribution of the dataset in
terms of categories, reviews, reviewers and products. Spam
review detection using the linguistic method requires a
labelled dataset to train the classifier, but the Amazon product
review dataset used in this study was not labelled. There-
fore, to tackle this problem, the researchers first utilizes the
SRD-BM (Section IV) to create a labelled dataset and then,
the SRD-LM uses this labelled dataset to train the classifier.
In SRD-LM, data-pre-processing, tokenization, review con-
tent analysis, feature extraction and selection, and classifi-
cation is performed by using the Natural Language Toolkit,
NLTK6 3.0, which provides easy to use built-in text process-
ing libraries.

TABLE 1. Detailed distribution of Amazon dataset used in proposed
method.

IV. SPAM REVIEW DETECTION USING THE SPAMMER
BEHAVIORAL METHOD (SRD-BM)
This section elaborates the proposed spammer behavioral
method and analyzes the performance of the method in terms
of accurate identification of spam reviews. Since a spammer

5http://jmcauley.ucsd.edu/data/amazon/links.html
6www.nltk.org

can be identified by analyzing its different behavioral fea-
tures, therefore, unlabelled dataset can be used with unsu-
pervised learning to identify the spam reviews [31], [32].
The proposed Spammer BehavioralMethod (SRD-BM) takes
unlabelled dataset and produces an output of a labelled
dataset that identifies spam and not spam reviews. This
labelled dataset will be used as input in Section V for the
proposed Spam Review Detection using Linguistic Method
(SRD-LM).

A. PROPOSED FRAMEWORK OF SRD-BM
A framework of the proposed SRD-BM is shown in Figure 1.
The process starts with the identification and calculation of
spammer behavioral features in unlabelled Amazon review
dataset. This calculation is performed on all reviews of the
dataset based on the equations listed in Section IV-A.1. The
average score of respective reviews in complete dataset is cal-
culated using normalized values of each behavioral feature.
This average score is then used to calculate accuracy of spam
review identification usingmean value method. Next, to iden-
tify the importance of each behavioral feature, the process
continues by dropping each feature one-by-one and recalcu-
lates the updated average score, named as drop score. The
accuracy achieved using average score is compared with that
of drop score. If the achieved accuracy is dropped by 5%
than a weight of ‘‘2’’ is assigned to that specific dropped
behavioral feature otherwise a weight of ‘‘1’’ is assigned.
Similarly, all behavioral features are assigned weights based
on their importance in the dataset. Next, spam score of each
review is calculated with respect to the assigned weights to
each behavioral feature. This spam score is then compared
with a variable threshold to highlight the review as spam or
not spam. The complete process has been elaborated in the
following sub-sections.

FIGURE 1. The framework of the spammer behavioral method (SRD-BM).

The proposed SRD-BM executes in four phases: (1) First
it calculates the normalized value (0-1) of each spammer
behavioral feature. (2) Based on these values, it calculates
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the mean score for each review and the overall accuracy of
the complete dataset. (3) Next, it assesses the impact of each
behavioral feature by following dropping feature method
and assigns a weight according to the importance of each
behavioral feature. (4) Finally, it calculates spam score using
weighted behavioral features and identifies spam and not-
spam reviews using different threshold values.

1) SPAMMER BEHAVIORAL FEATURES
The reviewer’s behavioral features point out the characteris-
tics which are likely to be linked with a spammer and, thus,
can be exploited to identify spam and non-spam reviews [33].
These features may act as indication to identify the spammers
and must not be completely treated as a condition to mark
a reviewer as spammer or not spammer. Therefore, the pro-
posed approach uses a rich set of behavioral features and
does not rely on a single behavioral feature for spammer
identification. Eqs. (1), (2) . . . . (15) of each spammer behav-
ioral feature are discussed in this section. Based on these
equations, the normalized (0-1) values of each behavioral
feature are calculated. The values close to 0 indicate not-
spam whereas values nearer to 1 represent spam reviews. The
notations used in this section are listed in Table 2.

TABLE 2. List of notations.

a: CONTENT SIMILARITY (CS) - F1
For their ease, spammers usually copy their reviews across
similar products as they do not want to put much effort into
creatively writing spam reviews [34]. Therefore, capturing
the content similarity of the reviews of an author is important
to detect their spamming behavior. This work used the cosine
similarity to capture the content similarity of the reviews.

F1 (a) =
y

max
x

[cosine (ri, rx)] where ri, rx∈Ra, x < y (1)

Here ri is the current review and y is the total number of pre-
vious reviews by that author. The proposed method calculates
the cosine similarity of each review with the previous review
and selects the maximum value out of it.

b: MAXIMUM NUMBER OF REVIEWS (MNR) - F2
If any author posts too many reviews in a single day, then
it may indicate an abnormal behavior. Hence, the proposed

approach calculates the ratio of the total number of reviews
of an author by the maximum number of reviews posted by
that author in previous days.

F2 (a) =
MaxRev (a)

max (MaxRev (a))
(2)

c: REVIEW BURSTINESS (RB) - F3
Most spammers tend to burst reviews to get fast results.
Posting too many reviews in a short time is considered as
unusual activity and may indicate a spammer. The proposed
approach calculates the number of reviews by an author in
the previous 24 hours. If the total count exceeded a threshold
then the current review is more likely to be spam. Through
the experimental analysis of the dataset, the threshold value
is set to X = 12.

F3 (a)

=

{
1,

∑|Ra|

x=1
| {rx ∈ Ra} ∩ (tx is in last 24 hours| > X)

0, otherwise
(3)

d: ACTIVITY WINDOW (AW) - F4
Spammers are usually not long-timemembers of any website.
On the other hand, genuine reviewers post reviews from
time to time. Thus, it is important to identify such authors.
The proposed approach calculates the difference between the
timestamps of the first and last reviews of an author to find
out the number of active days an author had been on the
system. Through the experimental analysis of the dataset,
the threshold value is set to X = [0, 45].

F4 (a) =

{
1, La − Fa < X
0, otherwise

(4)

e: REVIEW COUNT (RC) - F5
Since spammers are not long-time members, as established
through the activity window analysis, it was deduced that they
were more likely to have a lower number of reviews than
that of genuine authors [35]. Thus, the proposed approach
analyzes the dataset to find out the number of reviews written
by the authors. If a specific author writes less reviews than
the threshold then it is considered as spammer. The threshold
of X = 5, obtained through experimental analysis, is used to
distinguish between fake and genuine authors.

F5 (a) =

{
1, |Ra| < X
0, otherwise

(5)

f: THE RATIO OF POSITIVE REVIEWS (PR) - F6
Spam reviews can be used for both promoting and demoting
businesses. The proposed approach calculates the percentage
of positive reviews (reviews with 4 and 5 ratings) by an
author to filter out those authors who were more inclined
towards promoting businesses. This ratio highlights that this
respective author is inclined towards writing positive reviews
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for a specific product.

F6(a) =

∑|Ra|
x=1 |{?(rx)∈{4, 5}}|

|Ra|
(6)

g: THE RATIO OF NEGATIVE REVIEWS (NR) - F7
As the percentage of positive reviews is important, it is also
important to find the percentage of negative reviews by any
author. To find out the percentage of such reviews (reviews
with 1 and 2 ratings), the proposed approach filtered out those
authors who are more inclined towards demoting businesses
by calculating the percentage of its negative reviews.

F7(a) =

∑|Ra|
x=1

∣∣{ ? (rx)∈{1, 2}}∣∣
|Ra|

(7)

h: THE RATIO OF FIRST REVIEWS (FR) - F8
Early reviews on products or services can have amajor impact
on businesses. Thus, spammers try to become early reviewers
as this enables them to be more influential [6]. The proposed
approach calculates the ratio of the first review of an author
by the total number of reviews by that author.

F8(a) =

∑|Ra|
x=1 |{rx ∈ Ra} ∩ (rx is a first review)|

|Ra|
(8)

i: REVIEW OF A SINGLE PRODUCT (RSP) - F9
Usually, the spammers write reviews for a single product
for which they have been hired. They write reviews for a
single product as their main objective could be to promote
or demote that specific product’s market. Using this feature,
the proposed approach detects all such authors’ who usually
write reviews for a specific/single product and marked them
as spam.

F9 (a) =

{
1, Ra ∈ (Single Product)
0, otherwise

(9)

j: RATING DEVIATION (RD) - F10
A genuine reviewer is anticipated to give a rating that is
similar to the rating of any other reviewer of the same product.
Mostly, a spammer gives a different rating from the genuine
reviewer’s ratings because the purpose of the spammer is a
false projection of a product either in a positive or negative
sense. Using this feature, this study calculates the mean rating
value of the product by using Eq. (10). Moreover, based on
the calculated mean value, the normalized spam score of the
rating deviation feature is calculated by Eq. (11)

MEAN r =

∑|Ra|
x=1 | ? (rx)|

|Ra|
(10)

F10(r) =
|?(ra)−MEAN r |

4
(11)

k: REVIEW LENGTH (RL) - F11
As spammers attempt to write fake experiences, therefore
they do not have much content to write or it can be said
that spammers usually do not invest much time in writing a

single review. Analysis of the review dataset exhibits that on
average reviewers write X = 400 characters. Using this value
as a threshold, the proposed approach filters out such reviews
as spam which have less than X characters. The reviewers of
such reviews are thus marked as spammers.

F11 (a) =

{
1, len(ra) <X
0, otherwise

(12)

l: EXTREME RATING (ER) - F12
Considering the rating attribute in the review dataset, the rat-
ing deviation from the mean rating is one parameter to
identify the spammer. In the similar context, the pro-
posed approach analyses another spammer behavioral fea-
ture, known as the extreme rating, to identify the spammer.
It has been observed that spammers usually give an extreme
rating (i.e., 5 stars or 1 star) as their main objective is to
promote/demote products/businesses [36]. Eq. (13) filters out
all such reviewers as spammers who have throughout given
1 or 5 stars rating.

F12 (a) =

{
1, ?(ra) ∈ {1, 5}
0, ?(ra) ∈ {2, 3, 4}

(13)

m: THE RATIO OF CAPITAL LETTERS (RCL) - F13
Spammers usually try to emphasize or get attention by using
capital letters. Sentences with more ratios of capital letters
may grab the attention of readers and it is also unusual to
have many capitals in a sentence. The proposed approach
counts the number of capital letters a specific reviewer has
used Eq. (14) and filters them out as a spammer Eq. (15).

ECL(ra) = |count_caps(ra)−count_sent(ra)| (14)

F13 (a) =

0, ECL (ra) = 0
ECL (ra)
countl(ra)

, otherwise
(15)

2) MEAN VALUE OF ALL NORMALIZED BEHAVIORAL
FEATURES
Based on the values of the above behavioral features,
the mean value is calculated using the normalized values of
these features. The purpose is to assess the overall accuracy
of spam review identification using mean values of all behav-
ioral features. The accuracy achieved using mean value is
then compared with that of drop score accuracy calculated
with drop feature method.

3) DROPPING INDIVIDUAL SPAMMER BEHAVIORAL
FEATURE METHOD
This method drops each behavioral feature, one by one, and
compares the accuracy result obtained from mean score of
all behavioral features with that of mean score with dropped
feature. If the accuracy, obtained from mean score with the
dropped feature, drops by 5%ormore, then it assigns aweight
of ‘‘2’’ to that feature, otherwise assigns a weight of ‘‘1’’.
Hence, dropping feature method assesses the importance of
each behavioral feature on the review dataset.
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4) SPAM SCORE METHOD
This method calculates spam score in equation 16 using
normalized value of each behavioral features and weights
assigned to each behavioral feature through dropping feature
method (16), as shown at the bottom of this page, where a1,
a2 . . . a13 are the weights assigned through dropping feature
method and F1, F2 . . .F13 represents the calculated normal-
ized values of each behavioral feature. Eq. (16) calculates
the spam score of each review in the dataset by dividing
the sum of the multiplication of weights assigned to each
behavioral feature with their normalized values with total
weight. Next, the proposed method categorizes the reviews as
spam or not spam based on the comparison of the respective
spam score with a variable threshold. Through experimental
evaluations, the variable threshold is set to τ = 0.5, 0.55 and
0.6. Eq. (17) represents the process of assigning the label to
each review from {Lnot−spam,LSpam} where i represents the
review number.

Lr[i] =

{
Lnormal Scorer[i] < τ

Lspam Scorer[i] >= τ
(17)

The complete procedure of SRD-BM is implemented using
the algorithm represented in Figure 2. Line 2-9 calculates the
normalized values of each behavioral feature of all reviews
and uses these to calculate mean value of all 13 behav-
ioral features. Line 10-20 implements drop feature method
and assigned weights to each behavioral feature based on
their importance. Line 21-30 calculates spam score using
assigned weights to each behavioral feature and identifies
spam reviews of dataset using variable threshold.

B. RESULTS AND DISCUSSION
The performance of the proposed SRD-BM is analyzed using
evaluation parameters of precision, recall, f-measure and
accuracy. The Logistic Regression classifier is used for train-
ing and testing the labelled dataset obtained from proposed
SRD-BM. This classifier is the best performing algorithm
as analyzed using the proposed SRD-LM (Section V). Next,
K-fold cross-validation (k = 5) is used to measure and vali-
date the accuracy of the proposed SRD-BM. In k-fold cross-
validation, the dataset is divided into k equal-sized segments.
Through each run, one segment is considered for testing
the proposed model and other k-1 segments are used for
its training. This process is repeated k times so that each
segment is used exactly once to train the proposedmodel. The
accuracy is computed by considering the average accuracy of
all runs. The experimental evaluation is performed in three
phases. First, the accuracy is calculated using mean value

FIGURE 2. Algorithm of proposed SRD-BM.

of each review exploiting all spammer behavioral features.
Next, to assess the impact of individual spammer behavioral
features, the review dataset is analyzed by adapting drop
feature method. Finally, overall accuracy using spam score
method is calculated to assess the effectiveness of proposed
SRD-BM in identifying the review as spam and not spam.

1) PERFORMANCE ANALYSIS OF MEAN VALUE METHOD
Table 3 represents the experimental results of the mean
value method using all behavioral features. All evaluation
parameters are calculated using different threshold values i.e.
0.5, 0.55 and 0.6, to identify each spam review. It has been
observed that the highest accuracy of 0.861 is achieved using
threshold value τ = 0.50 when compared with that of other
threshold values. This shows that threshold value of 0.5 gives
balanced threshold for spam review identification.

TABLE 3. Performance analysis of mean value method.

2) PERFORMANCE ANALYSIS OF DROPPING INDIVIDUAL
SPAMMER BEHAVIORAL FEATURE METHOD
To investigate the contribution of each spammer behav-
ioral feature, the analysis of SRD-BM is performed using
a drop feature method. Table 4 shows the accuracy results

Spam Score

=
(a1F1+ a2F2+ a3F3+ a4F4+ a5F5+ a6F6+ a7F7+ a8F8+ a9F9+ a10F10+ a11F11+ a12F12+ a13F13)∑13

k=1 ak
(16)
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TABLE 4. Performance analysis of drop feature method.

using review dataset by dropping each behavioral features
one-by-one. The accuracy calculated by dropping each fea-
ture individually is compared with mean value accuracy
(Section IV-B.1) which assesses the impact of dropping that
specific feature. It has been observed that the accuracy results
of dropping the CS,MNR, RC, PR, RSP, AW and RL features
are reduced by 5% or more when compared with the mean
value method. On the other hand, dropping other behavioral
features RB, NR, FR, RD, ER, and RCL reduces the accuracy
by only 2-4%. This shows that the CS, MNR, RC, PR, RSP,
AW and RL are comparatively significant spammer behav-
ioral features. Therefore, the drop feature method assigns a
weight of ‘‘2’’ to CS, MNR, RC, PR, RSP, AW and RL and
weight of ‘‘1’’ to RB, NR, FR, RD, ER, and RCL spammer
behavioral features.

3) PERFORMANCE ANALYSIS OF SRD-BM USING SPAM
SCORE
The proposed SRD-BM calculates the spam score of each
review by using Eq. 16 and 17. Table 5 shows the accuracy
results of spam review identification in the review dataset
by applying proposed SRD-BM. It has been observed that
proposed model produces better accuracy with the threshold
value of 0.5 when compared with that of other threshold
values. It can also be deduced that the threshold value (τ )
can be variable depending upon different applications. For
example, when an application wants to identify as many spam
reviews as possible, then he or she ought to set τ to be
relatively small.

TABLE 5. Performance analysis of SRD-BM using spam score.

C. PERFORMANCE ANALYSIS OF SRD-BM UTILIZING
DIFFERENT DATASET
In this section, the performance of SRD-BM is anal-
ysed by utilizing Yelp dataset.7 The dataset contains

7http://odds.cs.stonybrook.edu/yelpzip-dataset

1,035,045 review, 458,565 reviewers of 6,168 hotels and
restaurants. Table 6 represent the comparison of SRD-BM
with Kumar et al. [24] and Zhang et al. [25]. These exist-
ing approaches utilized Yelp dataset and analysed different
spammer behavioural features. Table shows that SRD-BM
outperforms the existing approaches by achieving an accu-
racy of 92% on Yelp dataset. This improvement in accuracy
is the result of incorporating rich set of spammer behavioural
features while calculating spam score of each review.

TABLE 6. Comparative Analysis of SRD-BM with existing approaches
using Yelp dataset.

V. SPAM REVIEW DETECTION USING LINGUISTIC
METHOD (SRD-LM)
It has been observed from the literature that Spam Review
detection using linguistic method uses only review text for
spotting the spam review [37], [38]. It is usually performed
binary classification in which the review is classified as
‘‘spam’’ or ‘‘not spam’’. This section elaborates the proposed
SRD-LM. It describes the process of feature extraction and
selection from the review text. It also describes different
classification algorithms that are used to train and test the
proposed method.

A. PROPOSED SRD-LM
The proposed linguistic method uses different data pre-
processing techniques, transformation, feature selection and
machine learning classification algorithms to develop an
accurate spam review detection model. The complete process
for the proposed SRD-LM executes in six steps which have
been presented in Figure 3.

FIGURE 3. Process of SRD-LM.

a) Dataset: The first step of the proposed SRD-LM is
to input labelled Amazon review dataset. This labelled
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TABLE 7. Evaluation of SRD-LM with Naive Bayes classifier.

dataset is obtained after applying proposed SRD-BM
(Section IV) This dataset will be considered for the
training and testing of the proposed SRD-LM model.

b) Pre-processing: The pre-processing of the dataset is
performed using the following methods:
• Removing Stop Words or Punctuation: Generally,
the review text contains unnecessary words like ‘‘is’’,
‘‘the’’, ‘‘and’’, ‘‘a’’. These words are not helpful in
detecting spam reviews; so, it is better to remove them
before tokenization to avoid noise and unnecessary
tokens. For example, consider a review ‘‘This is a very
good car’’ after removing stop words and punctuation,
the review looks like ‘‘good car’’.
• Stemming Word: A stemming algorithm converts dif-
ferent forms of the word into a single recognizable form.
For example, consider the words ‘‘works’’, ‘‘working’’,
‘‘worked’’ are used as an instance of the word ‘‘work’’.
Stemming is applied to the review text before tokenizing
it to make the review more compact and understandable.
• Tokenizing: Tokenizing is an important pre-processing
step [26] and is used for splitting text into individual
words or sequences of words. For example, consider a
review ‘‘good car’’. When we apply the N-gram tok-
enizing technique on it, we have several different com-
binations. i.e. Uni-gram: [‘‘good’’, ‘‘car’’], Bi-gram:

[‘‘good car’’], Uni + Bi-gram: [‘‘car’’, ‘‘good’’, ‘‘good
car’’]. In a similar way, the tri-gram technique uses
three words as token. The proposed SRD-LM employs
different N-gram combinations on the review data.

c) Transformation: The linguistic method works on
numeric data. Therefore, to convert textual review data
to the numeric form, the proposed SRD-LM uses a
document term matrix [39]. A document term matrix is
used to represent tokens generated by an N-gram model
in the form of a sparse matrix. The sparse matrix defines
the frequency of the terms or tokens in the collection
of reviews. In this work, the TF-IDF has been applied
to transform the review text into the numerical vector.
Moreover, the TF-IDF reflects the importance of each
word or term in the collection of reviews. The TF-IDF
value increases according to the number of times a token
appears in a document. The TF-IDF is one of the most
popular term-weighting schemes and provides better
results than a simple count technique.

d) Feature Selection: Feature selection technique is used
to select most important features which appear in the
review dataset. The proposed approach uses Information
Gain (IG) for feature selection. Term frequency has been
used to select the top 1%, 2%, 3% and 4% features,
respectively.
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TABLE 8. Evaluation of SRD-LM with logistic regression classifier.

e) Classification Methods: After the text reviews are
converted to the document-term matrix, these matrixes
are considered as input for the following four
supervised learning algorithms for the classification
purpose.
• Naïve Bayes (NB) Classifier: Naïve Bayes (NB) clas-
sifier, also called a linear classifier, is used for both
classifications as well as training purposes. This is a
probabilistic classifier method based on Bayes’ theo-
rem. Naïve Bayes classifiers are based upon the naïve
assumption that the features in a dataset are mutually
independent. The following equation is the mathemati-
cal representation of the Naïve Bayes classifier.

P (C |X) =
P (X |C)P (C)

P (x)

P (C |X) is the posterior probability of the target class
with a given predicate attribute. P (C) is the prior proba-
bility of class. P (X |C) is the probability of the predictor
class. P (x) is the prior probability of the predictor. This
study uses Bernoulli Naïve Bayes and the feature vector
is represented by 0 and 1, where 0 indicates a feature that
does not occur in the review and 1 represents a feature
that occurs in the review.
• Logistic Regression (LR) classifier: Logistic Regres-
sion (LR) is a statistical method for analyzing a dataset.

This classifier uses one or more independent variables
to determine the result. The results are measured with
a binary variable either 0 or 1. LR assumes that the
posterior distribution, P(y|x), takes the shape of a logis-
tic function. Here y is the label and x is the set of
features.
• Support Vector Machine (SVM) classifier: The Sup-

port Vector Machine (SVM) is a state of art classifier
and its optimization procedure maximizes the predictive
accuracy while automatically avoiding over-fitting of
the training data. The SVM projects the input data
into kernel space then builds a linear model in this
kernel space. The SVM is the standard tool for machine
learning and data mining.
• RandomForest (RF) classifier: A Random Forest (RF)

is a meta estimator that fits many decision tree classifiers
on various sub-samples of the dataset and uses averaging
to improve the predictive accuracy and control over-
fitting. It seems to be quite popular these days due to
its several advantages, such as being faster and more
scalable compared to other machine learning models.

f) Evaluation: Finally, the proposed SRD-LM is imple-
mented and evaluated using a different variation of
the N-gram model and above-mentioned classification
algorithms. The complete steps are also depicted in
Figure 3.
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TABLE 9. Evaluation of SRD-LM with support vector machine classifier.

B. RESULTS AND DISCUSSION
The proposed SRD-LM is evaluated from the following two
perspectives: (1) Evaluation of SRD-LM using different com-
binations of N-gram features, the variation of Information
Gain (IG) for feature selection and four classification algo-
rithms (NB, LR, SVM, RF) in terms of accuracy in spam
review detection. (2) Comparison of SRD-LM with existing
linguistic techniques of spam review identification. These
evaluation results have been presented in the following sub
sections.

1) EVALUATION OF CLASSIFICATION ALGORITHMS USING
SRD-LM
In this section, four classification algorithms are evaluated
using SRD-LM with different N-gram combinations coupled
with various IG variations. These classification algorithms
are compared in terms of achieved accuracy over review
dataset, and the one giving better results is considered as the
most accurate algorithm in spam review identification.

a: SRD-LM WITH NAÏVE BAYES CLASSIFICATION
SRD-LM is evaluated with different combinations of the
N-gram features and IG using Naïve Bayes classification in
terms of precision, recall, f-measure, accuracy and AUROC
parameters. The impact of these different combinations is
shown in Table 7. It is observed from the experimental results

that the maximum accuracy of 85.864 is achieved when the
Naïve Bayes classifier is implemented with a combination of
bigram with IG (top 1%). It can also be observed that the
accuracy value obtained using bi-gram is better than that of
uni-gram and tri-gram. The reason being Naïve Bayes classi-
fier is based on a probabilistic technique, where the features
are independent of each other. Hence, when the analysis is
carried out using uni-gram and bi-gram, the accuracy value is
better than that of tri-gram. In tri-gram approach, the words
are repeated several times; thus, it affects the probability
of the document. For example, consider the review about a
product ‘‘It is not a bad product’’, after using the tri-gram
technique ‘‘It is not’’ and ‘‘is not a’’ show negative popular-
ity whereas the review about the product represents a pos-
itive sentiment. Therefore, the accuracy of the classification
decreases. It can also be observed from the analysis that when
tri-gram is combined with uni-gram and bi-gram, it makes the
accuracy values comparatively low.

b: SRD-LM WITH LOGISTIC REGRESSION (LR)
CLASSIFICATION
SRD-LM is evaluated using the N-gram technique and dif-
ferent combinations of feature selection (IG) with Logistic
Regression classifier. The evaluation is performed using dif-
ferent evaluation measures e.g. precision, recall, f-measure
and AUROC. The results are presented in Table 8. It is
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TABLE 10. Evaluation of SRD-LM with random forest classifier.

observed from the experimental results that the maximum
accuracy of 88.523 is achieved when Logistic Regression
classifier is implemented with a combination of unigram +
bigram with IG (top 1%).

The Logistic Regression classifier is also a linear classifier
as the decision boundary is determined by a linear function
of the features. The proposed study uses binary classifica-
tion (spam or not-spam) to determine the class label (using
a threshold of 0.5). Through analysis of the results, it is
observed that the Logistic Regression performed better if the
variables are independent of each other. Therefore, uni-gram,
bi-gram and a combination of uni-gram and bi-gram pro-
duced better results as compared to tri-gram and/or different
combinations of tri-gram.

c: SRD-LM WITH SUPPORT VECTOR MACHINE (SVM)
CLASSIFICATION
SRD-LM is evaluated with the N-gram technique and differ-
ent combinations of IG using the support vector machine clas-
sifier in terms of precision, recall, f-measure, accuracy and
AUROC. The analysis of the results is elaborated in Table 9.
It is observed from the experimental results that the max-
imum accuracy of 86.525 is achieved when SVM classi-
fier is implemented with a combination of unigram with
IG (top 1%).

The SVM is a linear classifier and train the model to
find a hyper plane to separate the reviews of dataset. As the
uni-gram technique uses a single word, thus produces a better
result using SVM. In the bi-gram and trigram techniques,
different combinations of words are used. Therefore, when
plotted in a hyper plane, they confuse the classifier and
produce less accurate results as compared to the uni-gram
technique. It can also be observed through the analysis that
the combinations of uni-gram with bi-gram and tri-gram also
produces less accuracy.

d: SRD-LM WITH RANDOM FOREST (RF) CLASSIFICATION
SRD-LM is evaluated with different combinations of N-gram
and IG using the Random Forest classifier in terms of dif-
ferent evaluation measures of precision, recall, f-measure,
accuracy and AUROC. The detailed results of experimental
evaluations are presented in Table 10. It is observed from the
experimental results that the maximum accuracy of 84.037 is
achieved when the RF classifier is implemented with a com-
bination of unigram + bigram + trigram with IG (top 1%).
The Random Forest classifier builds a randomized decision
tree and often produces good predictors. Moreover, each tree
gives the classification and ‘‘votes’’ for that specific class.
The forest chooses the classification having the majority vote
(over all the trees in the forest). It can be observed from

53812 VOLUME 8, 2020



N. Hussain et al.: SRD Using the Linguistic and Spammer Behavioral Methods

TABLE 11. Comparative analysis of SRD-LM with existing linguistic approaches using Amazon reviews dataset.

the analysis that the Random Forest classifier was capable
of easily handling the interactions between different features.
Therefore, a combination of uni-gram, bi-gram and tri-gram
produces better results as compared to individual uni-gram,
bi-gram and tri-gram.

The analysis of the experimental evaluations of four
classification algorithms using the Amazon review dataset is
performed using SRD-LM for spam review detection. The
process used different N-gram combinations with top fea-
tures’ selection using IGmethod. It is observed that the Logis-
tic Regression algorithm performed best with the uni-gram+
bi-gram combination in terms of accuracy and produced
better ROC curve results as compared to the Naïve Bayes,
Support Vector Machine and Random Forest classifiers.

2) PERFORMANCE EVALUATION OF SRD-LM WITH EXISTING
LINGUISTIC METHODS
The comparative analysis based on the results obtained
using the proposed SRD-LM to that of other linguistic
techniques to identify spam review using the Amazon.com
product review is presented in Table 11. The proposed
SRD-LM is compared with five exiting linguistic methods.
Xia et al. [40] used the Naïve Bayes and Support Vector
Machine classifiers using the uni-gram and bi-gram

approaches. Krishnamoorthy [41] used the Naïve Bayes,
Support Vector Machine and Random Forest classifiers using
the bi-gram approach. Dang et al. [42] used the Naïve Bayes
classifier using the uni-gram approach. Moraes et al. [43]
used the Naïve Bayes and Logistic Regression classifiers
using the uni-gram approach to classify spam and not-spam
reviews. Vinodhini and Chandrasekaran [44] implemented
the Naïve Bayes, Logistic Regression and Support Vector
classifiers with the uni-gram, a combination of uni-gramwith
bi-gram and a combination of uni-gram, bi-gram and tri-gram
approaches. It can be observed from Table 11 that most of
these existing approaches analyzed their models using only
unigram and/or bigram techniques, whereas the proposed
study analyzed SRD-LM using unigram, bigram, trigram and
all possible combinations. It can also be observed that overall
SRD-LM outperformed all the listed existing techniques.

C. DISCUSSION OF CLASSIFIERS IN VIEW OF SRD-LM
As per the experimental evaluation of SRD-LM, it is observed
that the LR performed better than the other three classifiers
i.e., SVM, NB and RF whereas SVM remained better than
NB and RF, while NB achieves better accuracy than RF.
The LR uses threshold values to determine the review as
being spam or not-spam. SVM uses an absolute prediction
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of 0 or 1. It is a linear classifier and trains the model to
find a hyper plane to separate the reviews of dataset. NB is
a probabilistic classifier; works on independent variables and
performs better on a large dataset. RF forms several trees;
therefore, it consumes more memory and had to slow down
to make the evaluation. The RF classifier behaves like a black
box that is very hard to understand and is considered very
unpredictable in terms of accuracy. Therefore, based on these
features and evaluation results LR produced overall better
results as compared to all other classifiers using Amazon
product review dataset.

VI. COMPARATIVE ANALYSIS OF SRD-BM AND SRD-LM
This section presents a comparative analysis of proposed
SRD-BM and SRD-LM in terms of identifying spam
reviews in dataset. Figure 4 demonstrates the results of this
comparison in terms of identified spam reviews. It is evident
that SRD-BM identified more spam reviews with better accu-
racy in dataset than SRD-LM. As mentioned in section III,
total reviews of Amazon dataset were 26.7 million.
It has been observed that SRD-BM efficiently identified
7,500,472 reviews as spam which formulates a proportion of
28% of the total reviews. Remaining 72% reviews are identi-
fied as not spam. On the other hand, SRD-LM, utilizing same
Amazon dataset, identified 5,625,354 reviews as spam which
makes the proportion of 21% of the total review dataset.
This shows that SRD-BM is more accurate than SRD-LM in
identifying spam reviews in large-scale real-world Amazon
dataset. This has also been observed through experimental
evaluation that SRD-BM achieved 93.1% accuracy whereas
SRD-LM achieved 88.5% accuracy in spam review detection.

FIGURE 4. Comparison of SRD-BM and SRD-LM in terms of identified
spam reviews.

VII. CONCLUSION
Online review spamming is a rapidly growing problem. Spam
Review Detection (SRD) is a significant but challenging
task as it is very difficult to differentiate the spam review
from not-spam reviews. So far, many research works have
attempted to identify the spammer and spam reviews, but
these works have not been able to fully solve the spam review
detection problem. This work performed an in-depth investi-
gation of Amazon real-world dataset using the spammers’
behavioral features and proposed SRD-BM and SRD-LM
methods to detect spam reviews using behavioral and

linguistic approaches respectively. To the best of the
researcher’s knowledge, this is the first study that analyzed
and applied a rich set of spammers’ behavioral features on a
large-scale real-world review dataset. Furthermore, the exper-
imental evaluation showed that the behavioral feature like
content similarity, maximum number of reviews, review
count, ratio of positive review, review of single product, activ-
ity window and review length features significantly improved
the accuracy of the proposed SRD-BM. On the other hand,
the proposed linguistic method SRD-LM, used N-gram tech-
niques, transformation and feature selection, and different
classification algorithms to further analyze the dataset for
spam review detection. Through performance evaluation of
each classifier, it is observed that the Logistic Regression per-
formed better than the Support Vector Machine, Naïve Bayes
and Random Forest. The comparison of the two proposed
models indicated that the SRD-BM achieved better accu-
racy than the SRD-LM because SRD-BM uses behavioral
attributes of dataset such as time stamps and ratings which
provides additional support to identify spammers and thus
spam reviews.

The findings of this study provide a practical implica-
tion for improving the trustworthiness of online product
and service review platforms. The applications of the study
include spam review detection in product/services reviews
on e-commerce websites, product/services websites e.g.
Amazon, Yelp, TripAdvisor, Daraz.pk, foodpanda.pk, etc.
Future research will be focused on the availability of standard
labelled datasets to train the classifiers. Furthermore, addi-
tional attributes will be added to the dataset to improve the
accuracy and reliability of the spam review detection models.
These may include an IP address of the spammer, registered
an email address and signed-in location of the reviewer.
Other future directions may be to identify spam reviews in
multilingual review dataset and recognizing the spammer by
feedback analysis of other users on their written reviews.
A significant future direction of this work is to implement
this problem utilizing deep-learning classifiers.
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