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ABSTRACT Despite the increasing importance of network security, increasing Internet of Things (IoT)
uptake and traffic tends to apply tighter resource constraints for cryptography. To cope with the constraints,
security systems must choose between time cost and security. Cyber-attack model evolution and quantum
computing technologies have severely limited current cryptography uptake and imposed too much overhead
to operate effectively on lightweight communication environments. Therefore, we propose a new operation
mode using multiple symmetric key ciphers alternately in a regularized order. The proposed design exploits
lightweight cryptography methods, reducing encryption/decryption overhead compared to a single heavy
cryptography approach, as well as avoiding exhaustive key extraction attack. Since sequences can change
both time cost and security performance widely, the design can be applied to various situations, from
the delay-constrained communications to highly secure networks. Our cryptography design incorporates
patterned cipher block (PCB) operation, an integrity verification technique to identify if a ciphertext has
been forged, handshaking protocol exchanging pattern information and a key using two-round communi-
cation, and pattern optimization to maximize the cryptographic performance. We confirmed the proposed
operation mode numerically, and verified the outcomes experimentally, confirming that the proposed scheme
outperformed current best practice cryptography.

INDEX TERMS Cryptography, symmetric key cipher, operation mode, confidentiality, integrity,

authentication, protocol.

I. INTRODUCTION

Cryptography is of particular significance when sender and
receiver want to exchange important information without
exposing it to a third party. Security and time costs have
become critical considerations recently, and cryptography has
evolved to balance them across various network environ-
ments. However, current cipher algorithms often suffer from
excessive delay and system performance impacts because
sensor, actuator, and vehicular devices tend to have limited
resources and low computation power, making them difficult
to incorporate into network environments.

Several lightweight solutions have been previously
proposed to address the growing constraints, including
the simple exclusive OR (XOR) operation [29], packet
header encryption [21], and specific region encryption [1].
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However, an attacker can forge or replace ciphertext under
stream ciphers, because message integrity is not verified, and
error propagation often occurs when synchronization fails.
On the other hand, the original data in the packet could be
exposed and vulnerable to packet snipping attacks if only
the packet header is encrypted [13]. Although encrypting
a specific region with a symmetric key cipher is more
secure than stream ciphers, region detection incurs high
overheads unless the specific region is fixed by pixel and used
only when data importance can be differentiated. Although
some lightweight solutions can reduce encryption/decryption
delay, they can also reduce security, hence narrowing the
potential application range.

Several groups, including Academy Research Institute
Agency (ARIA) [18], SEED [20], and Advanced Encryption
Standard (AES) [7] have warned that current symmetric key
ciphers will no longer be safe when quantum computers are
commercialized [4]. According to the National Institute of
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TABLE 1. Notations for the proposed patterned cipher block (PCB) protocol.

Notation | Type [ Purpose
PK, SK Elliptic Curve Digital Signature Algorithm (ECDSA) Encryption / Decryption
r Random value Mutual authentication through challenge-response
H SHA-3 SHA(HAMC sk (r @ G®°"Y)) generation for mutual authentication
M SHA-3 SHA(K; & C;) generation for message integrity (MAC)
Xory Random value
G Prime value K(pre-master secret key) generation using Diffie-Hellman key exchange
N Modulo value
P Pattern sequence Pattern information for PCB
PCB AES-128/192 /256 Operation mode for using symmetric key cipher

Mutual Authentication Protocol

= Ciphertext (Cy)

Patterned Cipher Block (PCB)| I

Plaintext (Py) ==

Key Ky) —— D

SHA-3
!

Message Integrity | —

My

FIGURE 1. The proposed cryptography scheme.

Standards and Technology (NIST), internal algorithms for
most symmetric key ciphers, except for AES, should be mod-
ified to have larger key length in Table 1 of [2]. AES also
recommends using larger key length, e.g. 256-bit. However,
network environments that require real time communication
often cannot use larger key sizes due to encryption/decryption
delay [31]. Current solutions suffer from increasingly tighter
limitations due to time cost savings and security enforcement
requirements. Attack models are constantly evolving and net-
work traffic requirements are increasing. Tradeoff between
performance and security hinders universal availability of
conventional cryptography.

There is no better solution to resolve this network secu-
rity deadlock. Therefore, we propose a cryptography scheme
that can provide high level security while utilizing current
symmetric key ciphers and hence reducing time delay. Fig. 1
shows the proposed cryptography design incorporates the pat-
terned cipher block (PCB) that uses multiple alternate sym-
metric key ciphers per block following a particular sequence
or pattern. In PCB operation, sender and receiver should have
the same pattern and perform encryption/decryption using the
same algorithm for each block. Thus, even if the attacker
obtained a set of ciphertexts, the shared key is extremely
hard to extract since the attacker does not know which set
of blocks are encrypted with the same key. This will improve
security and reduce time by enabling relatively fast encryp-
tion/decryption methods. The message integrity verification
module allows recipients to verify whether message contents
may have been improperly changed. Handshaking protocol
exchanges pattern and key information with mutual authen-
tication. Current symmetric key ciphers, such as quantum
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resistive cryptography (QRC) or post-quantum cryptography
(PQC), can be used with PCB containing patterned sequences
and message authentication codes (MACsS).

This paper incorporates the following contributions.

« A novel PCB mode utilizing alternating multiple sym-
metric key ciphers in a regularized order sequence. We
also verified that PCB can defend existing attack models,
minimizing cryptographic encryption/decryption time,
and reduce error propagation and loss.

o« A message integrity system that verifies message
integrity in PCB mode. Message integrity system secu-
rity is based on the hash function, which can be
performed safely and quickly with integrity verification.

o Mutual authentication incorporated into the cryptogra-
phy design, and proved that the protocol can exchange
key and pattern information with two-round communi-
cation while simultaneously performing mutual authen-
tication securely through a challenge-response system.

¢ Modeled PCB mode performance and designed the
algorithm to derive the optimal cryptic index ratios. We
also proposed a rate adaptation algorithm to flexibly
change encryption/decryption delay by regenerating the
pattern ratio.

The proposed operation mode can employ any symmet-
ric key cipher, and hence could be applied to any case
that exchanges a pre-master key for communication, such
Wireless Fidelity (Wi-Fi) or Transport Layer Security (TLS)
systems. Lightweight symmetric key ciphers also reduce
encryption/decryption, and the PCB disperses key usage,
making it difficult for attackers to retrieve the key. Therefore,
the proposed cryptography offers a promising solution for
resource constrained delay-aware network security, such as
sensor or mobile networks.

The remainder of this paper is organized as follows.
Section II introduces current operating modes and Section 111
discusses related security issues. Section IV details the pro-
posed cryptography design, and we model PCB and address
the optimization and rate adaptation algorithms in Section V.
Section VI evaluates the proposed cryptography experimen-
tally, and Section VIII summarizes and concludes the paper.

Il. RELATED WORK

Cryptography is divided into symmetric key ciphers
or asymmetric key ciphers. Symmetric key ciphers are
generally based on structural complexity and perform
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encryption/decryption using 128, 192, or 256 bit symmet-
ric key lengths. However, they have the disadvantage that
the symmetric key must be securely shared. In contrast,
asymmetric key ciphers take advantage of the mathematical
difficult discrete logarithm problem and uses has two keys: a
public key for encrypting and a private key for decryption.
However, asymmetric key ciphers are generally 2048 bit,
hence encryption/decryption time is longer than for symmet-
ric key ciphers. Thus, symmetric key ciphers are preferred to
reduce network delay.

Since message sizes vary, they are usually divided into
fixed-size blocks, as required by the symmetric key cipher.
Various operating modes have been devised to accommodate
various message sizes using symmetric key ciphers, includ-
ing electronic codebook (ECB) [15], cipher block chaining
(CBC) [26], propagating cipher block chaining (PCBC) [24],
cipher feedback (CFB) [27], output feedback (OFB) [9],
counter (CTR) [22], and Galois counter mode (GCM) [23].

Since ECB performs encryption/decryption in independent
structures, there is no error propagation, and it is faster
than other block based operation modes because it does
not require padding, using the ciphertext stealing technique
instead. However, ECB has a fatal disadvantage that an
attacker can re-use ciphertext deterministically, because it
does not provide message integrity authentication [17].

Unfortunately, CBC and PCBC require an initial vec-
tor (IV) and their structures allow previous ciphertexts to
affect the next ciphertext generation in a chain format. There-
fore, if a ciphertext bit error occurs during transmission,
the error propagates occurs and the original content cannot be
obtained. They also require padding, which takes more time
to encrypt and decrypt than ECB.

In contrast to ECB, CBC, and PCBC, which encrypt
plaintext in block units, CFB, OFB, and CTR perform XOR
operation with plaintext per bit using an IV, which is also
often used to generate the key stream. Therefore, if the same
IV is used, the generated key stream value also becomes the
same, and an attacker can easily obtain the plaintext through
XOR from the ciphertext. Even if the keystream value is
unknown, plaintext can be predicted from the ciphertext
through periodicity [5].

The GCM mode adds the Galois HASH (GHASH) authen-
tication component to existing CTR for message integrity
authentication, and hence is widely used for network secu-
rity protocols, e.g. IPSec [19], SSH [16], and TLS [14].
GCM encryption encrypts plaintext using counter mode
(CTR), generating an initial counter block by encrypting
the synchronized IV with a secret key. Authenticated blocks
generated from ciphertexts are multiplied with the initial
counter block (GHASH), providing authenticated encryption
with associated data (AEAD) functionality from the authen-
ticated blocks. Hence, GCM is the only operation mode
(SP 800-38D) that NIST has standardized [10]. However,
it requires pre-computation and considerable additional infor-
mation to use GCM for communication, which can cause
several problems [11]. For example, error propagation can
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occur if the IV does not match the bit synchronization, it is
difficult to perform GCM real time in an IoT device environ-
ment because parallel operations are not possible, and it needs
pre-computation for encryption [30].

The proposed cryptography design combines advantages
across the operating modes. PCB adopts independent struc-
tures but uses multiple symmetric key ciphers. Periodically
alternating key usage can provide high security, as well as pre-
vent error propagation. Since it uses different keys to generate
different MAC values each time for the same plaintext, PCB
is verifiable whereas stream ciphers and ECB are not. Thus,
the proposed secure protocol includes PCB operation mode,
mutual authentication, and message integrity authentication
for subsequent sections.

Ill. PROBLEM FORMULATION & STATEMENT

Several issues must be addressed to send and receive mes-
sages securely in real time over a network. The sender and
receiver must be mutually authenticated to prevent disguised
attackers, the receiver must verify message integrity on the
received ciphertext to determine it was sent by the expected
sender, and we should also consider packet loss depending on
the network environment. Since encryption/decryption over-
heads and security requirements may vary depending on the
generated pattern, mathematical models for each pattern must
be derived and optimized. The following list summarizes the
challenges to overcome in designing the operation mode.

+ Message Confidentiality Message confidentiality
means that the information content not disclosed to an
unauthorized third party. Thus, sender and receiver must
transmit an encrypted message, i.e., ciphertext, using
the cryptography to ensure a third party cannot derive
the original plaintext from the ciphertext. Although the
ciphertext is exposed to the third party, the third party
does not know the key, hence the ciphertext is secure,
according to Kerckhoff’s principle [25]. Therefore,
ciphertext security depends on what cryptography the
application uses. Section I'V-B discusses attack models
and shows how to assess PCB message confidentiality
in detail.

o Message Integrity Message integrity prevents an
attacker from tampering by allowing the receiver to ver-
ify if the message content has been improperly changed
during transmission. Although cryptography used by the
sender and receiver may remain secure, message authen-
tication technique is required to identify any cases when
an attacker maliciously forges or modifies ciphertext.
Message integrity security depends on the particular
system and algorithm employed. Section IV-C discusses
the PCB approach in detail.

o Mutual Authentication Mutual authentication identi-
fies the other party’s identity, preventing a disguised
attacker. This is commonly achieved through challenge-
response [8], established such that only the person who
owns the unique key can perform it. The particular
challenge-response system employed depends on the

VOLUME 8, 2020



S. Oh et al.: PCB for Low-Latency Secure Communication

IEEE Access

Previous Pattern | K i

New Pattern ki !

FIGURE 2. Proposed pattern generation structure.

cryptography security and protocol. Section IV-D dis-
cusses the proposed PCB mutual authentication system
in detail.

« Pattern Optimization PCB uses various symmetric key
ciphers, with varying encryption/decryption overhead.
Our cryptography design enhances security using for-
merly breakable symmetric key ciphers to the quantum-
resistant level. We found that no current cryptography
could resolve time cost and security issues simultane-
ously, due to structural the limitations. Following the
analysis discussed in Section V-A, Section V-B proposes
a genetic search algorithm to find the optimal cryptic
index ratios.

IV. CRYPTOGRAPHY OVERVIEW

We propose an overall cryptography providing perfor-
mance and high-level security simultaneously through pat-
terned operation mode using different key lengths in an
independent structure, message integrity to prevent attacker
message forgery or replacement, mutual authentication pro-
tocol, and pattern optimization depending on the network
communication environment.

A. PCB OPERATION MODE

The proposed PCB operation mode combines advantages
from current modes, i.e., ECB [9] and GCM [23]. In PCB
mode, sender and receiver have the same information or
pattern, i.e., a specific sequence of integers that map to
symmetric key ciphers. We define the cryptic index, a series
of integers referring to specific symmetric key ciphers. If
K; in the previous pattern is the symmetric key to encrypt
the i-th plaintext, then the i-th new symmetric key K; ’ for
the next pattern is generated following the structure shown
in Fig. 2 before the previous pattern period ends. Symmetric
key information for the pattern is cyclically generated through
hash (H) and XOR operation (Fig. 2). If the static session
key is used for a long time, sender and receiver may be
at risk from attackers. However, periodically reproducing
the session key following the pattern generation structure
in Fig. 2 ensures the key is safe to use for a long time.
PCB mode performs encryption/decryption for each message
block using the corresponding symmetric key cipher indi-
cated by the cryptic index, following the pattern order. If there
are n available symmetric key ciphers (and their pre-master
keys), then pattern length should be larger than n so that some

VOLUME 8, 2020

Plaintext(P;) Plaintext(P,) Plaintext(Ps)

HERRRNEN LTI HERRRNEN
| | |
' Block Cipher ' Block Cipher ' Block Cipher
Key(Kl) Ke)(K:) KES(K)
| | |

HENNENEN LLITTTLT] [TTTTTT]

Ciphertext(C;) Ciphertext(Cs)

| | |
Block Ciph ' Block Ciph ' Block Ciph
KeY(K]) Ke} (KZ) Ke) (KS)
R . !
[TTTTT [TTT \

Plaintext(P;)

Ciphertext(C;)

Plaintext(P,) Plaintext(P;)

FIGURE 3. Proposed patterned cipher block (PCB) structure.
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FIGURE 4. Counter using the proposed patterned cipher block (PCB).

or all are used in PCB mode. Fig. 3 shows the proposed PCB
operation mode. The cipher keys in Fig. 3 are generated from
Fig. 2. Since the plaintext was independently encrypted using
different key lengths generated from Fig. 2, the plaintext
and ciphertext maintain a one-to-one relationship. A secure
symmetric key cipher is established at the session connection
and plaintexts are encrypted according to the key length type.
PCB is an independent structure with a pattern format that
enables parallel encryption/decryption. Thus, PCB does not
require an additional padding operation by using ciphertext
stealing [6]. Therefore, even if bit error or loss occurs for a
ciphertext in the middle of transmission, PCB can transmit in
real time without error propagation.

Fig. 3 shows the proposed PCB has a pattern format that
can use different key lengths, hence it is statistically unlikely
that it would not generate the same ciphertext for the same
plaintext, which makes it impossible for an attacker to analyze
the pattern for block reuse or existing decryption. Network
transmission control (TCP) or user datagram (UDP) protocol
characteristics should be considered to apply PCB to the
actual network environment. In contrast to TCP, packet loss
cay occur frequently when UDP is used in the network layer.
Therefore, error propagation may occur or a proper ciphertext
could be unable to obtain if block (e.g. GCM) or stream
ciphers are used. In contrast, since PCB knows the pattern
length, L, it can provide a counter size, M, for the ciphertext
blocks to detect packet loss and skip it, as shown in Fig. 4.
Therefore, only the lost block is retransmitted or ignored.

Three symmetric key cipher lengths are commonly used:
128, 196, and 256 bit. PCB mode can assign different cryptic
indices for the same cipher while differing key lengths, which
can be easily generated in several ways as follows.

1) Use asingle hash function with a single password (PW)
as input, and then cut the resulting value to fit the key
length. Using the hash function ensures that even if the
attacker finds one key, remaining keys are unknown due
to preimage resistance, a hash function property.
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2) Use three different hash functions with a single PW
as input, and then cut the resulting values to fit the
key length. All three hash functions provide suitable
codes, but having three values available can help avoid
collisions.

3) (most secure) as for method 2, but generate three
different PWs.

The proposed cryptography has the advantage of providing
not only high-level security and real-time performance, but
also compatibility without additional cost, which makes it
easier to apply to other symmetric key ciphers (e.g. Data
Encryption Standard (DES), TripleDES, Advanced Encryp-
tion Standard (AES), Academy Research Institute Agency
(ARIA), SEED). For example, applying PCB to DES, which
is not currently used due to vulnerability, provides the follow-
ing benefits. PCB can slice the variable text data to 64bits,
as required by DES. Then the DES data blocks are encrypted
by the patterned keys. This quickly encrypts the plaintexts or
ciphertexts due to the independent structure, achieving high-
level security through the patterned keys. Thus, PCB can slice
variable text data to the required data size required for other
symmetric key ciphers without additional padding operation
due to an independent structure. Furthermore, PCB provides
the message integrity authentication.

B. ATTACK MODEL AND SECURITY PROOF

We segregated attack models into ciphertext only (COA),
known plaintext (KPA), chosen plaintext (CPA), and chosen
ciphertext (CCA) attacks, depending on how the sender and
receiver exchange messages [12]. Since ECB mode generates
the same ciphertext for the same plaintext, an attacker can
find repeated ciphertext for a particular plaintext even if only
the ciphertext is obtained. Thus, ECB mode is vulnerable to
CPA. In contrast, PCB uses independent structures to apply
patterned formats, hence CPA is impossible, which can be
proven using the LR Encryption Oracle. Let the adversary
be AEKLRC..D) \where the plaintext is M;, and ciphertext
C[i]l. C[1] (=Ex(0")||Er(0™)) is generated by encrypting
M (=0"|0"), and C[2] (=E(0")||Ex(1™)) is generated by
encrypting My (=0"||1"). Thus, C[1] and C[2] in the left
word are indistinguishable, and hence Ey(0") # Ep/(0").
Thus, IND-CPA attacks are impossible since Advg)éD —CPA (A)
is just 0. Therefore, Algorithm 1 ensures that PCB can defend
against IND-CPA attacks.

C. MESSAGE INTEGRITY AUTHENTICATION

No matter how secure a ciphertext encrypted using PCB
operation mode, if message integrity is not verified,
the receiver cannot recognize if an attacker deleted or replace
part of the ciphertext during communication. Figure 5 shows
the proposed message integrity system to address ciphertext
stealing. The (N — 1)-th plaintext in plaintext length N, Py _1,
Eky_,(Pn—-1) is generated by encrypting Py_1. Then, Cy_4
(=Eky_,(Pn||Tail)) is generated by encrypting (Py||7ail).
Final output value My_1 (=SHA(Ky—-1 & Cn_1)) is gener-
ated by XOR operation on the ciphertext Cy_1 with Ky_.
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Algorithm 1 IND-CPA Attack Model

Input: M, < 0"]|0", My < 0"||1"; (Plaintext)
Output: C[1]C[2] < Ex(LR(M/, M3, b)); (Ciphertext)
1: Let Adversary be AEx(LR(...D)
2: if C[1] = C[2] then

3 return 1

4: else
5
6
7

: return 0
. end if

ifb=1
ifb=0

Ec(LR(M), My, b)) = {Ek(M’)
Ex(M,)

8: C[i] denotes the i-th block of a string C
9: In the left word, C[1]C[2] = Ex(0™)||Ei/(0™)
10: As aresult, Ex(0") # Ep(0™)

11: In the right word, C[1]C[2] = Ex(0™)||Er/(17)

12: As aresult, Ex(0") # Ep/(1")

13: Advg? “M@A)=0-0=0

14: Because of different key

Plaintext (Py.;)

(TTTTTT]

|
!
— @ ECu[[[[[[[]] . ®
I A |
e
SHA-3 Head  Tail SHA-3
l Key (Ky) —>| Encryption l
My My
e [TTTTTTT] |
o [TTTT]—

FIGURE 5. Message Integrity Authentication Structure.

The N-th operation is performed in the same manner as
described above. For example, the N-th ciphertext, Cy,
is generated by encrypting the N-th plaintext without
padding, and the N-th MAC value, My (=SHA(Ky @ Cy)),
is generated by XOR operation on the ciphertext Cy with
Ky. Thus, My (=SHA(Ky @ Cy)) and Cy are generated
independently. Thus, PCB allows secure and fast commu-
nication since it allows encryption/decryption and integrity
information verification to be parallel operations. Therefore,
the sender sends ciphertexts C; and message authentication
codes (MAC) M; (=SHA(K; @ C;)) to the receiver to prevent
manipulation by an attacker.

Integrity information verification checks the ciphertext
using the patterned keys, hence even if an attacker success-
fully forged or exchanged ciphertext in transit, the receiver
can verify the ciphertext was sent from the expected sender
using M;.
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PCB,MAC

FIGURE 6. Proposed mutual authentication protocol.

1) The first preimage resistance defines that, for a given
hash value, it is computationally difficult to find the
input value that produces the hash value, i.e., given h,
it is infeasible to find x such that H(x) = h.

2) The second preimage resistance defines that it is com-
putationally infeasible to find an input value different
from the current input value without changing the hash
value for the current input value, i.e., given x, it is
infeasible to find y such that H(y) = H(x).

3) The third collision resistance defines that finding two
input values that produce the same hash value is com-
putationally difficult, i.e., it is infeasible to find any
(x,y) such that H(y) = H(x).

Therefore, cryptography hash is a one-way function that
cannot reproduce an original text from the hash value. We
enhanced message integrity security by using SHA-3, e.g.
SHA-384, with hash based message authentication (HMAC),
which has been proven secure, considering SHA-2 or
SHA-256 security.

D. PROTOCOL

For the sender and receiver to encrypt sensitive data
information and securely transmit the pattern information,
it is necessary to securely establish a session through mutual
authentication. Fig. 6 shows the proposed mutual authentica-
tion protocol, which that satisfies secure mutual authentica-
tion by performing a challenge-response. Thus, the proposed
protocol can prevent an attacker from disguising themselves
as a sender.

Suppose that before establishing a session to communi-
cate securely using the PCB, Alice and Bob try to form a
secure channel with some crypto elements corresponding to
TABLE. 1.

o Alice encrypts G* using Bob’s public key (PKp) to
create a pre-master secret key and sends r4 to confirm
that Bob is the correct receiver from Alice’s perspective.

o Alice sends Hy4 to Bob.

o Bob uses Hy (=SHA(HAMC sk ,(r4 @& G"))) to simulta-
neously verify Alice’s signature and message integrity.
The signature is a means of proof that Alice is the person
Bob wants to communicate with.

o Bob decrypts the ciphertext received from Alice with his
secret key (SK g) to obtain G* and r4, and generates a
pre-master secret (K) from G* (mod N).
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o Bob encrypts G” and rp with Alice’s (PK,4), encrypts
r4 received from Alice with K, and sends these to Alice
with Hp (=SHA(HAMCsk z(rg & G”))).

o Alice receives r4 (challenge) from the receiver, and
acknowledges that the receiver is Bob (response). She
then decrypts the ciphertext received from Bob with her
SK 4 and obtains G” and rp.

« Alice generates K by G*(mod N). This allows Alice and
Bob to share K securely using the Diffie-Hellman key
exchange technique.

o Alice decrypts ciphertext Ex(r4) received from Bob
with the generated K to confirm that ry4 is the r sent by
her. She then encrypts Hsx, (FHAMCsk ,(ra @ G*)), g,
and P with the K.

« Bob decrypts the ciphertext received from Alice to verify
rp. If rp is the r sent by him, the first challenge-response
is completed safely.

« Bob compares Hy received previously from Alice with
H, obtained using Alice’s Hsg, with SHA-3. Then Bob
sends Alice the ciphertext Hsk, (=HAMC sk ,(rg ® G7)),
general messages M, K, and Hp (=SHA(HAMC (P))),
indicating that Bob has received P correctly.

« From the ciphertext received from Bob, Alice uses Bob’s
Hgk, to get plaintext Hy using SHA-3 hash is the same
as Hp received previously from Bob. This safely com-
pletes the second challenge-response.

Mutual authentication is successful if both processes com-
plete successfully. The proposed protocol is similar TLS
Version 1.3 [28] in terms of overhead because it receives
the pattern value (P) from only three information transmis-
sions. The protocol could also employ the digital signature
algorithm (DSA), used in TLS for mutual authentication, but
the two-step verification provides increased security without
significant increased overhead. Thus, the proposed protocol
allows Alice and Bob to not only complete mutual authentica-
tion, preventing an attacker from disguising themselves Alice
or Bob, but also to share pre-master secret key and pattern
information securely.

V. PROPOSED PATTERNED CIPHER BLOCK ANALYSIS
This section analyzes the PCB mode in terms of time cost
and security. To verify PCB performance, we modelled
expected encryption/decryption time cost and relative gain
of the key attack cost. Consequently, we propose a param-
eter adjustment scheme to enhance encryption/decryption
performance while increasing channel security. Section V-A
discusses PCB dynamics, and Sections V-B and V-C discuss
the proposed parameter tuning algorithm design.

A. PERFORMANCE ANALYSIS
Assume an L size PCB pattern, randomly generated from
N cryptic indices. Since encryption/decryption time varies
considerably for different methods, we determined expected
PCB time cost as Eq. (1).

N-1

T =Y rit €y

i=0
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FIGURE 7. Analytic results for T, logS, andO when N = 3.

where r; and #; are the ratio and expected time cost for the i-th
cryptic index.

Most recent studies based key attack methods on collec-
tions of cipher/plaintext (C/P) pairs (Ex (P)/D(C)). However,
as discussed above, PCB is resilient to key attack, since
sequential collection does not guarantee using the same key.
Therefore, we propose a modified attack model, Selective Key
Attack, where the attacker randomly selects a subset of the
C/P pair collection and tries to extract one of the keys. If the
key extraction process is unsuccessful, the attacker re-selects
from the subset and tries again. The attacker does not know L,
since the pattern information is mutually passed between the
hosts during key exchange. Although the attacker may know
the key usage periodicity, they first need to find L. Almost all
key extraction techniques require a large number of C/P pairs
(23%) [3], so the attacker must guess L and then try to find the
N subsets along the guessed length. The expected number of
trials to find the correct pattern is Eq. (2)

S=A L 2
= X —

[T ni! .
where A is the size of the search space of L, and n; = [Lr;] is
the number of usages of the i-th cryptic index in a pattern. We
use S for the security gain, since the expected key extraction
time is calculated by the multiplication of S and the sum of
the key extraction time of each cryptic index.

B. PATTERN OPTIMIZATION
From Eq. (2), § is maximized whenrg = rf = = ... =
rnv—1. However, if some encryption/decryption time costs (;)
are particularly high, maximizing S could redundantly reduce
expected PCB time. Considering time cost and security from
Egs. (1) and (2), respectively, we define the object function,
0, to optimize r; as Eq. (3)
o) = 5 3

R) = 3 (3)
where R = {rg, r1, r2, ..rv—1}. The change of S with respect
to R is significantly dominant compared with the change of
T, due to the exponential. Therefore, to fairly consider both
metrics, we take the logarithm of S. Thus, the optimal ratio
along the cryptic indices, R*, is Eq. (4).

R* = arg max O(R) 4
R
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Algorithm 2 Pattern Optimization

Input: Pattern length L
Output: A set of the number of key usages M
1: Collectt; where0 <t < N

Create My

Set all n; in My to |[L/N |

if > n; < L then
ng < L — Z 1 "

end if

Set My to a candidate solution

while True do
Populate y P> solutions from candidates (see Fig. 8)
Evaluate solutions including candidates using (4)
Select two solutions M’ and M” that have the largest
0

12 if M’ is one of the candidates then

13:

14: return M’

15 end if

16:  Terminate the solutions except M’ and M"”

17:  Set M’ and M" to the candidate solutions

18: end while

R A

—_ -
—_ o

However, Eq. (4) is challenging to solve mathematically
due to its complexity. Therefore, we propose a simplified
genetic algorithm (Algorithm 2) to solve the optimization
exploiting the discrete property and planarity of the constraint
in Eq. (5). Although r; is floating point, n; should be integer.
The approach is genetic search for a solution that contains »;
where 0 < i < N, along a discrete search space with the

Eq. (6)

N-—1
Zni =L. (6)
i=0

This is reasonable, since L is determined before generating
the pattern. Fig. 7 shows analytic results for 7', log S, and
O calculated from Egs. (1), (2), and (3) when N = 3, and
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FIGURE 8. Populating candidate solutions when N = 3.

L = 97. § and O have only one extreme point on the con-
straint plane. Therefore, any point on the plane larger than any
nearby values is the maximum value. Algorithm 2 first adds
a center point of the constraint space as a candidate solution,
and then populates new solutions from existing candidate
solutions in Fig. 8. The populated solutions are adjacent to
the candidate solution, with /2 distance on the search plane.
The number of populated solutions =y P>, since there are
6 populated solutions when N = 3 in Fig. 8. We then
calculated Eq. (4) with maximum y P> + 2 solutions for each
and remain 2 solutions. If the maximum solution is one of
two solutions at the start of the loop, the algorithm breaks the
loop and returns the maximum as the optimal solution.

C. RATE ADAPTATION

The proposed optimization algorithm provides the opti-
mal ratio of cryptic indices where time cost and security
were equally considered. However, from the hosts’viewpoint,
encryption/decryption delay above a certain level, e.g. real-
time system deadline, could not be tolerated in some appli-
cations. Following the analysis in Section V-A, we propose a
PCB based rate adaptation (PRA) method that monitors data
exchange overhead and dynamically updates the pattern to
sustain the required network performance.

Eqgs. (1) and (2) suggest that time cost decreases as ng (the
fastest cryptic index) increases, and security gain increases
when all cryptic indices are equally distributed. Regenerat-
ing the pattern while differentiating n; can change 7 and S
to either reduce encryption/decryption overhead or enhance
security. However, modifying R is not just a trade-off between
T and S, since their maximized points are not bipolarized. For
example, let R = {0.4,0.4,0.2}, 50 = 1,11 = 2, and t, = 4.
Then S and T both increase if R — R’ = {0.3,0.3,0.4},
whereas if R — R” = {0.4,0.3,0.3}, S increases as for
R’, but T increases less. Thus, the algorithm can change the
pattern to satisfy both time cost and security requirements for
communication.

To solve the constraint, we utilize the genetic approach
from Section V-B. Algorithm 3 shows the Proposed PRA
mechanism. First, we generate a pattern with optimized ratio
from Algorithm 2. Before regenerating the pattern, the algo-
rithm periodically sends a ping message with block size L
and calculates the round trip time (RTT) for the packet. The
algorithm defines RTT as elapsed time from encrypting the
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Algorithm 3 Patterned Cipher Block (PCB) Based Rate
Adaptation (PRA)

1: M < R* from Algorithm 2.

2: Get desired RTT Ty, from the application

3: while True do

4: Trrr < MeasureRTT ()

5 if TR >~ T;;TT then

6 Regenerate the pattern without changing M
7: continue
8
9

else if Trrr < Tj then
Populate y P; solutions from the M

10: Evaluate solutions excluding M using (4)

11: Select a solution M’ that has lower T and maximizes
(0]

12: M <~ M

13: Regenerate the pattern

14:  elseif Trrr > Tj then

15: Populate y P; solutions from the M

16: Evaluate solutions excluding M using (4)

17: Select a solution M’ that has lower § and maximizes
(0]

18: M <~ M

19: Regenerate the pattern

20:  end if

21: end while

ping to decrypting the ping at the same host. Since RTT
represents round trip time in the application layer consider-
ing the cryptography, RTT measurement offers a reasonable
metric to keep the track of redundant encryption/decryption
overhead. If measured RTT is larger than the required RTT,
the algorithm chooses a ratio with lower T and largest O from
the populated solutions. On the other hand, if the measured
RTT is less than the required RTT, it chooses ratio with
highest S and largest O from the populated solutions. If
the measured RTT (approximately) equals the desired value,
the algorithm does not differentiate the ratio and regener-
ates the pattern. Pattern re-assignment overhead is relatively
low, since pattern-sharing completes after a single commu-
nication round and changing the pattern does not require
computational resource, such as hashing or key generation,
only notification of the sequence change. PRA is based on
the unique availability of the proposed cryptography that
computational performance or security can be dynamically
adjusted by parameter modification. The algorithm could be

potentially improved in several ways.
o Network performance measurement. Although RTT

is an explicit solution to determine network status, this
approach could limit the algorithm’s utility. Other met-
rics, e.g. link state, could also be a reasonable solution
for other layers.

« Fast adaptation. The proposed algorithm modifies pat-
tern ratios in a stepwise manner. If the measured RTT is
significantly different from the desired RTT, more sig-
nificant changes could reduce the adaptation overhead.
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However, radically modifying the ratio could cause fluc-
tuating network performance. Thus, an environment-
free robust solution needs to be thoroughly researched
to accelerate rate adaptation.

We verified that assigning the cryptic index determines the
time and security performance for the proposed PCB. From
the derived performance model, we proposed optimization
and rate adaptation algorithms that search for the best param-
eter for the given problem. To the best of our knowledge,
the proposed optimization and rate adaptation algorithms are
the first attempt to flexibly reform cryptography parameter to
fulfil network requirements. The rate adaptation metric and
fast adaptation method will be addressed in future study to
reinforce the proposed cryptography design.

VI. EVALUATION

We have proved the proposed cryptography’s security
(Section IV-B) and derived a mathematical expression for the
enhancement (Section V-A). Therefore, this section focuses
on encryption/decryption delay. To measure empirical time
costs, we implemented ECB, and GCM in python. Also,
we developed PCB in python in the same environment.
The following experiments were performed using a PC with
Intel(R) Core(TM) i5-6600 CPU @ 3.30GHz (quad core),
16GB RAM, and GeForce GTX 1060 3GB. Our implementa-
tion included the proposed PCB operation mode, handshak-
ing protocol, and message integrity authentication system
addressed in Sections IV-A, IV-D, and IV-C. We deployed
the pyaes package to run the practical symmetric key cipher,
using three cryptic indices (128, 192, and 256 bit key lengths)
for the AES algorithm. We deployed two hosts connected at
the same Wi-Fi Access Point (Wi-Fi AP), so the hosts send
packets by two-hop communication.

A. ENCRYPTION/DECRYPTION DELAY EVALUATION

We implemented a simple video streaming application to
measure practical encryption/decryption delay. After the
application establishes the connection, one host sends an
image data frame encrypted in PCB operation mode at 30 fps.
The other host receives and decrypts the encrypted data
and displays the image. The application measures encryp-
tion/decryption delay until video streaming ends. The pattern
optimization proposed in Section V-B was employed for this
evaluation, and we set L = 57. For comparison, we used
ECB operation mode with 256 bit AES. Fig. 9 shows average
encryption/decryption time for PCB and ECB for plaintext =
50, 100, 500, and 1000. PCB operation mode outperforms
ECB, with approximately 15% decreased delay for all data
sizes. Encryption/decryption time differences between PCB
and ECB increased when data size increased. Therefore, PCB
always provided improved network performance compared to
the other operation modes, and this becomes more significant
as network data rate increases.

B. PRA EVALUATION

To verify the PRA designed in Section V-C, we augmented
the algorithm for the cryptography implementation, setting
data rate = 5Mbps in the TCP environment and RTT
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requirement = (.5 seconds. Pattern regeneration and dis-
tribution was performed every second. Fig. 10 shows that
RTT includes encryption/decryption delay, which is the same
as the PRA metric. Fig. 10 and Fig. 11 show RTT and
encryption/decryption delay for all packets with and with-
out rate adaptation. The black line shows the required RTT.
RTT with PRA approximately meets the RTT requirement,
whereas RTT without PRA monotonically increases due to
encryption/decryption delay. A remarkable RTT change near
the 300th packet (Fig. 10) let PRA modify the pattern ratio
and rapidly reduce encryption delay (Fig. 11) to meet the RTT
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TABLE 2. Decryption time average and standard deviation.

Operation mode type | Data Size | Standard deviation

PCB SKB 0.005954361648439
ECB 0.007797524262989
GCM 0.012532005396350
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FIGURE 12. Decryption performance.

requirement. However, the system is unable to compensate
the RTT changes without PRA, hence RTT steadily increases
although encryption delay remains constant. Thus, PRA can
not only vary the delay according to network requirements,
but it can also sensitively detect current network status and
dynamically reform the patterns to meet network require-
ments. Therefore, the experiment verified that the proposed
rate adaptation algorithm can improve network performance
by dynamically modifying the pattern.

VIil. COMPARISON

The operation mode we proposed has an independent struc-
ture similar to the ECB. This independent structure has the
advantage of being able to provide fast performance. In terms
of security, GCM is an operating mode that has already been
recognized by a well-known organization (NIST). This is why
we compared the operation mode we proposed with ECB and
GCM among many other modes.

We tested ECB, PCB, and GCM performance using PCB
and ECB with data size = 1, 5, and 10. Average PCB
times to decrypt these ~10, 49, and 93 ms; whereas ECB
average times ~11, 56, and 109 ms; and GCM average
times = 40, 183, and 373 ms, respectively. TABLE. 2
shows that PCB, ECB, and GCM standard deviations = 5,
8, and 13 ms, respectively, for data size = 5 kB. The
PCB pattern was assigned with ratio 3:1.7:1 when calcu-
lating encryption/decryption time and security according to
the key length. Fig. 12 shows that PCB was approximately
four times faster to decrypt than GCM, despite GCM struc-
ture being close to stream cipher. This was due to GCM
only needing to perform XOR after pre-calculating a counter
value, similar to CTR mode. However, although it is possible
to calculate the counter value in advance, if continuous
communication is implemented with unpredictably varying
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message size, counter value delay will eventually occur.
Since GCM includes an integrity authentication process as
one of the Authenticated Encryption with Associated Data
(AEAD) algorithms, it must also perform MAC computation,
and GCM’s integrity authentication process cannot perform
parallel operations.

VIIl. CONCLUSION

This paper proposed a novel cryptography scheme, PCB, that
included patterned operation mode, message integrity authen-
tication, and mutual authentication. PCB utilizes current sym-
metric key ciphers to alternately encrypt/decrypt messages,
hence reducing delays and enhancing security. Since PCB
can exploit any symmetric key cipher using shared keys,
the design can be generically applied when any new symmet-
ric key cipher is proposed. We also proposed mathematical
models to derive PCB operational performance, and proposed
optimization and rate adaptation algorithms. We verified the
proposed cryptography and rate adaptation algorithm per-
formance, and showed that the proposed scheme could be
applied for various network requirements.

Future studies will investigate PRA effects and apply the
proposed algorithm to HyperText Transfer Protocol (HTTP).
We expect that the proposed approach will inspire future
cryptography research and be a keystone for future security
systems.
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