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ABSTRACT Internet of Things (IoT) is an emerging trend referring to an interconnected network of
ubiquitous intelligence. It is a revolution for Internet, computing and communication. Further extensions
of IoT, Social Internet of Things (SIoT) provides a platform for people posting messages and photos,
sharing knowledge, and connecting with each other. It is effective and efficient for people to manage their
interpersonal relations through SIoT, but produces stress and tension issue coincidentally. Therefore, this
study explores how users share knowledge through assessment and response under stress cognition. Three
demand appraisals and three coping strategies are proposed to discuss user’s behaviour on knowledge shar-
ing, and Smart-PLS is used to test the conceptual framework. Results show that self-protection, anxiety, and
avoidance increase when members of the community are threatened or injured. Nevertheless, members with
high self-efficacy could reduce anxiety production and improve self-protection. Consequently, the purpose
of knowledge sharing is achieved. This study discusses users’ psychological perspectives when participating
in the SIoT. It provides a better understanding of the human activities on the Internet through the SIot.
Meanwhile, further prediction of users’ behavior of knowledge sharing provides benefits and opportunities
for businesses to establish their marketing strategy.

INDEX TERMS Social Internet of Things (SIoT), knowledge sharing, self-efficacy, self-protection.

I. INTRODUCTION
The Social Internet of Things (SIoT) is an integration of tra-
ditional peer-to-peer (P2P) networks and social networks [1].
By exchanging interests, messages, and services, objects
establish social relationships autonomously through IoT [1].
Benefits and challenges are concluded through SIoT. Previ-
ous studies discuss the SIoT focusing on the heterogeneous
social network, privacy security, trust management, social
structure to the SIoT, etc. People participate in various online
communities and share information through the development
of social network and different devices [2]. Different from
Internet of Things (IoT), SIoT contains various social net-
works, which characterized the inter-connections, supportive,
and immediacy [3]. The posts and reviews on the social
network allow objects generating friendships, trust, and influ-
ential power. Alternatively, security and privacy issues are
aroused via the increasing usage of the SIoT [1]. Personal
information, such as user Id and password, are required when
using SIoT. However, these information may be generated by
the third party at the same time. The data anonymization and
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the privacy preservation become a challenging and important
issue of SIoT.

Currently, the IoT technology has extended from commu-
nication between people to people, to people to things and
things to things. The SIoT is an extended theory of the IoT.
Its main theory focuses on the interaction between people to
people and people to things. Alongwith the existence of smart
devices, it has been further discovered that the interactional
potential between people to people and people to things
increases. Vazquez and López-de-Ipiña [4] proposed the con-
cept of Social Device. The concept uses semantic analysis to
embed social ability into smart devices in order to realise the
interaction between people to things. This instance broadens
the usage of SIoT. Atzori et al. [5] introduced the idea of
SIoT, similar to Social Network Services (SNS), where we
embed the concept of social relationship into the interaction
device. SIoT uses the sensor monitoring technology within
IoT, to support ordinary objects in our lives to promptly.
Informatisation through web technology, cloud computing
technology. . . etc. to achieve interactions.

There are several characteristics for SIoT: (1) Establish
social network between things and things, thereby exhibit-
ing an interaction relationship similar to human social net-
works [6]; (2) Through the connection of IoT to achieve the
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interaction among people to things [7]; (3) Among people,
demonstrate a better internet service and user experience
through the combination of IoT service and social networking
services [8]. The direct way of carrying out SIoT is to com-
bine IoT with SNS. SNS generally obtain a graphical inter-
face, in order to realise the interactions between users, while
building custom applications. SIoT provides a user interface
to operate the product. Therefore, the product attributes are
configured graphically in the SNS, allowing the users to
easily understand and operate the product, functions and con-
versation mode. SIoT is widely applied on social networks,
such as: Facebook, Twitter, Myspace, Linkedin, etc. Users
can place a personal profile; display a list of social networking
encourage content sharing services [9]. Facebook is a social
IoT medium that enables people to interact. Through the net-
work establishment of the social IoT, this research can inter-
pret users’ knowledge sharing and further extend the scope of
social IoT research to better understand users’ mentality. This
allows the developer of SIoT to understand users’ Consumer
Psychology and accelerate the product development.

The development of the internet has dramatically increased
the population of internet users and the number of personal
web pages that drive the network community. The Mar-
ket Intelligence & Consulting Institute (MIC) conducted a
web-browsing behavior survey in 2018 and found that the
network communities are the most widely used websites in
the world. In the networking site, users discuss issues as well
as share the same interests, preferences, and their own expe-
riences, ideas, or solutions to other community members [10]
so that other users can obtain the information they need. Thus,
a growing number of users join the network community for
knowledge sharing and information access [11]. The most
common type of network community is the social networking
site, which has the highest percentage of Facebook users.

Despite the advantages, the rapid development of the inter-
net has also increased personal data outflows. It can harm
people’s privacy when they conduct online activities, such
as communication in the network community and shopping.
The pressure may be perceived when the objects realize the
security issue from their online activities. In 2018, Frost and
Sullivan reported that the economic losses of companies suf-
fering from cyberattacks are often underestimated. In 2017,
Taiwan’s total economic losses caused by the information
security threat were $27 billion.

Although the network community provides features that
protect user information to reduce security risks, such as the
content and the setting features of the information security,
many users do not understand these features well [12]. Using
information security without full knowledge of it and without
safety protection can increase the danger. Only when the
user’s personal privacy is violated does the network commu-
nity responds to the user after an individual assessment.

The network community is a platform for discussion
and communication wherein users can quickly access rel-
evant information. This knowledge-sharing model of the
network community can provide community members with

the information they need through Social Networking
Sites (SNS) [10]. Thus, a growing number of users apply
the network community for knowledge sharing and informa-
tion [11, 13]. The key to the sustainable operation of the social
networking site is whether users can attract additional exter-
nal members through community knowledge sharing [14].
Network community crimes have spread frequently on freely
published platforms. It becomes a hotbed of crime that the
pressure is perceived higher among community members.

Stress cognition theory states that cognitive appraisal is a
kind of demand appraisal and resource assessment. It is a
dynamic activity, separate from themonitoring of events [15].
This paper targets the social media users and uses stress
cognition theory as the main theoretical framework to explore
how people share knowledge through a series of response and
management strategies while facing pressure. Stress cogni-
tion theory has been widely used in studies worldwide. For
example, Lemée et al. [16] applied stress cognition theory
to determine how residents respond to the pressure of nat-
ural disasters. Chen [17] explained the pro-environmental
behavior of humans through self-efficacy and collective effi-
cacy. Although many scholars have studied stress cognition
theory, most of the studies predict people’s behavior under
pressure and only a few have indicated that the pressure
reduction effect can be achieved through response. Limited
attention has been given to discuss users’ self-protection
and anxiety under the pressure. The current study explores
users’ self-protection and emotional expression (e.g. anxiety,
avoidance) when participating in online community but feel-
ing threatened and hurt. The theoretical contribution will be
gained in the internet ecology research.

II. LITERATURE REVIEW AND HYPOTHESES
DEVELOPMENT
A. SOCIAL INTERNET OF THINGS (SIoT)
Social Internet of Things (SIoT) is made via numerous nodes
and edges, which compose the graph. The nodes represent
objects, and the edges indicate the interrelationship between
objects. This relationship is not absolutely static. Nodes
are increased when new participants join in the community
where edges are established in-between the new and original
objects. Dynamic social network is composed by the changes
of graphs which is the foundation of the SIoT.

Interactions and relationship build up among objects are
one of the key concepts of SIoT. Atzori et al. [18] conclude
characteristic of SIoT: 1) social structure has been shaped,
2) the design of SIoT is based on the characteristic of IoT,
and 3) SIoT is based on the interaction among objects. The
social relationship is established when service or information
is provided by one object and accepted by another one. The
purpose of information and service exchange targets to gain a
better solution for the problems and issues, which the objects
encounter [1], [18]. Individuals search ‘‘friends’’ through the
internet, whereas ‘‘friends’’ is recognized autonomously via
SIoT. SIoT allows individuals to collaborate with each other
on the social network and form social relationships [19].
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The design of user interface and applications are required
into consideration when building SIoT [19]. SIoT is regarded
as the community of peer-to-peer owners. The relationship is
connected autonomously based on the social regulation and
service provision by objects. Chen [13] propose the SIoT is
an intelligent system which facilitate individuals share and
exchange information and service.

B. STRESS COGNITION THEORY
Lazarus and Folkman first proposed stress cognition the-
ory in 1984 [20]. Baum [21] defined stress as a neg-
ative experience, accompanied by predictable emotions
from physical, psychological, and behavioral aspects.
Lazarus and Folkman [20] believed that people may expe-
rience psychological stress if the surrounding atmosphere
exceeds their own expectations. People under pressure
respond to the environment according to their personal
psychological state. Lemée et al. [16] indicated that coping
strategies are commonly divided into the following. First,
active coping strategy refers to proactively solving problems
and taking action. Second, passive coping strategy focuses on
negative emotions such as anxiety or avoidance and coping
with threats and hurt through internal pressure. Previous
studies have reported that individuals feel anxious when
facing the unknown or a dangerous environment, which is
the expected psychological state. Different from fear, anxiety
is perceived as a psychometric paradigm and corresponds to
an assessment of the severity of the risk.

Krohne [22] argued that individuals facing stress have
resources that include social support, resistance, anxiety,
avoidance, and self-protection. However, self-efficacy is a
personal protection mechanism in response to the environ-
ment. Taylor and Stanton [23] argued that stress and response
can help assess response processes from stressful situations.

1) RELATIONSHIP BETWEEN THREATS AND RESPONSES
Stress assessment is a process that allows individuals to
confirm the importance and controllability of stress [24].
Demand appraisals are perceived to be controlled by the
individual’s inner condition and well-being, but they can also
emerge from threats and harm, which people can overcome
through the challenge [24].

Individuals tend to explain the current environment
through environmental monitoring [20]. When people con-
sider the current environment as harmful and threatening,
it becomes a source of stress [17]. Stress is defined as a feeling
after being threatened, destroyed, or harmed, which people
perceive under potential or physical conditions [20].

Cognitive stress theory considers demand appraisal as
an important factor in stress cognition, which can be
generated from relieving stress through the individual
response (self-protection, anxiety, and avoidance) [25].
Ning and Wang [8] found that human beings will actively
activate self-protection mechanism to resist external threats.
Mathews and MacLeod [26] believed that threat and anxi-
ety occur simultaneously. When a person perceives threat,

his anxiety will rise accordingly. Chen and Liang [27] pointed
out through their experiments that when humans acknowl-
edge the existence of threat, the idea of avoidance shows.
As the threat rises, the avoidance rises correspondingly.
Therefore, the following hypotheses are proposed:

H1a: Threat has a positive influence on self-protection.
H1b: Threat has a negative influence on anxiety.
H1c: Threat has a positive influence on avoidance.

2) RELATIONSHIP BETWEEN HARM AND RESPONSE
Demand appraisal refers to an individual’s monitoring of
events [28], which can take the form of threats and harm.
Previous studies have suggested that environmental prob-
lems are often viewed as threats that can harm individual
psychology [29], [30].

Two main directions for people’s response to environ-
mental issues include problem-focused coping and emotion-
focused coping. Problem-focused coping refers to reducing
pain through management and includes self-protection, anx-
iety, and avoidance. Sedikides and Alicke [31] pointed out
that when humans are harmed, they will effectively start
the self-protection mechanism to reduce the potential harms
to the self. When the damage is greater, automatically,
humans’ instincts generate anxiety and avoidance strategies
to protect themselves. Lazarus and Folkman believed that
emotion-focused coping is a kind of pressure reduction or
prevention through emotional relaxation. In other words,
people can adjust their mood through emotion-focused cop-
ing [20]. People adopt problem-focused coping to cope with
pressure when they are threatened and hurt [17]. Therefore,
compared with emotion-focused coping, problem-focused
coping can effectively help people reflect on their current situ-
ation and face their problems immediately. Hence, the current
paper is guided by problem-focused coping. In relation to the
above, the following hypotheses are proposed:

H2a: Harm has a positive influence on self-protection.
H2b: Harm has a negative influence on anxiety.
H2c: Harm has a positive influence on avoidance.

3) RELATIONSHIP BETWEEN ENVIRONMENTAL
SELF-EFFICACY AND RESPONSE
Bandura [32] argued that self-efficacy judgments influence
the goals that people set for themselves and their emo-
tional responses to the level of performance achieved in
different contexts. When a person encounters a particular
condition, he/she may adopt a specific coping strategy to
deal with the demands or stress that he/she has encoun-
tered [33]. Lazarus [28] indicated that self-efficacy can
be evaluated for stress sources and then respond through
the evaluation process. Chen [17] pointed out that self-
efficacy reflects individual beliefs and abilities. It can further-
more be used to meet specific situational demands through
positive actions. Burns and Martin [34] have researched the
learning behaviour of middle school students. It has been
found that when the self-efficacy is low, students tend to
lower their learning goals and choose to avoid learning.
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The research also pointed out that when the self-efficacy
is low, the self-protection mentality will be easier to pro-
duce. In relation to the above, the following hypotheses are
proposed:

H3a: Self-efficacy has a positive influence on self-
protection.

H3b: Self-efficacy has a negative influence on anxiety.
H3c: Self-efficacy has a positive influence on avoidance.

4) RELATIONSHIP BETWEEN RESPONSE
AND KNOWLEDGE SHARING
Intention to perform knowledge sharing refers to the idea that
users are willing to assist and transfer their skills or abilities
to others [35]. Kuo and Young [36] believed that knowledge
seekers receive knowledge through different forms, such as
knowledge exchange, diffusion, dissemination, transmission,
and sharing. Furnell et al. [37] pointed out that the devel-
opment of information delivery technology increases the
vulnerability against information security threats of virtual
community users, motivating them to develop self-protective
mechanisms (self-protection, anxiety, and avoidance) when
they are threatened. SNS users can share their knowledge
through the delivery services provided by various sites. Ref-
erence [38] considered punishment as a motivating factor
driving an organization’s expected behavioral intention to
use SNS but also affecting their usage. By contrast, when
punishment exists, individuals tend to feel protected when
using SNS; thus, they can easily reflect on their actual
usage [39]. In relation to the above, the following hypotheses
are proposed:

H4: Self-protection has a positive effect on knowledge
sharing.

H5: Anxiety has a positive negative on knowledge sharing.
H6: Avoidance has a positive effect on knowledge sharing.

III. METHODOLOGY DESIGN
A. PRE-TEST AND PILOT TEST
This work was initially conducted with five doctorate
students who went through a focused group interview to
understand the questionnaire content. They then proposed
suggestions that led to the modification of the questionnaire.
Subsequently, a total of 100 questionnaires were distributed
during the pre-test to further revise the questionnaire content.
In the analysis phase of the pre-test, all Cronbach’s alpha
values and composite reliability of constructs were higher
than 0.8.

The main questionnaire collection phase is divided into
two parts. The first part extracted the respondents’ personal
data, and the second part structurally analyzed the model.
The measurement scale of threat, damage, and self-protection
were mainly based on Chen [17], whereas the measurement
scale of self-efficacy wasmainly based onHomburg and Stol-
berg [25]. Anxiety and avoidance were measured following
the study of Lee [40], and knowledge sharing was measured
following the study of Huang et al. [35]. Fig. 1 showing
proposed research framework.

FIGURE 1. The research model.

TABLE 1. Passengers’ demographic attributes.

B. DATA COLLECTION PROCEDURE
This paper aimed to investigate the knowledge sharing behav-
ior of Facebook users under stress cognition. Questionnaire
design and statistical analysis were used as measurement
tools, and questionnaires were collected through the ‘‘My
Survey’’ network platform. The testing period was from Jan-
uary 2019 to June 2019, and a total of 1,280 questionnaires
were collected. A total of 964 valid samples were finally
obtained after omitting 316 invalid samples. Among the
respondents, 489 (50.73%)weremale and 475 (49.27%)were
female. Table 1 presents the results (as shown in Table 1).

C. COMMON METHOD VARIANCE (CMV)
In this section, Harman’s single factor test method was
adopted to detect the sample data, and the exploratory fac-
tor analysis (EFA) was employed on all questions. Results
showed that seven factors could be extracted, and the explana-
tory power of the first factor was 28.72%, which failed to
reach 50% (as shown in Table 2). Therefore, no serious CMV
was present in the sample data of this study. Table 2 reports
the results.

IV. EMPIRICAL ANALYSIS
A. GOODNESS OF MODEL FIT
PLS software was used to test the overall goodness of model
fit before measuring the structural models [41]. To eval-
uate model fit, the PLS software provided standardized
root mean square residual (SRMR), normed-fit index (NFI),
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TABLE 2. Initial eigenvalues.

TABLE 3. Model fit.

and standardized root mean square residual (RMS_theta) as
measures of fit [42]. SRMR is an indicator used in evaluating
the difference between observed values and predicted results
and can be employed as a model and degree evaluation indi-
cator. SRMR value ranges between 0 and 1 and is commonly
less than 0.08. The standard value in this study is 0.034. NFI
is mainly between 0 and 1 and is commonly greater than
0.9. Furthermore, the standard value in this study is 0.907.
RMS_theta is mainly less than 0.12, while the standard value
in this study is 0.131—well within the acceptable range.
The overall value of fitness is close to the standard value;
therefore, the model fitness in this paper is considered as
good.

Through AMOS software analysis, the study is
mainly verifying the overall Fit model. According to
Bagozzi and Yi [43], they indicate the Fit indicator GFI,
AGFI are preferably 0.8-0.9, in which more than 0.9 would
be much more preferable. RMST should be less than
0.8 [44], [45]. The preliminary results for the study are
shown in Table 3. On the whole, this study has reached the
overall model Fit adaption standard.

B. CONSTRUCT VALIDITY AND RELIABILITY
Table 4 reveals that all factor loadings are greater than the
threshold value 0.7, whereas all the measurement scale items
in reflective measurement models exhibit high loading. All of
our composite reliability (CR) values are greater than 0.7,
which indicates good internal consistency [46]. Cronbach’s
alpha values are between 0.877 and 0.951, thereby indicating
good reliability. All the values of rA are within the threshold
value (>0.7) [41]. Similarly, all values of convergent valid-
ity are greater than 0.5, thereby indicating good convergent
validity (See the table 5).

Table 5 illustrates the discriminant validity section. The
Fornell–Larcker criterion is used to evaluate discriminant
validity [47]. Table 6 shows that the square root of AVE is
higher than the correlation coefficient below the diagonal.
Therefore, the model in this paper has discriminant validity.
Henseler et al. [48] proposed the HTMT ratio of correlations

TABLE 4. Cross loadings.

TABLE 5. Construct reliability and validity.

TABLE 6. Fornell-Larcker criterion.

TABLE 7. Heterotrait-monotrait ratio (HTMT).

as a tool for analyzing discriminant validity of constructs.
Hair et al. [49] indicated that potential problems of discrimi-
nant validity for HTMT values are greater than threshold level
of 0.85. As shown in Table 7, all of the HTMT values are less
than 0.85, therefore, no discriminant validity problem exists.

C. STRUCTURAL MODEL
After verifying measurement modeling, the potential rela-
tionships in the structural model are subsequently confirmed.
In this paper, smart-PLS is used for hypothesis verification.
To estimate the accuracy, a total 964 samples are used for val-
idation to determine the statistical significance. These results
are verified through the bootstrap method 5000 resampling.
Hair et al. [46] indicated that the acceptance range of path
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TABLE 8. Results of proposed model.

coefficient is verified by the structural equation model. The
acceptable recommended range of p-value must be less than
0.05. Table 8 indicates that the hypothesis is supported. How-
ever, self-efficacy exhibits no significant effect on avoidance.

V. CONCLUSION
The structural analysis results of this empirical study con-
ducted in Taiwan are consistent with previous studies, which
reported that cognitive theory of stress applied to online com-
munities can effectively explain people’s knowledge sharing
process. This paper finds that people who are threatened
under the stress cognition and demand tend to exhibit anxiety,
self-protection, and avoidance. In addition, self-protection is
strengthened when threat and harm are increased. Therefore,
members of an online community may avoid threat but tend
to face it when they are hurt.

Previous studies have reported that an online community
is a closed community where members speak up when they
are hurt. Therefore, a consensus among members is evident.

In the relationship between coping and knowledge shar-
ing, a high level of anxiety reflects reduced occurrence of
knowledge sharing behavior. Moreover, the high level of
anxiety reduces knowledge sharing. Therefore, the higher
the self-protection mechanism, the easier the knowledge
sharing behavior will be. Community members can also
easily express their opinions in the community through
the self-protection mechanism, and the stress of commu-
nity members can be relieved by posting. Self-efficacy is
an individual’s ability and belief to accomplish a task or
a goal. When self-efficacy is high, the anxiety is low,
but self-protection increases. Self-efficacy can influence the
opinions of other community members through positive
energy, and this belief allows them to think positively. There-
fore, when self-efficacy is high, comments are increased to
achieve the purpose of knowledge sharing.

In conclusion, stress cognition theory indicates that when
members of the network community are under stress (threat
and harm), coping (self-protection, anxiety, and avoidance)
slows down the time it takes to achieve knowledge shar-
ing. When the members’ self-efficacy is high, the coping is
relatively fast, thus facilitating knowledge sharing. Website
operators should play the role of manager when the pres-
sure of public opinion is formed and use their own rights

to stop inappropriate comments. When a threat or harm
occurs, members must exhibit courage to positively comment
through self-protection mechanisms so that the website can
be sustainable.

APPENDIX
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