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ABSTRACT Nowadays, many users make money by publishing content on social media platforms. In order
to attract users’ attention, they often take measures to promote themselves. The security vulnerabilities
in social media platforms may provide convenience for their user promotion work. We call this type of
vulnerability the user promotion security vulnerability (UPSV). UPSV may cause unfair competition and
endanger the interests of legitimate users and the social media platforms. Therefore it has great research
significance to find and fix this vulnerability. In this paper, we propose a UPSV which widely exists in
the function of sending messages to strangers of in-app chatting of many social media platforms. We first
analyzed this vulnerability in some apps, and then YY app (China’s largest live streaming platform) was
chosen as the research object to verify the actual effect of the vulnerability on illegitimate user promotion.
We took the method of promoting a target YY streamer through sending promotional links to viewers, and to
improve promotion effect, we used the method of user preference learning to select viewers for promotion.
The experimental results show that among the promoted viewers, more than 44% entered the target streamers’
channels to watch live streaming, more than 21% followed the target steamers, and more than 13% gave gifts
to the target steamers. It fully proves that this UPSV is real, exploitable and harmful, and we also proposed
some fix suggestions to help the platforms to fix it.

INDEX TERMS Social media, user promotion, security vulnerability, in-app chatting, preference learning.

I. INTRODUCTION
With the development of social media app, more and more
people use social media app for entertainment. For instance,
users can use social media app to read news, watch videos,
sing, make friends, etc., and it can be considered that social
media app has greatly enriched people’s lives [1]. Addition-
ally, social media app can be used by a user not only for
entertainment, but also for makingmoney [2]. The commonly
used methods to make money by social media include adver-
tising, paid reading, commodity promotion, fans’ donations,
etc [3]. Social media has even become themainwork platform
for many freelancers. For instance, a large number of young
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people in China are engaged in the work of live streaming,
and receiving virtual gifts from viewers is a major way to earn
money for them [4]. Advertising and paid product placement
become the most common ways through which people make
money on videos uploaded to YouTube [5].

We call a social media user who has money-making motive
the profit-oriented user, or POU for short. Generally speak-
ing, for each POU, more user attention means more potential
revenue [6]. Therefore, most of the POUs will try to improve
the quality of social media content, so as to attract more users’
attention. However, it is not possible to rely only on good
content to get high attention because no matter how good
the content is, if the users do not know the existence of the
content, or cannot find access to the content, then there will
not be much users to pay attention to the content [7].
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Therefore, if a POU wants to get more attention, he often
needs to take measures to promote himself. The typical pro-
motionmethods that he can adopt include cross-promoting on
different social media platforms and relevant forums, asking
his network of friends to help him to promote, networking
and forging connections with other POUs and organizations,
etc. [8]. Besides, the social media platforms would also take
measures to recommend excellent or potentially attractive
content to users. The common recommendation measures
include homepage recommendations, related item recom-
mendations [9], recommendation notification [10], etc.

These promotion methods can indeed help a POU to pro-
mote his social media content, as long as he makes efforts
to publicize his works, meanwhile improve the quality of
the content in order to get platform’s better recommenda-
tion. Furthermore, these promotion methods are usually not
harmful to the social media platform and the other users, so
we regard them as legitimate promotion methods. However,
we have such a question, whether some POUs are not satisfied
with these legitimate promotion methods, and use some more
effective, labor-saving promotion methods which may be
harmful to the social media platform and the other users? This
is the main problem to be discussed in this paper.

We can think of several illegitimate promotion methods.
For instance, a POU may obtain a large number of users’
contact information (e.g., phone number, email address, etc.)
through illegitimate methods [11], and send his social media
links to each user by the contact information. A social media
platform may exposes the interface of notification push,
through which a POU can send promotional links to the target
users [12]. What’s more, a POU may masquerade as a friend
of the target user by the method of masquerade attack [13],
and send promotional links to him. Illegitimate promotion
methods may cause unfair competition, do harm to other
POUs and the ordinary users, and damage the interests of
social media platform. The security problem of illegitimate
promotion of a social media platform may be caused by its
own security weakness (e.g., leakage of users’ privacy), or by
other factors (e.g., private information trading). We regard
the security weakness of a social media which can lead to
illegitimate promotion problem as ‘‘user promotion security
vulnerability’’ (UPSV).

In order to explore whether there exists UPSVs in popular
social media apps, we analyzed a large number of social
media apps and find a kind of UPSV which is applica-
ble to numerous apps. This vulnerability exists in the in-
app chatting function [14] of each vulnerable social media
app, through which a POU can send promotional links to
large numbers of strangers. In this paper, we did a security
analysis on this vulnerability, and verified its harmfulness by
the actual vulnerability exploitation. We also proposed some
fix suggestions to help the platforms to fix the vulnerability.

The main contributions of this paper are as follows:
1) We introduced the concept of UPSV of social media,

and analyzed its establishing conditions. In an era when social
media content can create economic benefits for users, UPSV

may cause unfair competition and endanger the interests
of legitimate users and the social media platforms. There-
fore it has great research significance to find and fix this
vulnerability.

2) We proposed a UPSV that widely exists in the in-app
chatting function of many social media platforms, and did a
security analysis on this type of vulnerability of some popular
social media apps. Many apps have in-app chatting function,
and in order to facilitate users to make new friends, most of
them allow users to send messages to strangers. However,
since many apps lack effective restrictions on the number
of messages that users are allowed to send to strangers and
effective content inspection of the messages, users can send
a large number of promotional contents to the strangers. As a
result, an illegitimate user can promote himself in this way.
Therefore we consider that there exists UPSVs in these apps.

3) We choose YY app (China’s largest live streaming
platform) as the research object to verify the actual effect
of UPSV on illegitimate user promotion, and proposed some
fix suggestions. We did a detailed analysis on the UPSV that
exists in the function of sending messages to strangers of in-
app chatting of YY, and take the streamer as the promotion
object to study the method of exploiting the vulnerability
to promote a streamer to the potential viewers. In order
to improve the promotion effect, we use a user preference
learningmethod to select viewers for the target streamers, and
sent promotional links to selected viewers. The experimental
results show that our vulnerability exploitation method is
feasible and effective, and also prove that UPSV is helpful
for an illegitimate user to promote himself and harmful for
the legitimate users and the social media platforms.

The remainder of this paper is organized as follows: We
analyze the establishing conditions of UPSV and the exis-
tence of this vulnerability in in-app chatting function of sev-
eral popular social media apps in Section II, and as one app of
them, YY’s UPSV is analyzed in Section III. In Section IV,
we introduce the vulnerability exploitation method of YY,
and the evaluations of our vulnerability exploitation method
are given in Section V. We present the related works in
Section VI, and give some vulnerability fix suggestions in
Section VII. The conclusions and future works are given
in the last Section.

II. USER PROMOTION SECURITY VULNERABILITY
A. ESTABLISHING CONDITIONS
This section we will discuss the establishing conditions of
UPSV.

First of all, if a POU wants to send promotional links to
the target users, he must first get a way to send information
to the target users, and considering the promotion effect,
the promotional information should be able to send to asmany
users as possible. There exists an important precondition here,
namely, the POU must first be able to get a large amount of
users’ contact information (chatting accounts, phone number,
email address, etc.) which is necessary for this way of sending
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TABLE 1. Analysis of in-app chatting function of 10 apps.

information.We can think ofmanymeans to send information
to the target users such as making use of the leaked users’
phone numbers and email addresses, or the user communica-
tion function within a social app itself. Whatever promotion
method is applied by a POU, it should be guaranteed that it
is not easy to arouse users’ disgust. A promotion way that
is easy to arouse users’ disgust may lead to the increase of
complaint rate, thus affecting the promotion effect.

Furthermore, it should ensure that a POU can send out
enough promotional links within an acceptable time. There is
no doubt that a POU hopes sending out large amounts of pro-
motional links spend as little time as possible, too much time
spent will make the promotion work hardly to be carried out.
But if the information disseminator (e.g., telecommunication
operator, e-mail service provider or app service provider)
takes restriction measures to limit the number of links that
a POU can sent out within a specified time period, it is
difficult to achieve good promotion effect. Therefore, it can
be considered that only if there exists no effective restriction
measures, a POU can successfully send a large number of
promotional links to users in a limited time.

Last but not least, we consider that the promotional infor-
mation sent out by a POU should not be blocked by the
information disseminator due to illegitimate content. Some
disseminators may adopt automatic content inspection mech-
anism to inspect the information sent by a user, and once
the illegitimate promotional content is found, the content
sending behavior of a POU may be blocked. Therefore, only
in the absence of effective inspection mechanism can a POU
successfully send promotion information to the target users.

In conclusion, we consider that the establishing conditions
of UPSV can be summarized as follows:
Condition 1: The ways to send information to large num-

bers of target users can be obtained.

Condition 2:The number of promotional links sent through
a specific method of sending information is not restricted
strictly.
Condition 3: The content sent through a specific method

of sending information is not inspected effectively.
These three conditions can be considered as the important

conditions, and it can be considered that if a social media
app satisfies these conditions, we think it has UPSV. Besides,
we believe that other less important conditions should also be
satisfied considering the effective exploitation of the vulnera-
bility. For instance, we can think of two less important condi-
tions: ¬ There exists an automatic way to send information.
The promotion method is best to achieve automation, other-
wise the human workload will make the promotion method
difficult to implement. ­ There exists a way for a POU
to automatically analyze the users who may be interested
in him, such as using a data mining or preference learning
algorithm to analyze and select users. This can make the
POU’s promotion work be more targeted and efficient.

B. UPSV IN IN-APP CHATTING FUNCTION
According to our research, many social media apps have
UPSVs in their in-app chatting functions. A user can send
messages to a large number of strangers, and the message
content is not effectively inspected. We selected 10 repre-
sentative apps with more than 10 million users in China for
analysis and the results are shown in Table 1.

It can be seen from Table 1 that all of the 10 apps allow
a user to send messages to a stranger. Most of the apps
allow users to send messages to strangers freely, that is to
say, there is little difference between sending messages to
strangers and to friends. There are also some apps treat
sending messages to strangers and to friends differently. For
instance, a WeChat user can only send messages to a stranger
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by greeting function. The messages sent to a stranger by a
YY user can only be displayed in the greeting message item.
A Changba user needs to follow a stranger before sending
messages to him. It can be also seen from Table 1 that almost
every app sets the option (or the related option) of forbidding
stranger’s messages. However, the setting of this option is
ineffective in defending UPSV because most of the users
would not reject strangers’ messages. Moreover, for a large
social platform, the number of users that a POU can choose
is large enough. Therefore, it can be concluded that all of
the 10 apps satisfy Condition 1 of establishing conditions of
UPSV.

Furthermore, we analyzed the number of messages that a
user can send to strangers in each app. We found that only
Huajiao Live, Momo and Kuaishou limit the number of mes-
sages that a user can send to strangers. They limit the number
of messages a user can send to strangers up to 20, 10 and
10 per day respectively. On the contrary, the other 7 apps
have no number limitations, but these apps generally use an
implicit restriction measure, namely, if a user sends messages
to too much strangers, his account may be banned by the
platform because of being complained and reported by mul-
tiple users. However, this restriction measure is ineffective in
defending UPSV because a POUmay send promotional links
by using multiple accounts. Moreover, a POU may apply the
technique of automatic promotional links sending which is
fast enough to ensure that all the promotional links are sent
out before an account is banned. Therefore, it can be con-
cluded that these 7 apps satisfy Condition 2 of establishing
conditions of UPSV.

As for the inspection of illegitimate content, since a POU
may adopt different forms of promotional links for different
apps and the identification of illegitimate content by each
app service provider is different, we did not made an in-depth
study on whether the promotional links can be inspected
effectively by each app service provider. However, through
our analysis, we found that virtually none of the 10 apps do a
strict inspection of the messages sent by users. Accordingly,
it would not be difficult for a POU to construct promotional
links that can bypass the interception of the platform.

In summary, it can be concluded that 7 of the 10 apps
have UPSVs. We will take YY as an example to verify the
existence and harmfulness of the vulnerability in the follow-
ing sections, and the effective exploitation method of the
vulnerability will be studied.

III. INTRODUCTION OF YY AND VULNERABILITY
ANALYSIS
Through the analysis of Section II, we learned that YY’s
in-app chatting function has UPSV. For YY live streaming
platform, a POU is a live streamer and the promotional link
is the live streaming channel link. A live streamer can use
the greeting function of YY in-app chatting to send his live
streaming channel link to the strange viewers to promote
himself. In this section, we will introduce YY platform and
analyze this security issue.

TABLE 2. YY user identity level and clothes.

A. INTRODUCTION OF YY LIVE STREAMING PLATFORM
The YY live streaming platform provides users with live
streaming viewing and sharing services. There are two dif-
ferent types of users in YY—streamer and viewer. The
streamer uses YY platform mainly to gain profits through
sharing live streaming, and the live streaming forms mainly
include singing, playing games, chatting, DJ(Disc Jockey),
storytelling, etc. The viewer uses YY platform mainly for
entertainment through viewing streamers’ live streaming, and
the profits gained by the streamer mainly come from the
virtual gifts given by viewers. Actually, there is no essen-
tial difference between the user accounts of streamer and
viewer. A streamer can become a viewer if he accesses other
streamer’s channel to view live streaming, and a viewer can
also become a streamer if he applies for the live streaming
permission successfully.

A YY streaming channel is an URL address in which a
streamer shares his live streaming, and for each YY channel,
the identity of YY viewers on this channel can be classified
into 6 levels, the classification of identity levels is shown
in Table 2. The clothes icons on the first column of the table
indicate the viewers’ identity levels. In a channel, streamers
with different identity levels will be shown different colors
of clothes icons in front of their nicknames. The purple
clothes represent the channel owner, namely the streamer
himself, and each channel is owned by only one streamer.
The orange and yellow clothes represent the channel man-
agers, blue and green clothes represent the channel’s ordinary
viewers, and white clothes represents the channel’s visitors.
In a live streaming channel, the permissions of streamers of
the six identity levels are successively reduced, and these
permissions include usermanagement, voice input, text input,
etc. Visitors can be regarded as temporary viewers, which
have the lowest permission and often be limited in text input.

Each YY user can have different identity levels in multiple
channels, and a user’s identity levels in each channel can
be queried by any other user, which is not part of personal
privacy. Fig. 1 shows the channel list of a user which is shown
in his homepage. The identity level of a viewer in a chan-
nel is authorized by the streamer. The streamer authorizes
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FIGURE 1. Live streaming channel list of a YY user.

a viewer’s identity level according to viewer’s contribution
to the streamer and streamer’s favorable impression on the
viewer. Generally speaking, those who make a greater con-
tribution to the streamer will be authorized a higher iden-
tity level. Viewer’s contribution to the streamer is mainly
reflected by the virtual gift giving. The virtual gift is pur-
chased by the viewer with money and the different virtual
gifts have different prices.

If a viewer has identity level (except visitor) in a streamer’s
channel, he can easily find out and access the streamer’s
channel by searching his channel list. Besides, a viewer
follows a streamer can also facilitate the viewer to access
the streamer’s channel, because when a viewer follows a
streamer, the streamer’s channel will be shown in the viewer’s
following list. What’s more, the platform will send notices to
the viewer whenever the streamer in the following list starts
sharing live streaming. Both following a streamer and having
identity level in a streamer’s channel can be regarded as a
viewer’s preference for the streamer, and they are indepen-
dent of each other and have no correlation. If a viewer does
not follows a streamer, he may still have identity level in
the streamer’s channel, as long as he is willing to contribute
for the streamer and is favored by the streamer. On the
contrary, if a viewer follows a streamer and enjoy viewing
the streamer’s live streaming, but does not contribute for the
streamer, he may not has identity level in the streamer’s live
streaming channel.

B. SENDING LIVE STREAMING CHANNEL LINK TO
STRANGER
The promotional links sent from a streamer to the targeted
viewers are in the form of direct message, namely the tar-
geted viewers can receive the links like the ordinary instant
messages. Fig. 2 is used to show how YY users send live
streaming channel links to strangers. In Fig. 2, Bob and Alice
are strangers and the process that Bob makes use of YY’s
greeting function to send Alice a live streaming channel link
is as follows:

1) Bob opened Alice’s homepage and chose the function
‘‘send message’’.

2) The conversation window with Alice was opened and
Bob sent Alice a live streaming channel link.

3) New message arrived at Alice’s account and a red dot
began attaching to her in-app chatting window which
could remind her to view the newly received messages.

4) Following the reminding of red dot, Alice clicked the
greeting message item and viewed all the greeting mes-
sages, eventually she found a greeting message sent
from Bob.

5) Alice viewed Bob’s message and found it is a live
streaming channel link.

6) Out of curiosity, Alice entered into the live streaming
channel corresponding to the link and watched the live
streaming of a streamer.

C. VULNERABILITY ANALYSIS
First, we analyze whether YY has UPSV in terms of the
establishing conditions of the vulnerability.

Through the in-app chatting function to send messages
to the target viewers, an illegitimate streamer only needs
to know the account numbers of the target viewers, and a
large number of YY account numbers can be easily collected
from the various websites of YY by the method of web
crawling [15], or by the simple method of account number
traversing. Therefore, Condition 1 is satisfied. In addition,
YY platform does not limit the number of messages that
a user can send to strangers and a streamer can send live
streaming channel links to a large number of YY viewers
in an acceptable time. Therefore, Condition 2 is satisfied.
Finally, live streaming channel link is a frequent used form of
information exchange between YY users which does not have
the nature of external advertising, hence it is generally not
intercepted as illegitimate content by the platform. Therefore,
Condition 3 is satisfied. To summarize, it can be concluded
that YY has UPSV.

Then, we analyze whether the vulnerability can be
exploited in terms of user psychology.

From streamer’s point of view, a YY streamer earn money
mainly depends on the virtual gifts given by YY viewers and
he obviously wants more viewers to watch his live stream-
ing so as to bring him more potential income. However,
with the development of live streaming industry, the number
of streamers is increasing, and the competition among YY
streamers becomes more and more fierce. Lots of streamers
cannot attract viewers not because of poor quality of live
streaming, but because that they cannot find the right way to
publicize themselves, which results in users unable to know
the existence of their live streaming. Therefore, there is a
strong demand for a streamer to take effective measures to
promote himself, and the method of sending live streaming
channel links to the target viewers by YY’s in-app chatting
function can provide great assistance for him.

From viewer’s point of view, as the live streaming channel
link is not a third-party advertisement, hence it is not often
ostracized by the YY users. Driven by curiosity, YY users
are inclined to click the live streaming channel links sent
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FIGURE 2. The process of YY users sending live streaming channel links to strangers.

by others. Furthermore, if the live streaming channel link is
constructed reasonably, user complaint rate can be effectively
controlled, which makes message sender’s account not be
easily banned due to low user complaint rate.

Therefore, it can be concluded that YY’s UPSV can be
exploited.

IV. VULNERABILITY EXPLOITATION OF YY
Using the vulnerability described in the Section III, an ille-
gitimate streamer can send live streaming channel links to a
large number of YYviewers. In this section, wewill introduce
the effective exploitation method of the vulnerability.

A. VULNERABILITY EXPLOITATION BASED ON HOOK
MECHANISM
Our research found that a streamer can automatically send
live streaming channel links to the target users through the
hook mechanism [16], as shown in Fig. 3. The solid part
in Fig. 3 is the original process of sending messages of YY
app, while the dotted part is the new process after adopt-
ing hook mechanism. Before adopting hook mechanism,
the app gets user’s ID (short for UID) and messages from
the user conversation program, and sends messages to the
target user who is corresponding to the UID. After adopting
hookmechanism, a UID set and the constructedmessage (i.e.,
live streaming channel link) to be sent are stored in the SD
card, and the original method of reading UID and sending
message are hooked. As a result, each UID is extracted from
the UID set through the method of loop iteration, and the live
streaming channel link is sent to each target user.

FIGURE 3. Sending messages automatically based on hook mechanism.

The automatic message sending method based on hook
mechanism improves the efficiency of sending live stream-
ing channel link, reduces the manual work, and makes the
vulnerability exploitation be more feasible.

B. USER PREFERENCE LEARNING
If a streamer chooses users randomly for promotion, it will be
definitely inefficient, while if the users whomay be interested
in the streamer can be selected by some methods, it will make
the user promotion more effective. In this section, we propose
a user preference learning method to screen users and make
the user promotion be more targeted.

We use two kinds of data to summarize a user’s preference:
streamers that a user follows and a user’s identity levels in
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FIGURE 4. Impression labels of a streamer.

each channel. We had introduced in Section III-A that both
following a streamer and having identity level in a streamer’s
channel can be regarded as a viewer’s preference for the
streamer. These two data can be gotten in user’s personal
homepage which shows user’s following list and channel list.

We use the impression label data to summarize the char-
acteristics of a streamer. The impression labels of a streamer
are generated by users’ evaluation and are the reflection of
streamer’s characteristic. Fig. 4 shows an example of the
impression labels of a streamer. Similarly, the impression
label information of a streamer can be gotten in his personal
homepage.

For these three kinds of data, methods we can use to get
the data including HTTP packet sending and receiving, using
hook mechanism, etc. We had developed a data acquisition
program, which can automatically collect these three kinds
of data.

The characteristics of streamers that the different users
prefer are different, and the impression label can reflect the
characteristics of the streamer. Therefore we can calculate
a user’s preference for a streamer by calculating the user’s
preference for the streamer’s impression labels. The specific
methods are as follows:

We represent the set of streamers that user u follows
as Su =

{
aus1, a

u
s2, · · · , a

u
sn
}
. The impression labels set of

streamer a is represented as Ba =
{
ba1, b

a
2, · · · , b

a
n
}
. The

set of streamers on whose live streaming channels user u has
identity levels is represented as Tu =

{
aut1, a

u
t2, · · · , a

u
tn
}
.

The identity level of user u on streamer a’s channel is rep-
resented as mau. According to Table 2, there are mainly four
identity levels in YY (except for the streamer and visitor):
guest, member, channel manager and channel general man-
ager. We use four integers 1, 2, 3 and 4 to represent these four
identity levels respectively, and it can be considered that the
larger the number is, the higher the identity level is.

There may exists three cases for user u prefers streamer a.
Case 1: u not only follows a, but also has identity level on

a’s channel.
Case 2: u follows a, but has no identity level on a’s channel.
Case 3: u has identity level on a’s channel, but does not

follow a.
We think that in these three cases, user u’s preference

levels for streamer a are different, so we need to treat

them differently when we calculate the preference value. For
Case 1, we set a coefficient α(α >1), and it can be considered
that u’s preference value for all the streamers that satisfying
Case 2 is α. For Case 3, we set a coefficient β(β <1),
and it can be considered that u’s preference value for all the
streamers that satisfying Case 3 is β×. For Case 1, it can be
considered that u’s preference value for all the streamers that
satisfying Case 1 is α × mau.
User u’s preference for streamer a can be described as u’s

preference for the streamer with the impression label set Ba,
and in order to calculate this preference value, we need to
calculate u’s preference for each impression label inBa firstly.
User u’s preference for impression label b of streamer a can
be calculated by Eq. (1):

XHu,a,b =


0 a /∈ Su ∪ Tuorb /∈ Ba
α a ∈ Su, a /∈ Tu, b ∈ Ba
α × mau a ∈ Su ∩ Tu, b ∈ Ba
β × mau a /∈ Su, a ∈ Tu, b ∈ Ba

(1)

Then, user u’s preference for impression label b can be
calculated by Eq. (2):

XHu,b =

∑
ai∈Su∪Tu

XHu,ai,b∑
aj∈Su∪Tu

∑
bk∈Bak

XHu,aj,bk
(2)

C. SYNONYM PROCESSING
We need to solve the problem of synonym when deal-
ing with the impression labels. Although some impression
labels are different, they may be synonyms with each other
(e.g., ‘‘beauty’’ and ‘‘goddess’’). We should treat these syn-
onymous labels as the same because they can reflect the
almost identical characteristics of a streamer. We use the
synonym computation method based on HowNet [17] to
calculate synonym which can judge whether two impression
labels are synonyms. The process of the computation method
is as follows:

First of all, we defined the similarity calculation of two
impression label words as the maximum similarity between
all of its concepts. For two wordsW1 andW2, we supposeW1
has m concepts (C11, C12, · · · ,C1m) and W2 has n concepts
(C21, C22, · · · ,C2n). Thus, the similarity of W1 and W2 can
be calculated as Eq. (3).

sim(W1,W2) = max
i=1...m, j=1...n

{sim(C1i,C2j)} (3)

Then we need to calculate the similarity of two concepts.
We define sim1(s1, s2) as the similarity of two concepts’ all
the basic sememes, sim2(s1, s2) as the similarity of relational
sememes and sim3(s1, s2) as the similarity of relational sym-
bol sememes. We also define β1, β2 and β3 as three weight
coefficients which are adjustable and satisfy β1+β2+β3 = 1
and β1 ≥ β2 ≥ β3. The similarity of two concepts can be
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calculated as Eq. (4).

sim(C1,C2) =
3∑
i=1

βi

i∏
j=1

simj(s1, s2) (4)

Finally, we calculate the similarity of two sememes by
Eq. (5). In Eq. (3), dis(s1, s2) means the path length of two
sememes s1, s2 in the sememe tree. ∂ is an adjustable parame-
ter and represents the sememe path length when the similarity
is 0.5. For the sememe path length calculation, we use the
method of weighted sememe path length algorithm. Suppose
there are n edges in the shortest reachable path between s1 and
s2 in the sememe tree. level(k) represents the level number of
the parent node on the k-th edge in the tree structure, and the
level number of the root node is set as 0. The sememe path
length calculation algorithm are as Eq. (6) and (7).

sim(s1, s2) =
∂

dis(s1, s2)+ ∂
(5)

dis(s1, s2) =
n∑
i=1

weight(level(k)) (6)

weight(i) =
m− 1− i
m− 1

· (1+ sin(θ · i · π/180)) (7)

Through the above method, we can calculate the simi-
larity of two impression label words. We set a threshold,
for example, if the threshold is 60%, then we consider that
impression label words with similarity more than 60% are
synonyms. We define the synonym set of label b as SIMb ={
sb1, s

b
2, · · · , s

b
n
}
and the synonym set of label set Ba as SIMBa

which can be calculated as Eq. (8).

SIMBa = SIMba1
∪ SIMba2

∪ · · · ∪ SIMban (8)

Therefore, user u’s preference value for streamer a can
be calculated by Eq. (9). When we promote for a streamer,
we can set a threshold, and if a user’s preference value for
the promoted streamer reaches this threshold, we will choose
him as the targeted user for promotion.

XHu,a =
∑

bk∈SIMBa

XHu,bk (9)

V. EVALUATION
In Section IV, we introduced the vulnerability exploitation
method of YY’s UPSV. In this section, we will verify the
feasibility of this vulnerability exploitation method through
experiments. We took several streamers as the promotion
objects, and sent live streaming channel links of the stream-
ers to the target users which were chosen by the specified
user selection method to analyze the actual effect of user
promotion.

A. USER SELECTION
Suppose that a is the streamer we want to promote, we choose
users for a according to the process shown in Fig. 5: ¬ We
choose users from the contribution lists of each live streaming
channel online. If a user is in the contribution list of any

FIGURE 5. Process of selecting users.

streamer, it means that the user account is very active recently.
Furthermore, it also means that the user is willing to give
virtual gifts to their favorite streamers.­We do a preliminary
screening for the selected users. First, we exclude the users
who have already followed a or have identity level on a’s
channel. Second, the gender of users would be screened.
If a is a male streamer, then we choose female users for
promotion and vice versa. This is to follow the law of opposite
sex attraction. Third, we select the users who log in YY
within 30 minutes. This selection method is mainly to prevent
the user from shutting down YY app due to fatigue caused
by using YY for too long. We can query the last login time
of a user through a function interface of YY mobile app,
as shown in Fig. 6. ® We use the method of user preference
learning introduced in Section IV to calculate each user’s
preference value for streamer a. We set a threshold and when
a user’s preference value for a is greater than the threshold,
we consider that the user may be interested in streamer a, and
then the user would be added to the promoted user set.

B. USER PROMOTION AND EFFECT ANALYSIS
We chose a female streamer for experiment. Before the
experiment, she was followed by 12784 YY users and had
been engaged in live streaming for one year and three
months. Her streaming time is from 8 p.m. to 11 p.m. every
day. Within 5 days of the experiment, we finished the user
selecting work before she started live streaming every day.
We started to send her live streaming channel links to the
selected users from the start of her live streaming. The number
of links being sent increased day by day, namely, 1000 links
were sent on the first day, 2000 links were sent on the second
day, and 5000 links were sent on the fifth day. The selected
users are not repeated each day, and we sent only one link
to each selected user to avoid disturbing and offending them.
We set α to 1 and β to 0.5, and the threshold of the preference
value to 0.2.

Table 3 shows the overall results of the experiment. The
third column of Table 3 shows the time needed to send live
streaming channel links, and it can be seen that sending links
takes very less time, for instance, it only takes 11.4 minutes
to send 5000 links and only 2.3 minutes for 1000 links.
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TABLE 3. Overall experimental results of sending promotion links for a streamer.

FIGURE 6. Last login time of a YY user.

Therefore, it can be considered that the speed of sending links
is fast enough to avoid negative effects on user promotion.

We made statistics on the number of users entering the
channel during the live streaming time of the streamer. The
statistical method was applying hook mechanism to conduct
a real-time information monitoring for the live streaming
channel, and we only monitored the users who had been
sent the promotional links. As for the other viewers entering
the channel during this time, we do not count them. The
statistical results are shown in the fourth column of Table 3.
In the three hours of the live streaming, the number of users
entering the channel accounted for 16% - 19% of the total
number of users who had been sent links. We also made
statistics on the number of users who followed the streamer
and gave gifts to the streamer in 3 hours. The results are
shown in the fifth and sixth columns of Table 3 respectively.
The number of users who followed the streamer accounts for
21% - 32% of the total number of users who had been sent
links, and the number of users who gave gifts accounts for
13% - 21%. These results prove that our promotion method is
helpful for the streamer to increase fans and profits. Besides,
in order to analyze the attractiveness of the promotional links
to users more effectively, we extended the monitoring time
to one day, and found that the number of users entering the
live streaming channel in one day accounted for 44% - 47%
of the total number of users who had been sent links. This
proportion is close to one half and high enough, indicating
that sending promotional links to the target users can really

FIGURE 7. Distribution of cumulative number of users entering the live
streaming channel.

attract users. We did not make statistics on the number of
users who followed the streamer and gave gifts to the streamer
out of the 3 hours of the streamer’s live streaming, because
YY users are not allowed to do these behaviors during the
non-streaming time of a streamer.

We also analyzed the time points when the users who
had been sent links entered the live streaming channel
within 3 hours of the streamer’s live streaming, and the results
are shown in Fig. 7. This figure shows the cumulative number
of users entering the channel at a given time point, and it can
be seen from the figure that the number of users increased
with time. Meanwhile, users entered the channel most fre-
quently within 30 to 90 minutes after sending promotional
links.

On the 5th day (5000 links were sent), we made statistics
on the time users who had been sent links spent on watching
live streaming within 3 hours of the streamer’s live streaming,
and the results are shown in Fig. 8. In Fig. 8, the horizontal
axis represents the time and the vertical axis represents the
number of users who watched the live streaming for more
than a specified time. From this figure, we can see that most
of the users watched the live streaming for a very short time
(mainly less than 20 minutes), it means that only a small
number of users were really interested in the streamer and
were willing to spend time watching her live streaming.

We also made segment statistics on the time users spent on
watching live streaming, and the statistical results are shown
in Table 4. The second column shows the cumulative number

VOLUME 8, 2020 41713



H. Yue et al.: Social Media Users Send Promotional Links to Strangers: Legitimate Promotion or Security Vulnerability?

FIGURE 8. Cumulative time distribution of users watching live streaming.

TABLE 4. Segment statistics on time users spent on watching live
streaming.

of users who watched the streamer’s live streaming for a
period of time corresponding to the time segment shown in
the first column. The third and fourth columns show how
many users among the users showed in the second column fol-
lowed the streamer and gave gifts to the streamer respectively.
It can be seen from Table 4 that the number of users who
watched the live streaming for more than 20 minutes only
accounts for 20.37% of the total number of users entering the
channel. In addition, it can also be seen from the distribution
of the number of users who followed the streamer and gave
gifts to the streamer that the users who watched the live
streaming for longer time were more willing to follow the
streamer and give gifts to the streamer.

C. AFFECTING FACTORS FOR PROMOTION
In Section V-B, we studied the user promoting effect for a
streamer. In this section, we will study the user promotion
effect for multiple streamers. The promotion effect may be
affected by many factors, but we mainly consider the follow-
ing factors:
Factor 1: Number of followers. The number of followers

of a streamer can reflect his popularity from the side, so the

attractions of streamers with different number of followers
may be different, and then promoting for them may have
different promotion effects.
Factor 2: Different impression tags. Streamers with dif-

ferent personalities may have different attractions to users,
and the most direct embodiment of streamer’s personality is
the impression label. Therefore, promoting for streamers with
different impression labels may have different promotion
effects.

For Factor 1, we chose 10 streamers with a certain gap
in the number of followers, and each of them had a live
streaming time of no less than 3 hours per day. We sent
1000 live streaming channel links for each streamer respec-
tively, and monitored the changes happened in the channel
within 3 hours of each streamer’s live streaming. The statis-
tical results are shown in Table 5. The second column of
Table 5 shows the number of followers of each streamer
before the experiment, and the third column shows the num-
ber of users that entered the channels within 3 hours of each
streamer’s live streaming. It can be seen that the number of
users that entered each channel has no obvious regularity.
However, the mean time of users watching live streaming is
increasingwith the increase of the number of initial followers,
and so is the number of new followers, which indicates that
the streamer with more followers is more attractive to users.
On the contrary, when the number of followers of the stream-
ers changes, the number of users giving gifts does not show
an obvious regularity, which indicates that no matter how
attractive the streamer is, there is no significant difference
in the number of users willing to give gifts. We speculate
that the number of users giving gifts may be related to the
communication and interaction between the streamer and the
viewer. Although the live streaming of the popular steamer
is more wonderful and attractive to the users, the users are
only willing to watch his live streaming and not willing to
give gifts due to his less communication with them, while the
less popular streamer is just the opposite. It can be considered
that whether users are willing to give gifts reflects a kind of
human relationship.

For Factor 2, we made a statistical analysis of the impres-
sion labels during the process of promoting for streamers,
and analyzed the attractiveness of different impression labels
to users. The methods are as follows: 100 streamers were
chosen to promote, and 1000 promotional links were sent for
each of the streamers. In order to exclude the influence of the
number of followers on the promotion effect, the streamers
we chose have the number of followers ranging from 8000 to
10000. From the previous experiment, we can see that there
is no obvious regularity for the number of users entering
the channel, which is not related with the attractiveness of
the streamers themselves, only related with the curiosity of
the user. Therefore, we did not discuss the number of users
entering the channel in this experiment. For the different
impression labels, we need to compare the following propor-
tions: η1, the proportion of users following the streamer to the
users entering the channel; η2, the proportion of users giving
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TABLE 5. Experimental results of sending 1000 promotion links for 10 streamers.

gifts to the users entering the channel. When calculating
the proportions η1 and η2, we did not calculate for each
impression label independently, but calculate for the synonym
sequence of impression labels. Since it can hardly ensure that
the monitoring time of each of the 100 streamers reaches
3 hours, we only monitored the changes happened in the
channel within one hour of each streamer’s live streaming.
If a streamer’s live streaming time was less than an hour,
we monitored until the end of his live streaming.

The proportions η1 and η2 are calculated as follows: For
the synonym set SIMb of label b, if there are n streamers
a1, a2, a3, . . . , an among the 100 streamers have labels in
SIMb. The number of users entering their channels during
the monitoring time were ea1, ea2, . . . , ean respectively; the
number of users following the streamer were fa1, fa2, . . . , fan
respectively, and the number of users giving gifts were ga1,
ga2, . . . , gan respectively. Then, the calculation method of
the proportions η1 and η2 of the label set SIMb are shown
in Eq. (10) and (11):

η1 =

n∑
i=1

fai

n∑
i=1

eai

(10)

η2 =

n∑
i=1

gai

n∑
i=1

eai

(11)

The statistical results are shown in Table 6, which lists
the top ten synonym sets of impression labels. From the
table, we can see that the synonym set ‘‘amusing, funny man,
comedy king’’ has the highest attractiveness to users, and the
number of users willing to follow and give gifts is the largest.
It indicates that the live streaming with the style of humorous
and funny has a high attractiveness to users. The second-place
synonym set is ‘‘powerful singer, sounds of nature, music
spirit’’, which means that the good singing streamer has great
attraction to users. What’s more, it can also be seen that
the appearance of the streamer is also an important factor
for attracting users. For instance, the 4th, 5th and 7th-place
synonym sets in Table 6 are mainly used to describe the good

TABLE 6. The attraction of different impression labels to users.

appearance of a streamer, which indicates that the streamers
with a good appearance also has a high attractiveness to users.
It can be concluded from Table 6 that the number of users
who give gifts to a streamer is generally less than the number
of users who follow him, and it can be considered that the
number of users who give gifts to a streamer increases with
the increase of the number of users who follow him.

VI. RELATED WORK
As our work is studying the security problem of user promo-
tion, therefore we first discuss about the related works that
relevant to the security problems that caused by illegitimate
user promotion.
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With the rapid growth in the number of social media
users, more and more organizations and individuals use
social media platforms for commercial promotion. Several
researchers studied the illegitimate promoting campaigns
existed in the social media platforms and proposed meth-
ods to detect promoter accounts and promotional campaigns.
Li et al. [18] used the method of relational classification
based on typed Markov Random Fields (T-MRF) to identify
user accounts that are involved in promotion on social media
platforms. Kuang et al. [19] studied the problem of what
strategies can improve promotional effectiveness on social
media platforms, they proposed a method based on Propen-
sity Score Matching (PSM) to evaluate the effect of each
promotional strategy. Jiang [20] proposed a classification
method called SocAdDet based on the SVMs to identify dif-
ferent advertising strategies and detect the social promoters.
Ferrara et al. [21] designed a machine learning framework
capable to detect promoted campaigns and separate them
from organic ones in their early stages. Zhang et al. [22]
proposed a URL-driven framework to detect both spam and
promotion campaigns. The key point of the framework is
how to measure the similarity between accounts’ purposes of
posting URLs. Liu et al. [23] found that many crowdsourcing
website users workers collusively manipulate deceptive ques-
tions and answers (Q&As) for promoting a target (product
or service) in the activities of Community Question Answer-
ing (CQA), and proposed a unified framework to tackle the
challenge of detecting collusive spamming activities of CQA.
Aswani et al. [24] proposes a hybrid approach for identifying
the spam profiles by combining social media analytics and
bio inspired computing. These related works exposed many
illegitimate promotion problems in social media platforms
and contributed to the detection and defense of illegitimate
user promotion behaviors. However, unlike our works, they
did not distinguish profit-oriented users from ordinary users
in social media platforms, and did not consider the security
issue of profit-oriented users promoting social media contents
to ordinary users to gain economic benefits. In addition, none
of these works pay attention to the UPSVwhich widely exists
in the function of sending messages to strangers of in-app
chatting of many social media platforms.

Malicious advertisement is also a typical illegitimate user
promotion problem that was studied by many researchers
which can mainly cause the following security problems:
malware, scamming, spam, frauds, etc. [25], and lots of
detection methods to detect malicious advertisements were
proposed. For instance, Li et al. [26] found that hundreds
of top ranking Web sites were threatened by malvertising
and proposed a new detection tool called MadTrace to detect
malvertising activities. Zarras et al. [27] studied the secu-
rity advertisements of large number of web advertisements
and found that the deficient filtering mechanisms makes
ad exchange be more prone to serving malicious adver-
tisements. Alghamdi et al. [28] analyzed the problem of
social spam advertisements and proposed the detection mod-
els using combined features of URLs and OSNs (Online

Social Networks), and the user profiles and posts were also
used to enhance the detection of malicious behavior. Auter
and Fine [29] found that attack advertising on social media
sometimes can act as an important measure used by a politi-
cian to compete with his opponent on an election campaign.
Gimenes et al. [30] found that the low-valued user-product
recommendation in some mobile apps can lead to the security
problems of illegitimate promotion, and proposed the method
of using vertex-centric asynchronous parallel processing of
bipartite graphs to detect illegitimate promotion. Zhang [31]
proposed the deep learning algorithms based on lexical fea-
tures which can be used for classifying and visualizing the
advertisements to detect the malicious advertisements. These
related works contributed to solving the security problems
caused by malicious advertisements. The security problem
of illegitimate user promotion of social media platform we
studied can also belong to the category of malicious adver-
tising. However, none of these related works studied this
security problem and concerned that a profit-oriented social
media usermay take illegitimatemeasures to promote himself
to other users of the same social media platform to gain
economic benefits.

Besides, as the illegitimate promotion method we analyzed
ismaking use of the function of sendingmessages to strangers
in a vulnerable social media app, therefore we discussed
the related works regarding the security problems of app’s
chatting function, especially the messaging apps which are
mainly used by users for chatting. Schrittwieser et al. [32]
analyzed 9 popular mobile messaging and VoIP apps, and
found that most of them have security vulnerabilities which
allow attackers to hijack accounts, spoof sender-IDs or enu-
merate subscribers. Mueller et al. [33] revealed that most of
the mobile messaging apps did not solve the problem of pri-
vacy implications, and the security and privacy features were
generally existed on the new version of apps, while the older
version of apps were usually threatened by old and even new
vulnerabilities. Dudheria [34] found that most of the mobile
messaging apps are vulnerable to MitM attack and proposed
the corresponding attack scenarios, and an app’s features and
design choices are the key to defense MitM attack, rather
than the end-to-end encryption technology. Botha et al. [35]
studied the built-in security and privacy features of several
messaging apps, and made some recommendations and prac-
tice advisements for users on the safe use of these apps. These
related works revealed the security problems that exist in the
messaging apps or app’s chatting function. However, none of
them focus on the illegitimate user promotion problems like
our works.

VII. VULNERABILITY FIX SUGGESTIONS
UPSV of social media platform may cause unfair competi-
tion, do harm to illegitimate POUs and the ordinary users,
and damage the interests of social media platform. In order
to help the social media app manufacturers to fix this secu-
rity vulnerability, we put forward some vulnerability fix
suggestions:
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First of all, the manufacturers should reduce the com-
munication channels between a user and strangers in their
social media apps. There are two communication channels
that a user can use to communicate with strangers: trans-
mitting information by social media app itself and by other
means (e.g., phone number, email address, etc.). For the
first channel, the manufacturers need not only to close the
unnecessary communication functions between non-friend
users, but also to strengthen the user relationship verification,
so as to prevent malicious users from using the commu-
nication functions between friend users to send messages
to strangers. For the second channel, manufacturers should
try to protect users’ contact information from being dis-
closed. They should not only prevent the user informa-
tion stored in the servers from being stealing by attackers
by means of network attack, but also prevent users from
directly exposing their contact information on their personal
homepages.

Furthermore, if an app has to open some communication
functions between non-friend users due to the function needs
or user experience needs, the manufacturer must strengthen
the management of users’ communication behavior, restrict
the number and inspect the contents of the messages. For
instance, for the UPSV that exists in the function of sending
messages to strangers of in-app chatting revealed in this
paper, we put forward the following two vulnerability fix
suggestions:

1) Restrict the number of messages that users are allowed
to send to strangers in a certain period of time effec-
tively. The manufacturers cannot merely rely on the users
to reject strangers’ messages through the function provided
by app to prevent this security vulnerability, because most
of the users would not turn off the option of receiving mes-
sages from strangers, and a malicious POU can still find a
large number of target users for promoting himself. There-
fore, the manufacturers should use automated methods to
limit the amount of messages users can send to strangers.
When the amount reaches a certain threshold, the behav-
iors of users sending messages to strangers should be
prohibited.

2) Inspect the contents of the messages that a user sends
to the strangers automatically. Measures should be taken to
prohibit users from sending any form of promotional links
or other promotional information. The automated method,
rather than the manual method to inspect message content
should be used, because the speed of manual inspecting is
generally too slow to deal with the automated vulnerability
exploitation of UPSV.

Last but not least, the manufacturers should build a com-
plete UPSV detection and emergency response mechanism,
which could monitor the user behavior of social media plat-
form comprehensively and discover and prevent illegitimate
user promotion behaviors timely. They should also be able
to respond quickly and find the exact UPSVs through users’
illegitimate behaviors accurately, and fix the security vulner-
abilities timely.

VIII. CONCLUSION AND FUTURE WORK
In this paper, we proposed the concept of UPSV of social
media platform. The UPSV that exists in the function of
sending messages to strangers of in-app chatting of many
socialmedia appswas analyzed.We takeYYwhich is China’s
largest live streaming platform as our research object, and the
illegitimate promotion method of promoting for a streamer
through sending promotional links to strangers by YY’s in-
app chatting function is proposed. We used the method of
reference learning based on impression label to select YY
users, which can effectively improve the promotion effect.
The experimental results show that the vulnerability exploita-
tion method of YY’s UPSV we used is feasible and effective.

However, there exists several limitations in this paper. The
main limitation is that we chose a famous Chinese social
media app (YY) to verify the harmfulness of UPSV, which
may not be popular enough to be familiar to more people
outside China. What’s more, we concentrated on studying the
UPSV in only one social media app, rather than more popular
apps. In the future work, we will choose more popular social
media apps especially the world famous apps to study their
user promotion security problems. We will also try to explore
more kinds of UPSVs in social media apps, and help more
manufacturers to fix UPSVs to promote the safe and healthy
development of social media platforms.
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