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ABSTRACT As the Internet of Things (IoT) is evolving rapidly in various verticals, such as smart cities and
smart industries, the number of IoT applications is growing exponentially. Standardized conformance testing
mechanisms are widely used to test software applications, including IoT applications. However, current
conformance testing mechanisms require continuous human intervention and additional software to be
embedded into a target device being tested, which is time consuming, costly, and requires additional memory
on the target device. Therefore, there is a considerable need to enhance and optimize existing conformance
testing so that it is adequate for automatically testing highly distributed constraint IoT applications. In this
paper, we propose a novel mechanism for automated and scalable conformance testing for IoT applications by
introducing a test triggering mechanism based on a standardized test interface. This triggering mechanism
is based on several new logical components in a testing environment that exchange messages between a
testing system and a target IoT device. This technique of automatic conformance testing can lessen the cost
and human intercession to decrease the number of missteps and accelerate the IoT market by certifying IoT
applications.

INDEX TERMS Conformance testing, Internet-of-Things (IoT), interoperability, oneM2M standards, testing

automation.

I. INTRODUCTION

The Internet-of-Things (IoT) is acting as the next technologi-
cal revolution influencing all application domains, including
smart homes, smart cities, agriculture, automobiles, health-
care, industries, and transport [1], [2]. Itis estimated that there
will be 50 to 100 billion smart things and objects connected
to the Internet by 2020 [3]-[6]. For the last two decades,
interoperability has been the main hurdle of IoT development
and adoption [7]-[10]. To successfully adopt the IoT, it is nec-
essary to overcome its fragmentation. An acceptable standard
is required to ensure the interoperability between IoT services
and eliminate fragmentation by introducing horizontal appli-
cations [11], [12].
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Assuring the interoperability between IoT implementa-
tions referring to the same standards requires a well-known
conformance and interoperability testing process [13]-[17].
In this regard, IoT conformance testing is becoming one of
the most important aspects of IoT technologies [18], [19].
The primary goal of conformance testing is to ensure that an
IoT device has properly implemented its referring standard
specifications such as detailed values of protocol messages
and their format based on standard specifications. In general,
conformance testing consists of a test system, a system under
test and a set of test cases, where the testing system executes
the test cases against a system under test to assess its degree
of standard compliance.

Such conformance testing approaches do not work well
with constrained IoT devices, which do not have any user
interface (UI) or enough memory space to store testing-
related source code. To test such constrained IoT devices,
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many manufacturers use their own software agent having
Uls for stimulating the system under test to initiate a spe-
cific behaviour. However, such testing tools require human
developers to be involved in conformance testing procedures.
For example, to test a registration function, which requires a
system under test to send a registration request to a testing
system, a developer should instruct the system under test
via a software testing agent that sends the corresponding
stimulus to the system under test. Testing hundreds of IoT
constrained devices using such conformance testing tools is
a time-consuming job, which is not efficient for testing IoT
devices.

To automate the testing process for constrained IoT appli-
cations, two requirements should be considered in a testing
approach for IoT applications: (1) the system under test
should be instrumented by a testing system via a standardized
testing interface without human intervention, and (2) a set
of testing application programming interface (APIs) on the
testing system that stimulates the system under test to initiate
a specific behaviour. These requirements allow the test sys-
tem to control constrained systems under test with minimum
testing functions. To exchange the necessary information for
testing, there is a need to introduce a set of logical compo-
nents and procedures in both the test system and system under
test to enable automated testing. For example, if a TS needs
to test a device registration capability with a constrained
system under test, a corresponding trigger message should be
sent to the constrained system under test as a stimulus. As
this message is sent over a standardized interface between
the system under test and the test system, the constrained
system under test can perform a proper procedure. In this
case, the system under test sends a registration message to
the test system.

In this article, we describe AUTOCON-1oT, a newly devel-
oped testing approach to automatically test a large number
of constrained IoT applications. AUTOCON-IoT introduces
a logical component called UpperTester that sits between the
testing system and the system under test and automatically
performs testing procedures. UpperTester uses a triggering
mechanism that sends a standardized test message to a target
system under test so that the system under test can initiate
a specified function to be tested. In addition, AUTOCON-
IoT uses a set of common testing APIs that defines different
triggering messages (e.g., discovery, registration, and mea-
surement) to confirm the compliance of the system under test.
With the adoption of the AUTOCON-IoT into the existing
testing system, it is predicted that testing experts can reduce
the testing error resulting from human intervention, and these
standard-based automated testing approaches can also be
applied in other IoT specifications and industry fields.

We empirically evaluate a prototype implementation
of AUTOCON-IoT with an IoT global standards called
oneM2M. We can define a set of testing APIs using the trig-
gering mechanism, which can test constraint oneM2M IoT
applications without human intervention. Our experiments
also reveal that the use of a triggering mechanism in the
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IoT testing improves the time required for testing and shows
advantages over existing conformance testing using stimuli.
The main contributions of our work are as follows:

1) A testing approach that uses a standard-based trigger-
ing message that instruments a constrained IoT appli-
cation under test to perform specified tasks and checks
functional compliance of the IoT application. Our
approach fully automates testing procedures for con-
strained IoT applications; therefore, many IoT applica-
tions can be easily tested without human intervention.

2) Our experience developing the approach, together
with an experimental evaluation of a triggering-based
IoT testing method with several conventional confor-
mance testing mechanism shows the advantage of the
approach in terms of performance and testing time.

3) Standard inputs to an industry driven de-factor stan-
dards group, the oneM2M IoT standards body, where
the proposed triggering mechanism is reflected in one
of the normative specifications as a standard-based
testing mechanism. The triggering IoT testing fea-
ture based on the proposed approach in oneM2M has
already been included in designated oneM2M testing
tools.

The remainder of this paper is organized as follows:
Section II provides an overview and state-of-the-art for
conformance testing to motivate automated IoT testing.
Section III describes an architecture for an automated and
scalable conformance testing mechanism for IoT applica-
tions. Section IV shows the experimental results based on a
proof-of-concept AE conformance testing tool followed by
related work in Section V. Finally, Section VI summarizes
this article and proposes our future work regarding the IoT
standard conformance testing tool.

Il. BACKGROUND AND MOTIVATION

We start by giving some background about conformance
testing and standard IoT platforms that we refer to, followed
by the motivation for the need for a new testing approach for
constrained IoT applications.

A. OVERVIEW OF CONFORMANCE TESTING

Conformance testing is a branch of testing where an imple-
mented system is tested against its standard specifica-
tion [20]-[22]. The main goal of the conformance testing
is to improve the confidence of the implemented system to
enhance the probability that it follows the same standards
while communicating with other implementations. Confor-
mance testing is functional testing [23], where an implemen-
tation of a standard is purely tested with reference to its
specification.

Although there exist many different methods for perform-
ing conformance testing, the European Telecommunications
Standards Institute (ETSI) defines a high-level methodology
with essential components for standard-based conformance
testing as shown in Fig. 1 [24], [25]. The methodology is
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FIGURE 1. ETSI conformance testing.

composed of defining several specifications and developing
relevant test cases as follows:

« An implementation conformance statement (ICS) is a
checklist of the prospects defined in the standard. The
ICS provides an overview of the features and options that
are implemented by any given implementation under
test (IUT). The ICS facilitates the tester in selecting and
parameterizing test cases.

e The Implementation eXtra Information for Test-
ing (IXIT) contains supplementary information, such as
detailed addresses of test system (TS) and IUT and timer
values, which are required for testing.

o Test purposes (TPs) [26] provide an informal, and an
easily readable self-sufficient definition of each test, that
focuses on what is to be tested instead of how a certain
test may be accomplished.

o The abstract test suite (ATS) is a complete collection of
test cases. Each test case should be written in a formal
testing language to be executed. For example, the testing
and test control notation (TTCN-3) [27]-[29] can be
used as a language to which is the detailed coding of
the TPs.

« An executable test suite (ETS) can be generated after
compiling a TTCN-3 based ATS by using a TTCN-3
compiler [30], which is available on many test tool
platforms.

In summary, based on functional requirements, a set of
conformance testing specifications is needed to define the
expected behaviour of a target system (e.g., [oT applications)
and retrieve executable test cases. Then, a testing system uses
the test cases to test the target system, for example, sending
a request to the target and analysing whether a response
contains expected information.

In the following sections, we refer to the conformance
testing methodology in the oneM2M global standardization
body. oneM2M IoT standard is widely used and imple-
mented by different vendors. It is used throughout the paper
to demonstrate automated IoT application testing by our
approach. Additionally, our approach is integrated into the
oneM2M testing specifications.

B. ONEM2M AND ITS CONFORMANCE TESTING
oneM2M [31] is a global standardization initiative to stan-
dardize a horizontal IoT service layer [32] that is network
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FIGURE 2. oneM2M layered architecture.

TABLE 1. oneM2M product profiles.

Profile Description

ADN Profile 1 | IoT application sensing data in a constrained IoT
device such as a temperature sensor

ADN Profile 2 | IoT application actuating things in a constrained de-
vice such as a dimmed light

ADN Profile 3 | IoT application in a normal device such as a smart-
phone

ADN Profile 4 | IoT application in a small originator device

IN Profile 1 Server device supporting IoT services

ASN Profile I | IoT application in a normal actuator device

MN Profile I | Gateway devices that support multiple different area
network technologies and connect devices

independent and provides interworking to different current
IoT vertical systems by reducing fragmentation in the IoT
market. Fig. 2 shows the layered architecture of oneM2M.
On the top of these layers, application entities (AEs) populate
within distinctive devices, such as sensors, actuators, and the
gateways. In the middle, common services entities (CSEs)
perform an identical task in the service layer. In the appli-
cation layer, the AE can be one of the four product pro-
files of the application dedicated nodes (ADNs) defined in
oneM?2M specifications, which include the application ser-
vice node (ASN), the infrastructure AE (IN-AE), and the
middle node AE (MN-AE). Similarly, in the common ser-
vice layer, it can be the infrastructure node (IN-CSE) or
the middle node (MN-CSE). The description of all these
seven product profiles is provided in Table. 1. As these
profiles are implemented by different manufacturers in var-
ious types of devices, a strong conformance testing program
is needed.

C. ONEM2M CONFORMANCE TESTING
oneM2M standardizes a set of testing related specifica-
tions [33] to verify that a product is implemented based
on the oneM2M specifications: the implementation confor-
mance statement (ICS) [34], test suite structure and test pur-
poses (TSS & TP) [35], and the abstract test suite (ATS) [36].
As shown in Fig. 3, oneM2M conformance testing consists
of several steps as follows:

1) Gathering the test requirements and the product fea-
tures to generate an implementation conformance
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FIGURE 3. oneM2M conformance testing.

statement (ICS) that helps the tester to select and
parameterize the test case.

2) Generating of TPs, and the group of all the TPs that will
form the TSS.

3) When the TPs and the TSS are ready, the tester writes
the test cases in a test description language such as
TTCN-3.

4) The tester compiles the test cases using a TTCN-3 com-
piler and will configures the test system according to
the runtime configurations.

5) Finally, the tester will make a connection between the
test system and the system under test to perform testing.

D. CHALLENGES AND MOTIVATION

Fig. 4 shows how conventional conformance testing can be
applied to constrained IoT applications that do not have a
UI to control the behaviour of applications. Both the test
system (TS) and system under test (SUT) start with normal
steps, e.g., configuring the testing environment and prepar-
ing test execution. As a target SUT does not have any user
interface, the manufacturer of the SUT typically brings its
own software or tool that can control the SUT to perform a
specific behaviour, e.g., sending a registration request. How-
ever, these tools cannot support interoperability, reusability,
and integration with learning activities because each tool has

System Under Test

Run SUT

Execute a stimulus
software

Testing System

Identify the Product
Profile of SUT
Configure TS

Run TS and wait for a
Request
TS receives request

from SUT and
evaluate

Manually
inform which
testcase to
run

\
ComD

Iterate if
there exist
more tests

Send a Request to TS

Exchange
test Set verdict of test
messages
case

Generate report

FIGURE 4. Flow chart of loT conformance testing procedures between TS
and constraint SUT that needs external stimulus software.
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its own data structure. Additionally, a tester of the TS has
to inform the participants which test to perform manually.
Manually performing these steps in a loop is a hectic and
time-consuming job, and it leads to inevitable mistakes and
errors in the test report [37]. Because a large number of IoT
applications from different manufacturers or developers need
such kinds of conformance testing, there is a strong need for
standard-based automatic testing for IoT applications using
stimuli.

In the next section, we introduce an automatic confor-
mance testing for IoT applications in constraint devices using
a test triggering message, i.e., a test stimulus. The proposed
mechanism is integrated into the oneM2M testing methodol-
ogy so that it can be reusable.

IIl. STIMULUS-BASED AUTOMATIC

CONFORMANCE TESTING

As mentioned in the previous section, we propose a standard-
based automatic conformance testing for IoT applications
using stimulus. The basic idea is to trigger an IoT application
under testing to perform a requested behaviour so that a test-
ing system can check its compliance. To make our approach
applicable to IoT applications from different manufacturers,
we design the testing framework based on oneM2M global
IoT standards. In the next subsections, we present a system
architecture of our testing framework as well as a triggering
mechanism by introducing logical components in the SUT
and the TS, a format of a trigger message, and a description
of how it works.

A. THE ARCHITECTURE OVERVIEW

Figure 5 shows the architecture for automatic conformance
testing of the IoT applications using the test stimulus.
We designed AUTOCON-IoT based on the testing system
standardized in the oneM2M conformance testing. Both the
TS and SUT in AUTOCON-IoT contain the upper tester (UT)
(ut-TS for the TS and ut-SUT for the SUT), which is an
essential software component coordinating all the testing
procedures, to support the automated conformance testing
without human intervention.

AUTOCON-IoT starts its testing process with an input
of a control file, festConfig, that provides all the necessary
information to perform testing. testConfig contains a type
of SUT, features implemented in the SUT, communication
information to set up a test connection, testing protocol, a list
of test cases to perform, and serialization formats. Under the
assumption that the TS has required test cases written in a
testing language such as TTCN-3 and codec to convert test
cases into a supporting IoT protocol format, the TS executes
each test case synchronously with the SUT. When a test
case is completely executed, the TS executes the following
test case from the control file based on a specific order.
We define a standardized triggering message called trigMsg
as a stimulus to be exchanged between the ut-TS and ut-SUT.
For the TS to perform a particular test procedure, it has to
deliver exact information to the SUT. For example, if it is time
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FIGURE 5. The architecture of automatic conformance testing.

for testing the registration function of the SUT, a registration
request message should be sent to the TS from the SUT. The
TS guides this information to the SUT using trigMsg via
message exchange between the ut-TS and ut-SUT.

UT is the key testing component that forms the triggering
mechanism and removes human intervention by automat-
ing the conformance testing process of IoT applications.
Depending on where UT is located, it behaves differently
as follows:

o ut-TS: The upper tester in the TS acts as a client and is
responsible for generating a post request of the trigger-
ing message as indicated by the test case in the control
file and sending a triggering message to the ut-SUT.

e ut-SUT: The upper tester in the SUT is a lightweight
server that receives a triggering message from the
ut-TS and coordinates the testing behaviour of the SUT.
It parses a received triggering message to retrieve the
data from the test case in the message body and initiates
the predetermined operation.

The UT in the SUT is a lightweight testing server, which
is appropriate for rich IoT applications that have enough
computing power. However, not all IoT applications have
such resources, and they are not equipped to deal with any
additional software component such as the ut-SUT. In these
resource-constrained IoT devices, the ut-SUT cannot reside
inside the SUT. To address this particular issue of testing
the IoT applications that run in resource-constrained devices,
AUTOCON-IoT supports two configurations based on where
to locate the ut-SUT. If an SUT has enough computing power
and resources, as shown in Fig. 6 (a), ut-SUT is hosted
in the SUT. However, for constraint IoT devices, ut-SUT

VOLUME 8, 2020

( System \

Under Test(SUT)

Test System (TS)

Q_) uT-TS
TTCN-3
Test Component
4_
Test Control

Test System (TS)

m—» UT-TS

TTCN-3
E Test Component
Test Control

T

(V1) serdepy 1sel

|(IoT Application)
>

PortOut

Report

Configuration (a)

UtPortOut

ssh/telnet

UT-SUT

(v1) seydepy 3seL

T
> (loT Application)

PortOut

Report

Configuration (b)

FIGURE 6. The configurations of automatic conformance testing.

Trigger Message Format Resource Type

- operation: (mandatory) operation
type that IUT is triggered to perform

1 = accessControlPolicy

2 = Application Entity (AE)

3 = Container

4 = Contentlnstance

5 = Common Service Entity (CSE)
23 = Subscription

- resourceType: (optional) resource
type of a target resource against which
IUT is triggered to perform a certain
operation.

- to: (mandatory) address of the target
resource against which IUT is triggered

Operation Type

to perform a certain operation. 1 = Create
2 = Get
-primitiveContent: (optional) 3 = Update
represents the resource attributes that 4 = Delete
shall be included in the 5 = Notify

requestPrimitive.

FIGURE 7. The triggering message format.

can exist outside the SUT, which is depicted in Fig. 6 (b).
For this situation, ut-SUT communicates with the TS in an
indistinguishable manner. However, to communicate with the
IoT application in the SUT, the ut-SUT needs to know the IP
address of the target IoT application to establish a network
connection for testing. Then, the ut-SUT can invoke a specific
operation from the IoT application according to the trigger
message from the TS. There are various approaches to setting
up communication between ut-SUT and the IoT application,
for example, SSH and Telnet.

B. TRIGGERING MESSAGE

The key to executing automatic conformance testing is to
define a standard-based triggering mechanism between the
TS and the SUT. The trigger mechanism in AUTOCON-
IoT depends on two coherent components over the UTs in
the TS and the SUT. ut-SUT acts as a lightweight HTTP
server that runs in SUT, and it is comprised of one exposed
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endpoint to a defined request-response message system
expressed in a specific message format such as JSON or XML
(https://www.w3.org/TR/REC-xml/). In this section, we con-
sider JSON as a message format. This lightweight HTTP
server is exposed to a local network where it cannot obtain
incoming requests from external sources. A representational
state transfer (REST) is the underlying architectural principle
of ut-SUT, which exposes only one endpoint with one POST
method. To make a legitimate request, the client needs to
include four parameters: the uniform resource locator (URL),
method, a list of headers, and the body of the request as a
JSON object. The URL is an IP address of ut-SUT with only
a single exposed endpoint as a root (/), which serves only as a
post method of the HTTP request with standardized headers
and body format according to referring IoT specifications
such as oneM2M.

The body of the request contains the information identified
with the test case and the TS in the JSON format which is
shown in Fig. 7. Let us look at how a triggering message can
be formulated in the oneM2M IoT standard. The body of the
request has at most four key/value pairs, such as the operation
and target as mandatory parameters, while a resource type and
a primitive content are optional parameters. The operation
parameter is numerically enumerated on numerous opera-
tions that are characterized in the oneM2M standard specifi-
cation as 1=Create, 2=Get, 3=Update, 4=Delete, and
5=Notify. Accordingly, there are six resource types defined
in the oneM2M specifications, and they are identified as:

e l =accessControlPolicy

e 2=Application Entity

e 3=Container

e 4=ContentInstance

e 5=CommonServcieEntity

e 23 =Subscription

The response format of the triggering message is com-
posed of a response code. If the triggering message is
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correctly formatted by ut-TS, then the response from ut-SUT
is OK_REQUEST (2000), otherwise it is BAD_REQUEST
(4000).

C. AUTOMATIC TESTING PROCEDURE

The actual procedure of the automatic conformance testing
is similar to the procedure shown in the flowchart in Fig. 4
with a few changes, such as the tester needs to configure the
points of address and communication ports for both ut-TS and
ut-SUT. Typically, when a product is presented for confor-
mance testing, the test administrator needs to determine and
list the test cases in the control file, as demonstrated by the
chosen product profile features. In most cases, such control
files are prepared statically, which is indicated by the features
of a testing product profile.

As shown in Fig. 8§, AUTOCON-IoT takes the control file
as an input to TS and operates both the TS and the SUT in the
same local network. At this time, ut-SUT starts listening for
a triggering message from ut-TS. Based on the information
in the control file, ut-TS chooses a test case and formulates
a triggering message. The message is delivered to ut-SUT as
an HTTP POST request. ut-SUT parses the request body by
executing a message analysis algorithm and initiates the spe-
cific operation on the IoT application according to the parsed
information. The analysis algorithm checks the validity of
the request and then extracts the values of the mandatory
attributes, which are the target resource in the TS and an
operation type. Furthermore, if the optional attributes exist
in the message body, it obtains the resource type information
and the primitive contents.

If ut-SUT resides inside the SUT, it can directly execute
the requested function in the request message. Otherwise,
ut-SUT needs to establish a network connection with the
target IoT application via lightweight communication means
such as SSH and telnet. After establishing the network con-
nection, a proper command needs to be sent to the IoT
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application to trigger the requested operation. Then, the IoT
application sends the predetermined request to the TS to
be assessed by running the test case and setting the verdict
against the specific test case.

IV. EXPERIMENT

This section shows the experimental results of an automatic
conformance testing process for the IoT applications. To
show the feasibility of AUTOCON-IoT, we compare the pro-
posed automated IoT testing with conventional conformance
testing.

For testing purposes, a normal IoT application to be
tested needs to support ut-SUT. We implemented a con-
strained IoT application with ut-SUT based on Profile
1 from Tabl 1 to examine the proposed mechanism.
The test code implemented for the testable IoT applica-
tion contains the generateOperation ()function to
receive a command to be executed from ut-SUT. The
command is then executed in the IoT application accord-
ing to the declared operation in the message. In addition,
we implemented a TS system embedded with ut-TS using
an IoT conformance testing system called oneM2MTester
(https://github.com/IoTKETI/oneM2MTester), which was
developed based on open source Eclipse Titan for oneM2M
platform developers.

In the experiment, ut-SUT receives a triggering message
from ut-TS and parses its data to obtain the values for
intended operation, target, resource type and primitive
contents. After validating the triggering message, ut-SUT
responds with an acknowledgement message to the TS.
ut-SUT also creates an SSH connection with the IoT
application to communicate and invoke operations, such
as the generateOperation () function. Finally, the
generateOperation () function executes the testing
procedure from its IoT application according to the received
operation value from ut-SUT. TS then evaluates the test oracle
after receiving the triggering request from the IoT application
and determines a verdict.

In the case of test cases, we use standard-based IoT test
cases developed by the oneM2M testing working group,
as our triggering mechanism is reflected in oneM2M test
cases. The oneM2M test cases are all written based on
TTCN-3 and available publicly to be used for testing
purposes.
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The actual payload for the triggering message is shown in
Lists. 1 and 2. This payload contains the parameter op: 1,
which indicates a CREATE operation, ty: 2 indicates the
IoT application resource type, the to parameter points to
the target resource address in our TS, and pc is an object
that contains primitive contents with respect to the oneM2M
standard specification. The receiving IoT application uses
this pc object while sending the post request to the TS.

1{

2 "m2m:rgp" :{

3 "op": 1, //indicate CREATE operation

4 "ty": 2, //indicate AE resource type

5 "to": (TEST_SYSTEM_ADDRESS},

6 "pc": {"mZm:ae": {

7 "1pb1":"UNINITIALIZED"

8 //indicate that attribute labels needs to be
included

9 }

10 }

11 }

12}

Listing. 1. Excerpt of triggerMessage format.

exports.create = function (URL,ty,body) {
AE.mandatoryAttributes (body, function (body) {
var headers= AE.headers
request ({
headers: headers,
url:TS_IP+URL,
method:’POST’,
body:JSON.stringify (body)
}, function (error, response, body)
{
if (!lerror)
{
var obj = JSON.parse (body) ;
console.log ("Response=",0bj)
}
else
{
console.log("error is: "+ error);
}
1)
1)
}

Listing. 2. Excerpt CREATE function.

ut-SUT receives and parses the triggering message to
invoke the generateOperation with all of its param-
eters on the IoT application. With respect to the trig-
gering message received, where the parameter op is 1,
the generateOperation () function triggers a create
request on the IoT application. The create function is
detailed below and is implemented by using JavaScript
(https://developer.mozilla.org/bm/docs/Web/JavaScript).

When the TS receives this request, it evaluates its contents
and sets the verdict of the test case that can be pass, fail,
inconclusive, or error. This process continues in the loop to
automatically execute all the test cases in the control file.
Once all the test cases are executed, a final report is generated
by the TS for assessing the degree of compliance of the
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FIGURE 10. The oneM2M AE testing performance evaluation.

IoT application with the referring standards, in this case,
the oneM2M specifications.

In addition, as shown in Fig. 10, we conducted a perfor-
mance evaluation to show the feasibility and practicality of
the proposed conformance testing mechanism. Conformance
testing for AE was performed on a computer with UBUNTU
16.04 LTS OS, an Intel Core i7-7800X CPU @ 3.50 GHz
X2 processor, and 8.0 GB of memory. For the testing, we pre-
pared a total of sixty test cases for general IoT service layer
capability (20 test cases), registration of IoT devices (9 test
cases), data management-related features (27 test cases), and
management of repository functions (4 test cases). Such test
cases were developed by the oneM2M Test Working Group
as sections of testing specifications. We participated and
contributed to the development of the test cases together with
other testing experts from industry. For each test case, we per-
formed AE conformance testing 30 times. It took 2.5 seconds
to complete one test run for all sixty test cases, and the results
showed a standard deviation of 0.165. Fig. 11 shows the GUI
of the ut-TS embedded testing system after executing a set of
test cases.

In order to see the performance advantage of AUTOCON-
10T, we conducted conformance testing for an IoT application
with three different testing configurations, i.e., manual test-
ing, hybrid testing with dedicated stimulus, and AUTOCON-
IoT. When the IoT application conformance testing was per-
formed based on the automated testing approach as shown
in Table 2, it took 3.071 seconds to complete one test set,
while stimulus tool-based hybrid testing and manual testing
took approximately 113.9 and 274.2 seconds, respectively,
to complete one test set.

The reason why automated testing performed better than
manual and hybrid testing is that all procedures were
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TABLE 2. oneM2M loT application conformance testing results.

Testing | Operation | Items | AUTOCON-| Hybrid- | Manual test-

Profile IoT testing ing

GEN | CREATE 6 0.359 11.3 30.4
RETRIEVE| 6 0.306 12.7 27.8
UPDATE 6 0.195 9.4 28.7
DELETE 6 0.261 10.5 29.6

REG | CREATE 8 0.466 144 314
DELETE 1 0.205 3.5 30.2

DMR | CREATE | 13 0.782 19.7 54.2
RETRIEVE| 7 0.267 14.2 27.8
UPDATE 4 0.117 8.8 21.5
DELETE 3 0.113 9.4 19.6

Total - 60 3.071 (s) 113.9 (s) 274.2 (s)

automated, such as setting the testing parameters and the
order of sending and receiving messages between the TS and
the SUT so that all test cases could be verified in one exe-
cution. In other words, the method using automated testing
minimized the tester’s intervention, thereby reducing errors
in performing testing.

In the case of hybrid testing that uses dedicated software
tools with predefined stimulus testers do not need to develop
the tools from scratch, and they can reduce the redundant time
by using tools’ various support functions such as drop-down
testing menu, crafting test messages. However, radical prob-
lems still remain. To synchronize testing sessions between a
testing system and target IoT application, at least two testers
have to be involved in. In addition, if a way to test the IoT
applications is modified by an organization managing test
specifications, these changes have to be reflected as soon
as possible; however, it is not an easy task. As described
in Table 2, by using such tools, testers could get slightly
better results than the one from manual testing. However,
unless human involvement is fully replaced with standardized
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FIGURE 11. A screen capture of performing an automated testing with an ut-ST embedded oneM2MTester.

triggering message, it is not feasible to test large number of
IoT applications.

The oneM2M Test Working Group annually hosts two
INTEROPS events that offer test sessions to vendors and
developers to assess the level of interoperability of their
implementations and verify the correct interpretation of the
oneM2M specifications. In particular, in the last oneM2M
INTEROPS 5 & 6, which were held in Dec. 2017 in Pangyo,
South Korea, and Jul. 2018 in Washington DC, USA, respec-
tively, oneM2MTester with the proposed ut-ST feature was
introduced to run conformance testing to help them debug
their products as well as evaluate the feasibility of the
oneM?2MTester. The oneM2MTester conducted conformance
testing with more than 15 implementations and provided var-
ious detected debugging issues that were fixed by developers
during the events.

V. RELATED WORK
In [38], it briefly explained the concept of a testing framework
for IoT by integrating the concept of simulation, unit inte-
gration and end-to-end integration testing. In addition, [39]
explored compliance of IoT devices with privacy policy
agreements and established models regarding the privacy
criteria to measure the degree of compliance. However, those
approaches have the disadvantages that both testing systems
and test experts must be physically located at the same place
to test their products.

Accordingly, the cloud-based testing system has been a
great alternative for dealing with the previous issue. The
characteristics of cloud computing can enhance service
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delivery [40], production cost and time reduction [41] and
responsiveness towards requirement changes. In this regard,
cloud computing can be used as an IoT testing platform
remotely supporting IoT testing, logs and results views. The
F-Interop [42], a cloud-based interoperability testing frame-
work, provides a testing expert remote testing environment
supporting a variety of IoT standards and protocols and
standards. However, it heavily concentrates on the interop-
erability aspect. [43] developed TTCN-3-based testing suites
called IoT-Testware to support the widely used IoT protocols
from the conformance testing perspective, but its coverage
is limited to message queueing telemetry transport (MQTT)
and constrained application protocol (CoAP). The IoT com-
patibility testing tool (ICAT) [44] was designed to support
remote [oT testing, but it only examines compatibility issues
of IoT devices on the level of firmware.

In addition, there are several research works for improving
the problems of manual testing. Dobles et al. [45] compared
the effectiveness of automated and manual tests in terms of
total test time and the number and severity of defects found.
The results showed that automated testing is more effective
than manual testing at finding defects. To make the test script
automatically, a graphic user interface (GUI)-based testing
component was proposed to define and implement the test
scripts automatically in a large industry system [46]. With the
considerable attention on artificial intelligence (AI) technolo-
gies, a natural language-based automated testing approach
was studied [47]. The proposed mechanism shows that a man-
ual testing script written in English can be almost automati-
cally converted to mechanical interpretation. In conclusion,
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much previous research has attempted to support IoT test-
ing and automated testing. However, as far as we know,
standardized conformance testing for a large number of IoT
applications in constraint devices is not well considered.

VI. CONCLUSION
The paper describes an automated and scalable conformance
testing mechanism by introducing a triggering mechanism
in the current state of the art of conformance testing in the
IoT. We noted some of the challenges of conformance testing
in the IoT. The current IoT market is fragmented due to the
inefficiency in conformance testing, which creates interoper-
ability issues between multiple IoT applications. Due to the
large scale of the IoT applications, which each have dozens
of features, it is difficult to perform manual conformance
testing. Our approach for automatic conformance testing
helps to speed up the process of testing and certification for
the IoT standardization bodies. By performing the automatic
conformance testing process, we can assure the interoper-
ability of the multiple implementations of the same standard
without actually setting up interoperability testing between
each implementation individually. As oneM2MTester was
successfully introduced in the oneM2M INTEROP events and
produced positive results by speeding up the process with no
errors by reducing the human intervention, we plan to use
this approach in further interoperability events and improve
it according to the demands and further requirements.
Moreover, this approach is compatible with remote testing
that has the test system in a cloud service. For remote testing,
automated testing is a required mechanism. Remote testing
activities can reduce the costs for individuals in gathering and
performing testing in the same environment. This approach
for automatic and scalable conformance testing is truly a key
factor and must have mechanisms to improve IoT standard-
ization and interoperability. As a future work, we consider
to extend our configuration to fully distributed IoT environ-
ment [48], [49] and develop a testing solution to perform
conformance testing in various places such as edge, fog and
cloud.
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