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ABSTRACT Cloud-assisted smart grid has been broadly deployed to improve the economics, efficiency,
sustainability, and reliability of electricity services. The new revolution of technology will also bring
new challenges to data security, particularly data confidentiality. As a promising encryption method for
supporting fine-grained access control, attribute-based encryption (ABE) is widely given attention by the
academia and industry. However, most existing schemes suffer from the efficiency problem limiting its
deployment for the cloud-assisted smart grid, especially for resource-limited users. To address this problem,
this paper proposes two efficient pairing-free ciphertext-policy attribute-based schemes that eliminate
the computation-intensive bilinear pairing operation. The basic scheme only uses some simple scalar
multiplications based on elliptic curves, and the enhanced scheme provides an important usability feature,
namely the users and attributes revocation. The security of the proposed schemes is reduced to the elliptic
curve decisional Diffie-Hellman problem. Finally, the performance analysis and extensive experiments
demonstrate that our proposed schemes are suitable for the cloud-assisted smart grid.

INDEX TERMS Cloud-assisted smart grid, access control, ciphertext-policy attribute-based encryption,

pairing-free.

I. INTRODUCTION

Smart grid as the next-generation power supply network
has been broadly adopted to address the problems of the
traditional power grid. It brings significant improvement in
the economics, efficiency, sustainability, and reliability of
electricity services. The classical framework of a smart grid
is shown as FIGURE 1. The new architecture of the smart
grid motivates the use of various technologies for address-
ing different challenges. With the help of cloud computing,
the smart grid can not only effectively solve the issue of large
data management but also deliver electricity more efficiently
and reliably. The amount of data generated by various appli-
cations is collected and uploaded to the cloud center to be
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stored and processed efficiently, then be flexibly accessed by
different data users.

Although a cloud-assisted smart grid can permit lower
kilowatt costs, more efficient transmission of electricity and
reduced energy use, its problems of data confidentiality can-
not be ignored, because privacy protection is a fundamental
requirement of the whole framework. A malicious cloud
server may infer private information of users’ daily lives, such
as identity and rest schedule,from uploaded unencrypted data,
by leveraging data mining technologies [1]. To address the
above concerns, some works have been designed based on
different cryptographic primitives, such as [2]-[5]. However,
there are still several problems in the cloud-assisted smart
grid environments. First, the efficiency of schemes should
be improved to ensure acceptable response time. Second,
the encrypted data in turn hinders data analysis and access
control. Hence, how to effectively ensure the confidentiality
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FIGURE 1. System model of our design.

of data and maintain fine-grained access control has been a
significant challenge in the cloud-assisted smart grid.

Sahai and Waters [6] addressed the above problem by intro-
ducing a new cryptographic primitive, namely attribute-based
encryption (ABE). The data owner in the ABE system
can specify a concrete control policy for accessing data,
while every data user can only decrypt ciphertexts that his
attributes’ secret key satisfies the corresponding policy. ABE
has become one of the most promising techniques to provide
data confidentiality and flexible access control in loosely
coupled environments. Unfortunately, most existing schemes
can not be widely deployed and applied due to its efficiency
problem. One reason why most previous ABE schemes are
inefficiency is the number of computation-intensive oper-
ations (e.g., bilinear pairing) grows with the complexity
of the access policy. Thus, one way to improve efficiency
is to eliminate the computation-intensive operations. Com-
pared with scalar multiplication, the bilinear pairing opera-
tion in pairing-based ABE schemes has been regarded as the
most intensive operations. Generally, the computation cost of
scalar multiplication is about one-third of that of the bilinear
pairing. Hence, it is a challenging work for constructing the
pairing-free ABE schemes without sacrificing its security.

A. MOTIVATIONS AND CONTRIBUTIONS

Currently, a few works [7]-[9] have been focused on design-
ing lightweight attribute-based encryption schemes. How-
ever, they still have some drawbacks as follows: 1) These
solutions have limited application scenarios. Most existing
lightweight schemes [7], [10] are key-policy attribute-based
encryption (KP-ABE), which is only suitable for users with
fixed access rights. 2) A few lightweight schemes have
weak security. The known pairing-free ciphertext-policy
attribute-based encryption (CP-ABE) scheme [8] can not
resist the illegal key sharing attack. 3) The efficiency of
schemes can be improved. Although online/offline schemes
can move some computation tasks to the offline phase by
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adding public parameters, computation-intensive operations
still affect the efficiency of them.

To address the above problems, we propose two effi-
cient and secure ciphertext-policy attribute-based encryp-
tion schemes without pairing for cloud-assisted smart
grid. Specifically, the basic scheme is a pairing-free
ciphertext-policy attribute-based encryption which is com-
plementary to KP-ABE in the application scenarios, and the
enhanced scheme supports the users and attributes revocation
without increasing computational overhead. The key contri-
butions are made as follows:

« We propose two lightweight ciphertext-policy attribute-
based encryption without pairing for the cloud-assisted
smart grid. In the proposed schemes, the complexity
bilinear pairing operation is removed to adapt the entities
with resource-limited.

o The enhanced scheme supports users and attributes
revocation through a simple transformation based
on the basic scheme. Also, based on the Deci-
sional Diffie-Hellman problem, the security of our
designs is proved to be semantic security under the
chosen-plaintext attack.

« We do extensive experimental evaluations and imple-
ment a prototype of the basic scheme. The experimental
results show the practicability of the proposed schemes.

B. ORGANIZATION

The rest of this paper is arranged as follows. Section II
introduces the related work in the attribute-based encryption
area. The preliminaries are described in Section III, and
the system overview is presented in Section IV. Section V
constructs two lightweight ciphertext-policy attribute-based
encryption schemes without pairing. Section VI and VII pro-
vide the security proof and performance evaluation, respec-
tively. A conclusion is drawn in Section VIIIL.

Il. RELATED WORK

Since Sahai and Waters [6] introduced the definition of
fuzzy identity-based encryption (IBE), ABE as an exten-
sion of IBE has been one of the hot research directions in
the information security area due to its fine-grained access
control [7], [8], [10]-[13]. Currently, existing ABE schemes
consist roughly of key-policy attribute-based encryption
(KP-ABE) and ciphertext-policy attribute-based encryption
(CP-ABE). In the former, the data user’s secret key is associ-
ated with the access policy, while in the latter the ciphertext
is associated with the access policy.

Extensive ABE schemes with new features [13]-[16] have
been designed to meet different requirements of applica-
tions. To reduce the burden of users, Li et al. [17] con-
structed an outsourced ABE scheme that can shift the com-
putational burden of users to outsourcing cloud servers.
Li et al. [13] constructed a hierarchical attribute-based
encryption (HABE), where the key manager does not have
to do the number of efforts to key management even though
there are plenty of attributes. To support the multi-domains
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environment, multi-authority ABE schemes [14], [16] were
designed to support the multiple authorized entities to dis-
tribute decryption keys. To protect user’s privacy, schol-
ars proposed anonymous ABE schemes [18], [19] and
policy-hidden ABE schemes [20], [21] respectively. The for-
mer prevents user identities from being leaked, while the
latter hides access control policies. To achieve the traceability
of the secret key, traceable ABE schemes were proposed
in the works [22], [23]. To adapt the dynamic of users and
attributes, some flexible ABE schemes [11], [24], [25] were
designed to revoke users and attributes.

Although diverse ABE schemes can meet the functional
requirements of practical applications, the efficiency problem
is still a huge challenge, especially for users with limited
resources. Currently, a number of mechanisms have been
used to improve the practicability of ABE schemes, such as
online/offline technology [9], [26], [27] and outsourcing tech-
nology [17], [28], [29]. However, their schemes have a com-
mon insufficient that the use of bilinear pairing affects its effi-
ciency. To eliminate the negative impact, a few lightweight
pairing-free ABE schemes [7], [8], [30] were proposed in
recent years. However, these schemes can not cover a vari-
ety of scenarios because of the drawbacks described in the
previous section.

Ill. PRELIMINARIES

A. NOTATIONS

Table 1 gives the summary of notations in our proposed
scheme.

B. ELLIPTIC CURVE CRYPTOGRAPHY

Elliptic Curve (EC) has been widely used in the crypto-
graphic protocol since its short key and high security. The
EC is defined by the following cubic equation:

y2 =x*+ax+b, and 4a°+27b* # O0(mod p)
where p is a large prime and a, b are two elements of finite
field F,,. All the points in EC form a group G that exists a
generator P with the order ¢g. Fundamental operations in the
group include the point scalar multiplication (Q = kP, where
k e ZZ) and the point double (Q = 2P).

The elliptic curve cryptography generally can be con-
structed based on some hard mathematical problems under
EC, such as EC discrete logarithms problem (DL), EC com-
putational Diffie-Hellman problem (CDH), EC Decisional
Diffie-Hellman problem (DDH) and other variants.

« DL: Given two points P, Q € G, it is hard to find k such

that Q = kP.

o CDH: Given three points (P, aP, bP) € G, it is hard to

find a point Q such that Q = abP.

« DDH: Given four points (P, aP, bP,Z) € G, it is hard

to decide whether or not Z is equal to abP.

Let BG(L) denote an efficient elliptic curve param-
eter generator that inputs a parameter A and outputs
(g,a,b,G, P).
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TABLE 1. Summary of notations.

Notation Description
A security parameter
(¢,a,b,G, P) | elliptic curve parameter
(o, B,7) master secret key
(P, Py, P3) master public key
Aatt;, Gatt, public/secret key pair of attribute att;
(pp, sp) public/secret parameter
U the whole system attribute space
U; j-th data user
UA; the attribute set of user U;
att] i-th attribute of user U;

(skj, sk?) decryption key components of user U,

(rl .5:72,5) | twokeys of attribute att] of user U;
ZT ’ access control tree with root node root
root root node of tree 7
Ty access control tree with root node =
Sz a polynomial of node z
- - coefficients of polynomial f, with degree
(ag, - ag, 1) by — 1
f2(0) constant term of polynomial f, of node =
Y a leaf node associated with an attribute
CT; ciphertext under access control tree 7
|S] size of set S
T, v-th time period

C. ACCESS CONTROL STRUCTURE
The access tree is an expression for the access policy and the
definitions are as follows:

Access Tree: In an access tree 7, let n, be the number of
children of node x and k, be the threshold value of node x,
where ky € (0, ny]. For each leaf node y, it is associated
with an attribute and the threshold value k, = 1, while each
non-leaf node x is described by its children. Let parent(x)
denote the parent node of node x, children(x) denote all child
nodes of node x and att(y) denote the attribute associated with
the leaf note y. We assume that every node x is ordered in the
access tree and let index(x) denote the unique index of node x.
Let 7, be a tree of T rooted at the node x.

We say that the attribute set A satisfies the tree t, if and
only if 7, (A) = 1. The process to compute 7, (A) is defined as
follows.

« For anon-leaf node x, 74(A) = 1 if and only if the return

values Tepildren(x)(A) of at least ky child nodes output 1.

o Foraleafnodey, the 7,(A) = 1if and only if the attribute

corresponding to the node y is one of the members of A,
that is, att(y) € A.

(n, t) Shamir Secret Sharing (SSS): It is used to construct
the flexible access tree. In a (n,¢) SSS scheme, a secret s
will be divided into n shares such that any subset of m shares
(t < m < n) can together reconstruct the secret.

o If a dealer D wants to share a secret s > 0 among any m

of n users. Firstly, D chooses a prime g > max(s, n)
and sets a9 = s. Then, D constructs a polynomial
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fX) = Zf;& a; X' of degree t — 1, where a; is chosen
at random from Z;;. Finally, for each x; € {x|i =
L,2,....,n AX; € Zg}, D computes y; = f(x;) mod q
for the user U;, where x; denotes the public index of the
user U;.

e m users can reconstruct s by providing their distinct
shares (x;, y;). Without loss of generality, we assume
that users {xi, x2, ..., x;;} are trying to reconstruct the
secret s. They compute the coefficient ¢y = s of f(X)
by leveraging Lagrange interpolation, f(0) Y
Ais Yir. where S = {1,2,...,m} and A;s=

jes jiz=y x,ij

IV. SYSTEM OVERVIEW

A. SYSTEM MODEL

The system model of our design is shown in FIGURE 2 and
the main entities include:

Secure Channel — — — — —» I

Tublic Channel ——— 3 Decryption Key @

Public Parameter m Public Parameter !
|
The System Manager l
/ ¥ \
\ —
| , . f ol =
\ ton ‘ + / )
\ g% % .
N L
" - Ve

Cloud Service Provider 3 ~

| |
i FowchndSlafts i

|
(‘mvmmem Agencies |

Researchers

Data Owner Data User

FIGURE 2. System model of our design.

System Manager: There exists a completely trusted entity
(such as the government), which is responsible to initialize
the whole system and authenticate the data users.

Cloud Service Provider: It possesses almost infinite com-
putation resources and storage capability, for instance, Ama-
zon AWS. It is responsible for storing the data and responding
to user queries. Meanwhile, it also is considered as an honest-
but-curious entity, who is honest to execute the predefined
protocol, but curious to the information of storage data.

Data Sender: It is responsible for generating and collecting
data, and the large amounts of data need to be stored and
shared. For instance, it may be power consumption monitor-
ing. The large vital data is collected and uploads them to the
data storage center. To achieve privacy protection, sensitive
information has to be encrypted before uploading.

Data User: It tries to access data stored in the data storage
center. There are various types of data users in our system,
such as third-party organizations, government agencies or
power grid staffs. Each user possesses a set of attributes to
describe the features of roles and decrypts the authorized
ciphertexts using his own decryption keys.

B. FORMAL DEFINITION
Our designed basic CP-ABE scheme consists of the following
algorithms:
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o Setup(r) — (pp, sp): It takes as input a security param-
eter A, and then outputs the public parameter pp and the
secret parameter sp. The public parameter is published,
while the secret parameter is secretly kept by the system
manager (or the authority center).

o KeyGen(pp, sp, UA;) — (sk;): It takes as input the pub-
lic parameter pp, the secret parameter sp and a set of
attributes of user Uj, and outputs a decryption key sk;
associated with UA;.

o Encryption(pp, M, t) — (CT;): It takes as input the
public parameter pp, a message M and an access tree
7, and outputs the ciphertext CT, that can be only
decrypted by users whose attributes satisfy the access
tree.

o Decryption(pp, CT;, skj) — (M or L): It takes as input
the public parameter pp, a ciphertext CT, associated
with the tree 7, a decryption key sk;, and outputs a
message M or an error L.

C. SECURITY MODEL

We assume that the system manager is a trust entity and
correctly execute all predefined algorithms and some users
may be corrupted by adversaries. Semantic security under
chosen-plaintext attack of CP-ABE schemes can be modeled
by a game which is played between a challenger C and an
adversary A. In this game, C runs the proposed scheme and
responses queries from .4, and the adversary A tries to distin-
guish which message the challenge ciphertext corresponds to
based on the information obtained from queries. The game is
defined as follows:

« Initialization: A sends an access tree t* to C to be
challenge.

o Setup: C executes the Setup algorithm to generate the
system parameter (pp, sp) and returns the public param-
eter pp to A.

o Phase 1: A can adaptively make secret key queries for
any attribute set with the restriction that the attribute
sets of queries do not satisfy the access tree 7*. The
challenger C executes the KeyGen algorithm to generate
the decryption keys and sends them to A.

o Challenge: A sends two equal length challenge mes-
sages Mo, M to C. After receiving them, C flips a ran-
dom coin b € {0, 1} and returns a challenge ciphertext
CT.+ generated by encrypting the message M.

o Phase 2: A can continue to submit the decryption
queries like Phase 1.

o Guess: Finally, A outputs a guess b’ of b.

A will win the above game if (s)he guesses the correct

result (b’ = b). Thus, the advantage of A winning the above
game is defined as:

1

Adv A(\) = Pr[b' =b] — 3

where Pr[b’ = b] is the probability of o’ = b.
Definition 1: Our proposed CP-ABE scheme is semantic
security under chosen-plaintext attack if no polynomial-time
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adversary can win the above game with a non-negligible
advantage.

V. CONSTRUCTION
We construct a basic pairing-free CP-ABE scheme and an
enhanced scheme with attribute revocation.

A. BASIC SCHEME
Setup(A): The algorithm is used to initialize the whole
system. Given a security parameter X, the system manager

performs the following steps:
1 generates the elliptic curve parameters (g, a, b, G, P) by

running the generator BG(1.).
2 chooses a secure hash function H : G — {0, 1}*.
3 chooses three random numbers (¢, 8, y) € Z; as master

secret key MS = {a, B, vy}, and then computes the
master public key MP = {P; = oP,P, = PP,
P3; = yP}.

4 for each attribute art; € U, chooses a number aqy, €
ZZ and computes Ay, = da, P, where U denotes the

attribute space in our scheme.

5 publishes the public parameters pp = {q, a, b, G, P, Py,
Py, P3, Aany s - - - Aary, } and secretly keeps the privacy
parameter sp = {a, B, ¥, daity» - - - aa"\u\}'

KeyGen(pp, sp, UA;): The algorithm is used to generate

the legal decryption keys for authenticated users. Given an
attribute set UA; = {atf,, ..., attl,} C U of the registered
user Uj, where m denotes the number of attributes of user Uj,

the system manager performs th following steps:
1 chooses a random number u; € Z* and computes sk1

o — u;
- .
2 for each attribute att’ € UAj, chooses two random

RN B 2
numbers raz’ aﬁ/ such thata i +uj = yrlm{ + ’Bran{’
wherei=1,...,m.

3 sends the user decryption keys skj = {skjl, kz} to user
J via a secure channel, where sk? = {(r1 r2 i =
J att) un‘]

1,...,m}.

Encryptimi(pp, M, t): The algorithm is used to encrypt
the message under an access control structure, which is exe-
cuted by the data owner. Given the public parameter pp,
a message M and an access tree t, the data owner performs
the following steps:

1 computes C; = rP, where r € ZZ.

2 computes C; = H(rP1) ®M = H(raP) ® M.

3 in a top-down manner, for each node x € t, chooses a

polynomial f, of degree k, — 1 with the following way:

3.1 for the root node root, set a'®” = r. Then,

it chooses a}’”, .. a,’f‘”f 1 randomly to define

Jroot(X) = Zk”’”’_l a®”' X" completely.
3.2 for other node x, sets a’é = fparent(x)(index(x))
and randomly chooses al, e, aﬁ_l to completely

define f;(X) = Y, d X
4 for every leaf node y € Y, computes Cy1 =
S0Pz, C2 = f,(0)P3, C = f,(0)Aau(y), Where Y C U

denotes the leaf node set in tree t..
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FIGURE 3. An example of assigning secret shares to the access tree.

5 outputs the ciphertext CT;
C}.CLC)).
FIGURE 3 is a simple example of constructing the access
tree T, which represents an access policy: (A A B) Vv (at least
two attributes among C, D, E). The access tree consists of
eight nodes with indexes of (0, 1, ...,7) and the threshold
values forallnodesare kg = 1, k1 =2, ko =2,k34567 =1,
respectively. Starting with the root node 0, the data owner
constructs polynomials for each node. In this process, a%, a%
are chosen randomly from the finite field ZZ.
Decryption(pp, CT¢, sk;): The data user runs the algo-
rithm to obtain the shared message. Given the public parame-
ter pp, a ciphertext CT; = (z, C1, C2, {C}, C}, G} |Vy € Y})

)7 b
and a secret key sk; = {skl, ska} associated w1th the attribute
set UAj = {att’,...,

attl,,}, the user U; performs as follows:
1 if UA; does not satisfy 7, return L.

2 otherwise, we use a recursive algorithm Decrypt_Node
(CTy, skj, T,), which takes as input a ciphertext CTx,
a secret key ski = {skjl, ska} corresponding with the
attribute set UA; and an access tree 7, with root node x.
The recursive algorithm is defined as follow:

2.1 for each leaf node y, if att(y) = att{ € UA;j, then:

= (1,C,C, ¥y € Y :

Decrypt Node(CTT, skj, Ty)
B 2 Clt _c3

Tt Cad T e Cand ™ Card

rh HOYP+ 12 OBP ~ 2,
= (v + 72 BHOP = C

= (a, " + u))fy(0)P _fy(o)aatt{ P

= wfy(0)P

If att{ ¢ UA;, Decrypt_Node(CTx, skj, Ty) = L
2.2 for each non-leaf node x, the recursive algorithm
Decrypt_Node(CT, skj, T,) proceeds as follows:
each child node z € children(x) of x recursively
calls the algorithm Decrypt_Node(CT:, sk;, t;)
and obtains an output as F,. Then, we assume
that Ly € children(x) denotes a child note
index set of node x of size k, such that
F, # L. If there is no such set, and then
the algorithm Decrypt_Node(CTy, skj, T,) = L.
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Otherwise, computes the value F, as follow:

Fy, = Z Aindex(z),Lx Fz
zely

= Z Aindex(z),Ly u}fz(o)P

z€Ly

uj Z Aindex(z),Ly f(0)P

z€Ly

uj Z Aindex(z), Ly fparent(z)(index(z))P

z€Ly

WY Dindexo). L, fe(index(2))P

z€Ly

= uf(0)P

, — 1. . —index (i)
where Amdex(z),Lx— HlELxJ #z index(z)—index(i)

3 if the attribute set UA; of user U; satisfies the access
tree 7, the algorithm Decrypt_Node(CT-, sk;, T) takes as
input the ciphertext CT;, a secret key sk; and an access
tree 7, and outputs Decrypt_Node(CTx, skj, T) = u;rP.
Then, computes R and M, respectively:

R = skjl C1 + Decrypt_Node(CT, skj, T)
= (o« — uj)rP + u;rP
= raP
=rP
M=CeHR)
= HOP) @M & HOrP)

B. ENHANCE SCHEME

In reality, the attributes of data users may change over time
since the change in location, work environment, and thus the
property of the users and attributes revocation should be pro-
vided to facilitate the wide application of the ABE scheme.
To achieve this goal, we propose an enhanced scheme based
on the above basic construction.

The enhanced scheme achieves the users and attributes
revocation by leveraging timed rekeying mechanism. The
detailed description is as follows:

o Setup: The system manager generates the parameters
(pp, sp) as in the basic scheme, and then chooses an
element 7, € ZZ for each time period 7; in the system
lifetime. Finally, it publishes the public parameter pp’ =
pp U{T, = ,Plv = 1, ...} and secretly keeps the secret
parameter sp’ = sp U {t,|v=1,...}.

o KeyGen: The system manager generates the decryp-
tion keys for user j with the attribute set UA; =
{att, ..

., attfn} at the initial time period 77. It first com-

put;:s sl’cjlyt1 = a — u; — 11, and then for each attribute
atri’ in UA;, computes a pair (r;t t{’tl , rjzr{,rl) such that
aa”l[ +u+1n = yr;tt{’tl + ﬁrjn{-ytl. Finally, it sends
the secret keys skj,, = {skjl’tl, skj%tl} to user j, where
skﬁt1 = {(rinff,tl’ rjtr{,tl)|i =1,...,m}
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+ Key Updating: When the time period evolves from T,
to Ty+1, the system manager computes the update keys
{(©',02)0! = t, + ty41,0% = {A, A2}}, where
{A1, Ay} satisfy t,41 — t, = y A1 + BA;. Once receiv-
ing the update keys (@', ©®?), the user U; computes
Sk, = skjp, + o', Skj%tv = {(r;trf,tv + AL rjﬁi,-, v +
Ar)lv =1, ..., m} as the decryption key at time period
Tyt1.

« Encryption/Decryption: The encryption/decryption
algorithms are the same as the basic scheme.

Correctness: If we set u; in the basic scheme is equal

to the value u; + ¢, in the enhanced scheme, and then the
enhanced scheme is consistent with the basic scheme. In the
time period T, the process of computing R is as follow:

R = skj1 C1 + Decrypt_Node(CT, skj, T)
= (o« — uj — t,)rP + (u; + t,)rP
= roP
= rP;

V1. SECURITY PROOF

We prove that our basic CP-ABE scheme is semantic security
under chosen-plaintext attack by leveraging the method of
reduction. Since the security of our scheme relies on the DDH
problem, that is, if a probabilistic-polynomial time (PPT)
adversary A can break the basic scheme with a non-negligible
advantage, then the adversary’s ability can be used to solve
the DDH problem.

Theorem 1: Suppose the DDH problem is hard, then no
PPT adversary can break the basic scheme associated with a
challenge access tree T*.

Proof: Suppose the adversary A can win the game of
section III with a non-negligible advantage ¢, and then a
simulator S can be build to solve the DDH problem with
advantage 5. The procedure for constructing S is described
as follows:

Before the game starts, the challenger C first selects a group
G with generator P. Then, C flips a random coin p € {0, 1}
and randomly chooses two numbers a, b € Z;. Finally, C sets
Z, = abP € G if p = 0 and randomly chooses an element
from the group G as Z,, otherwise. The challenger C sends the
DDH problem instance (P, aP, bP, Z,) to S. The simulator S
will act as the challenger of A in the game of section III as
follow:

Initialization: A sends a challenge access tree t* to the
simulator S. Suppose the attributes of the access tree is U+
and the leaf node set of the access tree is Y.

Setup: S chooses at random 8,y € Z; and sets P =
aP,P, = BP,P3; = yP, which implicitly sets « = a.
For every attribute att; € U, S randomly chooses a number
ta; € Z; and sets Ay, = tau, P if att; € Uy or sets Agy, =
tan,P-aP = 4, P — Py if att; ¢ Uy~ thus, implicitly it sets
Qat; = tagt; OF Agyr; = ta;—a. The simulator S sends the public
parameters to A. Since #,, is chosen at random, the public
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parameters generated by S are identically distributed in the
same as those output by the Setup algorithm.

Phase 1: A adaptively makes decryption key queries for
any attribute set UA; = {att{ |i = 1, ..., m} with the restric-
tion that the set does not satisfy the challenge access tree 7%,
that is, 7*(UA;) # 1. To response each query, the simulator S
processes as follows:

1 chooses a random number /; € Z; and sets skj] = hj,
which implicitly set u; = a — h; since
1 _ .
skj =k
=a—(a—hy)
= o — Uj

2 for each attribute attl{ € UAj, the simulator S must
construct decryption key components sl’c2 form as

(r! T r? )thatsatlsflesa /+”J = yr +,8r Since
S 1mphcftly sets uj = a—hjand a ] = za,, —a for each

attl( ¢ Uy, the valid decryption key component can be

computed:
1 2 _ ) .
yratt{ T ’Bran‘{ - a“”z{ T
=l —ata—h
=t ~ N

where y, 8, t, t{ h; are known.

3 The simulator S sends to A: sk; =

(skjl, ska), where
2 1 2 N )
skj = {(rmtl], ran{)|l =1,...,|UAj|}.

According to the above analysis, the decryption keys are valid
in the view of A.

Challenge: A sends two equal length challenge messages
My, M to S. S flips a random coin b € {0, 1} and returns the
challenge ciphertext CT;« of M. S computes the ciphertext
CT.+ as follows:

1 sets C; = bP and computes C; = H(Z,) ® M, =

H(abP) ® My, = H(bPy) ® M.
2 to correctly generate the ciphertexts {(C, C)%, Cy3 Ny €
Y}, the simulator performs the following:

2.1 sets frp0:(0) = a(’)"’” = b, and select at random
root root

{a??, ..., a” € Z*} The polynomial of the
root node is fypor(X) = Zk’”‘l”_l a”’'x ! + b. Note

that although the simulatoé cannot know the value
of b, it does not affect the following process.

2.2 for each non-leaf node x, selects at random
{a)l‘, R (} and constructs the polynomial
fiX) = Zf‘*]l @ X' + frarent(v)(index(x)), where
fpa,e,,,(x)(index(x)) forms as W, + b and W, can be
computed efficiently.

2.3 for each non-leaf node y, the polynomial f,(X) =
Jparent(x)(index(y)) = Wy, + b, W, can be computed
efficiently.

2.4 for each non-leaf node y, computes C; =

KOP2,CE = [OP3,C = [O0Au.
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Although b is unknown, C} = f,(0)Py = (W, +
b)BP = WyBP + BbP. Thus, {C}, C},C;|y € Y}
can be effectively carried out based on bP.

3 sends the ciphertexts CT;+ = (t, Cy, Ca, {(C}, Cyz, C;)

ly € Y}) to A.

Phase 2. The phase is the same as the Phase 1, that is,
A can continue to issue the decryption key requests with the
same restriction.

Guess. A sends a guess b’ to simulator S.

If ¥ = b, S outputs u = 0 to show that Z, = abP.
If ' # b, S outputs u = 1 to show that Z,, is a random
element from group G.

According to the above game, if u = 1, Z, is a random
element and the ciphertext C is indistinguishable with a
random element in the view of adversary 4. Thus, we have

1
Prib =blu=11=Pr[b #blu=1]= 3

If w = 0, S outputs a valid ciphertext, and thus A can
output b’ = b with the probability % + €. Therefore, we have:

Pribt =blu=0]=1/2+¢

Finally, the advantage of S is Pr[b’ = b] — 5, where

1
Pr[b =b] = EPr[b/ =blu=0]+ EPr[b’ =blu=1]

“lapro-1l
T2 22
€

2

Therefore, it turns out that if A can break our basic scheme
with a non-negligible advantage €, and there exists is a
simulator S can solve the DDH problem with advantage 5
However, it is a conflict with the fact of DDH problem.

Vii. COMPARISONS AND EVALUATION

We present the results of theoretical analysis and evaluate
the performance in the real experimental environment. The
results demonstrate that the practicability of our proposed
CP-ABE schemes.

A. THEORETICAL ANALYSIS

To show the features of our proposed schemes, we compare
them with three existing ABE schemes ( [7]-[9]) in theoret-
ical aspects. The reasons for choosing these schemes are as
follows: 1) all schemes are suitable for resource-constrained
users; 2) these schemes have high efficiency in terms of
encryption or decryption. The detailed results are summa-
rized in Table 2, where *E , P, SM represent an exponentia-
tion operation (E : G,? — G), a bilinear pairing oper-
ation (P G x G — Gy) and a scalar multiplication
operation (SM : Zy; x G — Gy), respectively. Note we
ignore some less time-consuming operations such as general
hash operation, arithmetic operations in ZZ, etc. Let k be
the number of attributes of the access control structure. Let
|G| and |G| represent the size of an element in G and G,
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TABLE 2. Comparisons of the features of ABE.

Computation Cost Communication Cost
Scheme Access Structure | Revocation Pairing-Free Type Security
Encryption Decryption PK
[7] (k+1)SM 2kSM (24 21)|G| (2 4+ 2k)|G| Tree X va KP-ABE CPA
(8] (4k +1)SM 2kSM 14+ 1)|G| (14 2k)|G| LSSS v v CP-ABE CPA*
(3kP + 2kE +
[9] 3E+ (k+2)SM (6+2D)|G| | (34 3K)|G| + |Gy LSSS x x KP-ABE | CCA2
3kSM)
Basic (3k +2)SM 8k +1)SM 4+ 1)|G| (2 + 3k)|G| Tree X VA CP-ABE CPA
Enhance | (3k +2)SM (Bk+1)SM 5+ 1)|G| (2 + 3K)|G| Tree v Vv CP-ABE CPA

(a bilinear pairing group). Let CPA represent that the scheme
is semantic security under the chosen-plaintext attack and
CCA 2 represents that the scheme is semantic security under
adaptive chosen-ciphertext attack. The symbol x means that
the schemes fail to support the corresponding property and /
means the opposite of x.

In Table 2, each scheme is compared in terms of the com-
putation cost, the communication cost, the access structure,
the revocation property, the pairing-free property, the scheme
type, and the security. Compared with the scheme [9] based
on the bilinear pairing, the pairing-free schemes ([7], [8],
basic scheme, enhanced scheme) have lower computational
cost by replacing complicated pairing with simple scalar
multiplication. Although [9] costs the lesser in encryption
by constructing an intermediate ciphertext pool, the trade-off
is that it has to publish more public parameters and costs
the most communication overhead. We note that both [7]
and [8] are more efficient than our proposed schemes in
terms of the computation cost and the communication cost.
However, [7] is not a perfect scheme for the cloud-assisted
smart grid since it is a KP-ABE scheme in which the
policy is bounded in the private keys and users have to
stores a large number of keys for different access policies.
Besides, [8] is an efficient CP-ABE scheme, however, it has
to face the problem of illegal key sharing among users,
that is, an unauthorized user can obtain valid decryption
keys only by simple transforming any legal decryption keys.
To sum up, our proposed schemes are more efficient with
most pairing-based ABE schemes and more secure than the
known pairing-free CP-ABE scheme [8].

B. EXPERIMENTAL EVALUATION

To precisely evaluate the performance, we first test the time
costs to execute different operations under different experi-
mental environments, and then implement our proposed basic
scheme.

1) OPERATIONAL TEST

We implement different cryptographic operations using
a standard open-source C/C+4++ Cryptographic Library
(Miracl, version 7.0.0),! and leverage a resource-limited

1 https://github.com/miracl/MIRACL
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TABLE 3. Experimental environment.

Sensors RASPBERRY PI 3 MODEL B

oS Linux 5.3.0-1042-raspi2 (8G RAM)

Compiler gec9.2.1

Cryptographic Library Miracl 7.0.0

Elliptic Curver y? =22 — 3z

Group Order 2159 4 917 1 1(2255 4 241 4 1)

TABLE 4. Time costs of three cryptographic operations under different
security levels.

Security Level Exponentiation (E) Pairing (P) Scalar Multiplication (S M)
AES-80 (ms) 245 216.8 92.68
AES-128 (s) 0.30 3.567 1.12

Raspberry to simulate the system entities (e.g., data owner
and data user). The detailed information is shown in Table 3,
where 215% 4+ 217 4 1 and 225 + 2*' 4+ 1 correspond to
security levels of AES-80 and AES-128, respectively. Table 4
shows the various cryptographic operations under the security
levels, and the results are the average values for 1000 rounds.
We find that the bilinear operation takes an average time
of 216.8ms, 3.567s while the scalar multiplication operation
only needs 92.68ms, 1.12s, that is, the bilinear operation takes
nearly three times as long as scalar multiplication. Therefore,
reducing the number of computation-intensive bilinear opera-
tion is one of the most effective ways to ensure the practicality
of schemes.

Public parameters size and ciphertexts size are important
indicators to evaluate the communication performance of an
ABE scheme. In reality, we have |ZZ| = 160 bits, |G| =
|G:| = 1024 bits (AES-80) and |Zy| = 255 bits,|G| =
|G;|] = 3072 bits (AES-128), respectively. As shown
in Table 2, the communication cost from the data owner to the
date user is (2+3k)| G| in our proposed schemes, while that of
schemes [7], [8] are (2 + 2k)|G| and (1 + 2k)|G|. Obvi-
ously, the communication costs of our proposed schemes are
slightly higher than that of other schemes, however, we con-
sider that it is a trade-off method to ensure the security of our
schemes since the security is the most important thing.
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Setup Phase
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FIGURE 4. Time costs of setup phase under different elliptic curves.

2) SCHEME IMPLEMENT

To evaluate the performance, we implement the prototype
of our basic scheme based on the different popular elliptic
curves that do not support the bilinear pairing operation. The
curves chosen are Secpl60kl and Secp256kl1,” the corre-
sponding security levels of that are AES-80 and AES-128,
respectively. Meanwhile, we also test the time costs of the
scalar multiplication. In Secp160k1, the time cost of scalar
multiplication is 14.03 ms, while its time cost s 41.23 ms in
Secp256k1.

Encryption Phase
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FIGURE 5. Time costs of encryption phase under different elliptic curves.

Decryption Phase
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FIGURE 6. Time costs of decryption phase under different elliptic curves.

We vary different numbers of attributes from 10 to 50 to
measure the computation costs of different phases. The exper-
imental results are shown in FIGURE 4,5 and 6. We observe
that the time cost of every phase (Setup, Encryption and

2https://www.secg.org/ SEC2-Ver-1.0.pdf
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Decryption) is linearly related with the number of attributes.
Besides, the encryption and decryption phases have similar
time costs in the worst case (all attributes of the access tree
are used in the decryption process). Our experimental basic
library is open.’

VIil. CONCLUSION

Assured that schemes achieve flexible access control effi-
ciently is an important but challenging issue in resource-
limited users for the cloud-assisted smart grid. In this paper,
we propose two secure and effective pairing-free ciphertext-
policy attribute-based encryption schemes, in which the
computation-intensive bilinear pairing operation is replaced
by the scalar multiplication on elliptic curves. The security
proof shows that the concrete constructions are semantic
security under the chosen-plaintext attack. Also, the com-
parison and experimental evaluation show that the proposed
ABE schemes are efficient and suitable for deployment in the
cloud-assisted smart grid.

An interesting future work would be to study how to
efficiently privacy protection. Although our schemes ensure
efficient data sharing among resource-limited users, there
exists an obvious drawback, namely publicly shared access
policies, which will possible users’ privacy.
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