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ABSTRACT The emergence of multi-server authentication key protocol schemes provides a viable envi-
ronment for users to easily access the services of multiple legitimate servers through a single registration.
Biometric identification technology has the characteristics of forgery difficulty, duplication difficulty and
guess difficulty, etc. Therefore, it is an indispensable authentication technology in smart card-based user
authentication protocol. There are many shortcomings in the existing schemes based on biometrics, including
leakages of biometrics information, smart card theft attack, lack of user anonymity, user impersonation
attack, server impersonation, and so on. To overcome these shortcomings, we propose a new user authen-
tication and key agreement scheme in the multi-server environment. To some extent, we not only are able
to guarantee the communication security between the user and the servers, but also ensure the physical
security of the smart card and biometrics information. In this respect, we use lightweight cryptographic
primitives, such as Physically Unclonable Functions (PUFs), Fuzzy extractor and One-way hash functions,
and so on. The proposed scheme can effectively protect user’s anonymity without the use of password and
provide mutual authentication and key agreement in the multi-server environment. Subsequently, we used
informal analysis, Burrows-Abadi-Needham Logic (BAN-Logic) proof, and a widely accepted Real-Or-
Random model to prove the security and robustness of proposed scheme. Finally, our authentication protocol
can protect the security of communication.

INDEX TERMS Multi-server authentication, mutual authentication, physical unclonable function, biometric

security and privacy, fuzzy extractor.

I. INTRODUCTION

With the continuous development of Internet and communi-
cation technologies and the growing demand for shared data
resources, people need to access several different servers any-
time, anywhere to meet their needs. In lots of areas, such as e-
commerce, telemedicine information systems, and distributed
cloud storage systems, secure and efficient communication
between participants are becoming increasingly important.
Clearly, privacy protection has become an important issue for
secure and trusted communications. In this context, remote
authentication is required to establish secure communication
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between the user (client) and the remote server. For example,
only authorized private users can access resources stored
in the cloud server [1], [2], [5], [6]. In order to deal
with security, confidentiality and access rights, many doc-
uments have user authentication schemes for single-server
environments [3], [4], [6].

In recent years, distributed environments have emerged
and are rapidly evolving. In this environment, various servers
cooperate to provide services and resources for user services.
In this case, single-server authentication scheme is more diffi-
cult, above all, for these users who need to register with each
server separately. Besides, in order to overcome the multi-
registration problem of numerous different servers, a multi-
server user authentication scheme [1], [2], [5] is proposed.
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In a single registration mode, the multi-server authentication
scheme allows users to access services from multiple servers
over the Internet. Typically, a multi-server authentication
scheme consists of a user, a group of servers, and a trusted
registration center (RC), which is responsible for registering
users and servers. The registration center RC maybe par-
ticipate in the user’s login and authentication stage. Once
the j-1 user U; is registered in the RC, U; can access any
server that has registered in the RC. Actually, in reality, multi-
server environment often occurs in various situations. For
example, in a hospital, every doctor almost needs to access
different servers to complete job. There exist dozens of differ-
ent general-purpose servers, such as accounting server, drug
server, patient data server, and Web services server. There-
fore, in recent two decades, the multi-server authenti-
cation scheme has been increasing becoming a research
hotspot [1], [2], [S]-[7].

A. RELATED WORK

In 1981, Lamport [8] first proposed an insecure password-
based authentication scheme. In the Lamport’s scenario,
the server needs to maintain a password table; therefore,
an important piece of information can be cracked by a hacker.
Later, many researchers published many improved password-
based authentication schemes based on this problem [9]-[13].
Nonetheless, one obvious insufficient of these single-server
authentication schemes is the registration issue. If a new
user wants to use a large number of network services, they
must register on those servers. It is very cumbersome for
a user to register with the server, which not only wastes
user time but also wastes server resources. Many researchers
have proposed various multi-server authentication schemes
based on the shortcomings of the single-server authentication
scheme [1], [2], [5]-[7].

In 2001, Li et al. [14] first proposed a multi-server authen-
tication scheme based on neural network. In Li’s scenario,
the server does not need to store any authentication tables,
and any legitimate remote user can get services from multiple
servers without having to register with each server separately.
However, there is a deficiency in the scheme of Li, because
it takes a long time to train the neural network based on the
neural network, then it will require extremely high communi-
cation and computational costs. In 2003, Lin et al. [15] pro-
posed an improved scheme based on the discrete logarithm
problem. In 2006, Cao et al. [16] pointed out that Lin et al.’s
program could not resist counterfeiting attacks.

In 2008, Tsai et al. [17] considered that the registration
center and all servers are trusted. Tsai et al. proposed
a smart card-based multi-server identity authentication
scheme. In Tsai’s scenario, the authentication scheme is
based on a one-way hash function and does not require
any validation tables to be stored in the registry and
server. In 2012, Tsaur et al. [18] found that most of these pre-
viously proposed schemes used timestamps to defend against
replay attacks, while replay attacks required the cost of clock
synchronization. To overcome this problem, they proposed a
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self-validating timestamp method to avoid the difficulty of
clock synchronization in a multi-server environment.

In 2013, Yoon et al. [19] proposed the first biometric-
based multi-server environment authentication scheme. Their
scheme uses elliptic curve cryptography (ECC) to ensure
security. However, He et al. [20] pointed out that Yoon’s
scheme is weaker against impersonation attacks and priv-
ileged internal attacks, because once an adversary gets a
password and a smart card, it can easily impersonate a valid
user. He et al. designed a new robust solution to this weak-
ness, a three-factor authentication solution in a multi-server
environment. However, user anonymity in the He program
is relatively weak and cannot withstand instant messaging
attacks. In 2014, Chuang et al. [21] proposed a biometric-
based authentication scheme based on smart cards and bio-
metrics to provide user anonymity.

In 2016, Chatterjee et al. [22] used Chebyshev chaotic
map to design a new biometric-based authentication proto-
col. Comparing Chatterjee’s solution with the existing one,
Chatterjee’s solution has the advantages of small key, fast
calculation and high efficiency. In addition, Barman et al. [23]
proposed a multi-server environment authentication scheme
based on biometrics. Their approach uses fuzzy extraction
methods to provide an appropriate match of biometric pat-
terns.

Password-based multi-server authentication schemes use
passwords and cryptographic keys in remote user authenti-
cation. However, there are some problems with password-
based methods, such as long, random passwords that cannot
be used in this scenario because it is difficult for users to
remember such long, random passwords; otherwise, pass-
words need to be stored somewhere. In addition, passwords
may be forgotten, lost, or shared with others, and it is not
possible to identify who the actual user is. In conclusion,
a multi-server authentication scheme without passwords has
been put forward by us.

Today, most existing biometric-based authentication
schemes perform mutual authentication, whereas session key
protocols do not consider the security of diverse biolog-
ical templates in a multi-server environment. In addition,
the above existing work does not consider the physical
security of the smart card, which is very important for the
protection of the smart card. Some existing literatures have
discussed that physical unclonable functions (PUF functions)
have been successful in some other areas [24], [25], such as
some basic settings for safety meters, street lamps, medical
systems, and so on. In 2012, Esbach et al. [26] proposed to
install the PUF function security architecture on the smart
card, which proved the feasibility of the smart card in our
scheme.

In this paper, our goal is to design a new multi-server
authentication protocol, using fuzzy commitment methods
for biometric verification, and using PUF functions to ensure
the uniqueness of smart cards. In proposed scheme, once the
user U; is registered in the RC, U; can access any server
that has registered with the RC, and the RC doesn’t have to
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FIGURE 1. System model.

participate in the user’s login and authentication phase. The
Figure 1 shows the proposed system model in multi-server
environment.

B. OUR CONTRIBUTIONS

A new biometrics and PUFs-based is designed for remote
user authentication and session key protocol in multi-server
environment. We summarize the main contributions of our
scheme as follows:

o The biometrics and PUFs are used to ensure the unique-
ness of the user and smart card respectively, which can
ensure the physical security of proposed scheme.

o The biometrics key and auxiliary data are generated
from user’s biometrics template by using Fuzzy Extrac-
tor and stored in smart-card. Biometrics information are
not stored in anywhere in the system, and avoid the risk
of biometrics information loss. Discarded traditional
password, in this case, it provides convenience for the
user to use.

o Each server §; and user U; need to register with the
trusted registration center RC. Users only need to regis-
ter once in the RC to access all the servers registered in
the RC. The RC doesn’t have to participate in the user’s
login and authentication phase.

The remainder of this paper is organized as follows.
Section II we first provide a brief introduction to one-
way hash function, PUF and fuzzy extractor. In Section III,
we present our scheme for multi-server authentication. Secu-
rity of the proposed scheme is analyzed in Section I'V. Finally,
conclude our article with concluding remarks in Section V.

Il. PRELIMINARIES

A. FUZZY EXTRACTOR

A hash function 7 : A — B is a deterministic mapping from
a variable-length set A ={0, 1}* of documents (strings) to
another set of fixed-length strings B = {0, 1}!, called I-bits
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(called hash outputs or message digests). A one-way cryp-
tographic hash function is a special hash function with the
following properties:

1) For any input x € A, it can be calculated in polynomial
time or less time complexity and the output length is
fixed. Furthermore, the hash function A(.) is determin-
istic in nature, and the same input message outputs the
same hash value under the action of the hash function.

2) Any change to the input x € A will cause the hash to be
completely uncorrelated with i(x), which seems to be
random.

3) Preimage resistance: It is computationally difficult to
implement information x from a hash value A(x).

4) Weakly collision resistance: For any input x € A, it is
difficult to find an x’ such that & (x) = h (x').

5) Strong collision resistance: In a one-way hash function,
collisions are defined ash (x) = h (x/ ) foranyx,x’ € A
and x # x'. Strong collision resistance is difficult to find
two x, X € A such that x ;éx, withh (x) =h (x/).

Definition: if AdVEASH(t) denotes the advantage of an
adversary A in finding a hash collision in polynomial time
t, then

AdVASH (1) = Prins, insy €g A : ins| # insy,
h(ins1) = h(ins)] (1)

where, Pr[X] denotes the probability of a random event X,
and (insy, insy) €Rr. A indicates that the input strings ins; and
insy and ins;. An (¢, t)-anversary A attacking the collision
resistance of /(.) means that the runtime of A is at most 7,
while it is like to satisfy the formula (2).

Adv;‘AS“ (1) < . (2)

B. PHYSICAL UNCLONABLE FUNCTION (PUF)
The PUF is characterized by a challenge-response pair (CRP).
It is an integrated circuit (IC) that takes a string of bits as
an input challenge and generates a series of bits called a
response. The response R of the PUF to the challenge C can
be expressed as: R = PUF(C). PUF utilizes the uniqueness
of the physical physics of the IC created during the manu-
facturing process to ensure that no two PUFs are identical.
Since the PUF output depends on the physical characteristics
of the IC, any attempt to tamper with the PUF will change its
behavior and invalidate the PUF. Due to this unique feature,
PUF has gained popularity as an important example of the
physical security of resource-constrained devices. However,
noise in the PUF output due to environmental conditions
(eg., temperature) is still a limiting factor in PUF design and
probably result in one or more output bits of the PUF being
incorrect for approximate any input challenge. To solve this
problem, the concept of a fuzzy extractor was introduced.
A (d, n, l, e,)-PUF needs to meet the following requirements
to be called security:
1) For any two physical unclonable function PUF{(-) and
PUF;(-), and C; € {0, l}K should satisfy the following
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formula:
Pr[HD(PUF(Cy), PUF>(C)) >d]>1—¢. (3

Here, the term HD represents the Hamming distance.
2) For any physical unclonable function and any input
PUF;(-) and for any input Cq, ..., C, € {0, I}K,

Pr[HD(PUF;(C1), PUF{(C)) > d] > 1 —¢. “)

3) For any two physical unclonable functions PUF; (.) and
PUF(.), and for any input Cy, ..., C, € {0, l}K, then

Pr[Hoo(PUF;(Ck), PUF{(C))) 1<) k<n,ijk#l
SAl>1—A (5

This condition indicates that different PUF's are evaluated
using multiple inputs. While the internal distance i.e., the
distance between two PUF responses from the same PUF
instance and using the same challenge is smaller than d,
the minimum entropy of the PUF is likely to be greater than A
[27]. The mutual distance i.e., the distance between two PUF
responses with different PUF instances based on the same
input challenge, is greater than d.

C. ENCRYPTED ONE-WAY HASH FUNCTION

As known to all, fuzzy extractor A (d, X, €) is consisted of
two parts, one is FE,Gen [28], [24], it is a probabilistic key
generation approach. Specially, a bit character R as an input,
a key K and auxiliary data hd as two outputs, i.e., (K, hd) =
Fe.Gen(R. Furthermore, the other is FE.Rec method, in fact,
it is a deterministic reconstruction strategy, the key K from
the noisy input variable R’ and the auxiliary data hd, are
effectively recovered, K = FE.Rec(R', hd).What is more,
sometimes, while the Hamming distance between R’ and R
is at most d. A fuzzy extractor (FE) ensures security in the
extraction of a strong cryptographic key if the min-entropy
of input R is at least, A and K is statistically e-close to an
uniformly distributed random variable in {0, l}K . In practice,
fuzzy extractor A(d, X, €) is said to be secure if the following
condition holds:

1) Pr[K = FE.Rec(R', hd) < FE.Gen(R),
HDRR,R)<d]l=1 (6)

where, the term HD is the Hamming distance.
2) If the min-entropy Hx(R) > A, then (K,hd) <«
FE .Gen(R) is statistically e-close to (K !, hd).
Where, K’ < {0, 1}/X1.

IIl. PROPOSED SCHEME
In this section, we will present our proposed remote multi-
server authentication and key agreement scheme using bio-
metrics and PUFs. In particular, the scheme mainly includes:
server registration, user registration, login, mutual authenti-
cation and key agreement.

« In the registration phase, VS; needs to be registered in

RC; then, YU, registers in RC.
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TABLE 1. Notations used in this paper.

Symbol Description

S; J™server

U i user

ID, Identity of user U;

BIO, Biometric data of user U;

SID; Identity of server S;

RC Trusted registration center

Kb RC's master key, RC's random key

SKi; The common session key between user U;
and server S;

h() A one-way hash function

N Random nonce generated by U;

N> Random nonce generated by S;

(&) Bitwise exclusive-or (XOR) operator

I String concatenation operator

« During the login phase, any registered user « only needs
to enter the identity /D, and the biometric information
BIO,, so that the protocol is initiated to authenticate the
smart card SC;.

o In the authentication and key exchange phase, mutual
authentication is performed between the authorized reg-
istered user U; and the registration server §j, and a
session key SK;; is established between U; and ;.

Especially, the symbols used in the protocol are given
in Table 1.

A. SERVER REGISTRATION PHASE

In the proposed solution, ¥S;, 1 < j < m, (m is the total num-
ber of servers available in the original network), needs to be
registered in the trusted registry RC. Therefore, if S; is willing
to become an authorization server and provide services to
registered users, it generally sends a registration request,
including a unique identity SID;. The RC sends two secret
keys K; and K> to each §; via the Internet Key Exchange
Protocol (IKEv2) [23]. Note that K> is unique to each server
S; and itis used in the mutual authentication process of user U;
and server S;. In figure 2, the process of server registration is
concretely depicted. Additionally, the specific steps are listed
as follows:

1) During initialization process, a master secret key K,
arandom secret b are selected by RC.

2) §; submits its identity SID; towards RC.

3) The validity of SID; is checked. If invalid, the server
SID; returns existing information, and then submits a
new SID;. Subsequently, the two keys are RC computed
as K1 = h(K|| b) and K> = h(SIDj||h(b)). Moreover, both
keys (K; and K3) are sent to S; employing a confidential
channel. In this manner, S; is successfully registered
through RC.
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{ Smart card }
FIGURE 2. Server registration process. A
Compute:
UC=C, 8K,

B. USER REGISTRATION PHASE

At the beginning, YU; needs to register in the RC through a
secure channel. At this stage, U; needs to select a user identity
ID, and a random number C,. Besides, U; also provides
his/her biometric data to the biosensor, which captures the
biometric data BIO,. In fact, U; provides unique biological
keys by using fuzzy-extracted FE.Gen algorithm, at some
time, equally unique R, is gained by using physical non-
cloning function (PUF). After the RC accepted the user reg-
istration information, the private key of the RC will be stored
in the smart card in an encrypted manner, and then the smart
card is sent to the user. More specially, figure 3 summarizes
the user registration process, the specific steps are shown as
follows:

1) U; gives biometric key K, and auxiliary information hd
using FE.Gen algorithm according to its biometric data
BIO,, that is, (K,,hd) = Fe.Gen(BIO,). Next, the U;
achieves R, under the action of PUF. Then U; sends the
registration information{/D,, <C,,R,>,K,} to the RC.

2) After receiving the registration information sent by the
i-th user Ui, the RC checks the validity of the user ID,,
if the u-™ user’s ID, is invalid, RC returns that the user
information ID,, has been registered and the new ID,, is
selected for registration. Subsequently, the below oper-
ations are conduced: V; = h(b)®h(ID,||K,||C.,), Z; =
Ky @®h(IDy||R,)®h(b)Dh(K]|b), Xi = h(IDy | |h(K]||D)||Kw),
Y, =  X; & h(Kullh(b)||R,). Clearly, the RC
stores{ID,, <C,,R,>} and a smart card SC;, i.e., the
information{V;,Z;,Y;} saved into the card. Finally, RC
sends SC; to user.

3) After receiving the information sent by the RC, U; com-
putes UC, = C, & K, and A, = h(ID,||R,||K,,). Finally,
U; put information {UC,, hd, A,} into the SC;, and
embed the integrated circuit of PUF into the SC;.

C. USER LOGIN PHASE
At this stage, the registered user U; inserts the smart card
SC; into the card reader of the specific terminal and provides
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A=h(ID, || R, || K.)
Smart Card:{UC, ,hd ,A,,V:,Z;,Y}}

< Secure Channel >

FIGURE 3. User registration process.

its identity /D,,. additionally, U; also scans the biometrics at
the biosensor for authentication. Specific steps are shown as
follows:

1) U; scans his/her biometrics, and extracts feature BIO,
from the captured fingerprint image.

2) U; inserts the smart card SC; into the carder reader and
enters the credential ID,,.

3) U, generates K|, as K|, = FE.Rec(BIO,,hd), and extracts
Cu/, R, according to the forms C,, = UC, @ K, and R),
= PUF(C,). Besides, SC; then compares the computed
h(IDy||R,,||K,) with the stored A,,. If they are not equal,
the session is terminated

4) After the completion of check the U;, U; obtain K, SI
according to the forms PK = V;®h(ID,||K|||C,) and
SI = W(SID;||PK). U; selects a random nonce Ni and
uses Ni to encrypt to get encrypted information A;; =
Z:® PK®h(SI||N,)®K(ID,||R,), M1 = SI®N,. Subse-
quently, U; encrypts messages SPK = PK®h(N||ID,),
SID, = ID, & h(N,), SC, = C,®h(ID,||PK), SR =
R, ®h(N1||K;), X/ = Y;®h(K,||PK||R,). Finally, U; gets
an authentication message A1 = h(Xl./|| ID,||K,||N11|SI)
and sends login message{M,, SID,, SC,, A, SPK, A1}
to server ;.

D. MUTUAL AUTHENTICATION PHASE

After the successful login of a registered user U;, the authen-
tication of a server S; is verified. After successful mutual
authentication, the session key is established between U; and
S;. The login and mutual authentication phases are briefly
described in figure 4. The detailed steps are given below.
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{ MIJS]DmSCu:SRmArj7Al7SPK}

Server (S;)

A, = h(ID, | R, K.))
Generate: N;, a random number

PK=V,&h(ID, || K, || C.)

SI=h(SID;|| PK)

A=Z® PK®h(SI | N;)®h(ID, || R,)

M=SI®N,

SPK=PK ® h(N,|| ID,)

SID,=ID, ® h(N))

SC=C, ®h(ID,|| PK)

SR=R, ®h(N)| K,)

Xi=Y,®h(K,| PK | R,)

A= h(X|| D, K, || Ny || S

Compute:

Read: (C,,R,), D,

Check:

hUD, || C, | R) =? h(ID, || C || Ry)
Compute:

X =h(ID, || K/|| K.,))
Check:

Generate: N, a random number
Compute:

N'=M; &K,

ID,'=SID, ®h(N,")
PK'=SPK®h(N,|| ID,")
C,'=SC,®h(ID,’||PK")
K,"=4,;® h(K,|N,") @K,
R,/=SR,®h(N,"|| K,

A=Y h(X/|| 1D, |K, 1N, || (SIDJ|PK ))

My=N,® h(SID; |PK'|| K,")
SKi=h(X; || SID;|K, [N || N> |[PK")
A=h(ID,, ||K, ||SK | N; |[N2)

\M;,45}

A

Compute:
Ny=M, ® h(SID; || PK]| K.,)
SKy=h(X;||SID; ||K., || Ni || N2l PK)
Check:

A=? h(ID, H Ku” SKij’ H NI” N2”)

Establishment of the session key SKj; >

FIGURE 4. Login and mutual authentication process.

S; receives the login message and decrypt messages
N{ = M1 ® K3, ID;; = SID®h(N}), PK* = SPK®h(N7||
ID}). C;f = SC.Oh(IDL||IPK*), K} = Ay @ h(K,|IN) &
Ki. §; reads the record{ID,, <C,R,>} from the
database and checks h(ID,||Cy||R,)= MW(ID}||C}||R}),
if they are not equal, the session is terminated.

In order to complete user verification, S; have to
obtain X as X* = h(IDj};||K||K}). Then S; computes
h(X||ID}||K; | INT [|A(SID;|| PK*)), and compares it with
the login message A;. If they are not equal, the session
is terminated.
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3)

4)

Then, §; generates a nonce N;. Next, §; achieve M, as
M, = N>®Ah(SID;||PK*||K}) and generates a session
key SK;; = h(X}|| SID;||K;|INT||N2||PK*). Finally, S;
generates an authentication message
Az = W(ID};||K;;||SK;;|INT|IN2) and sends authentication
request message {Mj,A>} to Uj.

The U; receives the authentication request message
{M>,A2} and computes N, = M>@h(SID;||PK ||K}),
SK;.j h(X]||SID;||K,|IN1||N,||PK). Following, SC;
compares the computed h(IDu||K;||SK§j||N1||N’2) with
the authe- entication message A. If they are not equal,
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the session is terminated. Otherwise, the session key
SK;; is established for secure message communication
between U; and §;.

IV. SECURITY ANALYSIS

A. FORMAL SECURITY USING THE ROR MODEL

We use the Real-Or-Random (ROR) model proposed by
Abdalla et al. [29] to demonstrate the safety of the proto-
col. In the case of passive/active attacks, the ROR model can
still provide session key SK security. Recently, formal secu-
rity analysis based on the ROR model has been popularized,
and the analysis method is applied to various authentication
key exchange protocols [22], [30], [31].

1) ROR MODEL
In our proposed solution, there are three participants, one user
Ui, one server S; and one registry RC.

Participants: ni‘]l_, néj and n,‘gc are denoted as the instance
u, t and v of U;, §; and RC, respectively.

Partnering: The instance JTZ of U; has instance 7r§ of
S; as its partner and conversely. 7TS is called the partner ID
pidy; of irf| Uy The partial transcript of the messages exchanged
between U; & §; is unique, and is known as session ID szd"[
for the ongoing session in which nU takes part.

Freshness: If the session key SK;; established between U;
and S; is not leaked via the reveal oracle Reveal defined below,
we call JTU or JTS fresh.

Adversary Under the ROR model, attacker A uses the
widely accepted Dolev-Yao (DY) threat model to intercept,
modify, delete, and even inject some or all of the exchange
information between U; and S;. Some operations of A are
given as follows:

o Execute(w’, 7%): This query is executed by A to obtain
exchanged message between U; and S;. This query
implement an active attack.

« Reveal(r!): Using this query, A can know the session
key SK;; which is generated by 7' and its partner in the
current session.

e Send(rr?, m): This query implements an active attack
wherein A can send a message m to a participate instance
w’, and in reply, it receives a response from 7’.

. CorruptSmartCard(nZ‘/i):This query is about SC; mod-
eling loss/stolen attack. A can extract all the sensitive
secret information stored in its memory via power anal-
ysis attack.

o Test(r"): Based on the indistinguishability of the model,
the semantic security model of SKj; is established
between U; and S;. In this query, an unbiased coin ¢
is flipped in the beginning of the game, and its output
is used as a decider. The outcome is kept secret to A
to check the output from the 7est query. Let A exe-
cute this query. If the session key SKj; shared between

U; and §; is fresh, ! returns SK;; when ¢ = lor
a random number when ¢ = 0. Otherwise, it returns
null.
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a: SEMANTIC SECURITY OF THE SESSION KEY

In the ROR model, attacker A was tested in the exper-
iment to distinguish between the real session key SKj;
and the instance’s random key. Therefore, A is allowed to
query a large number of 7est operations to the sensor node
instance or user instance. The output of the 7est operation
should match the random bit c. Ultimately, attacker A will
output a guess bit ¢, if ¢ = ¢/, then attacker A successfully
obtains the correct information in the experiment. Suppose
Succ indicates that A succeeded in the experiment. At a
polynomial time ¢, the advantage of attacker A is to break the
security of the proposed session key (SK), called P, defined
as Advﬁ(t): |2*PR[Succ]—1| = |2*Pr[c = ¢']—1|, where
Pr[X] represents the likelihood of event X.

b: RANDOM ORACLE

Both attacker A and each participant are provided with a one-
way hash function h(- ), which is modeled as a random oracle,
say Hash [31]. The Hash oracle is simulated by a two-tuple
(a, b) table of binary strings. In this case, if a hash query h(a)
is made, the Hash oracle returns b when a is present in the
table; otherwise, it returns a uniform random string b and the
pair (a, b) is kept safe in the corresponding table [32].

2) SECURITY PROOF
Under the ROR model, the formal proof of the session key
security of the system is as follows:

Theorem: Let Adv’v*(t) be polynomial-time ¢-adversary A’s
advantage function in breaking the SK security of the pro-
posed scheme P:

a as
Adv) (1) < |H h| METENT
where gj, g5, I, | Hash | and |D| are the he number of H
queries, the number of Send queries, the number of bits in
the biometric key, the range space of the hash function h(-)
and the size of a uniformly distributed random dictionary D,
respectively.
Proof: Proof of the formal security key is as follows, very
similar to what has appeared in the literature [33], [31].
We need the next four game stages Gm;(j = 1,2,3,4).
We use Succ’é‘;mj indication that the attacker can win Gm;.

)

o Game Gmy: In the initial game Gmy, the bit c is chosen
by a polynomial-time ¢ adversary A. Since the Gmy, and
the actual protocol in the ROR are basically identical,
it follows that

Advy (1) = |2 - Adv,,, — 1 ®)

o Game Gmy: A invokes the Execute query in the game
to implement the eavesdropping function. Then, A calls
the Test query after the game is completed. The output
of the Test operation is used as a deciding factor for dis-
tinguishing the actual session key SKj; between U; and
S; with the random number in the session. The session
key formation is as follows. S; computes the session key
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SKij = h(X[||SID;||K;||NT||N2||PK*) shared with U;,
and the same session key computed by U, is shared with
S; as SK;I. = W(X!||SID;||K,,||N1||N,||PK). Suppose A is
able to use some manipulation to get intercept message
Msgl = {M,, SID,,SCy, SRy, Ay, SPK, A1} and Msg2
= {M>, A>}. The session key computation by A needs
the long-term secrets ID,, RC’s master key K and b.
A also the short-term secrets N1 and N,. Without these
secret credentials, the chance of winning game Gm; by
intercepting messages Msgl and Msg2 is not increased.
Since both games Gmgy and Gm are essentially indistin-
guishable, we have the following:

Adv(y,, = Adv(,, ©)

o Game Gmj: Send operations and Hash queries are used
in this partial game. The simulation of this part of the
game is similar to the active attack, by intercepting Msg/
= {M1,SIDy, SCy, SR,,Ajj, SPK, A1} and Msg2 = {M>,
Az}, then A tries to crack the session key between U; and
Sj. Msgl and Msg2 relate to random numbers N and
N». Hence, there is no collision in hash outputs when A
makes Hash queries on these intercepted messages (see
Definition). Therefore, due to the collision resistance of
the one-way cryptographic hash function h, the calcula-
tion of ID,,, RC’s master key K, b, Biological key K;,, and
short-term keys N1 and N; is computationally infeasible.
Since game Gmy is identical to game Gm; when the
simulation of Send and Hash queries is not involved,
the results from the birthday paradox give the following
result:

2

Adv,, — Advs,, | < #’me (10)
o Game Gmg: In the game Gm3, the CorruptSmartCard
operation is used. Therefore, A has the secret credentials
{ucC,, hd, A,, Vi, Z;, Y;} from U; ’s smart card SC;’s
memory, where UC, = C, & K,;, A, = h(ID,||R,||Ky).
Without the secret credentials C,, R,,and biometric
secret key K, it is computationally infeasible to derive
the UC, and A,. Assuming UC, is [ bits, the guessing
probability of UC, € {0, 1}} by A is approximately
1/2! [34]. Note that games Gmy and Gm3 are identical
when password and biometrics guessing attacks are not

involved. Hence, we have the following result:

qs
21 1 -|D|
Since all games are executed, attacker A can only guess the
correct bit ¢. Then come to the following conclusion:
1
ms — 2
According to formula (8), formula (9) and formula (12),
we can get the following conclusions:

1
Adv,, — 5‘

Adv,,, — AdV(,, (11)

Adv,

12)

1
3 CAdv) (1) =
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-
= [advi,

The following results are obtained by triangular inequality:

—AdVA ‘ (13)

[Adve,, — Adv,,

IA

v, — advl,,,

+ A, — Adv

)
‘Ii + qs
2 - |Hash| 2! |D|

The formula (13) and the formula (14) are combined to
obtain:

(14)

2
qy qs
15
- |Hash| + 20 |D| (15)
Finally, multiply both sides of equation (15) by 2 and
simplify to get the desired result:

2

1
EAdv;} =3

qs

/idvA t
® = |H vh| 3T D)

(16)

B. MUTUAL AUTHENTICATION USING BAN LOGIC
We use a formal analysis of Burrows-Abadi-Needham (BAN)
logic [35] to demonstrate that in our proposed protocol,
the interaction verification between user U; and server S;
is safe. BAN logic has been widely used in interactive
authentication, mainly to provide interactive authentication
for authentication and session key protocols [2], [23].

The basic building blocks of BAN logic:

A| = X : A believes in a statement X.

#X : denotes freshness of X

A<X :AseesX.

A| «~ X : A once said statement X .

A = X : A has jurisdiction over X

A <X B Kis used by A and B to communicate with
each other.

{X,Y}g : X and Y are encrypted with key K.

(X,Y)g : X and Y are hashed with key K.

< X >k : X is combined with key K.

The main rules of BAN logic are given below:

1) Message-meaning rule(R1):

Al=4 <5 B AX)g
Al=Bl~X
2) Nonce-verification rule(R2):
Al=#X),Al=B| ~ X)
Al=B| =
3) Jurisdiction rule(R3):
Al=B=X,A|=B|=
Al =

4) Fresh rule(R4):
Al =#X)
Al=#X,Y)
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5) Belief rule(R5):
Al=(X), Al =(Y)
Al=X,Y)
6) Session key rules(R6):
Al =#X),Al=B| =X

Al=A &5 B
According to the analysis process of BAN logic, our pro-

posed protocol needs to meet the following two objectives:

Gl: Uil= U; 25§62 551= Uy &5 s,

We first list the assumptions related to the proposed

scheme:

Al: Uj| = #(Ny)

A3 Uil =S8 = N

_ h(K|Ib) .

AS: Uil =U; <— Sj Ab6: Sj| =U;, <— Sj

AT U =U; S5 s Ass =0 S s

Idealized forms of messages: In the proposed scheme,

messages Msgl = {M, SID,, SC,, SRy, A;;, SPK, A1} and
Msg2 = {M>, A3} can be written in their respective idealized
forms as follows:

e Msgl : Sj« < My, SIDy, SCy, SRy, Ajj, SPK, A1 >,
that is Msgl S« < SI & Ny, ID, @
h(N)), C, & h(ID,|| PK), R, & h(V\|IK)), Ky &
WK ||b) @ h(SI|IN1), h (X]| 1IDy| K| IN1]1ST) , PK @
RN1|IDy) > nek by

o Msg2 :S; — U; < My, Ay >, thatis Msg2 :< Ny ®
h (SID; [1PK (1K) b (ID5 || K[| SK i [[NT[[ N2) > s

The main security proof consists of the following steps:

1) Consider the message Msgl, Under the premise of
assuming A6, we can use the message meaning rule
R1 to obtain:

A2: 5| = #(N2)
A4: S|l =U; = N
h(K||b)

SlISj| = U,'| ~ Nj

2) At the conclusion of S1, the assuming Al and nonce-
verification rule R2 can be obtained:

§2:8;1 = Uil =N,
3) Under the conclusion of S2, using hypothesis A4 and
jurisdictional rule R3, we can get:
§3:8)l=MN
4) Server S believes that NV, is fresh (available from assum-
ing A2). N1, N, are the two necessary parameters that

make up the key SK ;;= h(X||SID;||K;| [N} | IN2||[PK*).

So using the session key rule R6 we can get:
SK;;
S4ZS/|EU,'(—>S/
5) Next, Consider the message Msg2, we can get:
S5: U,‘ < (Nz) USj

6) Under the premise of S5, using assuming A7 and mes-
sage meaning rule R1, we can infer:

S6 : U,'| ESj| ’\"NQ

7) On the basis of S6, using the nonce-verification rule
R2 and the hypothesis A2, we can obtain:
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§7: Uil = Sj| = Na

8) Then at S7, assume A3 and the governing rule R3 can
be launched:

S8: Uil =N,

9) U, believes that N is fresh (as can be seen from hypoth-
esis Al), so the key with the combination of N1 and N,
also has this property. Therefore, based on the session
key rule R6, the assumptions Al and S8, we can get:

S91Ui|EU,'<—>Sj

It can be seen from the above proof that the defined targets
G1 and G2 are implemented in the proposed scheme. There-
fore, the scheme maintains a secure interactive authentication
between U; and S;.

C. INFORM SECURITY ANALYSIS

1) Protection Against Replay Attack: In the proposed sce-
nario, we use a random number that is more reliable than
the timestamp to prevent replay attacks. The attacker
cannot replay the message in the proposed scheme
because each transmitted message contains a random
number and the system will end directly if the ran-
dom number is found to be inconsistent. In addition,
the attacker cannot construct a new message because a
valid message contains the biometric key K, informa-
tion, and since the user’s biometric key K, is secure,
the replay attack will not work.

2) Ensures Session Key Freshness Property: In our pro-
posed scheme, each session key contains a random num-
ber, and each random number is unique for each session.
The unique key structure of each session ensures the
freshness of the key.

3) Protection User Anonymity: In our scheme, user’s ID
anonymity is preserved at each login request. We com-
pute an anonymous identity SID, = ID, & h(N;) for
U; and this ID will be different at each login attempt
because it is calculated with the random number Nj.
Therefore, if you want to get ID,, you have to get a
random number Ni. But it is always very difficult, for
the random number, it is usually hard to guess [39].
Moreover, it is extremely difficult to get the user ID,
in the next pass. In particular, the information including
several random numbers and the Biological key K,
is always wrapped in a hash function. Typically, the ran-
dom number of each session is obviously different,
it clearly leads to decipher the user ID, more difficult.
Therefore, our scheme protects the user’s anonymity.

4) Mutual Authentication: In our proposed strategy,
only the biometric BIO, of the legitimate user can
obtain an correct and unique bio-key KLl ie., K,: =
FE.Rec(BIO,,hd). Obvi- ously, K, is obtained based

on the fuzzy extraction function. After obtaining the
bio-key, you also need to get C, (the random number
selected during registration) and the same unique R,
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through the non-clonal function to verify the user’s
smart card. In the next step, the server obtains C,
and R, by decryption, and then the server reads the
information for user authentication. While the pipeline
that server verifies relevant users, has accomplished,
the following process is that the user’s verification phase
to the server. During validation, the user needs to verify
the private key of RC to determine whether or not the
server is correctly registered. Ideally, the user and server
generate the session key after authentication. Therefore,
the proposed scheme can provide mutual verification.

5) Resist Stolen Smart Card Attack: An attacker can obtain
information{ UC,, ,hd,A,,V;,Z;,Y;} stored on smart card.
An attacker needs a valid user ID,,, key-value pair (C,
,K,) and corresponding biological key K,, to generate a
valid login information. User ID,, and key-value pair (C,
,Ky,) are not stored directly on the smart card, user ID,
and key-value pair (Cy, ,K,) are hard to guess, so the
login information is secure. The calculation of valid
biological key K, needs fuzzy extraction. Without cor-
rect biological information, it is impossible to generate
valid biological key K},, and the biological key is unique.
Therefore, it is never possible that the biological key K|,
has been effectively guessed. Since the biological key
K cannot be guessed and the server’s private key is not
public, the login information is hardly computed. Hence,
the proposed scheme can resist the attack of stolen smart
card.

6) Man-In-The-Middle Attack: Attacker A attempts to mod-
ify related intercepted communication messages Msgl=
{My, SID,,,SC,,,SR,,,A;;,SPK,A1} and Msg2= {M>,A3}.
Suppose A tries to modify Msgl, using a new random
number N{' to make it a new valid information Msg! =
{M}, SID,,, SC,,,SR,,A};,SPK’,A'| }. Attacker A begins to
calculate Msg) content according to user login phase.
The operations are conduced: M| = SI® NY, SID), =
ID ®h(N)), SC, = C,®hID,||PK), SR, = R, &
h(N{IK), A;.j = Z;® PK®h(SI||N{)®h(ID,||R,), SPK’
= PK @ h(N{|| ID,), A| = h(X]||ID,||K,|IN{||SI).
Clearly, it is able to see that A needs some secret infor-
mation ID,, key-value pair (C,,K,) and biological key
K,,. Without this information, it is difficult to get a new
valid one. Similarly, it is also difficult for attacker A to
modify the intercepted communication message Msg2
and make it become a new effective message. Obviously,
the proposed scheme can resist the man-in-the-middle
attack.

7) Impersonation Attacks:

o User Impersonation Attack: To convince server S;
with the information came from a legitimate user U,
an attacker A have to generate a new random nonce
Nl*. In the next moment, A attempt to calculate
login request message {M,SID,,SC,,A;;,SPK,A1}
based on user login phase. The information cal-
culated from user login phase is as follows:
M, = SI®Ny, SID, = ID, ® h(Ny), SC, =
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C,®NID,||PK), SR = R, ® WN{|IK)),A; =
Z;® PK®h(SI||N})®N(ID,|IR,), SPK = PK
®h(N}|IIDy). Ay =h(X]||ID,||K,||N}||SI). Whereas,
such attempt by A often is failure, while the secret
credentials ID,,, key-value pair (C,,K,) and biolog-
ical key K;, are unknown to A. In this case, the pro-
posed scheme can resist user simulation attack.

« Server Impersonation Attack: In this attack, attacker
A needs to convince the user U; that the information
is coming from a valid server S;., initially, A gener-
ates a random number Nz*, and then computes the
verification information{M>,, A;}. However, with-
out short-term key Njp, user ID, and server key
Ki, A is difficult to form an effective verification
information. To some extent, the proposed scheme
can also resist server simulation attack.

V. PERFORMANCE ANALYSIS AND COMPARISON
To show the advantage of our proposed scheme, now we
first compare the proposed scheme with four recently pro-
posed multi-server authentication key protocol schemes.
From Table 2, we can see that, the proposed scheme is secure
against all the imperative security threats and accomplishes
diverse features. We focus on the security against replay
attack and anonymity, stolen smart card attack and Man-in-
the-middle attack, user impersonation attack, cloud server
impersonation attack, mutual authentication and session key
freshness and protection smart card physical security. We note
that none of these past schemes including Kumari et al. [5],
Feng et al. [36], Sood et al. [37] and Shen et al. [38], fulfill
all the essential security properties in contrast to our scheme
which achieves all the security properties simultaneously.
The scheme presented by Barman et al. cannot ensure
mutual authentication and session key freshness and pro-
tection smart card physical security. Feng et al.’s schemes
suffer from stolen smart card attack and Man-in-the-middle
attack. The scheme proposed by Sood ef al. cannot prevent
impersonation attack. Shen et al.’s scheme cannot satisfy both
user and cloud server identity protection (anonymity) and
mutual authentication. Shen et al.’s schemes require the sup-
port of RC to achieve the mutual authentication and does not
provides the owner confirmation method in smart card. It is
worth noting that none of the existing schemes are completely
protection smart card physical security. However, our pro-
posed protocol is able to protect smart card physical security.
Next, we compare our scheme with the existing multi-
server schemes with respect to the computation cost of login
and authentication phases. We evaluated the performance of
our improved scheme and compared it with four recently
proposed schemes in the literature, i.e., Barman et al [5],
Feng et al [36], Sood et al [37], and Shen et al [38]. We apply
hash function, PUF, fuzzy extractor and elliptic scalar point
multiplication to determine the computational overhead for
each authentication schemes. The comparison results are
shown in Table 3. The following notation is used to represent
the computation cost:
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TABLE 2. A comparative summary: Security features.

communicate with the server and users only need to regis-
ter with the registry once to access multiple servers in the
registry. The proposed protocol provides the desired secu-
rity characteristics efficiently for smart card by exploiting
the inherent security features of PUFs. Hence, we argue that
the proposed scheme is be a viable and promising solution

. . Barman | Feng | Sood | Shen
Security properties Our et al. ctal | etal ot al.
Protection against Yes Yes Yes No Yes

replay attack
Protectlon.user Yes Yes Yes Yes No
anonymity

Mutual
authentication and Yes No Yes No No

session key freshness
Resist stolen smart Yes Yes No Ves No
card attack
Man-in-the-middle Yes Ves No Ves Yes
attack
Impersonation Yes Yes Yes No Yes
attack
Protect_lon smart_card Yes No No No No
physical security
TABLE 3. Comparison of computational cost(milliseconds).
. . Rough
Scheme | Login Phase Verification Total Cost Estimation(in
Phase o
millisecond)
Barman | 0 o 11G, 17Cy+Crs 22651
et al.
Fe‘;lg  3CamtTCh | 5Cemtl7Ch | 24 CA8Cem 17.8632
S";’ld et 7C, 24C, 31G, 0.0713
Sh;f | SC#3Cem | 12C#3Ckm | 17CiH6Cem 13.3951
10Cy+Cour 19C,+Cpur
Our +C 9Ch +Cp 2.3897

e Cj: Computational complexity to execute a one-way
cryptographic hash function

o Cpyf: Computational complexity to execute a PUF func-
tion

e Cecm: Computational complexity to execute an elliptic
curve scalar point multiplication

e Ci: Computational complexity to execute a fuzzy
extraction operation

Based on the experimental results reported in [5], we have
Ch ~ 0.0023ms, Cgs ~ Ceem ~ 2.226ms and Cpyf ~
0.12ms. Based on these results, we calculate the rough
computation time (in milliseconds) and present the results
in Table 3. It is worth noting that our scheme has low
computation cost compared to Feng ef al. ’s scheme, and
its cost is also comparable with the schemes of Shen et al.
Although our scheme has high computation cost compared
to that for the schemes of Barman et al., Sood et al., our
scheme offers superior security and more functionality fea-
tures (see Table 3). Hence, it can be argued that the pro-
posed scheme is secure and more efficient for multi-server
authentication.

VI. CONCLUSION

In this paper, we presented a secure biometrics and PUFs-
based authentication scheme with key agreement for multi-
server environments, which allows users to login servers
without password. Our scheme allows user to anonymously
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for the security of multi-server environment authentication.
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