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ABSTRACT In the downlink scenario of satellite-earth integrated networks, the secondary systems ought to
share spectrum resources with no extra interference on the primary system under the premise of interference
constraints. However, due to various factors, e.g., equipment failure or selfish drive, interference constraint
violation (ICV) exists, which seriously threatens the reliable communication of primary systems. Therefore,
effective detection of the secondary users’ working status is necessary to protect the communication of
primary user. In this paper, a new geolocation spectrum database is introduced to coordinate the information
interaction for spectrum usage and surveillance, and a detection framework is proposed to detect the ICV
behaviors, which utilizes the generalized likelihood ratio test and maximum a posterior to determine the
transmitted power of the secondary users. Moreover, a data fusion scheme based on sensing node selection
is designed to alleviate negative effects on the detection performance brought by the existence of the
primary user. Furthermore, the test statistics are derived under different channel models. Finally, extensive
simulations are provided to verify the proposed framework under various parameter configurations.

INDEX TERMS Satellite communication, spectrum sharing, interference constraints, generalized likelihood
ratio test.

I. INTRODUCTION
A. BACKGROUND AND MOTIVATION
The difficulty of spectrum detecting in the satellite-earth
integrated networks is positively correlated with its spectrum
sharing dimension, that is, with the increase of its spectrum
sharing dimension, the spectrum utilization will be more suf-
ficient, and the spectrum efficiency will be improved [1]-[8].
However, the increase of sharing dimension means the expo-
nential increase of information needed to evaluate the spec-
trum usage behavior, and the difficulty of obtaining and
analyzing the spectrum information increases accordingly.
In fact, to enhance the spectrum efficiency of the satellite-
earth integrated networks, more refined space-time spec-
trum sharing strategies based on spectrum heterogeneous
characteristics of space and time can be designed, i.e., ground
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systems at different locations and times can access the
spectrum in interference-free or interference-tolerant ways,
respectively. In the communication area of the primary user,
the secondary users should choose to access the channel
only when the primary user is absent, so that there will be
no interference to the communication of the primary user.
While outside the communication area of the primary user,
the secondary users can access channel when the primary
user is active, but the behavior of secondary user can produce
interference to the satellite earth station, especially the closer
the secondary user is to the satellite earth station, the stronger
the interference will be. Therefore, in order to achieve reliable
communication, it is necessary to control the transmitted
power of the secondary user to ensure that the interference to
the primary user’s communication is within a certain range.
In summary, the spectrum opportunities are space-time
heterogeneous for secondary users [9], which means that the
interference constraints on opportunistic access are different.
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Interference constraints are established from the perspective
of the primary user [10]. Specifically, when the primary user
is not working, interference constraints can be ignored, and
secondary users can freely access the channel [11]. When
the primary user is working, secondary users are not allowed
to exist in the communication area of the primary user, and
the communication protection belt allows secondary users
to access, but the transmitted power must be controlled
appropriately to control the interference in an acceptable
range [12].

B. RELATED WORK

Interference constraint is the premise that the primary user
authorizes the secondary user to share the spectrum. How-
ever, some secondary users may break these constraints to
improve their communication benefits and cause intolera-
ble interference to the communication of the primary user,
that is, the violation of interference constraint occurs. Exist-
ing studies of detection of interference constraint viola-
tion mainly focus on the joint detection and estimation of
abnormal spectrum usage [13]-[16] or the study of inter-
ference avoidance [17] in the spectrum sharing scenario.
In [13], breaking the priority schedule of spectrum access
is defined as opportunistic illegal access and generalized
multi-hypothesis Neyman-Pearson (GMNP) criterion is used
to detect spectrum opportunity [18] and illegal access in the
terrestrial networks. In [14], the transmitted power violation
is modeled as a hybrid binary hypothesis testing problem,
which strengthens the communication of other secondary
users instead of primary user. Similarly, to determine whether
the secondary user is working legally, the authors focus on
solving the problem called primary user emulation attack
in [15]. In [16], aiming at deriving the maximum permis-
sible transmitted power, the authors formulate the problem
of spatial spectrum sensing as the estimation of the location
and transmission power of the primary transmitter. In [17],
the impact of secondary transmissions on a primary receiver
is studied in terms of interference probability. Note that in
those studies, the spectrum sharing scenario mainly focus
on terrestrial networks rather than satellite-earth integrated
networks.

While in the satellite-earth spectrum sharing scenario,
the concept of cognitive satellite terrestrial radios for satellite-
earth integrated systems has been presented in [19]. In [8],
when geostationary (GEO) satellite is regarded as the primary
user and non-geostationary (NGEO) satellite as the secondary
user, the spectrum sharing of the primary user is analyzed
in temporal domain, where secondary users are regarded as
interference sources, and the concept of protected area is
proposed to guarantee the communication of primary users
by accumulating the interference of ground base stations
to satellite terminals. In [20], interference model between
ground base station (BS) and satellite terminal is carried out
according to the interference power level. Similarly, in [7],
the power levels available to secondary users are derived
by analyzing the interference caused by NGEO systems to
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FIGURE 1. Basic operational process of geolocation spectrum database.
(a) Report its information to geolocation spectrum database; (b) Forward
the enquiry to geolocation spectrum database; (c) Feed back the
spectrum availability information to the secondary user; (d) Send the
information of the secondary user and the primary user to the senor
network; (e) The process of detection; (f) Report detecting results.

GEO systems, respectively, both in the downlink and uplink.
Note that in those studies, there are some studies analyzing
the interference but few on detection of interference con-
straint violation in the satellite-earth integrated networks.

To the best of the authors’ knowledge, there is no existing
work considering the detection of ICV in the scenario of
satellite-earth integrated spectrum sharing networks. There-
fore, from the perspective of strengthening the primary user’s
detection, it is of great significance to propose and study the
behavior of interference constraint violation.

C. CONTRIBUTIONS

In this paper, a joint detecting framework is built, where
every sensing node makes spectrum sensing, and based on
the signals received from the sensors, the fusion center makes
data fusion and global decision, just as shown in Fig. 1.
Our aim is to detect whether the secondary user violates
the interference constraints. On the detection of ICV in the
scenario of satellite-earth integrated spectrum sharing, this
paper makes following contributions:

o Propose a new geolocation spectrum database frame-
work, in which the roles and tasks of the primary user,
the secondary users and the senor network in spectrum
sharing are specified. Specifically, the sensor network is
introduced in this framework to perform the detection of
ICV.

« Formulate a generalized model for spectrum sharing in
the satellite-earth integrated networks, which can reflect
the combined effects of heterogeneous spectrum sharing
and interferences, and further the model of space-time
heterogeneous ICV is established.

o Analyze the influence of secondary user’s transmitted
power, position information and channel on detection,
by deducing the detector of ICV.

« Develop a detecting framework based on heterogeneous
data fusion, where the sensing data is weighted based
on sensor selection by calculating signal to interference
plus noise ratio (SINR) at every sensing node instead of
trusting all sensing data.
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o Provide comprehensive simulations under various
parameter configurations, which demonstrates that the
proposed detecting framework is quite effective and
significantly mitigates the effect of useless sensing data.

The reminder of this paper is organized as follows. The
system model of ICV is formulated in Section II. Section III
derives the test statistics under different channels, and further
gives a detecting framework based on heterogeneous data
fusion. Simulation is given in Section IV, followed by the
conclusion in Section V.

Il. SYSTEM MODEL

A. HETEROGENEOUS SPECTRUM SHARING MODEL

WITH GEOLOCATION SPECTRUM DATABASE

In this paper, space-time spectrum sharing strategy is consid-
ered, that is, not only the time domain spectrum opportunity,
but also the space domain spectrum opportunity is utilized
by controlling the transmitted power of the secondary user
to access the channel when the primary user is working
according to the distance between the secondary user and
the primary user. Therefore, heterogeneous spectrum sharing
can be realized due to different spectrum opportunities in
different locations of secondary users. What’s more, this
paper utilizes the geolocation spectrum database [21]-[23] to
facilitate the spectrum sharing. Therefore, it is reasonable to
assume that the location information of each secondary user
is available for the senor network, but its working status is
unknown. As shown in Fig. 1, in fact, the sensor network is
constituted by the sensing nodes and the fusion center, and
the detailed process of geolocation spectrum database can be
summarized as:

o The primary user sends its information to geolocation
spectrum database so as to calculate the maximum trans-
mitted power of the secondary user when there is a need
for sharing;

o The secondary user forwards the sharing enquiry to
the database during which time its location information
needs to be reported;

o The database calculates the set of vacant frequency
band(s) at the location of that secondary user using a
combination of radio signal propagation models, terrain
data, and up-to-date parameters of the working trans-
mitters, and then feeds back the spectrum availability
information and corresponding power constraint to that
secondary user;

o The database sends the information of the secondary
user and the primary user to the senor network for the
detection of the usage of spectrum;

o The sensor network determines whether the secondary
user violates the interference constraint through contin-
uous data collection and estimation,;

o The sensor network reports its detecting results to the
database.

Therefore, this assumption is reasonable in the case of the
spectrum sharing with geolocation spectrum database.
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As shown in Fig. 2, GEO satellite and GEO ground station
denote the primary user transmitter and the primary user
receiver, respectively. The space is divided into three regions:

o The primary user communication area is denoted by A,
as the possible distribution range of the GEO ground
station at the perspective of the secondary user (ground
base station) with a radius of Dj,, where the primary user
receiver can normally receive signals. Therefore, when
the primary user is working, the secondary user is not
allowed to access the channel. User coverage of violat-
ing interference constraint represents the communica-
tion range of user who violates interference constraint.

o The communication protection belt is represented by A,
and the radius of the edge is Dy, where the primary
user’s signal is weak. The primary user receiver cannot
receive the channel normally, but the secondary user can
perceive the primary user’s signal. In order to protect
the communication of the primary user from interfer-
ence, when the primary user is working, the secondary
user needs to control the transmitted power to make
the interference on the primary user receiver that may
appear at the edge of the primary user communication
area controllable.

o The white area of spectrum opportunity is denoted by
the area that D), away from the primary user. The
secondary users in this area cannot effectively interfere
with the communication of the primary user even if they
are working at the highest power. Therefore, they can
freely access the channel and their communication is not
subject to interference. Therefore, it is not considered in
this paper.

37647



IEEE Access

N. Yang et al.: Detection of ICV Based on Heterogeneous Data Fusion in Satellite-Earth Integrated Networks

Finally, when the primary user is working, the spectrum
sharing method can be expressed as follows:

N 2 yr(m) = /Po u(m) + /Pj isi(m) + ng(m),
Pi<g(Dj), Li€Ay, @

where the primary user and the secondary users work on the
same channel, with yx(m) as the sensing data of the k — th
sensing node at the m — th sampling point, Py x and P; ; as the
signal received power of the primary user and the secondary
user at the k — th sensing node, respectively, ny (m) as additive
white gaussian noise (AWGN), u(m) and s;(m) as the signal
of the primary user and the j — th secondary user with the
transmitted power P;. The relationship between the received
power P; and the secondary user transmitted power P; can
be written as

Piy=h P j=12,...1J, )

where hj, ¢ denotes the channel gain between the k — th
sensing node and the j — th secondary user, J represents the
number of secondary users distributed in the primary user
communication area and communication protection belt. The
relationship between the received power Pg x and the primary
user transmitted power Py can be written as [24]

RY)

Po. POGO’k(QO’k)(4nﬁ,d0,k) , 3
where Py represents the transmitted power of the primary
user (satellite), Po  denotes the signal received power of
the primary user at the k — th sensing node and Go x(6o.k)
represents the antenna gain of the satellite at the direction
of 6, with dp  as the distance between the transmitter of
primary user and the k — th sensing node. As shown in Fig. 3,
h = 35786Km is the orbital altitude of the satellite. 6p x is
the off-axies angle of the GEO satellite in the direction of
the k — th sensing node and can be further calculated by
Bo.k = arctan(doT’k). Moreover, the GEO satellite antenna gain
Go.x (6o k) refers to the standard in ITU-R.S.672-4 [25] and
can be described as

600,k
Gs,max - 3( )2’ es,h < 90,/( < bes,h’

es,b
Gy, max+La, b0y, < 0ok < cOs,p,
Go.max + Ln + 20

Gox@o)=1 " " “
—25log(—), C@s,b < 90,k < 0y,
es,b

0, 01 < O < 90°,
3, 90° < ok < 180°,

where G max = 47dBi is the maximum gain of the GEO
satellite antenna, 6 p, is the one half the 3 dB beamwidth, L,, is
the desired side-lobe level relative to peak gain, and 6 is the
value of 6p x, when Eq. () is valid. For L,, = —20, the values
of b and c are 2.58 and 6.32, respectively.

00,k
Go,k(@0k) = Gy max + Ly +20 —25 10g(ﬂ)
s,

— 0dB. )
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It is reasonable to assume that there is access control
between secondary users so that the communication ranges
of working secondary users does not overlap. L; € Ap, means
that the secondary user can only work in the communication
protection belt and meet the transmitted power constraint, i.e.,

Py =g(Dj), ©)
where
0 D; <D
Dj)=1" o 7)
¢(2) In(Dj = Dp)*. Dy < Dj < Dy, (
with D; = ||L0 —L; || as the distance between the secondary

user and the primary user receiver where Lo = (xg, yo) and
L;j = (xj,y;) denote the location of primary and secondary
users, respectively, Iy, as the interference constraint at the
edge of the primary user communication area, « as the path
fading factor.

B. MODEL OF IcV

High efficient spectrum utilization is premised on the strict
adherence of secondary users to interference constraints.
However, in practice, due to a variety of reasons, such as inac-
curate channel perception, equipment failure, or selfish drive,
the secondary user may violate the interference constraint and
cause the communication of the primary user to be blocked,
which is called ICV. In particular, corresponding to the spatial
heterogeneity characteristic of interference constraint in the
heterogeneous spectrum sharing in Eq. (1), ICV also reflects
the spatial heterogeneity characteristic. Specifically, from the
perspective of interference control of primary user communi-
cation, when the primary user is working, it can be divided
into two kinds of ICVs according to the region where the
secondary user is located at.

1) In the communication area of the primary user, in order
to protect the operation of the primary user receiver, the inter-
ference constraint is zero tolerance, that is, the secondary
users are not allowed to access the channel. At this time, if one
secondary user accesses the channel without permission, and
such behavior directly will interfere the primary user receiver,
resulting in the failure of receiving the primary user signal.

2) Within the communication protection belt, interference
constraint is to set the transmitted power of secondary users,

VOLUME 8, 2020



N. Yang et al.: Detection of ICV Based on Heterogeneous Data Fusion in Satellite-Earth Integrated Networks

IEEE Access

but at this point, the secondary users access channel break-
through the limitation of transmitted power, working with
a higher transmission power, ie., P; > g (Dj). In result,
the secondary users can gain higher communication proceeds,
but would lead to strong interference on the primary user’s
receiver, especially one at the edge of the primary user com-
munication area, which always means the communication
failure.

The above two kinds of ICVs are respectively modeled as
follows:

Fo 2 yi(m) = /Po gulm) + /Pj sj(m)

+ni(m), Dj <Dy,

Fi 2 yk(m) = /Pou(m) + /P; csi(m)

+ne(m),  P;>g(Dj), Dy < Dj < Dyp.

®

Among them, the received power of sensing nodes depends
on the transmitted power and relative the location of sensing
nodes and secondary users. It is analyzed in detail with dif-
ferent channel models in Section III.

It can be seen that, ICV is spatially heterogeneous, which
is consistent with the heterogeneous spectrum sharing. Spe-
cially, in the primary user communication area, detecting
whether the secondary users are working is enough to deter-
mine the existence of the ICV behaviors; while in the commu-
nication protection belt, when the secondary user is detected
to be working, the upper limit of its transmitted power should
be inferred according to the position of the secondary user,
and ICV should be determined according to the estimated
value of the actual transmitted power. Therefore, the detection
of ICV is built on the combination of the spectrum usage rules
about interference constraints and the acquisition of position
and power information.

Ill. DETECTION SCHEME BASED ON HETEROGENEOUS
DATA FUSION

In this section, first of all, from the perspective of joint
detection and estimation, this paper derives the detection
method of ICV and the transmitted power estimation method
for single secondary user, and then, considers the scenario in
which multiple secondary users work simultaneously in the
communication belt. In order to minimize the negative impact
of other secondary users, primary user signals and noise on
the accuracy of detection and estimation, a detection method
based on node selection mechanism was developed.

A. ICV DETECTION IN SCENARIOS WITH

SINGLE SECONDARY USER

As shown in Fig. 1, this paper considers that the loca-
tion information of each secondary user is available for the
senor network, but its working status is unknown. In addition,
it can estimate the position of the secondary user through
the received power of the sensing node. In particular, when
it detects ICV behavior of a certain secondary user, it can
also accurately identify the secondary user. In this subsection,
only one secondary user working scenario is considered in the
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primary user communication area, i.e., j = 1, while detection
in multi-user working scenario in the communication belt is
considered later. At this point, the satellite system needs to
determine whether the secondary user is working or not, and
if it is, where. If the secondary user works in the communi-
cation area of the primary user, ICV is directly determined.
If the secondary user is working in the communication pro-
tection belt, the power restriction at the position is further
combined to determine whether the power constraint has been
violated. Therefore, the detection of ICV can be divided into
two parts: one is to find the position of the secondary user
in the working state; the other is to determine whether the
working secondary user violates the interference constraint.
Therefore, the detector is deduced as follows. On the choice
of the signal detector used by the sensing nodes, since the
secondary user does not have a specific modulation mode,
the feature detector cannot be used. In this paper, the simple
and feasible energy detector is considered. Therefore, the test
statistic T} atnode k can be approximately expressed as Gaus-
sian Distribution according to the Central Limit Theorem [26]
and can be written as

2
Pox+N
N (Po,k N, W) , Ho

T

2
Pox 4+ P1x + Ni
N(Po,k + Pix + M, ( 7 ) ) Hi

®

where Ho and H; indicate that the secondary user is not
working or working, respectively, and Ny is the noise variance
at the node k. The optimization criterion is to maximize the
detection probability under the given false alarm probability.
Therefore, when the received power of secondary users at
each node is known, the optimal detection method is likeli-
hood ratio test (LRT) [27], i.e.,

dy="H;
L= 2IBZOTEN
p (TP, = )deHO

where P, = {Pl,l, P12, ...,PLK} is the receivied power
at all sensing nodes from the secondary user, T =
{T1,T>, ..., Tk} is the test statistics at all sensing nodes,
dy denotes the result of judgment of secondary user‘s work-
ing status,i.e., dg € {0 (Ho), 1 (H1)}, and X is the detection
threshold, which meets the following false alarm probability
requirement

Pr = / p(T|P; =0)dT. an
T:L(T)>x

However, the power and channel information of the sec-
ondary users are often unknown, so it is difficult to achieve
the detection of spectrum usage of the secondary users
through following the optimal detection criterion. For this
mixed hypothesis testing problem with unknown parameters,
the commonly used method is generalized likelihood ratio
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test (GLRT), i.e.,

P(Tlf’l,Ll,”l-h)

Fot = e =0

(12)

where P] = arg maxp (T\Py, Ly, Hyp),with P1 as the estimate

of the transmltted power P of the secondary user, and L
as the location of the target secondary user. Since Py is the
unconstrained maximum likelihood estimation in the param-
eter space, it reaches the lower limit of Cramer-Rao, that is,
it satisfies
dInp (T|P1)
dPy

with I (P;) as Fisher information matrix. In this case,
the difference between Hy and H; is P;. Therefore,
p(T|Py1, Ly, Hy) is simplified and expressed as p (T|Pp).
Then, the first order Taylor series is used to expand p (T'|P1),
and the following equation can be obtained:

dl (P1)
dp Pi=P,

Substitute Eq. (14) into Eq. (13), and Eq. (13) can be
expressed as

—1(P) (131 —Pl), (13)

1y =1(Pr)+

(Pl —ﬁl). (14)

B % Pi=P) (Pl _i)l)2' (1

Since the maximum likelihood estimation of transmitted
power is consistent, that is, with the increase of the number of
sample values, the estimated value approaches the true value.
Therefore, the second-order components in Eq. (15) can be
ignored. Then Eq. (15) can be written as

By integrating both sides of Eq. (16) with respect to P, Eq.16
can be expressed as

Inp (T|P;) = —%1 (ﬁl) (Pl - P1>2 e (131) .an

Because the integral constant C (i’l) =Inp (T|f)1 ), the pro-
gressive form of p (T'|P1) can be written as

p(T1Py) =p (TIP1) exp [—%1 (P1) (P - Plﬂ . as)

Substitute it into Eq. (12), and GLRT test statistics can be
simplified as

Lo(T) = exp BI (131) (131 - Pl)z} . (19)

By using the monotonically increasing property of exponen-
tial function, the asymptotic form of GLRT can be expressed
as

2InLg(T) =1 (ﬁl) (1?91 - P1>2. (20)

37650

Combining Eq. (16), the final asymptotic detection statistics
can be derived as
dn=H,
>
— Ar, 2D
<
dy=H

s dInp (T|Py, Ly)
TR(T) = P|l————
R dP

P1=0
where

dlnp (TP, L) _ i dnp (T|P1.i)
dP; - dP;

_ i dnp (Te|P1 k) dPy g

22
dPy i dP;’ (22)

k=1

that When it comes to calculating p (T|P1 L), the channel
model needs to be specified. The goal of the test is to deter-
mine whether the secondary user is working, so Eq. (21)
has obvious physical significance. It can be known from the
subsequent formula expansion that the derivative increases
with the increase of T. If the secondary user is working,
the value of T will be larger and the derivative will increase.
At the same time, the estimated value of transmitted power
will also increase. The product of derivative and amplitude
approximates the probability when the user works. However,
there is an approximation in this process, that is, the derivative
of zero replaces the integral, thus simplifying the expression.
According to Eq. (21), it can determine whether the sec-
ondary user works or not. When a secondary user is detected,
the secondary user in the primary user communication area
can be directly asserted to have violated the interference
constraint. If the secondary user is in the communication
protection belt, it is necessary to evaluate whether the power
used by the secondary user is in violation of regulations,
namely the following binary hypothesis testing problem

gO:PISPaa

gl ZPl > Pa. (23)

In view of the above detection problems, a similar detection
method can be designed according to the detector that is deter-
mined to have or not. Intuitively, when determining whether
the transmitted power of the secondary user exceeds the limit,
it is faced with the compromise between detection probabil-
ity and false alarm probability, and the highest false alarm
probability occurs when the secondary user works normally
with the maximum power assigned. Therefore, the detector is
designed based on the worst-case, i.e.,

dG=6
>
— A, (24
_ <
1=P, dG:gO
where dg € {0(Go), 1 (G1)}, with dg as this detector’s ver-
dict, P, as the maximum power assigned, A4 as the decision
threshold. In Eq. (24), f’l — P, ) is substituted for f’l in

Eq. (21), and the derivative is set at Py = P,. From the
above equation, it can be seen that if the estimated value

dInp (T|Py, Ly)

To(T)= (1~ Po) P

P
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of transmitted power is greater than the maximum power
allocated, the coefficient in front is positive, and the product
of the coefficient and the derivative determines whether the
secondary user violates the interference constraint, otherwise
it is negative, and the secondary user is judged not to vio-
late the interference constraint. It can be concluded that the
estimation of transmitted power has great influence on the
accuracy of detection.

B. ESTIMATION OF THE SECONDARY USER'S
TRANSMITTED POWER
In general, after the expansion o = 0, it is
very complex and difficult to make the estimation with low
computational cost. Therefore, it is difficult to directly obtain
the maximum likelihood estimation of the transmitted power.
For this problem, the transmitted power of secondary users
is inferred from the received power of each node, and the
sub-optimal estimation of transmitted power is obtained. This
is because it is relatively easy to obtain the closed solution of
the maximum likelihood estimation of transmitted power at a
single node.

First, at each node, the received power’s estimation of the
node is obtained by derivation, i.e.,

dInp (Te|Pi k)
dPi

It can be obtained after the simplification that

£ dInp(TIP1,Ly)
dpP

—0. (25)

17 4+ MTip — MTZ =0, (26)

where puy = Py + P1.x + Nk, it follows that

. 1 /1
Pry = SMT + Ty ﬂﬂ+M—HM—M.(N)

Then, according to the estimated received power of each
sensing node and the relative position of the node and the
secondary user, the transmitted power [28] of the secondary
user can be further estimated:

WA e
Do 5 o
P = 5<Epl,kdl,k ) , (28)

where 6 = ﬁ, with « as the path fading factor, ¢ as the
electromagnetic wave propagation velocity, f, as the carrier
frequency.

However, in the process of transmitted power’s estimation,
the estimation of received power made by the sensing node
is a local optimization without comprehensive consideration
of the relative position relationship between secondary users
and other sensing nodes. Considering the worse case that the
target user is not the actual working user, the final transmitted
power is still calculated according to Eq. (28), and great error
will be generated. Therefore, it is necessary to consider the
received power estimation of the sensing nodes, the selec-
tion of the target user and the transmitted power estimation
together. For the above problems, the received power at each

node can be calculated according to Eq. (27), and different
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secondary users can be selected in turn, from which the
secondary users with the greatest posterior probability can
be selected, i.e.,

A l ( , (A ’ )) ,
Ll = arg max Ek np ]k ILI f I 1 dl,k (29)
Where

A ~ o d
£ (Prodis) = Chigy (30)

with f (i’l,dl,k) as the power of a single node estimated
from the secondary user’s estimated transmitted power, Sz
as the location information set of all secondary users, C as a
unitless constant.

Finally, the position of the secondary user and the esti-
mated transmitted power are substituted into Eq. (21) to
determine the working status of the secondary user.

C. ICV DETECTION UNDER MULTIPLE SECONDARY USERS
Similar to the detection of a single secondary user, the detec-
tion of multiple secondary users essentially utilizes the idea
of detection of a single secondary user, that is, detecting
one by one rather than simultaneously. In the communication
protection belt, different secondary users can work simulta-
neously at a certain distance to control mutual interference.
Different from the scenario where a single secondary user
works, when multiple secondary users work at the same
time, the data difference of the sensing nodes will be more
significant. In particular, for a specific node, in addition to the
primary user signal, it will also receive signals from multiple
secondary users, especially signals from the secondary users
who are close to it. Therefore, for different secondary users,
it is necessary to select different sensing nodes, especially
those that are close to each other.

Meanwhile, in practice, the accuracy of detection results is
not necessarily improved with the increase of the number of
sensing nodes, but is closely related to the relative positions
of sensing nodes, secondary users and primary users. On the
one hand, according to the signal fading model, the smaller
the distance between the sensing node and the secondary
user, the greater the signal strength received by the secondary
user. Therefore, it is more accurate to reflect the real working
status of secondary users. In addition, the sensing nodes
farther away from the secondary users are more susceptible
to noise. For the detection of this secondary user, the data
value of this sensing node is limited, even misleading the
final judgment [29]. It is worth noting that in the commu-
nication area of the primary user, the sensing nodes will
be strongly influenced by the primary user. In conclusion,
the estimation of secondary users’ transmitted power plays
a key role in the detection of ICV. However, the sensing
nodes that are far away from the secondary user, or those
that are strongly influenced by the primary user, will lead
to a larger power estimation error, that is, the power of the
secondary user is often overestimated, thus causing a serious
deviation in the estimation of transmitted power in Eq. (28).
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Therefore, simply the location of sensing nodes cannot meet
the needs of node selection.

According to the above observation, when there are multi-
ple secondary users working at the same time, a sensing node
selection mechanism based on SINR is designed from the
perspective of reducing computational complexity, transmis-
sion overhead and improving detection accuracy. The reason
why SINR is chosen as the basis of selection mechanism
is that compared with simple position relation, SINR can
well reflect the influence of secondary user’s signal on the
sensing data. Specifically, from the perspective of secondary
user’s detection, the mean SINR at the sensing node can be

expressed as
RGN o
PO(d((i) k ) + N

The received power p; at the reference position is the value to
be estimated, however, the value is consistent for all the sens-
ing nodes. Therefore, based on the node-selection mechanism
of SINR, the set of nodes involved in detection and estimation
can be obtained as

1 do \*
Sy=k|l— (22 ) s el, (32)
Pox + Ni \dik

where the threshold ¢ is a constant.
Therefore, the test statistic in Eq. (21) is re-expressed as

SINR =

1 dInp (Ty|P1, Ly)

Tr(T
r(T) = S0 P

. (33

keSy P=0

where |S,| represents the number of sensing nodes selected
to participate in the detection of the secondary user behavior.
Similarly, to determine whether the transmitted power of
the detector exceeds the specified range, Eq. (24) can be
reformulated as

1 dlnp (Ti|P1, Ly)

|| dpP,
keS. ! Pi=P, gO

To(T)= (P - P.)

D. DETECTION OF ICV UNDER DIFFERENT

SIGNAL FADING MODELS

1) AMPLITUDE DECAY FUNCTION MODEL

Firstly, the Amplitude Attenuation Function (AAF) model
[30] was considered. After the location and power of sec-
ondary users were determined, the channel gain between
users and nodes was also determined. Specifically, when only
path fading is considered, the received power at the node can

be written as
2 p1< & ) il (35)
’ duj di’f,- .

37652

Therefore, Eq. (22) can be expressed as (The progress of
derivation is shown in appendix.)

dlnp(T|P1,L1)_i(MT2 MT; 1) o a6

dP, pa W

Substitute Eq. (36) into Eq. (21), then the detection statistic
under AAF channel model can be written as

2
TA(T) = maxLleSLPl Z (MT — M_gk _ L)d%
=1 Hk My Mk | ay y P1=0
MTk MTy ; 1
= I:nea_éipl Z (P0k+Nk) (Po,k+Nk) -
" Pox+Nk k+Nk ’
(37)

2) SHADOW FADING MODEL

Next, we consider the more general channel model, i.e., the
signal propagation under path fading and shadow fading.
Therefore, the received power of the secondary user signal
at the node is

di \*
Pig=pi|5— ) ', (38)
di k
where X j represents shadow fading and obeys
Xyp ~ N(o, 02). (39)

The multipath component is negligible here because its effect
can be attenuated by broadband detection and multiple sam-
pling values. Therefore, shadow fading obeys logarithmic
normal distribution with variance o4g, which satisfies

o = 0.11n(10)0 4. (40)

Therefore, the received signal strength Pjj obeys the
following distribution

P1i(dBm) ~ N (I_’Lk(dBm), 033) , (41)

where
quk(dBm) = p1(dBm) — 10alog (dl,k/dl) . 42)

Therefore, according to [31],

10/1og(10) 1
N (Pl,k|L1,P1) = /—g_

271033 Pri

b 1 dlz 2 43

X exp | —= —=
p|—5|loe = (43)

1k

10 2 .
where b = (m) ,dix = IIL1 — Ill,with I as the

~ 1/a

location of the kth sensing node, dy; = do(p] p as

the distance estimated by the received power. This paper
only considers the block fading, i.e., within a single sensing
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time slot, the channel gain is constant. Then the likelihood
function can be written as

Inp (T|Py, L1)
K
= Z/ Inp (Te|Pri) p (PrxlP1. L) dPik.  (44)
k=1 Py x>0

The computational complexity of integral is relatively
high. Therefore, based on the idea of likelihood ratio test,
the final test statistic can be expressed as

Ty(T)
K
ay max In [p (Tk|Prk) p (P1xlP1. L1)]
_ p, k=t Pk
dP
P=0
K I})laxlnp (Tk|P1 k) (P1,k|P1 + A,Ll)
k; —III_}aXIHP(TkIPw) p (PrilP1, Ly)
A
P=0
i |:maxlnp (Tx|P1k) p (PrxlP1 = A,Ll)—:|
o k=1 lnp(Tk|P] k —O)
= X ,
(45)

In the above equation, it is difficult to split and differentiate
due to the existence of maximization. Therefore, the deriva-
tive is differentiated based on the definition of derivative.

E. EVALUATION OF DETECTION PERFORMANCE
According to the division of detector, in the first part, which
is to detect whether the secondary user is working or not;
in the second part, which is to determine whether the trans-
mitted power of the secondary user violates the interference
constraint, false alarm and miss detection always exist. There-
fore, in general, for the detection of ICV, the final detection
results are as follows:

« No secondary users in work was detected;

o Secondary user in work was detected, and the user’s
spectrum usage behavior was further determined not to
violate interference constraints;

« Secondary user in work was detected and the user’s fre-
quency use behavior was further determined to violate
the interference constraint.

Therefore, when a secondary user does not actually violate
the interference constraint, there are two types of false alarms:
when the secondary user is not working or working at a
reasonable power, the secondary user is judged to be working
and violating the interference constraint, and these two types

of false alarms can be expressed as
Pro = P(dy = l|Ho) P(dg = lldn =1,Ho), (46)
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FIGURE 4. Performance of ICV detection in primary user communication
area.

Pry = P(dy =1|Go) P(dg=1ldu =1,Go).  47)

Similarly, when secondary user violates the interference con-
straint, there are two kinds of detection probability: secondary
user working in the communication area is correctly detected,
or secondary user working beyond the specified range of
transmitted power is correctly detected. The two kinds of

detection probability are respectively expressed as
Pao = P(dy = 1]|L

P41 = P(dg = 1|G1)

— Loll < Dp, H1), (48)
P(dg =1ldy =1,G1). (49)

IV. SIMULATION RESULTS AND ANALYSIS

A. SIMULATION SETUP

Equivalent isotropically radiated power (EIRP) is 62.7dBW.
The transmitted power of the primary user is set to 37.15 W
and the center frequency is 18.48 GHz. The single-point
sensing slot length is 1 ms. The path fading factor is usually
between 2 and 4, which is « = 3 in this subsection. The
signal propagation parameters are assumed to be known. The
power limit for secondary users is 50 W. At the sensing node,
the received noise power spectral density is —174 dBm/Hz,
and the receiver noise factor is 11 dB. In the space-time
spectrum sharing strategy considered in this paper, the signal-
to-noise ratio at the edge of the communication area of the pri-
mary user, i.e., Dp = 1750m, is —4dB. In addition, the upper
limit of interference constraint at the edge of the communica-
tion area is —120 dBm. The following simulation results are
the average of 10000 simulation results under 500 random
topologies. Unless specifically pointed out, the number of
sensing nodes is K = 50, and the overall sensing slot
length within the randomly distributed communication area
and protection belt is 100 ms.

B. PERFORMANCE OF ICV DETECTION IN PRIMARY

USER COMMUNICATION AREA

In order to protect the normal reception of the primary user’s
signal, secondary users are not allowed to access the channel
in the communication area of the primary user. Fig. 4 shows
the performance comparison between the detection scheme
with node selection and the detection scheme without node
selection when the secondary user violates the interference
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FIGURE 5. Performance of ICV detection in communication protection
belt.

constraint and accesses the channel without permission. The
false alarm probability of ICV detection is set as Pro = 0.1.
In the communication area of the primary user, the sensing
nodes are greatly influenced by the signal of the primary user.

As the distance between the node and the primary user
is shortened, the estimation error of transmitted power
increases. Therefore, as shown in Fig. 4, when the secondary
user is close to the primary user, the overall detection per-
formance of the two schemes is poor because the sensing
nodes are greatly affected by the primary user. However,
with the increase of the distance, the performance of detec-
tion scheme with node selection is significantly improved,
while the performance of the detection scheme without node
selection is not. In addition, the higher the transmitted power
of the secondary user is, the higher the received power at
each node is, the higher the SINR is, and the higher the
detection performance of the secondary user is. At this time,
as the secondary user is in the communication area of the
primary user, once the secondary user in the work is found,
it can be judged as ICV. At the same time, it can be noted
that when the secondary user is away from the primary user,
the performance is gradually stable, because the influence
of the primary user on the sensing nodes is relatively low.
In general, the detection performance of the scheme with
node selection is obviously better than that of the scheme
without node selection, because the scheme based on node
selection mechanism will not use too much useless data.
So the detection performance is generally better than the
detection scheme without node selection.

C. PERFORMANCE OF ICV DETECTION IN
COMMUNICATION PROTECTION BELT

Different from the ICV detection in the communication area
of the primary user, in the communication protection belt,
it is not only necessary to detect the working secondary user,
but also to further evaluate whether the secondary user works
within the reasonable range of transmitted power.

As shown in Fig. 5, the working secondary user is detected
to be 2.4km away from the primary user, and the reason-
able upper limit of transmitted power at this position is
P, = 37.TW. False alarm probability Pr; in Fig. 5 is
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the probability of misjudging secondary user’s violation of
interference constraint when its transmitted power is P,.
There is a compromise between Py1 and Pr1. Compared with
Fig. 4, it can be noted that the improvement of the detection
performance is not quite significant because there is fewer
impact on detection from primary user’s signal. However,
the detection scheme with node selection really has a higher
detection probability under the same false alarm constraint.
At the same time, the larger the secondary user exceeds the
reasonable power range, although the performance of the
detection scheme without node selection and the scheme
with node selection is gradually approaching, there is still
some gap, which reflects the superiority of the node selection
mechanism.

D. THE IMPACT OF FALSE ALARM DETECTION
PROBABILITY ON THE DETECTION PERFORMANCE

The detection in this paper is divided into two parts, namely
in the primary user communication area and the communi-
cation protection belt. The relationship between false alarm
probability and detection performance in the communication
protection belt is provided in the last subsection. There-
fore, as shown in Fig. 6, we have added the relationship
between false alarm probability and detection performance
in the primary user communication area in this subsection.
The working secondary user is detected to be 1km away
from the receiver of primary user. Comparing the two curves,
the performance of detection in the primary user communi-
cation area is inferior to it in the communication protection
belt because of the impact of primary user’s signal. However,
combining the two curves, we can conclude that under a cer-
tain false alarm constraint, the detection probability increases
with the increase of false alarm probability.

E. THE INFLUENCE OF THE NUMBER OF SENSING NODES
AND SAMPLES ON THE DETECTION PERFORMANCE

In Fig. 7, the secondary user located within the commu-
nication protection belt is operating at transmitted power
Py = 1.2P, which beyond a reasonable range. The sensing
nodes are distributed randomly in the whole region. The
increase of the number of sensing nodes can not only improve
the amount of data involved in the fusion, but also get closer to
the secondary users with a higher probability, so as to obtain
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FIGURE 7. The influence of the number of sensing nodes and samples on
detection performance.

more accurate spectrum information. The increase of sample
number will directly improve the data quality of a single node
and enhance the estimation accuracy of its received power.
As shown in Fig. 7, when the number of sensing nodes and
samples are improved in the detection scheme without node
selection, the detection performance is slightly improved and
even fluctuates, which is caused by the randomness of the dis-
tribution of the sensing nodes. However, the performance of
the detection scheme with node selection is greatly improved
compared with the former when the number of sensing
nodes and samples are improved. Moreover, we have found
that when the number of nodes exceeds 90, the detection
probability would not be greatly improved (The slope of the
curve is not increasing so much.). As we all know, detection
performance is supposed to be positively correlated with the
number of sensing nodes from the perspective of the data
fusion, however, we cannot just consider improving detection
performance without considering the cost. There should be a
contradiction between the decrease of the computation costs,
the devices’ costs and the improvement of the detection per-
formance. Therefore, from a practical point of view, people
prefer to sacrifice some detection performance to reduce the
cost. How to get the best detection probability under the
constraint of a certain number of sensors might be a good
deployment optimization problem in the future.

V. CONCLUSION

In this paper, we consider the heterogeneous spectrum sharing
scenario that the primary user is the satellite system and
the secondary user is the ground system. The detection of
interference constraint violation is a critical but challenging
issue in satellite-earth integrated networks. To address this
problem, we propose a new geolocation spectrum database
framework for tasks definition in the spectrum sharing
and formulate a generalized model for spectrum sharing in
the satellite-earth integrated networks. We propose detailed
signal detection and estimation strategies to detect the
working status of secondary user in the downlink spectrum
sharing scenario. Furthermore, we derive the closed-form
for test statistics. According to the status and transmitted
power of secondary user, we can determine whether the sec-
ondary user has violated the interference constraint. Simula-
tion examples are provided to verify the proposed studies.
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APPENDIX
First of all, Eq. (20) can be expressed as

K
dinp(T|Py, L) Z dnp (Ti|Pi k)

dP P dP;
Zdlnl’ T |Py k) dPy (50)
N dP1 x dP;
Then, based on the distribution of T}, % can be
re-expressed as follows: '
dln L exp | —Ti= “k)
\/ i 2%
ZnW M
dPlyk
2
d [—%lnzn% _ %wu_w}
- dPy
122 .2 M 2wk — To) w2 — 2ux Ty — j1x)?
_ U2 M2 (ke — T it — 20k (T — jk)
2 n 2 4
27 - 3F M
_ —L—M e —Tie 12— 2u Ty + Ti?
Pk i m
MT>  MT, 1
=5 T T m S
M My Mk

Finally, substitute Eq. (50) into Eq. (51), we can get Eq. (36).
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