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ABSTRACT Supporting the execution of transactions through the use of electronic documents requires
security. The scope of this security primarily involves ensuring the integrity, authenticity and non-repudiation
of the origin of information. The signed XML document is a powerful tool that ensures the above features and
the ease of processing and integration with various systems. An XML document may have many signatures,
and each of them may sign different parts of the document. This feature is highly attractive, but in order to use
it, the signature and structure of the document must be carefully designed. This article presents the existing
risks associated with the use of XML signatures, focusing on XML signature wrapping vulnerability. This
vulnerability is a consequence of the relationship between the XML signature and the signed document.
The authors suggest that without neglecting the need for protection against the possibility of moving and
replacing a fragment of the document, the use of secure XML signature references should also be considered
and applied. The article proposes the use of secure signature templates as a countermeasure against the threat
of an improper indication of the signed content defined in the signature reference. This threat is serious in
automatic signature processing, where it is important to correctly indicate the signed content.

INDEX TERMS XML signature, signature content, XML signature reference, XML signature transforma-

tion, XML signature vulnerability, XML signature attack.

I. INTRODUCTION

One of the fundamental problems facing transaction execu-
tion is ensuring interoperability of services and legal secu-
rity of information accompanying such executions or being
the subject of the transaction. Information, in order to be
safely used in the execution of various types of transactions,
must have certain features, such as integrity, authenticity,
non-repudiation and durability. Electronic signatures are used
to provide information to ensure security (information pos-
sessing the mentioned features is a document). Over the years,
subsequent formats of electronic signatures of various capa-
bilities were created (Cryptographic Message Syntax v.1.5 -
PKCS#7 [1], Cryptographic Message Syntax - CMS [16], or
CMS Advanced Message Syntax - CADES [38] format and
PDF Advanced Electronic Signature Profiles - PAdES [17])
and dedicated to documents. In the presented formats of
signatures, the content of signatures is defined arbitrarily
(rigidly defined by format specifications), which is a problem
for interoperability that is understood as the possibility of
flexible adjustment of the signature content for different types
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of documents, supporting the execution of transactions in a
heterogeneous, dispersed environment with the participation
of many parties. For example, the signature should cover
different parts of the document.

The appearance of the XML format [15] as a means of
implementing various types of documents in an interoperable
way provided the possibility of defining syntax and imple-
menting various types of documents supporting transactions.
Extending the XML concept by XML electronic signature
specification - XMLdSig [37] additionally made it possible
to place in the XML signature various types of information
extending the signature itself (as an equivalent of CADES).
A considerable difference between standard signature for-
mats (in which the content of the signature must comply
with the specification of the signature standard) and XMLd-
Sig signature is the ability to place considerable informa-
tion (for example, XML Advanced electronic Signatures -
XAdES [4]), especially many different signed contents, in a
single signature.

The XML signature specification does not directly specify
the content of the signature. In return, this signature provides
a mechanism for indicating this content in many ways. The
content of the XML signature is defined by a set of references
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indicating the signed resources (reference content), and the
set of indicated contents is the final content of the XML sig-
nature. This approach makes it possible to sign parts of XML
documents [2], [3], [5], [8], [14], [32], [33], [35] and even
documents in any format [2], [3], [33], [35] and enables [6]
multiple parties in a heterogeneous distributed environment
with data security (entered and secured/signed by different
parties for the transaction under consideration). Moreover,
it is possible to define the syntax of any document [30], [31]
to support the execution of transactions that involve multiple
parties in a heterogeneous and dispersed environment with
the assurance of data security through the use of the XML
signature.

The presented features of an XML document and the
XMLdSig signature provide considerable possibilities for
modelling both the structure (syntax) of the document and
signatures, thereby securing the specified fragments of doc-
uments (including external documents in any format). This
approach enables automatic retrieval of the signature content
and automatic verification of signatures in the document.
However, it should be noted that in addition to the large ben-
efits of such an approach, careless, incompetent or dishonest
use of this feature can lead to abuse. There are risks that
are not directly related to cryptography but are related to the
specific nature of XML documents and signatures. In [6], [9],
several attacks on XML signatures (and encryption) were
presented and included denial of service by entity expan-
sion. During DTD parsing, the definitions of the referred
elements lead to multilevel document expansion and memory
and processor load. Another group of attacks are attacks
that are based on injecting code into the document itself
(e.g., SOAP message [10]-[13]) or signature elements and
are related to the processing of signatures provided that the
references are built correctly; hence, the signature is built
and verified correctly. A code (content) can appear in the
document that which is not the content of the signature (is
not covered by the signature), but it is processed and can lead
to misinterpretation of the content of the document.

In the opinion of the authors, there may be another abuse
(in addition to the above) that may occur at the moment of
creating the signature (an intentional action of the signer).
The attacker may indicate in the reference any content that
is irrelevant from the point of view of the transaction being
executed. This leads to the possibility of any modification
of the content that is relevant to the executed transaction
without affecting the validity of the signature. Automatic
document processing leads to the processing of incorrect
content despite a positive result of signature verification
and, consequently, to an unexpected procedure of transaction
execution.

The novelty of our work is therefore the extension of
the signature scheme by the verification of the validity of
the XML signature content. Such verification, based on the
signature template proposed by the authors, protects against
signing any undesirable content and the possibility of modi-
fying relevant parts of the document.

35816

Therefore, our contribution to solving the problem related
to transaction security is of significance because we extend
the knowledge in the field of automatic execution of secure
transactions supported by XML-signed documents.

Il. RELATED WORKS

An XML signature is a structure with syntax defined in the
form of XML schema and detailed in the W3C recommenda-
tion [15], [31], [37]. The signature is a result of a sequence
of cryptographic operations performed on the signed docu-
ment [39]. These operations are based on asymmetric cryp-
tography and hash functions. The distinctive feature of an
XML signature according to [3] is its flexibility and the fact
that it is embedded in an XML document. The characteristics
of these features are detailed and described in the literature,
e.g., [2], [8], [33], [36].

According to the W3C specification of the XML sig-
nature [37], the signature structure consists of four parts
structurally constituting XML elements. “SignedInfo” is
the element where the method of constructing the signature
is specified, i.e., information about the method of canon-
icalization (“CanonicalizationMethod”), the signa-
ture algorithm (“SignatureMethod”, the algorithm of
the signature hash and encryption of the hash value) and
the reference element (“Reference’), where the content
of the signature is defined as the sum of content specified
in particular references by means of the so-called transfor-
mation of signed resources. Each reference, apart from the
transformation specification, also contains the indication of
the hash algorithm and the value of the hash. The second ele-
ment of the signature is the “SignaturevValue” element,
created during the generation of the signature and contains
the signature value, i.e., the encrypted value of the hash
(from each reference hash) using the algorithms specified
in the “SignatureMethod” element. Next, the third ele-
ment “KeyInfo” stores information about the data used to
retrieve a public key to verify the signature and/or the identity
of the signatory (e.g., public key, certificate or other). The
last and fourth element is an optional “Object” element
in which any content is placed in accordance with specific
signature requirements, e.g., data related to the extended
XML XAdES [4] signature. The presented signature struc-
ture is widely discussed and interpreted in the literature,
e.g., [3]or [7].

The ability to define the content of the signature (in the
“SignatureInfo” element) allows the creation of the
following basic types of signatures: disconnected signature,
in which the signed data are outside the XML document
containing the signature (usually used to sign data in a format
other than XML); and enveloped signature, including the
content of the signature and the enveloping signature, in the
signed document.

The concept of reference and transformation in an XML
(“Reference”) signature allows multiple signatures to be
placed in the document, flexible modelling of the signature
content and signing of any separable/non-continuous parts
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of the document. An example is the patient’s medical history
card, maintained by various doctors responsible for particular
records (diagnoses) [8]. In this case, each new diagnosis that
is added must be signed individually. This important feature
is supported by the XML signature, as underlined by [2], [5].
The abovementioned XML signature possibilities are
realized by

1. the signature of document fragments (XPath [45]), and

2. multiple signatures.

XML signature processing (creation and verification) dif-
fers from the traditional electronic signatures presented
above, in which the signed content is not indicated in the
signature and results directly or indirectly from the specifi-
cation of standards for these types of signatures. An XML
signature requires a standard cryptographic verification of the
correctness of the signature value calculated from the value
of the hash function. Moreover, the content of the signature
and the hash values of the individual references (that are not
a result of the standard describing the signature) should be
calculated.

The XML signature processing method originates from the
XMLDSIG specification, but different authors [3], [7], [32],
[33], [41], [46]-[49] differently emphasize the actions that
would be performed.

A full description of the processing of an XML signature
that does not contradict the solutions of the abovementioned
authors is presented in [29]. Below, a brief description is
provided of the processing of an XML signature, highlighting
the processing of the transformation (in the processes of
processing XML signatures).

Generating a signature:

1. Creation of References

- Locating and downloading resources via URI,

- Performing the transformation described in the
Transform element on the referred data objects, and

- Using the algorithm of calculating the value of the
hash function (shown in the “DigestMethod”
element) and storing it in the “DigestValue”
element.

2. Signature creation

- Execution of the “SignedInfo” element canon-
ization algorithm (includes Reference element),

- Execution of a hash algorithm on the
“SignedInfo” element (canonicalized) to cal-
culate the hash value, and

- Encrypting the hash value using a private key,
where the received signature value is saved in the
“SignaturevValue” element.

Signature validation:

1. Reference validation

- Performing document transformation in the

Transform item,

- Execution of a hash calculation algorithm to
calculate the hash value of the transformed
document, and
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- Comparison of the calculated value of the hash
value with the value obtained from the XML
signature.

2. Signature validation

- Reading key information from a “KeyInfo”
element or an external resource,

- Calculation of the hash value for the
“SignedInfo” element using the algorithm indi-
cated in the “SignedInfo” element,

- Decrypting the signature value “Signature
Value” using the signer’s public key and the
“SignatureMethod”, and

- Comparison of the calculated signature value
with the signature value obtained from the
“SignaturevValue” element.

In the area of integrity verification, the authors of [3],
[71, [32], [29], [33], [46] present a procedure consistent with
the above reference validation scheme. It should be noted that

the presented method of this verification
- is limited to formal verification of the integrity of the

content of individual references obtained as a result of
the execution of the transformation references (reference
specifications) and

- does not include verification of the correctness of the ref-
erence specification of the signature verification, under-
stood as the compliance of the scope (fragments) of
the signed document with the scope specified for a
specific signature. This should be specified in the pro-
cess of defining designing) the transaction execution,
i.e., checking whether the reference specifications do
not indicate non-agreed upon and inadequate fragments
of the document, thus omitting the agreed upon and

adequate fragments.
As a consequence, there is a risk that the integrity of the part

of the document that is critical to the security and execution of
the transaction or the step of the transaction, may not be guar-
anteed. The authors of [6] show that the signed object pointed
out by URI (Uniform Resource Identifier) can be moved
while keeping the correct result of the signature integrity ver-
ification and making it possible to insert malicious data in this
place. When the data position is relevant for the interpretation
of the meaning of the data, it can be used by the attacker to
gain unauthorized access to the protected resources. In this
way, other data are verified and other data are processed. Such
an attack can be defined as an injection of unauthorized data
into a signed XML document, preserving the integrity and
authenticity of the signature. In particular, this type of attack
is described in relation to the signature in the SOAP [10]-[13]
message structure, where reference pointing through URI in
combination with SOAP-specific processing can be used to
perform the attack. The attacks described in [6] occur in
specific reference cases in the signature, where the existence
of an element at a specific location in the document is optional
and where the unexpected presence of an element at another
location is tolerated. As a countermeasure, it is proposed
to use XPath expressions in the reference when a simple
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indication in the reference is inappropriate. In addition to
countermeasures using XPath, attacks of this type can be
detected using a security policy that prevents the use of signed
and not understood elements. Unfortunately, this limits the
full use of the processing possibilities offered by the SOAP
protocol.

A similar risk was also observed in the work of [24]. As a
countermeasure, the authors propose limiting the possibility
of occurrence of the signed element to a clearly defined
position in the document, which may lead to a reduction in
the vulnerability of the document and increase its security.
One of the ways of implementing such a concept may be to
use the XML Schema definition [15]. At the same time, they
emphasize that this approach does not guarantee security but
is an important element in securing XML structures that are
resistant to the Signature Wrapping attack.

Similarly, the work in [28] noted that the XML Signature
Wrapping (XSW) attack is one of the most serious threats.
It was noticed, however, that the countermeasures proposed
so far usually provide protection only for specific cases.
There is still no general, comprehensive approach. As a
countermeasure, the authors propose a holistic and integrated
approach consisting of the use of a dedicated architecture and
a dedicated XML signature library, which allows for a secure
and effective protection of XML data in accordance with stan-
dards. The proposed solution is dedicated to XML messages
in SOAP message structures and utilizes the features of this
protocol.

The work in [34], similar to that of other authors, notes
a similar weakness in the use of XML signatures to secure
SOAP messages. As a countermeasure, the authors propose
not to use the Id attribute or XPath expression to indicate the
signed element (within a SOAP message) and instead sign the
entire SOAP message.

Reference [40] notes that with network services, despite
the use of standards such as WS-Security [WS-Security
spec.], some attacks on SOAP messages appear and lead
to significant security failures. As an example of such an
attack, the authors cite the work [6], emphasizing that such
an attack can happen because the XML signature associated
with an object in an XML document does not depend on the
location of the object in the document. Moreover, the SOAP
extension model has small limitations on the presence of
the “headers” element and the elements inside the SOAP
message. The authors propose to detect the XSW attack by
counting the number of occurrences of each node in the
SOAP message. The authors present the algorithm of count-
ing nodes in SOAP messages and comparing the number of
nodes resulting from the specification of references in the
signature.

The work [42] also noted the discussed threat related to the
possibility of moving the original message from outside of the
“Body” element and injecting malicious content in place of
the original message. The authors propose a new signature
verification process using the length of the “header™ and
“body” elements, the “Timestamp” element, and the
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distance between “id” attributes in ‘“header” and
“body” elements.

In the paper [43], which was dedicated to security threats
in cloud computing, the authors presented the problem of the
XSW attack, in addition to the security issues of browsers
and provider lockout. Four categories of such attacks are
listed: simple ancestry context attacks, optional element con-
text attacks, sibling value context attacks and sibling older
context. In the scope of these attacks, the authors propose the
use of the WS-Security concept and end-to-end encryption
for SOAP messages. In this way, the attacker will not be able
to listen to and retrieve the decrypted message in order to
modify it.

In the paper [46], the authors note that in the context of
XML documents, the use of SSL does not fully resolve the
issue of integrity and non-repudiation of the data origin, and
even the signed SOAP message is vulnerable to interception
and subsequent manipulation of its content. According to [6],
a SOAP message protected by an XML digital signature can
be falsified without affecting the correctness of the signa-
ture. The authors propose a method of detecting an attack
in a signed request (network service) using an additional
““position token” as an addition to the signed XML elements.
The attack can be detected during signature verification by
comparison of the calculated request hash with the hash of
the content signed in the request.

The analysis of the above literature shows that one of the
basic standards for building network services is the SOAP
protocol based on XML format and secured with an electronic
XML signature. The use of a signature within SOAP uses
the indication of the signed content by the reference, which
indicates the value of the attribute ““id” of the signed element.
Such an approach causes a threat consisting of the possibility
of “moving” the signed element to another location (within
the XML document) and injecting the falsified content in
its place, which leads to the verification of the signature
with the use of different (real) content in the processing
of the document within the transaction (falsified content).
All authors present the problem in the context of SOAP
news. The authors of the presented papers propose various
methods of preventing the XSW attack in relation to SOAP
messages. However, the problem may involve messages other
than SOAP in the general approach of each XML document.
The authors of this article propose, without questioning the
necessity of detecting XSW type attacks, to protect the doc-
ument against abuse involving the specification of references
in the signature, which causes effects that are similar to those
of XSW (the possibility of modifying the allegedly “‘signed”
content). Such security should be based on verification of
the correctness of the reference specification in the signature.
This means checking whether the references in the signature
indicate those elements in the XML document (not only
SOAP) that are consistent with the parties’ arrangements
when designing the way and formats of data exchange for a
specific transaction. This finding is observed because an auto-
matically verified signature in an XML document without
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verifying the correctness of the signed content specification
can lead to the same results as the discussed XSW attack but
with the use of a different vulnerability (incorrect and unver-
ified specification of the signed content). For this purpose,
the authors of the article propose to extend the processes of
creating and verifying XML signatures to include verification
of references in the signature, rather than only the verifica-
tion of the content indicated and ‘“‘returned” by references.
In other words, this approach would check whether references
indicate resources in accordance with objective and agreed
intentions of the parties implementing the transaction through
- defining the content of the signature (references) outside
the signature structure, i.e., creating the so-called signa-
ture template, in which the signature template should be
a reliable document created during the implementation
of automatic transaction support,
- building (automatically) a signature based on a template,
and
- verification of the signature based on the references in
the signature and the references built based on the tem-
plate. Different values of digest values mean violation of
the signature.

lIl. SIGNATURE SCHEME

The basic signature scheme describes the method of gen-
erating the signature S and verifying the signature V. The
signature scheme usually consists of three elements [22]:

- The algorithm for generating a key pair G(k;, k,), where
ks is a private key (also called the signatory), and k, is a
public key (verifying). The verification key can also be
a symmetric key (e.g., derived from a password). In the
next part of the discussion, the generation of keys (or
keys) G, usually presented in the literature as exceeding
the area of interest presented in the article, is omitted.

- Signing algorithm S, whose task is to create a signature
value o, for a specific message m using the signing key
kg, and

- Signature verification algorithm V, i.e., the algorithm
checks the validity of the signature value o, of a specific
message m, with the use of the &, verification key, which
is complementary to the k; signing key used to create the
signature.

A. SIGNATURE CREATION AND VERIFICATION
ALGORITHM

The signing algorithm S is a set of five tuples consisting of
the signed message m,,, the signature value oy, the verification
key k,, the indication of the encryption algorithm for the hash
value e (mm) and the indication of the algorithm for calculating
the hash value A (m) from the following message:

{m07aV7kV7e(m)vh(m)} (1)

where
- using the assumed hash function % (i), we obtain the
hash values of the m;, = h (m,) for the given m, message
(which is the content of the signature),
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- using the encryption algorithm e (m), we obtain the
encryption value called the signature value o, =
e (my, k) with the use of the signing key &, and the hash
value my,. The signing algorithm can be written as shown
below:

oy < S (my, ks) = e (h(m,) , k) )

The result of the process of executing the signing algorithm
is data that are necessary for the later verification V of the
signature. Verification takes place as follows:

- Decrypting the signature value oy, using the decryption
function d(m) and the verification key k,, which leads
to obtaining the hash value m; = d (o, k). The hash
value can be written as shown below:

my =d (0, = e (my, k) , k) 3

- Calculation of the hash value m'; from the signed
message myg using the i (m) function:

m'y, = h(m,) “)

- The result of the comparison of the hash value my, cal-
culated while creating the signature and my, obtained
during the verification of the signature is the result of
the signature verification v

V< (m’h == mh) (5)

Similar to the signing algorithm, the signature verification
algorithm can be written:

v <V (my, k)
= ((mh =d (oy, ky)) == (m/h =h (mo))) (6)

Depending on the type of problems being solved, var-
ious mutations of the signature schemes are created.
Reference [26] presents the sanitizable signature scheme and
its implementation. This signature allows a defined third
party (sanitizer) to change the signed document without inval-
idating the signature. Reference [25] categorizes signature
schemes based on increased efficiency, increased security,
anonymity of services, and extended possibilities of signing
and verifying signatures. In particular, signature schemes
are presented: batch scheme, forward-secure scheme, blind
scheme or a scheme with a proxy. Reference [44] presents
the RSA signature scheme in which, apart from the signa-
ture classes determined by the type of certificates, it focuses
on cryptographic issues related to RSA, DSA and ElGamal
keys. Reference [50] proposes the designated verifier sig-
nature (DVS) scheme to verify the signature of a message,
preventing the transfer of the conviction to any third party.
In turn, [51] discusses new types of signature schemes, such
as the so-called BLT, based on the idea of combining one-time
time keys with the time stamping service.
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1) XML SIGNATURE SCHEME

The XML signature [37] conforms to the basic scheme
shown above. The difference is the extension of the signature
scheme, given the necessity of specifying the way of creating
the signature. This extension concerns the applied algorithms
and creating the signed content.

The XML signature oy, structure (syntax) consists of the
specification (definition) of the signature (information about
the signature, definition of the signature) D, the signature
value o,, the information about the method of obtaining
the verification key K and an optional object O containing
any information (e.g., XAdES [4] extension or other signed
contents):

{D,o,,K, O} (N

The signature specification D contains

- the indication of the method of canonicalization of the
signature content ¢ (i),

- the indication of the signature algorithm eh (m) con-
sisting of the encryption algorithm e (m) and the hash
function algorithm & (m)

eh (m) = e (h (m)) ®

- the set of references R = {Ri,Ry,...,R,} used to
specify the method to retrieve the signed contents and
the algorithm of the hash function. Each R; reference
contains:

o the indication of the signed resource uri;,

o the optional definition of the transformation
sequence Ty = {T1,, Ty, ..., Ty, }, and

o the indication of the hash function algorithm (for
the result of the reference resolution) A; (m).

The information content of the references can be shown as
R; = {uri;, T;, hi (m)} 9

The content of the XML signature definition (specification)
has the following form:

D = {c(m), eh(m), R} (10)

The definition of the signature D is the basis for the process
of preparing the signature content P

mxymr < P (D) (11)

In regard to equation (2), the creation of the signature S can
be written:

oxmr < S(Mxmr, ks) (12)
Additionally, the signature verification V considers
equation (6):

v < V(mxmr, ov, k) (13)
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a: PREPARATION OF THE SIGNATURE CONTENT P

An XML signature requires that before creating or verifying
a signature, a signature specification is defined by defining
the elements of set D. Based on this set of data D, an algo-
rithm for creating a signature is executed. It is an element
that distinguishes an XML signature from other signature
formats, where this information is an element of the format
specification and does not allow for flexible modelling of the
signature and adaptation to specific needs.

The process of XML signature preparation is presented

below:

- For each reference R; in the reference set R, the r; (uri;)
resource indicated by uri; is retrieved, and the 7; trans-
formation sequence is executed on this resource. The
results of individual transactions are transferred to the
subsequent transactions.

mi =30 T (ri wrip) (14)

This approach enables the partial content of the signature
(signed content) m; to be obtained.

- For each partial signature content m; (derived from the
R; reference), the hash value my, is calculated using the
h; (m;) algorithm

my; = h; (m;) (15)

- The information of individual references is extended by
the value of the hash function of the resources indicated
and transformed in the references. In this way, the D set,
or more precisely the R references, are extended by the
values of the my, hash functions of the corresponding R;
references.

Ri = R; Umy, (16)

After this operation, the content of the reference has the
following form:

R; = {ul’ii, Ti, hi (m) , mp; = h; (mhl.)} a7

- The structure of set D is subject to canonicalization
process ¢ (D) and is the content of the signature myyyy,

mxpmr = ¢ (D) (18)

Finally, the preparation of the content of the signature P
can be written as

mxmr < P (D) =P (c(m),eh(m),R) (19)

b: SIGNATURE ALGORITHM S

Considering formula (12) and the stage of preparing the
signature content, the signature creation algorithm has the
following form:

oxmL < S (mxmr., ks) = S (mxpmr < P (D)
= P(c(m),eh(m),R), ks € {ks, k)  (20)
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Signature verification algorithmV
Considering formula 13, the signature verification algo-
rithm has the following form:

v<«<V (m/XML.y OXML» kv) 2D

where m’xyy is the signature content obtained during verifi-
cation according to formula (19) using specifications taken
from the signature:

m'xmr < P (D € oxyr) = P(c(m),eh(m),R) (22)

The verification key k, € K (K is the method of retrieval
of the verification key, which is an element of the XML
signature).

The algorithm for creating and verifying an XML signa-
ture at the stage of cryptographic processing of the signed
content (integrity) is the same as that presented in the scheme
described in paragraph (Signature scheme - signature signing
and verification algorithm, formulae 1 - 5). The difference
lies in the way of obtaining the signed content. In the basic
scheme, the content of the signature is determined arbitrarily,
and the method of its calculation originates from the specified
specifications of the signature format. In the XML signature,
the way of defining the content of the signature is flexible and
defined in the specification (the definition of the signature
is contained in the signature). Similarly, in the definition of
the signature, cryptographic algorithms used in the signature
(functions of the hash and encryption) and methods of canon-
icalization of the signed content are indicated. Such a way
of processing XML signatures (creation and verification) is
consistent with the schemes presented in the literature [27].

The XML signature scheme presented above is vulnerable
to various threats, especially the XML signature wrapping
attacks described in the ‘“Related works” section. These
threats result from the features of the XML document and the
possibilities (benefits) provided by the XML signature. They
are caused by the possibility of modelling the content of the
signature on the one hand. On the other hand, they are caused
by the possibility of modifying the content of the document in
parts not covered by the signature, without the consequences
of violating the integrity of the signature. Regardless of the
solutions proposed by various authors to detect changes in
the structure and content of XML documents, the authors
propose to use secure signature references. Such references
must indicate the appropriate content of the signature. Below
is an example of a threat resulting from the lack of verification
of the correctness of references in the signature.

To illustrate the problem, a sample implementation of sign-
ing and verifying the document in XML format was made.
The document shown in Fig. 1 was taken as an example.
The presented XML structure represents the order document
and contains such information as data about the supplier and
the ordering party (recipient), information about the time and
place of delivery and payment details.

In this example, processing of the document is as follows:

- It is created by the customer in accordance with the

agreed syntax, and then signed electronically by the
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<?xml version="1.0" encoding="UTF-8"?
<Contract>
<GeneralInfo Id="GneralData">

<Supplier Id="SupplierData">

</Supplier>
<Recipient Id="RecipientData">

</Recipient>
</GeneralInfo>
<Delivery Id="DeliveryData">

</Delivery>
<Order Id="OrderData">

</Order>
<PaymentDetails>
<Total>200000</Total>
<FromAccount>
<AccountNumber>1234-4342-0000-32342-
3568-3532</AccountNumber>
</FromAccount>
<ToAccount>
<AccountNumber>4532-0903-0032-0943-
9546-3434</AccountNumber>
</ToAccount>
</PaymentDetails>
<Authorisation>
<RecipientSignature>
</RecipientSignature>
<SupplierSignature>
</SupplierSignature>
</Authorisation>
</Contract>

FIGURE 1. Example of a document supporting the execution of a
transaction, ready to be signed (RecipientSignature,
SupplierSignature).

<RecipientSignature>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
Id="RecipientSignatureId">

<ds:SignedInfo>

</ds:SignedInfo>

<ds:SignaturevValueld="RecipientSignaturevalueId">
KlcX1lt...Ebg==

Signaturevalue>

eyInfo>

</a:

</ds:KeyInfo>
</ds:Signature>
</RecipientSignature>

FIGURE 2. Recipient signature in the document structure.

recipient. The electronic signature is placed in the
“RecipientSignature” element.

- Then, it is sent (using any communication protocol) to
the supplier,

- Software supporting automatic processing of orders
from the supplier verifies the signature of the ordering
party and

- Generates a signature (electronic stamp with a signature
structure) confirming the fact that the order has been
accepted.

- The process of further order processing is launched.

The presented order document is signed by the ordering
party and the signature is placed in the structure of the order
document (“RecipientSignature’)as showninFig. 2.

The signature creation algorithm is executed according to
the XML signature scheme (equation 12), where the signature
content is created (equation 11) based on the D signature
definition, which is one of the elements of the signature
(equation 7).
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VERIFICATION:

Reference[0] Id:
Transform:

Calc Digest:
Expected Digest:

Reference[l] Id:
Transform:

Calc Digest:
Expected Digest:

'resources/FinalContractRecipient .xml.xml"'
Document is signed by 1 signatures.

VERYFYING SIGNATURE: O

VERYFYING SIGNATURE: RecipientSignatureId

Core validity status
SignaturevValue status: true

true

'#GneralData’

'RecipientGeneralDataRef' validity status: true URI:
'http://www.w3.0rg/2000/09/xmldsig#enveloped-signature’

ccd825561dal4588cc079437b45fe2c7291a19f79b3cd9f50cf6112a418e0805
ccd825561dal4588cc079437b45fe2¢c7291a19£79b3¢cd9£f50cf6112a418e0805

'RecipientDeliveryRef' validity status: true
'http://www.w3.0rg/2002/06/xmldsig-filter2"

c10389fb37e9348cf4d0cb069f9689771a6762c3437cbedlfbdal84a8ad2aabe
c10389fb37e9348cf4d0cb069f9689771a6762c3437cbedlfbdall84a8ad2aasbc

Reference[2] Id:
Transform:

Calc Digest:
Expected Digest:

Reference[3] Id:
Transform:

Calc Digest:
Expected Digest:

Signature passed core validation

true

'RecipientOrderRef' wvalidity status:
'http://www.w3.0rg/2002/06/xmldsig-filter2"

2bclaa8laed6bed7fel7aea39ab052a3ac436c7ad547b915d937¢c07d£92583d8
2bclaa8laed6bbed7fel7aea39ab052a3ac436c7ad547b915d937¢c07d£92583d8

'RecipientPaymentRef' validity status: true URI: ''
'http://www.w3.0rg/2002/06/xmldsig-filter2"
e3b0c44298fclcld9afbfdc8996fb92427ae41e46490934cad95991b7852b855
e3b0c44298fclcl49afbfdc8996£fb92427ae41e46490934cad95991b7852b855

FIGURE 3. Verification of the recipient signature (document unchanged) executed with the authors’ software.

<SupplierSignature>

Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
"SupplierSignaturevalueId">

<ds:SignedInfo>

SignedInfo>
< ignaturevalue>TT..g==</ds:SignaturevValue>
<ds:KeyInfo>

<ds:KeyValue>

</d

</ds:KeyValue>
</ds:KeyInfo>
</ds:Signature>
</SupplierSignature>

FIGURE 4. Supplier’s signature.

The signature created in this way will be positively verified
by the supplier’s system. Signature verification (equation 13)
is based on the information recorded in the definition
of signature D by preparing the content of the signature
(equation 11). An example of a signature verification report
is shown in Fig. 3.

After positive verification of the document by the sup-
plier’s system, it is confirmed by the supplier’s signature
(as an element in “SupplierSignature”), resulting in
a commitment to the customer. The supplier’s signature is
shown in Fig. 4.

It should be noted that the process of preparing the sig-
nature content m,,,; is executed in the P (D) process based
on the same set of information (signature specification) D,
and in particular, the identical transformations 7; that con-
stitute the reference definitions R; (formula 14), which leads
to a positive verification of the value of the hash function
(equations 19 and 21).

In the meantime, the document has been manipulated by
replacing account numbers (Fig. 2). The changed fragment
of the document is shown in Fig. 5:
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<PaymentDetails>
<Total>100000</Total>
<FromAccount>
<AccountNumber>4532-0903-0032-0943-9546-
3434</AccountNumber>
</FromAccount>
<ToAccount>
<AccountNumber>1234-4342-0000-32342-3568-
3532</AccountNumber>
</ToAccount>
</PaymentDetails>

FIGURE 5. Manipulated content of the document.

As a result of such actions, there is a conflict and two
documents are in circulation: “Original” and “altered”. The
solution to the conflict should be verification of the signature
in the document. Such verification was performed, as shown
in Fig. 6:

The comparison of the results of verification of signatures
presented in Fig. 3 and Fig. 6 shows that despite the manipu-
lation of the document, in the part significant for the transac-
tion, a valid verification result was obtained. Both the value
of the signature and all the references were verified.

Fig. 7 shows the result of verification of both signatures
in the document sent to the supplier (after generating the
supplier’s signature).

As seen, all signatures in both documents are formally
valid and a positive result of their verification is obtained (as
mentioned above, it is natural if the same transformations are
applied to the signature references).

The cause of the described problem is an intentional
or accidental incorrect specification of the reference to
the “PaymentDetails” element in the order document
(R; reference in the signature definition D), as shown in Fig. 8
(element marked green).
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Reference[0] Id:
Transform:

Calc Digest:
Expected Digest:

Reference[1l] Id:
Transform:

Calc Digest:
Expected Digest:

Reference[2] Id:
Transform:

Calc Digest:
Expected Digest:

Reference[3] Id:
Transform:

Calc Digest:
Expected Digest:

Signature passed

VERIFICATION: 'resources/FinalContractRecipient-FALSED.xml'
Document is signed by 1 signatures.

VERYFYING SIGNATURE: O

VERYFYING SIGNATURE: RecipientSignatureId

Core validity status : true

SignatureValue status: true

'RecipientGeneralDataRef' validity status: true URI: '#GneralData'

'http://www.w3.0rg/2000/09/xmldsig#enveloped-signature’
ccd825561dal4588cc079437b45fe2c7291a19f79b3cd9f50cf6112a418e0805
ccd825561dal4588cc079437b45fe2c7291a19f79b3cd9£f50cf6112a418e0805

'RecipientDeliveryRef' validity status: true URI: ''
'http://www.w3.0rg/2002/06/xmldsig-filter2"
c10389£fb37e€9348cf4d0cb069£9689771a6762c3437cbedlfb6dall84a8ad2aabc
c10389fb37e9348cf4d0cb069£f9689771a6762c3437cbedlfbdall84a8ad2aabc

'RecipientOrderRef' validity status: true URI: ''
'http://www.w3.0rg/2002/06/xmldsig-filter2"
2bclaa8laedbbed’fel7aeald39ab052a3ac436c7ad547b915d937c07d£92583d8
2bclaa8laed6bbed7fel7aea39ab052a3ac436c7ad547b915d937¢c07d£92583d8

'RecipientPaymentRef' validity status: true URI: "'
'http://www.w3.0rg/2002/06/xmldsig-filter2’
e3b0cd44298fclcld9afbfdcB8996fb92427ae41e46490934cad95991b7852b855
e3b0cd4298fclcld9afbfdc8996fb92427ae41e46490934cad95991b7852b855

core validation

FIGURE 6. Verification of the recipient’s signature (document unchanged) Executed with the authors’ software.

Reference[0] Id:
Transform:

Calc Digest:
Expected Digest:

Reference[l] Id:
Transform:

Calc Digest:
Expected Digest:

Reference[2] Id:
Transform:

Calc Digest:
Expected Digest:

Reference[3] Id:
Transform:

Calc Digest:
Expected Digest:

Signature passed core validation
VERYFYING SIGNATURE: 1

VERYFYING SIGNATURE: SupplierSignatureId
Core validity status : true
SignaturevValue status: true

Reference[0] Id:
Transform:

Calc Digest:
Expected Digest:

VERIFICATION: 'resources/SupplierSignature'
Document is signed by 2 signatures.
VERYFYING SIGNATURE: 0

VERYFYING SIGNATURE: RecipientSignatureId
Core validity status : true

SignaturevValue status: true

validity status: true URI: '#GneralData'

'RecipientGeneralDataRef"
'http://www.w3.0rg/2000/09/xmldsig#enveloped-signature’

ccd825561dal4588cc079437b45£e2c7291a19f79b3cd9f50cf6112a418e0805
ccdB825561dal4588cc079437b45fe2¢7291a19£7903cd9f50cf6112a418e0805

'RecipientDeliveryRef' validity status: true URI: ''
'http://www.w3.0rg/2002/06/xmldsig-filter2"
c10389fb37e9348cf4d0cb069£9689771a6762c3437cbedlfbdal84a8ad2aabe
c10389fb37e9348cf4d0cb069f9689771a6762c3437cbedlfbdall84a8ad2aabe

'RecipientOrderRef' validity status: true URI: ''
'http://www.w3.0rg/2002/06/xmldsig-filter2’
2bclaa8laedbbed’fel7aeald39ab052a3ac436c7ad5470915d937c07d£92583d8
2bclaa8laed6bbed7fel7aea39ab052a3ac436c7ad547b915d937¢c07d£92583d8

'RecipientPaymentRef' validity status: true URI: "'
'http://www.w3.0rg/2002/06/xmldsig-filter2’
e3b0c44298fclcld9afbfdcB8996fb92427ae41e46490934cad95991b7852b855
e3b0c44298fclcld9afbfdcB8996£fb92427ae41e46490934cad95991b7852b855

'RecipientSignature' validity status: true URI: ''
'http://www.w3.0rg/2002/06/xmldsig-filter2"
94d26cb5c02d4e877a289cfe094fbfe603a00793349b9ca399d77879b2ec8fce
94d26cb5c02d4e877a289cfe094fbfe603a00793349b9ca399d77879b2ec8fce

Signature passed core validation

FIGURE 7. Verification of signatures in a document signed by the supplier and the recipient (document not changed).
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<ds:Reference Id="RecipientPaymentRef" URI="">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2002/06/xmldsig-filter2">
<XPath
xmlns="http://www.w3.0rg/2002/06/xmldsig-filter2"
Filter="intersect">/Contract/PaymentDetail</XPath>

</ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>47DEQpj8HBSa+/TImW+5JCeuQeRkm5NMpIJWZG3hS
uFU=</ds:DigestValue>
</ds:Reference>

FIGURE 8. Incorrect reference specification in the recipient signature.

<ds:Reference Id="r-id-1"
Type="http://www.w3.0rg/2000/09/xmldsig#Object" URI="#o-id-x">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#base6d" />
</ds:Transforms>
:DigestMethod
Algorithm=" p://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue>cy5VQ4V2A5zIb. . .8HgowdKKeRZo=</ds:Digest

vValue>
</ds:Reference>

FIGURE 9. Erroneous (malicious) specification of a reference to an object
in a signature in a JPK file.

<ds:Reference Id="r-id-1" URI="">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/TR/1999/REC-xpath-19991116">

<ds:XPath>not (ancestor-or-
self::ds:Signatures)</ds:XPath>
</ds:Transform>
<ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4dn#" />
</ds:Transforms>
s:DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>HxudzfNolpVpYH4bPC8iWCHQICSRUAJnh90T/+LP
y/s=</ds:DigestValue>
</ds:Reference>

FIGURE 10. Dangerous specification of the XPath expression in the
JPK file.

Fig. 9 shows the manipulated specification of content
in the reference to the signed object “#o-id-x" point-
ing to an incorrect object instead of the correct indication
“H#o-1d-x".

The threat, an example of which is presented above,
becomes very dangerous, especially in those documents in
which the XML signature is used on a large scale. An example
can be documents used in tax proceedings and controls (e.g.,
Standard Audit File for Tax - SAF-T used by several countries
such as Portugal, Poland, etc. [52]).

There appears to be a real risk of manipulating the JPK
file, caused by using the XPath expression to indicate the
signed content if it is possible to provide the wrong XPath
expression and sign other than expected content, as shown
in Fig. 10, where the XPath expression is changed (correct
“ds:Signature”,incorrect “ds:Signatures”).

The use of standard XML signature verification without
considering the verification of the content defined by refer-
ences does not protect the parties against misuse of the indica-
tion of incorrect signature content. Therefore, it is necessary
to verify the references in the signature. It seems necessary
to securely apply the definition of signature D by creating a
signature and verifying the signature on the basis of the same
specification D.
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2) XML SIGNATURE SCHEME PROPOSAL WITH REFERENCE
VERIFICATION

The use of XML signatures requires careful design that takes
into account two aspects:

1. Protection against manipulation of the structure and
content of the signed document (moving and changing
the content) by using the means discussed in Related
Work, (such as appropriate use of XPath [6], use of
dedicated architecture and libraries [28], limiting the
use of XPath and the Id attribute and proposing instead
to sign entire SOAP structures [10]-[13], etc.).

2. Protection against intentional or accidental use of ref-
erences and transformations in the signature, allowing
the modification of the document through the use of a
signature scheme with the verification of references.

The authors of the article suggest that the XML signature
scheme, presented above, should be extended to include ver-
ification of references. The proposed approach is designed
to eliminate most of the above described vulnerabilities. For
this purpose, during the design and construction of systems
supporting transaction execution, it is necessary to develop
templates of signatures M for XML documents created (and
verified) in each stage of the transaction. Such a template
should contain all the elements necessary to create and ver-
ify a signature. It is equivalent in content to the signature
definition D.

M =D (23)
Therefore, considering formula (10), we obtain it as
M = {c(m),eh(m), R} (24)

Signature verification should, in this scheme, be extended
to include verification of the correctness of the signature
content that is the result of the description in template M
with the result obtained using the signature specification D.
For the avoidance of doubt during the implementation of the
XML signature, the template M should be used to create the
specification in the signature D and to verify the signature.

a: PREPARATION OF THE SIGNATURE CONTENT P
Preparation of an XML signature is done in the same way as
described above and involves processing in accordance with
the D signature specification. The proposed scheme requires
that the definition of the signature is created in accordance
with the template M, in which the references to create the
content of the signature are saved in accordance with the
expectations of the parties.

b: SIGNATURE VERIFICATION ALGORITHM S

The signature creation process is analogous to that described
in section 1.2.1. The only difference is the change in the
description of formula 20:

oxmr < S (mxmp, < P(D <~ M), kg € {ks, k)  (25)
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As seen from the above formula, the content of the signature
mypy, is derived from the definition (specification) of the
signature D, which is derived from the signature template M.
Signature verification algorithm V.
The signature verification in a schema with reference
verification (signature content) is performed by:

- Calculation of the hash value by decrypting the signature
value:

my =d (mxyr < oxmr, kv € {ky, kg}) (26)

- Calculation of the hash value for the signed content
according to the definition saved in the signature:

m'y = h(m'xur < P (D < oxmr)) (27)

- Calculation of the hash function value for the signed
content according to the definition derived from the
signature template:

m"y = h(m"xur < P (M)) (28)
- Comparison of the obtained hash values:
my == m/h == m”h (29)

- A positive result of the comparison of these values
proves the integrity and validity of the references used
in the signature.

- It is possible, but not necessary, to compare the values
of hash values of individual references taken from the
signature, calculated from the definition of signature
D and calculated from the definition derived from the
template M:

mhi = mlhi = m"/’li (30)

to check which reference does not match the established
template.

The difference between the verification algorithm and the
XML scheme is that the verification algorithm considers
the values of the hash functions received on the basis of
the signature template, apart from being obtained from the
signature value and the definition saved in the signature.

The above proposal of the XML signature scheme
extended by the verification of the signature reference is,
according to the authors, resistant to vulnerability based on
the intentional or accidental construction and use of refer-
ences during the creation and signature verification. This
vulnerability makes it possible to modify fragments of XML
documents while maintaining the integrity of the signature
value.

The structure (syntax) of the signature template and the
presentation of the transaction execution with the verifica-
tion of the signature, including the verification of references,
is presented below
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¢: SECURITY MODEL
Generating a signature:

Fig. 11, above the dashed line, presents a diagram of creat-
ing the XML signature. The process consists of the following:

1. Creating a definition (specification) of a signature,
which may be based on the signature template (reliable,
secure information) or other unknown data,

2. Then, according to the definition created,

a. the content of the signature is produced, which con-
sists of the digest values of the contents indicated by
all references, and

b. the value of the signature is calculated by encrypting
the digest value from the received content,

3. The definition and the signature value are placed in the
XML signature structure.

The generated signature is formally always valid, but it can
sign the inappropriate content.

It should be emphasized that it is not necessary to use a
template when generating a signature, and the correct defini-
tion can also be created without a template.

Verification of the signature

In Fig. 11, below the dashed line, there is a diagram of
XML signature verification. The verification path using the
signature template is marked in green colour, and without the
signature template in red.

The process consists of the following:

1. Creating a signature definition that can be undertaken
by simply reading from an XML signature or from a
template,

2. Then, according to the definition:

a. the content of the signature is produced, which con-
sists of the digest values of the contents indicated by
all references, and

b. the digest value of the resulting content is calcu-
lated.

It should be noted that the resulting signature content is
correct whenever the definition is based on a template.
Otherwise, there is no such certainty.

3. Calculation of the digest value received by decipher-
ing the signature value, which is read from the XML
signature structure,

4. The validity of the verification is determined by the
result of comparison of the digest value obtained from
the definition, with the digest value obtained from the
XML signature structure.

While the method of creating a definition (based on or with-
out a template) is not important when generating a signature,
it is important during verification.

If in this case (verification), the signature template is used
to create the definition (green path), then the result of the pre-
sented verification is reliable. This result is observed because
the signature is created for the same content as defined in the
signature template.
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Unknown data

Creation of sgrature Definition (specification) [ {eq. 7)
1. Indication of the signature algorithm afyim) (=g. 8)
2. Indication of the canconicalization method qim) (eq.7)
3. Definition of the references {and transformations] & {eq. 9)

(eq. 23)

Signature

Definition

reference contents

Signature areation
1.R=adire all parameters from the definition
] ELnE = ENL Oy EXerUl
Value and 4, ualhulatlr'e digest \.alussleq 15) fer each reference content
5. Calculating signature value [eq. 20) for content composed of

ng each reference B

Signature Creation

Creation of sgmeture spedfi@tion {Definition) L {eq. 7)
1. Indication of the signatu re algorithm afym) (=q. )
2. Indication of the canonicalization method om) (2q.7)
3. Definition of the references (and transfonmations) &

Signature Template M [eq. 24)

{eq. 23)

secure distribution of Signature Template

[}

Jal

™

<

3 Speviication of the references land randommations £ jeq 9

1. Specification of the signature algorithm efgn) (eq. 8)
2. Specification of the canonicalization method o) (eg. ¥)

Sionature

Signature verification
Reading all parameters from the definition I
3. Retrieving the references content by executing each reference B7
4. Calculating digest values (eq. 15) for each reference content
5.Calculating digest value for content composed of reference contents

Signature
Definition

i

/' Digest from

{
\

b
"

Signature
Definition

i

/ Digest from

F)
A"

Verifi@tion Result
Comarison of:
Digest from SignatureValue == Digest from Definifion

Signature Verification

Digest from
Signature
Value

Based on unknown data
Result Always Valid

Resuk Imvdid if Unknown Dada
differs from Signature termplate

Based on Signature
Template

FIGURE 11. Signature security model with references verification.

Otherwise, if the definition taken from the XML signature
structure is used for verification (red path), then the result of
this verification will be positive even if the signature content
does not match the content indicated in the template.

As seen from this example, it is possible to effectively
detect the use of a signature with manipulated references. The
basis is the introduction of an additional verification step -
verification of the content of references based on a secure
signature specification using the signature template.
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3) PROPOSAL FOR THE STRUCTURE OF THE SIGNATURE
TEMPLATE M
As shown above, the key element ensuring correct processing
of XML signatures in accordance with the parties’ agree-
ment to the transaction is the signature template M. The
authors proposed the structure (syntax) of the XML document
presented in Fig. 12.

The structure of the signature template M contains all the
information necessary for the creation and verification of the
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B attributes

signatureMethod
canenicalizationMethod
E

oo B 5]
i
Couesmerno

B atiributes

B
digestMethod

B ettributes

IdReference £}
digestMetnod

ST
B ettributes
oo

FIGURE 12. XML signature template syntax.

signature (equation 10), in particular

- the method of canonicalization c¢ (m),

- the name of the signature algorithm eh (m) (name of
the algorithm for calculating the hash value and the
algorithm for encrypting this value),

- the way of preparing the content of the signature
references with R; and data necessary to build/verify
various types of references - for example: detached,
XPath, XPath filter2, enveloping,

as well as other information relating to, for example, the
signature in a document,

- the signature position in the document (using the XPath
expression),

- the optional name of the signature identifier and the
identifier of the signature value.

a: IMPLEMENTATION AND TESTS

Based on the file containing the signature template M with
the above presented syntax, it is possible to create content of
individual references R; independent of the D specification
in the signature (i.e., secure) and to perform calculation of
the hashes from these contents and comparison of the hashes
received based on the template with the hashes calculated as
standard and placed in the signature. (equations 19 and 30).
For the example shown above, the signature template for the
ordering party was developed, which is shown in Fig. 13.

The same solution can be applied for Standard Audit File
for Tax (SAF-T), whose sample signature template is shown
in Fig. 14.

Using the data stored in the signature template, an extended
(apart from the standard, described above) signature verifica-
tion is performed, i.e., verification of hash values written in
the signature with the hash values obtained on the basis of the
description of references in the template.
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<?xml version="1.0" "UTF-8" standalone="no"?>
<SignatureTemplate x "http://www.w3.0rg/2001/XMLSchema-
instance"
xsi:noNamespaceSchemalocation="...\SignatureTemplate.xsd">

lizationMethod="INCLUSIVE_WITH_COMMENTS"
atureId="RecipientSignaturevalueId"

thod="RSA_SHA256"

RecipientSignaturevalueId"
xPath="/Contract/Authorisation/RecipientSignature">

<References>
<IdReference Id="RecipientGeneralDataRef"
~thod="SHA256"
entId="GneralData"/>
<Detached Id="DetachedRefId"
URI="http://www.w3.0org/TR/xml-stylesheet"
digestMethod="SHA256" />
<XPathFilter2 Id="RecipientDeliveryRef"
digestMethod="SHA256">
<XPath expression="/Contract/Delivery"

type="intersect"/>
</XPathFilter2>
<XPathFilter2 Id="RecipientOrderRef"
digestMethod="SHA256">
<XPath expr

ion="/Contract/Order"
type="intersect"/>
</XPathFilter2>
<XPathFilter2 Id="RecipientPaymentRef"
digestMethod="SHA256">
<XPath expres

ion="/Contract/PaymentDetails"
type="intersect"/>

</XPathFilter2>
</References>

</Signature>
<Authorization>
<ds:Signature
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
Id="AuthorizationSignature">
<ds:SignedInfo/>

<ds:SignatureValue>aYDKJ1+YJ6Q==</ds:SignaturevValue>
<ds:KeyInfo/>
</ds:Signature>
Authorization>
</SignatureTemplate>

FIGURE 13. Example of XML signature template.

i="http://www.w3.0rg/2001/XMLSchema-
~eSchemalocation="J:\XMLDSig-
Signature\resources\SignatureTemplate.xsd">
Id="value-id-£f80£fcb47al716069ca994e2132c0el2d"
ionMethod="INCLUSIVE_WITH_COMMENTS"
s aturel ="RSA_SHA256" valueId="value-id-
f80fcb47a1716069ca994e2132c0el2d">
<References>
<IdReference digestMethod="SHA256"
elementId="o-id-1" Id="r-id-1"
tyg "http://www.w3.0rg/2000/09/xmldsig#Object">
<Transform>BASE_64</Transform>
</IdReference>

</References>
</Signature>
<Authorization>
</Authorization>
</SignatureTemplate>

FIGURE 14. Indication of the signature reference in the JPK file.

Fig. 15 shows the result of the signature verification.
As seen from the drawing, the result of the verification addi-
tionally contains:

- values of hashes m’j, calculated on the basis of references

in the signature (““CALC”),

- values of hashes my;, placed in the

(“EXPECTED”),

- values of hashes m"j, calculated on the basis of specifi-
cations in the signature template (“EXTERNAL”),
which are the basis for “traditional” and ‘“‘extended — pro-

posed” verification of integrity of XML signatures.

The result of such verification, for a signature with
manipulated “RecipientPayment” reference, is shown
in Fig. 15.

As seen from this example, it is possible to effectively
detect the use of a signature with manipulated references.

signature
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DOCUMENT TO VERIFY: 'resources/FinalContractRecipient.xml'
TEMPLATE: 'resources/RecipientTemplate-SIGNED.xml'

VERYFYING SIGNATURE: RecipientSignaturevValueId

Core validity status : true

SignatureValue status: true

Reference[0] Id: 'RecipientGeneralDataRef URI: '#GneralData'

Calc Digest: ccdB825561dald588cc079437b45fe2c7291a19£79b3cd9f50cf6112a418e0805
Expected Digest: ccdB825561dal4d588cc079437b45fe2c7291a19£79b3cd9£50cf6112a418e0805
External Digest: ccd825561dal14588cc079437b45fe2¢c7291a19£79b3cd9£50c£6112a418e0805
Validity status: true

Reference status: true

Reference[l] Id: 'DetachedRefId URI: 'http://www.w3.org/TR/xml-stylesheet'

Calc Digest: al0073dc864ee7ec9eebbd35485edf87b3b9136£305£f£80711f48b817ad5fb6e
Expected Digest: al0073dc864ee7ec9eebbd35485edf87b3b9136£f305££f80711£f48b817ad5fbbe
External Digest: al0073dc864ee7ec9eebbd35485ed£87b3b9136£305££80711£48b817ad5fb6e
Validity status: true

Reference status: true

Reference[2] Id: 'RecipientDeliveryRef URI: ''

Calc Digest: c10389fb37e9348cf4d0cb069f9689771a6762c3437cbedlfbdal84a8ad2aasbe
Expected Digest: c10389fb37e9348cf4d0cb069f9689771a6762c3437cbedlfbdal8da8ad2aabe
External Digest: c10389fb37e9348c£f4d0cb069£f9689771a6762c3437cbed4lf6dal84a8ad2aasSc
Validity status: true

Reference status: true

Reference[3] Id: 'RecipientOrderRef URI: ''

Calc Digest: 2bcl0aa8laed6bed7fel7aea39ab052a3ac436c7ad5470915d937¢c07df92583d8
Expected Digest: 2bclaa8laed6bed7fel7aeal39ab052a3ac436c7ad5470915d937c07d£92583d8
External Digest: 2bc0Oaa8laed66ed7fel07aea39ab052a3ac436c7ad547b915d4937c074£9258348
Validity status: true

Reference status: true

Reference[4] Id: 'RecipientPaymentRef URI: ''
Calc Digest: e3b0c44298fclcl49afbfdc8996fb92427ae41e46490b934cad95991b7852b855
Expected Digest: e3b0c44298fclcl49afbfdc8996fb92427ae41e46490934cad95991b7852b855
External Digest: 9eelbfl7df8£f5d14141bc887£093b£fdd21f3e4704ceba09dccbf661988248£87

Validity status: true
Reference status: false

Signature passed core validation
Signature failed reference content validation

FIGURE 15. Result of signature verification executed with the use of the signature template including verification of reference content.

The basis is the introduction of an additional verification step
- verification of the content of references based on a secure
signature specification using the signature template.

b: PERFORMANCE

The performance of the process of creating and verifying the
signature in both the traditional scheme and with reference
verification is equal. This is because the same methods and
algorithms with the same data processing are used in both
cases. The only difference is the source of information for
building signature specifications (definitions). It is either the
“SignedInfo” element in the signature in the traditional
case or the ““Signature Template” in the case of providing the
correctness of the content (reference) of the signature.

The difference occurs when individual references need to
be verified when the content of the signature (as a whole) is
found to be incorrect. In this case, it is necessary to obtain
the content of individual references and calculate their digest
function values both from the definition of the signature
received from “SignedInfo” and the signature template.
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In both cases, the same data are processed using the same
methods and algorithms, which leads to a doubling of verifi-
cation time.

IV. DISCUSSION

XML format [15] is a powerful tool for creating and pro-
cessing documents in a simple, standardized way. This tool
enables the implementation of various documents regard-
less of the area of application and technological processing
platform. The XML signature [37], based on XML format,
is a considerable extension of the possibility of electronic
signature in relation to other formats [1], [16], [17], [38].
Depending on the needs, this signature can be in different
relations with the signed document (enveloping, enveloped,
and detached). It can sign different fragments of the XML
document, and many signatures signing different contents
can be placed in the XML document. The features of the
document and the XML signature provide a very wide range
of possibilities of electronic support for transaction execution
in a dispersed heterogeneous environment with ensuring
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security in terms of integrity, authenticity and non-
repudiation of the origin of various parts of documents.

On the other hand, the use of a signature and a document
in XML format requires careful design of both the struc-
ture (syntax) of the document and the specifications of the
signature. This is due to the identified threats classified by
[Hill] and considered in the literature, starting with [6] as the
so-called XML signature wrapping. Although these papers
describe problems with regard to the SOAP protocol, their
background is more general. These outcomes result from
the possibility of signing XML document fragments, which
ensures integrity in signed document nodes by bypassing
other nodes. It should be emphasized that between the signed
document and the signature there is a link expressed by refer-
ences in the signature, indicating the signed content. Hence,

the necessity to
- protect against XSW attacks (using the possibility of

moving the signed content) but also
- protect against intentional or accidental misuse of ref-
erences and transformations in the signature, which can

lead to the same effects as XSW.
There are solutions indicated in the literature to counteract

XSW frauds. Most of them are dedicated to the SOAP
protocol, but some of the proposed mechanisms can be used
outside SOAP solutions and are related to the general use
and signing of XML documents. The authors of the article
notice and focus on the second aspect of risks associated
with the definition and processing of the signature and XML
document, which is the problem of secure use of references in
the XML signature during both the creation and verification
of the signature. The presented proposal is not a proposal to
replace the methods of fighting XSW attacks; rather, the ratio-
nale is to supplement the security measures in the area of the
secure definition of signed content. According to the authors,
the basis of both threats is the same (relations between the
signature and the signed document) and the essence of the
difference is protection against displacement and injection of
content on the one hand, and on the other hand, the safe use of
references in the signature (safe specification of the signature
content).

The authors, without questioning the solutions presented
in the literature, propose to focus on the correct and secure
definition of the signature content and to verify signatures
with the certainty that the signed content is consistent with
the legal intentions of the parties using the document. To this
end, the verification of the signature should be extended by
checking the signature content using the so-called signature
template. This template contains reliable and secure informa-
tion necessary for creating specifications (“SignedInfo”)
and verifying the signature (“SignaturevValue”). This

approach: ) )
« extends the security area to secure signature references

(signature content) in a way that ensures secure, reliable
and automatic processing of documents,

« can be applied to any XML documents, not limited to
SOAP messages, as it is the case with solutions pre-
sented by [6], [34], [40], [42] or [46],
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« does not impose limitations on the scope of XML sig-
nature use such as the XPath expression for signature
reference specification as proposed in [34],

« does not introduce new information in comparison with
current standards such as the node counting proposed
in [40] or the “‘position token” in the article [46],

o does not require encryption of signed content as
described in [42], and

« the solution proposed by the authors uses standard algo-
rithms and functions that are commonly used in the
processing of XML signatures.

In the authors’ opinion, the use of trusted certificates in XML
signatures, by using the “KeyInfo” element or extended
XAdES signature structures, effectively prevents man-in-
the-middle attacks. The use of a signature in XAdES for-
mat also provides the possibility of the standardized use of
time stamps, which effectively protects the signature against
repetition attacks.

As the risks associated with XML signatures may hamper
the full use of XML signatures, further work should be done
on secure use of XML signatures, treating their features as
a benefit and focusing on counteracting these risks (e.g.,
denial of service). Regardless of the detailed considerations
presented, the concern to ensure an adequate level of safety
should also apply to the general architecture and the entire
life cycle of the solution [23]. This security can be achieved
using various techniques, such as reactive and proactive
approaches, checklists, security requirements gap analysis or
architectural threat analysis.

V. CONCLUSION

Naive (careless) use of an XML signature may lead to the
emergence of vulnerabilities based on the possibility of mod-
ifying parts of the document despite the use of the XML
signature. The article refers to the proposals published in
the literature and, foremost, relates to the protection against
the so-called XSW. The authors pointed out the vulnerability
associated with the lack of verification of the validity of
the reference in the signature, which may lead to similar
effects as those encountered with XSW. A solution was also
proposed involving the use of the so-called signature template
containing information on how to create a signature, and
thus providing the basis for the creation and verification of
XML signatures. The syntax of such a template was also
presented, and a positive test of the solution’s functionality
was conducted.

In specific applications, the security level is determined by
two elements in combination: specification (XML signature
definition — ““SignedInfo’’) and the structure of the signed
document. It seems reasonable to conduct further work to
extend the signature template with aspects related to the
structure and perhaps even processing of the document based
on secure information. Such information should be created
during the development of a solution supporting a specific
transaction execution and delivered to parties implementing
IT support for transaction execution.
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According to the authors, XML documents and signa-
tures are a powerful tool supporting the implementation of
various transactions regardless of the areas of application
and technologies used. The threats identified and presented
in the article do not disqualify electronically signed XML
documents. These threats are caused by the positive features
of the XML signature, and it is more important to ensure the
safe use of these features than to limit or end the use of this
signature.
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