
Received January 28, 2020, accepted February 11, 2020, date of publication February 14, 2020, date of current version February 27, 2020.

Digital Object Identifier 10.1109/ACCESS.2020.2974157

NSSC: Novel Segment Based Safety Message
Broadcasting in Cluster-Based
Vehicular Sensor Network
IBRAHIM S. ALKHALIFA AND AHMAD S. ALMOGREN , (Senior Member, IEEE)
Department of Computer Science, College of Computer and Information Sciences, King Saud University, Riyadh 11633, Saudi Arabia

Corresponding author: Ahmad S. Almogren (ahalmogren@ksu.edu.sa)

This work was supported by the Deanship of Scientific Research, King Saud University under Grant RGP-1437-35.

ABSTRACT Extensive research attention has been devoted to the Vehicular Sensor Network (VSN) owing
to its great potential in environment monitoring. Still, it is difficult to diminish the broadcast storm and data
collisions in vehicular senor environment. Due to improper broadcasting of safety message and transmission
of packet at same time from multiple vehicles leads to collision. Our key intention is to overwhelm
these shortcomings in VSN. Hence, we propose Novel Segment based Safety message broadcasting in
Cluster (NSSC) based VSN. Our NSSC is mainly concentrated in three successive processes that are Cluster
Formation, CollisionAvoidance and SafetyMessage Broadcasting. Cluster formation is performed originally
to sustain stable vehicular environment. Here, Variant based Clustering (VbC) Scheme is proposed to elect
Cluster Head (CH) and to form clusters. CH is selected using Chaotic Crow Search (CCS) algorithm.
In accord to mitigate the data collision during transmission between CH and Cluster Member, we propose
Adaptive Carrier Sense Multiple Access/Collision Avoidance (Ada-CSMA/CA) protocol. Safety message
broadcasting adopts Segment based Forwarder Selection (SFS) scheme which selects optimal forwarder
using Fuzzy-Vikor method. In this, optimal forwarder is selected concerning to broadcast safety message
which reduces the broadcast storm. In regard to validate the proposed NSSC, we have conducted simulations
on Omnet++ and SUMO simulator based Veins framework. The acquired results are auspicious in terms of
succeeding metrics reachability, average number of collision, duplicate data packets, latency, packet delivery
ration and throughput.

INDEX TERMS Clustering, collision avoidance, safety message broadcasting, security, vehicular ad hoc
network, vehicular sensor network.

I. INTRODUCTION
In Vehicular Ad-hoc NETwork (VaNET), there are certain
demands on sensing and transmitting data among vehicles
in order to satisfy the services like emergency broadcasting
and data transmission [1], [2]. In order to satisfy this demand,
VSN has been aroused which is an effective and reasonable
way to sense the vehicular surroundings [3]. It is also notable
VSN is progressing as a new infrastructure for sensing the
definite world specifically in metropolitan regions which
large amounts of vehicle furnished with the on board sensors.

Owing to number of the vehicles, velocity and frequent
topology changing constraints induces the frequent discon-
nection of communications and transmission losses [4].

The associate editor coordinating the review of this manuscript and

approving it for publication was Mahdi Zareei .

In order to enhance the communication in vehicular sensor
environment, clustering is a resulting techniquewhich divides
the vehicles into set of clusters [5]. Each cluster is managed
through specific vehicle named as Cluster Head (CH) which
collects data from its Cluster Member (CM) [6]. CH vehicle
is selected regarding to the certain criteria such as mobility,
link, etc. In several works, CH is elected using optimization
algorithm such as Moth Flame Optimization (MFO) algo-
rithm [7], Hybrid Genetic algorithm Data collision avoidance
is significant process while collecting data from CM [8].
Standardized Medium Access Control mechanisms are used
to avoid data collisions among vehicles. [9]. Clustering plays
vital role in safety message broadcasting in terms of reducing
number of rebroadcasts in vehicular sensor environment [10].

Safety message broadcasting is significant in vehicular
based network in order to preserve safety among vehicles in
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road areas [11]. Since, there exist several unforeseen inci-
dents that are occurred frequently on the roads which threaten
the people lives [12]. If an accident happened in the environ-
ment, a message must be transmitted to all vehicles present
in the surroundings. Different broadcasting algorithms are
utilized to transmit safety message to the vehicles whenever
accident occurs in the vehicular sensor environment [13]. The
algorithms that are used to broadcast the safety message are
listed as follows: Selective Epidemic Broadcast (SEB) [14],
Adaptive Emergency Broadcast [15] and Hybrid Relay Node
Selection [16]. However, blind broadcasting of safety mes-
sage results in broadcast storm and also induces loss in safety
message [17].

From the above discussed studies, it is noticed that still
vehicular environment facesmany issues that are summarized
as follows:
• Frequent topology changes induce instability in cluster-
ing which tends to concurrent cluster formation.

• Data collisions occurred during transmission due to
multiple vehicles sending their data in same period of
time.

• Broadcast storm is high in safety message broadcasting
due to pursuing of blind procedure.

A. RESEARCH PURPOSE
VANET has arisen as an auspicious technology given effec-
tive vehicular protection, traffic organization, infotainment
and position based services [18], [19]. In present days, vehi-
cles have been required a lot of information about roads
surrounding them for their safety and convenience [20], [21].
The safety driving in vehicular environment is ensured
by the leveraging the incorporation of infrastructure nodes
i.e RSU and other nodes including IoT nodes and smart
phones [22], [23]. Under this situation, VSN is introduced for
supporting communications between roadside sensor nodes
and vehicles present on the roads. The safety driving of
VSN incorporate media access control (MAC) protocols, data
forwarding schemes, and routing protocols for unicast, mul-
ticast, and broadcast, transport layer protocols, and security
services [24]-[-26]. The MAC protocol plays crucial part to
increase the efficiency of any device by utilizing the power
consumption [27].Moreover, VSN comprises of two different
sensor nodes, some are deployed in road sides and others
are embedded on the vehicles. It creates an end to end reli-
able network for transmitting sensor data congregated from
a vehicular environment. A plenty of research applications
are emerged in VSN such as emergency warning and road
monitoring. VSN comprises of two specific types that are
Intra Vehicle VSN and Inter Vehicle VSN.
• Intra Vehicle VSN- It is introduced for the deter-
minations of monitoring, control and communication
between components and subsystems exist inside a
vehicle.

• Inter Vehicle VSN- It is introduced for vehicle to com-
munication with neighbor vehicle in order to transmit
safety related information.

FIGURE 1. Architecture for vehicular sensor network.

Intra VSN is limited in space whereas inter vehicle VSN
able to communicate with multiple vehicles through Dedi-
cated Short Rang Communication (DSRC) communication.

Figure 1 shows the VSN architecture with vehicles (Active
Sensor) and Road Side Sensor (RSS) (Passive Sensor)
nodes [28]. However, most of the research studies concen-
trated only on the data gathering and fusion based rout-
ing in VSN [29], [30]. Yet, there is in need of clustering
and collision avoidance since vehicles having high mobility
behavior thus leads to frequent communication losses and
collisions due to frequent data transmissions. In addition to it,
broadcasting safety message and detecting event in vehicular
sensor environment is also significant processes to preserve
safety of the vehicular users. Therefore, in this work we have
concentrated on the clustering, collision avoidance and safety
message broadcasting in VSN. To the best our knowledge,
we are first in integrating aforesaid processes in VSN that
enhances the performance of the network.

B. RESEARCH CONTRIBUTION
This section deals with contribution of proposed NSSC sys-
tem. The contributions are summarized as follows:
• In accord to construct stable network, we rely on estab-
lishing stable clusters in the VSN environment. Our pro-
posed clustering adopts Variant based Clustering (VbC)
scheme where Chaotic Crow Search (CCS) algorithm is
utilized for CH election.

• In order to achieve high throughput in data transmis-
sion, our NSSC carried out collision avoidance with the
aid of Adaptive CSMA/CA algorithm which adaptively
changes the back-off time.

• Our novelty is presented in safety message broadcast-
ing which mitigates the broadcast storm effectively. For
this purpose, NSSC performs Segment based Forwarder
Selection (SFS) method where best forwarder is selected
through Fuzzy-Vikor (FV) algorithm.

• In regard to prove performance of the NSSC, we vali-
date the performance using succeeding metrics such as
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reachability, average number of collision, duplicate data
packets, latency, packet delivery ration and throughput.

C. RESEARCH OUTLINE
Outline of our research work is concise as follows:
Section 2 deliberates the prior works present in VSN with
their limitations. Section 3 demonstrates problems occur in
previous works that are related to VSN. Section 4 explains
brief study of our NSSC with our proposed algorithms.
Section 5 explains numerical results obtain from our simula-
tion environment and also compare it with existing methods.
Finally, section 6 concludes our contribution and also affords
some comments on our future work.

II. STATE OF ART WORK
In this section, prior works that are related to the vehicu-
lar environment is exemplified. Furthermore, it designates
the various approaches that are developed in the vehicular
network. This section further sub-divided into two that are
benefits and demerits of the existing works.

A. CLUSTERING
Ghada et al. [31] have introduced the Double Head Cluster-
ing (DHC) method for vehicular network which is referred as
the movement based clustering algorithm. Here, CH selection
considers multiple metrics that are speed of the vehicle, direc-
tion, and position. Besides, it also considers other metrics
associated to the link quality including the signal-to-noise
ratio (SNR) and the link expiration time (LET). Hence, DHC
method increases the cluster stability and efficiency.

Regin and Menakadevi [32] have pointed out the dynamic
clustering mechanism in vehicular network based on the
node density. Density based Dynamic Clustering (DBDC)
mechanism is used to determine the node density. Dynamic
clustering process is enabled whenever node density exceeds
the threshold value. Henceforth, it attains better scalability
even in high density scenario.

Fahad et al. [33] have offered Grey Wolf Optimiza-
tion (GWO) to cluster the vehicles in the network. Here,
GWO algorithm is used to select the optimal CH in vehicular
environment. Here, CH elected based on the four factors
that are speed, position, location and direction. Therefore,
it increases the clustering efficiency in vehicular network.

Ren et al. [34] have suggested Unified Framework for
Clustering (UFC) in vehicular environment. UFCmechanism
comprises of two major parts that are CH selection and Clus-
ter formation. CH selection is performed by estimating prob-
ability of being CH where succeeding metrics are considered
that are link lifetime and link expiration time. Therefore, UFC
is adaptable to any network scale environment.

Kittusamy et al. [35] have offered an Enhanced Whale
Optimization (EWO) method in vehicular networks. Initially,
it constructs the clusters based on the Adaptive Weighted
Clustering (AWC) algorithm. Here, EWO is used to elect
the CH in formed clusters. EWO estimates fitness function
for each CH. Vehicular node which achieves higher fitness

is selects as CH. Thus reduces the frequent formation of
clusters.

Joshua et al. [36] have pointed out reputation oriented
weighted clustering protocol (RWCP) in Vehicular environ-
ment. RWCP considers the upcoming metrics that are direc-
tion of vehicles, position, velocity and reputation in order
to stabilize the cluster. Here, Multi Objective Firefly Algo-
rithm (MOFA) is utilized to enhance the parameters of the
RWCP.

Ishtiaq et al. [37] have presented the Moth Flame Opti-
mizer (MFO) for intelligent clustering in the vehicular net-
work. This algorithm considers the mobility of the vehicle
to select the optimal cluster head for clustering process. For
this purpose, it estimates the fitness function for each vehicle
present in the network. The vehicle which has highest fitness
function is selected as the cluster head. The elected cluster
head forms the clusters in the network.

Wang and Chen [38] have presented the Efficient Data
Gathering and Estimation (EDGE) in VSN. The EDGE
method pursues the dynamic partition procedures in VSN
network using region quad tree algorithm. It comprises three
phases that are adjustment phase, gathering phase and esti-
mating phase. In adjusting phase, grids are merged, split
according to the sensed data from the one grid. Gathering
phase, vehicular nodes receives beacon signal to sense respec-
tive grid. In estimation phase, quality index of the air is
estimated.

Hu et al. [39] have presented the Integrity Content Offload-
ing (ICO) technique in the VSN. This work proposes two
offloading procedures that are direct link and relay assisted
path respectively. In direct link offloading, vehicular nodes
are directly offload data into the RSU. In relay assisted path
based offloading; vehicular nodes send data to the RSU via
two hop relay nodes. Relay vehicles are selected by com-
puting distance to the sink node in its communication range.
Finally, minimum distance node is selected as relay vehicle
to offload data to the RSU.

Sadou and Bouallouche-Medjkoune [40] have pointed
out message delivery in Hybrid Sensor and Vehicular Net-
work (HSVN). Herein, sensor nodes are deployed between
two RSU nodes. Sensed data from the sensors are provided
to the RSU node, if there is no vehicle passing in its sensing
range. RSU sends sensed data to the sink node via vehicular
nodes which is selected using mathematical linear program-
ming. The proposed mathematical linear programming con-
siders distance metric to select vehicular node.

B. COLLISION AVOIDANCE
Al-Absi et al. [41] have introduced efficient mechanism for
vehicular communication. In order to reduce data collision
among different vehicles, distributed MAC mechanism is
introduced. It provides individual time slots to each vehicle
thus reduce the collision effectually. Therefore, it enhances
the throughput via reducing the collision.

Sahoo and Sheu [42] have suggested collision free MAC
for data transmission. Here, CSMA slots are allocated to each
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node in order to reduce the collision due to transmission of
packets in at same time. In addition to it, it also generates 3D
markov chain methodologies to investigate the throughput of
the network. In order to allocates slots to the vehicles.

Rajeshwar Reddy andRamanathan [43] have introduced an
efficient MAC layer based data communication in vehicular
network. Here, CSMA/CA algorithm is utilized to provide
time slots to the vehicles. During the allocated time slots
period, vehicles transmit their data to its head node thus
reduces the data collisions.

Nie et al. [44] have offered quality based data gathering
in VSN. Here, two algorithms are utilized that are Devi-
ation Detection (DD) and Mixed Integer Linear Program-
ming (MILP). MILP algorithm achieves optimal solution by
collecting all data form the vehicles whereas DD algorithm
achieves efficient solution by updating vehicle frequency and
proportion of the vehicles.

Yuan et al. [45] have suggested cost effective sensing in
VSN. Cost effective sensing model utilizes the probabilistic
matrix model to reveal the status of the environment. The
matrix factorization technique is used to decrease the amount
of uncertainty exist in an unsensed data.With spatial temporal
correlation of the sensed data, sensing task is only allocated
to the small subset of sensing area.

Lyu et al. [46] have offered the efficient congestion control
in the vehicular network. It utilizes the two machine learning
algorithms for link perception learning such as Naïve Bayes
and Support Vector Machine (SVM). Apart from these algo-
rithms, it also utilizes the TDMA method to allocate timing
slots to the vehicular nodes to transmit their data packet to
congestions.

Zakaria et al. [47] have proposed new model for enhanc-
ing the throughput of the network through re-configuration
processes. Here, the new algorithm contributes on re-routing
and channel assignment in wireless mesh network in order to
reduce the re-configuration and increase the throughput.

C. SAFETY MESSAGE BROADCASTING
Sarmad Shah et al. [48] have pointed out Time Barrier based
Emergency Dissemination (TBED) in vehicular network.
In this, emergency data is disseminated through time barrier
mechanism which reduces the dissemination overhead. This
method works based on the super node according to timely
disseminate the safety messages. Using this approach farthest
node rebroadcast the message which can more distance.

Tian et al. [49] have introduced the emergency message
broadcasting using the Distributed Position based Proto-
col (DPP) in vehicular network. Here, enhanced location
based protocol is utilized to broadcast the emergency mes-
sage among huge scale vehicular environment. Using these
proto-col emergency messages is only broadcasted to the
interested region and rebroadcast of the messages is based
on the information incorporated in the communication.

More et al. [50] have suggested an Efficient Message
Broadcasting (EMB) in vehicular network. In this, emer-
gencymessage broadcasted via selected optimal disseminator

through the computation of weight value. Herein, weight fac-
tor is computed using average speed metric. The vehicle with
good score is selected as the best disseminator for emergency
messages.

Bi et al. [51] have introduced Safety Message Broad-
cast (SMB) systems in vehicular network. Multiple MAC
layer protocols are investigated in this work such as clus-
ter based broadcast, neighbor knowledge based broad-cast,
probability based broadcast, cross layer based broad-cast and
location based broadcast.

Feng et al. [52] have introduced Safety Message Broadcast
Strategy (SMBS) in vehicular network. Safety message is
transmitted by electing optimal forwarder. Optimal forwarder
is elected based on the priority of each vehicle. Highest
priority vehicle broadcast the safety message to the neighbor
vehicle in order to transmit safety in-formation to all neighbor
vehicles.

Zhang et al. [53] have suggested an Adaptive Link Quality
based Safety Message (ALQSM) dissemination method in
vehicular network. In this, the score oriented priority dis-
tribution method is utilized to select an optimal forwarder.
This reduces the contention during emergency broadcasting
among different vehicles.

Chaqfeh et al. [54] have pointed out efficient safety data
dissemination in vehicular network. For which, it proposes
the Multi directional Data Dissemination Protocol (MDDP).
MDDP disseminates the safety message based on the con-
sideration of position of the vehicles. MDDP broad-cast
safety message effectually in order to avoid frequent vehicle
accidents.

Balador et al. [55] have offered the supporting beacon
based event driven message transmission in the vehicular
network. It proposes the three distinct methods for the event
driven message transmission. They are dedicated phase for
event-driven messages, event-driven message transmission
without token, and event-driven message transmission upon
token reception.

Hoang et al. [56] have presented efficient message dis-
semination techniques under emergency condition. Here,
the emergency messages are disseminated with the aid of
the relay present in the network. It also sets the time
slots to reduce the delay occurred during the emergency
dissemination.

Nguyen et al. [57] have concentrated on the Store Carry
Forward (SCF) scheme for the emergency message dissem-
ination. Herein, source vehicle sends warning message to
the SCF vehicles that are exists in its communication range.
SCF vehicle broadcast warning message to its neighbors and
carries this information until it new neighbor is arrived.

D. RESEARCH GAPS IN EXISTING WORKS
This section describes the research gaps of aforesaid stud-
ies related to the vehicular network. Table 1 illustrates the
research gaps of the existing works in terms of clustering,
collision avoidance and emergency dissemination.
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TABLE 1. Research gaps of existing works.

From above discussed studies, it is noticed that none of
the works have concentrated on clustering with respect to
collision avoidance. These limitations are resolved in our
proposed NSSC method with effective algorithms.

III. PROBLEM DEFINITION
In this part, we deliberate the problems that are present
over the VSN environment in detail. Our network com-
prises of vehicles (v1, v2, . . . vn), Road Side Sensors (RSS)
(RSS1,RSS2, . . .RSSn), RSU and Sink node.
In this work, we define two major problems that are broad-

cast storm (occurred during safety message broadcasting)
and data collisions (occurred during data transmission among
vehicles). These problems are discussed in upcoming studies.
We initially concentrated on problems that are happened
by partitioning the VSN network [38]. This way of parti-
tioning the network is only applicable to the unobstructed
scenarios thus reduces the network performance. Distance
based relay selection leads to loss in sensed data transmis-
sion due to breakable communication between relay vehicles
and RSU [39], [40]. Sensed events are initially classified
in vehicular nodes and again it is classified in RSU. This
way of classifying the event tends to high complexity in
decision making and also consumes more bandwidth [58].
During safety message broadcasting, vehicular nodes receive
many duplicate warning messages thus leads to broadcast
storm [57]. It also induces data collisions during transmission
of packets. In order to model problems that are exists in
previous VSN, our proposed NSSC method expect to reach
succeeding objectives that are:
• Formation of stable clusters inVSN to tackle bottlenecks
related to the frequent link losses and CH rotations.

• Minimizing collisions during data transmission between
CM and CH

• Reducing broadcast storm while broadcasting safety
message to the neighbor vehicles.

IV. NSSC MODEL
This NSSC model describes the proposed method in detail
with our proposed algorithms.

A. SYSTEM OVERVIEW
The major hurdles in safety message dissemination and data
transmission is resolved in proposed NSSC method. Our
network comprises of four types nodes that are Vehicles
with Active Sensor Node, RSS (Passive Sensor Node), Road
Side Unit (RSU) and Sink node in figure 2. Our network is
divided into multiple stable clusters in order to avoid frequent
link losses. To attain this, proposed model implements VbC
scheme that elects CH using CCS algorithm using two dif-
ferent metrics that are Mobility and Connectivity metrics.
Mobility metric is updated using Circle Variant and Con-
nectivity metric is updated using Gauss Variant. In order
to avoid data collision occurred during transmission of data
between CH and CM, our method proposes Ada-CSMA/CA
algorithm with adaptively change the back-off time by con-
sidering buffer size. To broadcast safety message without
broadcast storm, Segment based SFS scheme is carried out
which selects optimal forwarder using FV algorithmwith suc-
ceeding metrics consideration that are node degree, position,
forwarding probability and delay.

B. CLUSTERING
Primarily cluster is formed using the VbC scheme which
comprises of two sequential processes that are CH selection
and cluster formation.

1) CH ELECTION
CH is elected using CCSA algorithm which is new natural
inspired optimization algorithmwhich is inspired by the crow
searchmechanism for hiding their food. Our CCSA algorithm
incorporates chaotic theory in order to avoid local optimal
solution in CH election. Chaotic theory comprises of different
chaotic maps where we select two best chaotic variants that
are circle and gauss.

To the best of our knowledge, we are first in using CCSA
in VSN to elect optimal CH. Here, CH is elected based on
the two different metrics that are mobility and connectivity
metrics. Mobility (Mm) metrics are relative position, speed
and maximum acceleration. Connectivity (Cm) metrics are
node connectedness and PDR. These metrics are described
as follows:

a) Relative position (Rp) - It is used to measure the position
traversed by a vehicle over a certain period. Since, high
mobility of vehicle affects the stable cluster formation.

b) Speed ( ) - It is significant metric to evaluate the speed
of the vehicle. Since, high speed vehicle induces frequent
selection of CH. By considering this parameter, our VbC
scheme avoids frequent selection of CH.

c) Maximum Acceleration (Maxa) - It defines the rate
of change of speed of the vehicle with respect to the time.
It is used to support stable cluster formation in high mobile
environment of our VSN.

d) Node Connectedness (Nc) – Node connectedness metric
is used to evaluate the count of the neighbor nodes. This met-
ric is used to select an optimal CH with high communication
capabilities.
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FIGURE 2. Architecture for NSSC.

e) PDR – PDR metric is used to know the packet delivery
capability of the vehicular node. With the aid of this metric,
we select optimal CH with high PDR rate.

With the consideration above parameters, CCSA selects an
optimal CH. CCSA begins with setting adjustable parameters
and crow positions (y) are initializes randomly. Fitness func-
tion is evaluated using below expression:

F (y) =
Nc + PDR

Maxa + Rp +
(1)

The new position of the crow is updated using the two
chaotic variants such as circle and gauss. Here, circle variant
is used to update the mobility metric and gauss variant is used
to update the connectivity metric. Circle variant is expressed
as follows:

Py+1 = mod(Py + d −
( e
2π

)
sinc(2πPy)) (2)

where, d = 0.2, e = 0.5. Gauss variant is expressed as
follows:

Py+1 =

1 : Py = 0
1

mod(Py|1)
: Otherwise

(3)

With the usage of these two variants, CCSA updates the
crow positions. These variants are performedwell in updating
of crow new position compared to other variants in the chaotic
theory and also provide high accuracy in CH election.

Algorithm 1 illustrates the CH election procedure of pro-
posed CCSA briefly. From this procedure, VbC scheme elects
optimal CH.

Algorithm 1 for CCSA
Initialize—m, AP, fl and tMax
Initialize—Crow position y randomly
Evaluate—fitness using equ. (1)
While(t < tMax)
{
For(j=1: j≤ m)do
{
Get—chaotic map K.
If (Ki ≥ APi,t ) then
yj,t+1← yj,t + Kj × fl j,t × (N i,t

− yj,t )
Else
yj,t+1←Random position of search Space

}
Check—feasibility of the yj,t+1

Evaluate— new crow position (F (y+ 1))
Update—crow position using equ. (2) and equ (3)
}
Best CH.

2) CLUSTER FORMATION
After completion of CH election, stable cluster is formed in
order to avoid frequent link losses. Elected CH broadcasts
the election message to its neighbor nodes. Neighbor node
transmit join request to its CH. CH receives join request and
estimates link stability of the neighbor node. Highest link
stability node only selected as CM. Link stability is estimated
using the below expression,

Ls =
∫
(di ∗ f (t)) (4)
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FIGURE 3. Ada-CSMA/CA procedure.

where, di represent the distance between the CH and neighbor
node. f (t) represents the duration of the link being connected
over time t. This way of forming clusters results in stable
communication between CH and CM. As a result, we avoid
data losses and also enhance the throughput and PDR in data
transmission.

C. COLLISION AVOIDANCE
In order to reduce the data collisions occurred during the
transmission between CH and its CMs, our NSSC method
proposes Ada-CSMA/CA algorithm.

Proposed Ada-CSMA/CA algorithm executed in the CH
which allocates back-off time for each member in adaptive
manner. Here, back-off time for each member is allocated
based on the buffer size of each member. Buffer size param-
eter is used to evaluate the number of the packets to be
transmitted in upcoming transmission. It can be evaluated
using below expression,

Bs =
Pn
Ql

(5)

where, Pn represents the total number of packets and Ql
represents the total queue length. In addition to it, CH also
changes the contention window size adaptively based on
the presence of vehicles in each cluster. Hence, our NSSC
method performed well for both high and low density
scenario.

Figure 3 demonstrates the procedure of Ada-CSMA/CA
algorithm where three CM are considered. From the above
figure, it is noticed that CM-1 has high buffer size. Hence,
it has low back-off time to transmit its packet to the CH. And
then, CM-3 has very low buffer size, so that it has high back-
off time compared to the other members CM-1 and CM-2.
DIFS is DCF Inter Frame Spacing (DIFS) which is defined as
the time delay before transmitting packets to the destination.
SIFS is Shortest Inter Frame Spacing which is described as
the time delay after transmitting packet to the CH. This way
of transmitting sensed data to the CH avoids data collisions
during transmission.

Thus, enhances the performance of NSSC in terms of
successful data transmission.

D. SAFETY MESSAGE BROADCASTING
Safety message broadcasting is significant process in VSN in
order provide safety driving to the vehicular users. To address
the broadcast storm problem in safety message broadcasting,
our proposed method executes the SFS scheme which selects
optimal forwarder to broadcast safety message.

If any vehicle supposed to accident in the road, then it
implements SFS scheme to broadcast safety message to its
member. SFS scheme initially segments the transmission
range into the square region as depicted in figure 4. And then,
it divides the square region into two that are front and back
regions. Furthermore, these regions are split into left and right
diagonal regions.

FIGURE 4. Segment of transmission range of source vehicle.

The prime benefit of segmenting transmission range into
square is to evade the transmissions of the same data packet
by the neighbor vehicles (that are close to each other) located
in the different segments. We focus on back region of the
segmented square since, safety message is necessary to the
vehicles that are moving towards the accidental area. Back
region comprises of three portions that are center portion and
two sider portions.

Figure 5 depicts the safety message broadcast mechanism
of out proposed NSSC. Vehicles present in the center por-
tion are most appropriate and adequate to carried out safety
message broadcast process with reduced number of transmis-
sions. From the center portion, we select optimal forwarder
using FV algorithm. If center portion does not have any
vehicle, then we select forwarder from the side portion in
parallel manner which reduces the latency in safety message
broadcasting. FV algorithm is fuzzy hybrid Multi-Criteria
Decision Making (MCDM) model. Here, fuzzy is used to
compute weight for each criterion (C). Here, we consider
four metrics to select optimal forwarder that are node degree,
position, forwarding probability and delivery delay. These
metrics are described as follows:

1 Node degree (C1): It is significant metric in forwarder
selection. Since, it defines the ability of vehicle to broad-
cast safety message to the wide range of vehicles.

2 Position (C2): It is used to know the current speed of
the vehicle since selection of high-speed vehicle leads
to reduction in reachability.
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FIGURE 5. Safety message broadcast mechanism.

3 Forwarding Probability (C3): It is used to select for-
warder with high forwarding ability. This metric is con-
sidered because most of the vehicles does not having
capability to forward the vehicle.

4 Delivery Delay (C4): This metric is used to estimate
the delivery delay of the vehicle to broadcast the safety
message.

It plays vial role in reducing latency in safety message
broadcasting.

Decision matrix of FV algorithm is expressed as follows:

X =
A1
A2
An

 x11 x12 . . .

x21 x22 . . .

xm1 xm2 . . .

x1n
x2n
xmn

 (6)

where, A1, . . .Am indicates the alternatives to be chosen and
C1,C2,C3,C4 indicates the evaluation criteria.
The fuzzy weight values for each criterion are calculated

based on the importance of the each criterion. Weight of each
criterion is estimated using the below expression,

W̃i =
S̃i∑n
i=1 S̃j

(7)

where, S̃i indicates the standard deviation for each criterion.
It can be estimated as follows:

S̃i =

√
1
Z

∑Z

i=1
(x̃in − ¯̃xn)

2
(8)

where, ¯̃xn = 1
Z

∑n
i=1 x̃in, Z represents the total number of

alternatives. Fuzzy best (x̃j
+) and worst values are estimated

using below equations,

x̃j
+
= max

i
x̃ij (9)

x̃j
−
= min

i
x̃ij (10)

Linear normalization of the fuzzy matrix is represented by
the score values H̃i and G̃i as follows:

H̃i =
∑n

i=1
W̃i(

x̃j
+
− x̃ij

x̃j
+
− x̃j

−
) (11)

G̃i = min
i
[
x̃j
+
− x̃ij

x̃j
+
− x̃j

−
] (12)

Based on these expressions index VIKOR is estimated
which is computed as follows:

Q̃i = u
H̃i − H̃−

H̃+ − H̃−
+ (1− u)

R̃i − R̃−

R̃+ − R̃−
(13)

where, u represent the weight in the strategy of maximum
group utility which is assigned as a value of 0.5. These
values are arranged in descending order in order to rank each
alternative. Lastly, high rank vehicle is elected as forwarder
to transmit the safety message to its neighbor vehicle. This
way of broadcasting safety message avoids broadcast storm,
reduces latency and also enhances the reachability.

V. EXPERIMENTAL RESULTS
In this part, detailed analysis and investigations of proposed
NSSC method is discussed. For this purpose, this section
is further divided into four aspects that are simulation sce-
nario, validation metrics, comparative analysis and results
discussion.

A. SIMULATION SCENARIO
Our NSSC method is implemented in Omnet++ (Network
Simulator) and SUMO (Traffic Simulator) with veins model.
Veinsmodel is capable to execute both SUMOandOmnet++
in analogous manner. Veins framework incorporates a com-
prehensive models to make vehicular network simulations as
realistic as possible without losing speed. Parameters that are
utilized in simulation environment are discussed in table 2.

Figure 6 demonstrates the simulation environment of pro-
posed NSSC method. It comprises of passive sensor nodes,
vehicles with active sensor nodes, RSU and Sink nodes.

FIGURE 6. Simulation environment of NSSC.

Our simulation environment comprises of 100 vehicular
nodes, 200 sensor nodes, 1 RSU and 1 Sink node over 2.5Km
range of simulation area. The vehicular nodes present in
the VSN are transmit their sensed data to the RSU or Sink
node using a one hop communication through Cluster head
node. In simulation network, vehicles follow TraCI mobility
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TABLE 2. Simulation parameters.

to move along the road sides. In this, vehicles are commu-
nicating through IEEE 802.11p standard which comprises of
greater potential including the huge data rate, low latency, and
so on.

B. VALIDATION METRICS
The performance of NSSC is evaluated using six validation
metrics that are reachability, average number of collisions,
duplicate data packets, latency, packet delivery ratio and
throughput.

1) REACHABILITY
This metric demonstrates the capability of the method in
terms of number of vehicles that are conscious of an event.
In general, reachability is described as the proportion of
vehicles that are efficaciously acquiring the broadcasted data
packets (Sr,v) with respect to the total number of reach-
able vehicles (Tv). This is mathematically illustrated as
follows:

Reachability =
Sr,v
Tv
. (14)

2) AVERAGE NUMBER OF COLLISIONS
It signifies the average number of collided data packets. This
metric is used to measure the successful data transmission

potential of the proposed method.

Average Number of Collisions =
Cp
tp

(15)

where, Cp indicates the collided packets and tp indicates the
total number of transmitted packets.

3) DUPLICATE DATA PACKET
This metric is significant to investigate the robustness of
the proposed safety message broadcasting scheme. It des-
ignates the average number of duplicated data packets that
are acquired in each vehicle within the safety zone region of
the VSN.

4) LATENCY
It is noteworthy metric to estimate the efficacy of the NSSC
safety message broadcasting model in regards of the delay.
This metric represents the time spent by a broadcasted data
packet from its origin vehicle to the designated vehicle
through network.

Latency =
Ps
Rt

(16)

where, Ps indicates the size of the packet and Rt indicates the
transmission rate.

5) PDR
It is utilized to compute the performance of the NSSC work
in terms of the successful data delivery. It represents the ratio
of the successfully received packets at the destination vehicle
(Sd,v) with respect to the number of generated packets at
source vehicle (ts,v). It can be expressed as follows:

PDR =
Sd,v
ts,v

(17)

6) THROUGHPUT
This metrics designates the amount of data effectively trans-
ferred between source and destination vehicle in given time
period. This metric illustrates the efficacy of the proposed
method in terms of the packet transmission. It is generally
estimated in bits every second or packets every second. It can
be expressed as follows:

Throughput =
Nb
T

(18)

where, Nb represents the number of packets transmitted in T
specific time period.

C. COMPARATIVE ANALYSIS
This section compares the simulation results of existing
methods and our proposed method with the use of six val-
idation metrics as discussed earlier. We compare our pro-
posed method with existing methods including EDGE [38],
ICO [39], HSVN [40], TBED [48] and SCF [57].
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1) ANALYSIS ON REACHABILITY
Reachability metric is used to evaluate the performance of
safety message broadcasting scheme of proposed NSSC. Per-
formance of the reachability is simulated by varying number
of vehicles.

FIGURE 7. Comparison on reachability.

Figure 7 shows that comparison of reachability with
respect to the existing methods EDGE, TBED and SCF.
NSSC method shows better performance by attaining max-
imum reachability expressly at increase in number of vehi-
cle. By reason of pursuing novel SFS scheme. It selects the
best forwarder to broadcast safety message to the neigh-
bor vehicles that avoids broadcast storm problem. For this
purpose, it carried out FV algorithm which provides bet-
ter performance in selecting optimal forwarder. By contrast,
existing methods like EDGE and SCF achieves less reach-
ability compared to NSSC. This is because of their poor
performance in safety message broadcasting. SCF achieves
low reachability since it simply broadcast safety message to
all vehicles present over the emergency zone thus leads to
broadcast storm. Meanwhile, EDGE and TBED also achieves
less reachability due to lack of emergency detection over its
surrounding. Thus reduces the reachability compared to the
proposed NSSC.

2) ANALYSIS ON DUPLICATE DATA PACKET
Duplicate data packet metric provides the robustness of the
NSSC in terms of the broadcasting the safety message.
In accord to validate this metric, we simulated by varying
number of vehicles.

Figure 8 demonstrates that performance of NSSC is better
compared to the existing methods. This is because of our
novel SFS scheme. If any accident or emergency situation is
known by vehicle, then it segments communication range into
square form. And, it selects optimal forwarder from the back
region of the square segment.

Since, safety message must be dispatched to the vehi-
cles that are moving in the direction of emergency region.
Finally selected forwarder only transmits safety message to
the neighbor vehicles. Thus reduces the duplicate data packet
reception in vehicles. By contrast, EDGE, TBED and SCF
methods achieves high duplicated data packet receiving ratio

FIGURE 8. Comparison on duplicate data packet.

compared to the proposed NSSC. The reason for this is that,
safety message is broadcasted by all vehicles that are present
over the emergency area. As a result, number of duplicate data
packet receiving is increased drastically. From this analysis,
we conclude that our method achieves less data duplicate data
packet reception compared to existing methods.

3) ANALYSIS ON LATENCY
Latency metric is noteworthy in safety message broadcasting
which evaluates the performance of NSSC in terms of the
time. For this purpose, we validated performance of latency
by varying number of vehicles in the network.

FIGURE 9. Comparison on latency.

Figure 9 demonstrates that simulation results comparison
of NSSC and existing methods in terms of the latency. It is
observed that, performance of the NSSC is better compared
to the existing methods including EDGE, SCF and TBED.
This is because of selecting optimal forwarder in SFS scheme.
For this purpose, it executes FV algorithm which considers
succeeding metrics to select optimal forwarder that are node
degree, position, forwarding probability and delay. Here,
delay metric is used to reduce the broadcasting latency. This
way of selecting forwarder results in less latency in safety
message broadcasting of NSSC. Meanwhile, existing meth-
ods like SCF and EDGE achieves high latency in safety
message broadcasting. Due to lack of optimal forwarder
selection in safetymessage broadcasting that leads to increase
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TABLE 3. Comparisons on efficiency of safety message broadcast
mechanism.

in latency. In contrast, TBED method achieves less latency
compared to the SCF and EDGEmethods, since it selects best
forwarder node to broadcast safety message. Even though,
latency of TBED is high compared to the NSSC owing to
lack of parameter consideration. It is seen that performance
of the NSSC is better in latency compared to the SCF, EDGE
and TBED methods. The table 3 defines the comparisons on
efficiency of safety message broadcasting of proposed NSSC
and existing methods SCF, EDGE and TBED.

4) ANALYSIS ON AVERAGE NUMBER OF COLLISION
Average of number of collision metric plays substantial role
in sensed data transmission which signifies NSSC perfor-
mance in terms of the collision. This metric performance is
validated by varying the number of vehicles.

Figure 10 describes the comparison of NSSC and exist-
ing methods such as EDGE, ICO, SCF, TBED and HSVN.
It is noticed that, proposed NSSC method achieves better
performance compared to the other existing methods. The
reason for this that, NSSC proposes Ada-CSMA/CA based
collision avoidance mechanism which is executed by each
CH in the network. It allocates time slots to its member with
the aid of Ada-CSMA/CA. Here, Ada-CSMA/CA changes
the back off time adaptively for each member based on its
buffer size. Thus reduces the data collision effectively and
provides proper number of slots to each member without
wastage and contractions. In the meantime, existing methods
like ICO, SCF, TBED and HSVN doesn’t concentrate on the
proper data transmission and collision avoidance techniques.
It transmits sensed data without consideration problem of
being collide thus induces more losses in transmitted sensed
data.

Likewise, EDGE also achieves high data collision owing to
lack of proper data transmission between vehicles. Therefore,
our NSSC performance better in reducing average number of
collisions as compared to the existing methods.

FIGURE 10. Comparison on average number of collision.

5) ANALYSIS ON PDR
PDRmetric is important to validate the performance of NSSC
in regards of the successful packet delivery. According to
validation, PDR is evaluated under modifying number of
vehicles in the network.

FIGURE 11. Comparison on PDR.

Figure 11 represents the performance comparison of NSSC
in terms of PDR. From this figure, it is perceived that PDR
is increased as increase in the number of vehicle. The reason
for this is that the growth in the number of vehicles improves
the probability of vehicles being connected with the network
thus in turn avoids the link losses. PDR of the NSSC is high
since our method establishes stable clustering by using VbC
scheme. VbC scheme selects best CH using CCSA algorithm
and then cluster is formed in stable manner. This way of
performing clustering leads to the reduction in frequent link
losses among CH and CM which tends to increase in PDR.
Whereas, existing methods like EDGE, ICO, SCF, TBED
and HSVN are obtained less PDR compared to NSSC. This
is because of occurring of concurrent link losses due to
high mobile nature of vehicle. Frequent link losses reduce
the packet delivery by inducing packet losses. As a result,
existing methods achieves less PDR compared to the NSSC.

6) ANALYSIS OF THROUGHPUT
Throughput metric is noteworthy process to the measure
the performance of NSSC in terms of the data transmission

VOLUME 8, 2020 34309



I. S. Alkhalifa, A. S. Almogren: NSSC-Based VSN

over network. In regard to measure performance of the
throughput, we simulated by varying density of the vehicles.

FIGURE 12. Comparison on throughput vs # of vehicles.

Figure 12 exemplifies the comparison of simulation results
with respect to the existing and NSSC methods. From this
figure, it is observed that throughput is increased with respect
to the increase in vehicular density. It is happened due to
enhancement in ability of data transmission while increase
in vehicle. Our NSSC method forms cluster based on the
link stability metric thus upsurges the number of success-
ful data transmission in the designed network. And CH is
elected based on the mobility and connectivity metrics that
avoids frequent CH rotations. Hence, NSSC reduces the fre-
quent formation of the clusters via forming stable clusters.
Therefore, NSSC achieves high throughput compared to the
existing methods. Meanwhile, existing methods like EDGE,
ICO, SCF, TBED and HSVN. Since, these methods don’t
rely on link oriented parameters while transmitting packets
to the designated node. Consequently, there exist frequent
link losses during packet transmission. As a result, existing
methods achieve less throughput compared to the proposed
NSSC. The table 4 illustrates the comparisons on efficiency of
network performance of proposed NSSC and existing meth-
ods EDGE, ICO, SCF, TBED and HSVN.

Figure 13 shows the comparison of the throughput perfor-
mance with the speed of the vehicle. From this figure, it is
perceived that performance of the proposed NSSC is better
when increase in the speed of the vehicle. This is because of
our proposed CCSA based clustering process.

It selects optimal cluster head and forms the clusters effec-
tually. This way of forming the clusters avoids the frequent
link breakages among the vehicles. Thus improves the per-
formance during the data transmission. Besides, we transmit
the sensed data packet to the sink node or RSU through
the cluster head node only. Besides, our proposed safety
message dissemination also avoids collision during dissem-
ination. This way of transmitting the data packets provides
better throughput in the network. On the contrary, the exist-
ing methods like ICO, SCF, HSCN and TBED achieves
less throughput when increase in the vehicle speed. This is
because of their poor clustering process or lack of clustering
process in the data packet transmission. And, their emergency

TABLE 4. Comparisons on efficiency of network performance.

FIGURE 13. Comparison on throughput vs vehicles speed.

dissemination process also produces high data collisions.
Hence, these methods achieve less throughput compared to
our NSSC method.

From table 4, we noticed that our NSSC method outper-
forms other existing methods such as EDGE, ICO, SCF,
TBED and HSVN. This shows efficiency of our NSSC
method in network performance.

D. RESULTS DISCUSSION
This part deliberates the discussions on results obtained from
simulation. Based on the validation results, proposed NSSC
has performed as compared to the other techniques such as
EDGE, ICO, SCF, HSVN and TBED. Our NSSC method
increases reachability up to 30% compared to the existing
EDGE and SCF method.

This is owing to the fact that the proposed NSSC
is based on the SFS scheme which competes well
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in reachability. NSSC method reduces duplicate data packet
up to 50% as compared to the existing methods EDGE and
SCF. Due to usage if FV algorithm which selects optimal
forwarder to broadcast safety message. The main hurdle in
data transmission is collision which is reduced by NSSC
up to 30% compared to the existing methods EDGE, ICO,
SCF, TBED and HSVN. This is happened because of pro-
posed Ada-CSMA/CA based collision avoidance technique
which allocates slots to each CM based on their buffer size.
Latency is major issue in safety message broadcasting which
is decreased in NSSC method up to 55% compared to the
TBED, EDGE and SCF methods. Since, we select optimal
forwarder by considering multiple parameters which includes
delay parameter also. Thus results in faster broadcasting of
safety message to the neighbor vehicles. Our NSSC enhances
PDR and throughput up to 30% compared to the other
techniques including EDGE, ICO, SCF, TBED and HSVN
methods. Owing to formation of stable clusters over network
that avoids frequent link losses between vehicles.

VI. CONCLUSION
As a step toward designing of efficient VSN with reduced
data collisions and broadcast storm, this paper proposes the
NSSC. This comprises of three major processes that are
clustering, collision avoidance and safety message broad-
casting. In order to establish the stable clustering in VSN,
NSSC method introduces VbC scheme which select opti-
mal CH using CCSA algorithm and forms clusters with the
consideration of link stability metric. Data collision avoid-
ance is a major hurdle in VSN since it has frequent data
transmission. In order to avoid this, NSSC executes Ada-
CSMA/CA algorithm which allocates back-off time based
on the buffer size. It also adjusts the contention window size
based on the number of vehicles in cluster which improves the
NSSC performance in high density scenario. Safety message
broadcasting is executed through SFS scheme which selects
optimal forwarder using FV algorithm in the squared region.
As a result, broadcast storm is avoided during safety message
transmission. At last, we validate the performance of the
NSSC with six validation metrics that are reachability, PDR,
throughput, latency, duplicate data packet and average data
packet collisions. Performance of NSSC is compared with
five existing methods such as EDGE, SCF, ICO, TBED and
HSVN. From the comparison results, we conclude that our
NSSC outperforms other existing methods.

REFERENCES
[1] M. Lewandowski, B. Płaczek, and M. Bernas, ‘‘Self-organizing traffic

signal control with prioritization strategy aided by vehicular sensor net-
work,’’ in Proc. IFIP Int. Conf. Comput. Inf. Syst. Ind. Manage. Cham,
Switzerland: Springer, 2018, pp. 536–547.

[2] S. Khan, H. A. Khattak, A. Almogren, M. A. Shah, I. Ud Din, I. Alkhalifa,
and M. Guizani, ‘‘5G vehicular network resource management for
improving radio access through machine learning,’’ IEEE Access, vol. 8,
pp. 6792–6800, 2020.

[3] L. Meng, Z. Dong, Z. Wang, Z. Cheng, and X. Su, ‘‘Urban data acquisition
routing approach for vehicular sensor networks,’’ in Proc. Int. Conf. Green,
Pervasive, Cloud Comput. Cham, Switzerland: Springer, 2019, pp. 64–76.

[4] A. Touil and F. Ghadi, ‘‘Distributed clustering scheme to relieving broad-
cast storms in vehicular ad-hoc network,’’ in Proc. 16th Int. Conf. Hybrid
Intell. Syst. (HIS), 2016, pp. 551–557.

[5] D. Zhang, H. Ge, T. Zhang, Y.-Y. Cui, X. Liu, andG.Mao, ‘‘Newmulti-hop
clustering algorithm for vehicular ad hoc networks,’’ IEEE Trans. Intell.
Transp. Syst., vol. 20, no. 4, pp. 1517–1530, Apr. 2019.

[6] M. Seo, S. Lee, and S. Lee, ‘‘Clustering-based data dissemination protocol
using the path similarity for autonomous vehicles,’’ Symmetry, vol. 11,
no. 2, p. 260, Feb. 2019.

[7] Y. A. Shah, H. A. Habib, F. Aadil, M. F. Khan, M.Maqsood, and T. Nawaz,
‘‘CAMONET: Moth-flame optimization (MFO) based clustering algo-
rithm for VANETs,’’ IEEE Access, vol. 6, pp. 48611–48624, 2018.

[8] R. Hajlaoui, E. Alsolami, T. Moulahi, and H. Guyennet, ‘‘Construction
of a stable vehicular ad hoc network based on hybrid genetic algorithm,’’
Telecommun. Syst., vol. 71, no. 3, pp. 433–445, Jul. 2019.

[9] S. Ouni, N. Boulila, and B. A. Zafar, ‘‘Enhanced EDCAwith deterministic
transmission collision resolution for real-time communication in vehicular
ad hoc networks,’’ Wireless Pers. Commun., vol. 98, no. 1, pp. 311–335,
Jan. 2018.

[10] S. Kamakshi and V. S. Shankar Sriram, ‘‘Plummeting broadcast storm
problem in highways by clustering vehicles using dominating set and set
cover,’’ Sensors, vol. 19, no. 9, p. 2191, May 2019.

[11] B. Ramakrishnan, R. B. Nishanth, M.M. Joe, andM. Selvi, ‘‘Cluster based
emergencymessage broadcasting technique for vehicular ad hoc network,’’
Wireless Netw., vol. 23, no. 1, pp. 233–248, Jan. 2017.

[12] A. Naja, M. Boulmalf, and M. Essaaidi, ‘‘Toward a new broadcasting
protocol to disseminate safety messages in VANET,’’ in Proc. Recent Adv.
Elect. Inf. Technol. Sustain. Develop., 2019, pp. 161–170.

[13] A. Siddiqua, M. A. Shah, H. A. Khattak, I. Ud Din, and M. Guizani,
‘‘ICAFE: Intelligent congestion avoidance and fast emergency services,’’
Future Gener. Comput. Syst., vol. 99, pp. 365–375, Oct. 2019.

[14] M. Chitra and S. Siva Sathya, ‘‘Selective epidemic broadcast algorithm
to suppress broadcast storm in vehicular ad hoc networks,’’ Egyptian
Informat. J., vol. 19, no. 1, pp. 1–9, Mar. 2018.

[15] Y.-H. Chou, T.-H. Chu, S.-Y. Kuo, and C.-Y. Chen, ‘‘An adaptive emer-
gency broadcast strategy for vehicular ad hoc networks,’’ IEEE Sensors J.,
vol. 18, no. 12, pp. 4814–4821, Jun. 2018.

[16] O. Rehman and M. Ould-Khaoua, ‘‘A hybrid relay node selection scheme
for message dissemination in VANETs,’’ Future Gener. Comput. Syst.,
vol. 93, pp. 1–17, Apr. 2019.

[17] E. A. Feukeu and L. W. Snyman, ‘‘An improved dynamic broadcast storm
mitigation for VANETs,’’ Procedia Comput. Sci., vol. 130, pp. 180–187,
2018.

[18] U. Lee, R. Cheung, and M. Gerla, ‘‘Emerging vehicular applications,’’ in
Vehicular Networks: From Theory to Practice. 2009, pp. 6–1.

[19] T. Gazdar, A. Belghith, and A. S. Al-Mogren, ‘‘DTCF: A distributed trust
computing framework for vehicular ad hoc networks,’’KSII Trans. Internet
Inf. Syst., vol. 11, no. 3, pp. 1533–1556, 2017.

[20] J. Yang, X. You, G. Wu, M. M. Hassan, A. Almogren, and J. Guna,
‘‘Application of reinforcement learning in UAV cluster task scheduling,’’
Future Gener. Comp. Syst., vol. 95, pp. 140–148, Jun. 2019.

[21] M. Tabassum, M. A. Razzaque, M. M. Hassan, A. Almogren, and
A. Alamri, ‘‘Interference-aware high-throughput channel allocation mech-
anism for CR-VANETs,’’ EURASIP J. Wireless Commun. Netw., vol. 2016,
no. 1, pp. 1–15, 2016.

[22] I. U. Din, S. Hassan, A. Almogren, F. Ayub, and M. Guizani, ‘‘PUC:
Packet update caching for energy efficient IoT-based information-centric
networking,’’ Future Gener. Comput. Syst., to be published.

[23] B. H. Al-Qarni, A. Almogren, andM.M. Hassan, ‘‘An efficient networking
protocol for Internet of Things to handle multimedia big data,’’Multimedia
Tools Appl., vol. 78, no. 21, pp. 30039–30056, Nov. 2019.

[24] H. N. Almajed and A. S. Almogren, ‘‘SE-ENC: A secure and efficient
encoding scheme using elliptic curve cryptography,’’ IEEE Access, vol. 7,
pp. 175865–175878, 2019.

[25] A. S. Almogren, ‘‘Intrusion detection in edge-of-things computing,’’
J. Parallel Distrib. Comput., vol. 137, pp. 259–265, Mar. 2020.

[26] K. A. Awan, I. Ud Din, A. Almogren, M. Guizani, A. Altameem,
and S. U. Jadoon, ‘‘RobustTrust—A pro-privacy robust distributed trust
management mechanism for Internet of Things,’’ IEEE Access, vol. 7,
pp. 62095–62106, 2019.

[27] M. Zareei, A. K. M. M. Islam, C. Vargas-Rosales, N. Mansoor,
S. Goudarzi, andM. H. Rehmani, ‘‘Mobility-aware medium access control
protocols for wireless sensor networks: A survey,’’ J. Netw. Comput. Appl.,
vol. 104, pp. 21–37, Feb. 2018.

VOLUME 8, 2020 34311



I. S. Alkhalifa, A. S. Almogren: NSSC-Based VSN

[28] K. Haseeb, N. Islam, A. Almogren, and I. Ud Din, ‘‘Intrusion prevention
framework for secure routing in WSN-based mobile Internet of Things,’’
IEEE Access, vol. 7, pp. 185496–185505, 2019.

[29] Y. Lai, L. Zhang, F. Yang, L. Zheng, T.Wang, andK.-C. Li, ‘‘CASQ: Adap-
tive and cloud-assisted query processing in vehicular sensor networks,’’
Future Gener. Comput. Syst., vol. 94, pp. 237–249, May 2019.

[30] C. Tan, S. Ji, Z. Gui, J. Shen, D.-S. Fu, and J. Wang, ‘‘An effective
data fusion-based routing algorithm with time synchronization support
for vehicular wireless sensor networks,’’ J. Supercomput., vol. 74, no. 3,
pp. 1267–1282, 2018.

[31] G. H. Alsuhli, A. Khattab, and Y. A. Fahmy, ‘‘Double-head clustering
for resilient VANETs,’’ Wireless Commun. Mobile Comput., vol. 2019,
pp. 1–17, Mar. 2019.

[32] R. Regin and T. Menakadevi, ‘‘Dynamic clustering mechanism to avoid
congestion control in vehicular ad hoc networks based on node density,’’
Wireless Pers. Commun., vol. 107, no. 4, pp. 1911–1931, Aug. 2019.

[33] M. Fahad, F. Aadil, Z. Rehman, S. Khan, P. A. Shah, K. Muhammad,
and I. Mehmood, ‘‘Grey wolf optimization based clustering algorithm for
vehicular ad-hoc networks,’’ Comput. Elect. Eng., vol. 70, pp. 853–870,
Aug. 2018.

[34] M. Ren, J. Zhang, L. Khoukhi, H. Labiod, and V. Vèque, ‘‘A unified
framework of clustering approach in vehicular ad hoc networks,’’ IEEE
Trans. Intell. Transp. Syst., vol. 19, no. 5, pp. 1401–1414, Aug. 2017.

[35] S. R. V. Kittusamy, M. Elhoseny, S. Kathiresan, ‘‘An enhanced whale
optimization algorithm for vehicular communication networks,’’ Int. J.
Commun. Syst., Apr. 2019, Art. no. e3953.

[36] C. J. Joshua, R. Duraisamy, and V. Varadarajan, ‘‘A reputation based
weighted clustering protocol in VANET: A multi-objective firefly
approach,’’Mobile Netw. Appl., vol. 24, no. 4, pp. 1199–1209, Aug. 2019.

[37] A. Ishtiaq, S. Ahmed, M. F. Khan, F. Aadil, M. Maqsood, and S. Khan,
‘‘Intelligent clustering using moth flame optimizer for vehicular ad hoc
networks,’’ Int. J. Distrib. Sensor Netw., vol. 15, no. 1, pp. 1–13, 2019.

[38] Y.-C. Wang and G.-W. Chen, ‘‘Efficient data gathering and estimation for
metropolitan air quality monitoring by using vehicular sensor networks,’’
IEEE Trans. Veh. Technol., vol. 66, no. 8, pp. 7234–7248, Aug. 2017.

[39] M. Hu, Z. Zhong, M. Ni, Z. Wang, W. Xie, and X. Qiao, ‘‘Integrity-
oriented content offloading in vehicular sensor network,’’ IEEE Access,
vol. 5, pp. 4140–4153, 2017.

[40] M. Sadou and L. Bouallouche-Medjkoune, ‘‘Efficient message delivery
in hybrid sensor and vehicular networks based on mathematical linear
programming,’’ Comput. Electr. Eng., vol. 64, pp. 496–505, Nov. 2017.

[41] M. A. Al-Absi, A. A. Al-Absi, and J. Lee, ‘‘Performance enriching channel
allocation algorithm for vehicle-to-vehicle city, highway and rural net-
work,’’ Sensors, vol. 19, no. 15, p. 3283, Jul. 2019.

[42] P. K. Sahoo and J.-P. Sheu, ‘‘Design and analysis of collision free MAC
for wireless sensor networks with or without data retransmission,’’ J. Netw.
Comput. Appl., vol. 80, pp. 10–21, Feb. 2017.

[43] R. Reddy G and R. Ramanathan, ‘‘An Empirical study on MAC layer
in IEEE 802.11p/WAVE based Vehicular Ad hoc Networks,’’ Procedia
Comput. Sci., vol. 143, pp. 720–727, Jan. 2018.

[44] W. Nie, V. C. S. Lee, D. Niyato, Y. Duan, K. Liu, and S. Nutanong,
‘‘A quality-oriented data collection scheme in vehicular sensor networks,’’
IEEE Trans. Veh. Technol., vol. 67, no. 7, pp. 5570–5584, Jul. 2018.

[45] Q. Yuan, H. Zhou, Z. Liu, J. Li, F. Yang, and X. Shen, ‘‘CESense: Cost-
effective urban environment sensing in vehicular sensor networks,’’ IEEE
Trans. Intell. Transp. Syst., vol. 20, no. 9, pp. 3235–3246, Sep. 2019.

[46] F. Lyu, N. Cheng, H. Zhou, W. Xu, W. Shi, J. Chen, and M. Li, ‘‘DBCC:
Leveraging link perception for distributed beacon congestion control
in VANETs,’’ IEEE Internet Things J., vol. 5, no. 6, pp. 4237–4249,
Jun. 2018.

[47] O. M. Zakaria, A. H. A. Hashim, W. H. Hassan, O. O. Khalifa, M. Azram,
S. Goudarzi, and M. Zareei, ‘‘State-aware re-configuration model for
multi-radio wireless mesh networks,’’ KSII Trans. Internet Inf. Syst.,
vol. 11, no. 1, p. 1, 2017.

[48] S. S. Shah, A. W. Malik, A. U. Rahman, S. Iqbal, and S. U. Khan,
‘‘Time barrier-based emergency message dissemination in vehicular ad-
hoc networks,’’ IEEE Access, vol. 7, pp. 16494–16503, 2019.

[49] D. Tian, C. Liu, X. Duan, Z. Sheng, Q. Ni, M. Chen, and V. C. M. Leung,
‘‘A distributed position-based protocol for emergency messages broadcast-
ing in vehicular ad hoc networks,’’ IEEE Internet Things J., vol. 5, no. 2,
pp. 1218–1227, Apr. 2018.

[50] S. More and U. Naik, ‘‘Novel technique in multihop environment for effi-
cient emergency message dissemination and lossless video transmission in
VANETS,’’ J. Commun. Inf. Netw., vol. 3, no. 4, pp. 101–111, Dec. 2018.

[51] Y. Bi, H. Zhou, W. Zhuang, and H. Zhao, ‘‘Overview of safety message
broadcast in vehicular networks,’’ in Safety Message Broadcast in Vehicu-
lar Networks. Cham, Switzerland: Springer, 2017, pp. 11–24.

[52] D. Feng, M. Yajie, Z. Fengxing, W. Xiaomao, and H. Kai, ‘‘A safety
message broadcast strategy in hybrid vehicular network environment,’’
Comput. J., vol. 61, no. 6, pp. 789–797, Jun. 2018.

[53] X. Zhang, Q. Miao, and Y. Li, ‘‘An adaptive link quality-based safety
message dissemination scheme for urban VANETs,’’ IEEE Commun. Lett.,
vol. 22, no. 10, pp. 2104–2107, Oct. 2018.

[54] M. Chaqfeh, H. El-Sayed, and A. Lakas, ‘‘Efficient data dissemination for
urban vehicular environments,’’ IEEE Trans. Intell. Transp. Syst., vol. 20,
no. 4, pp. 1226–1236, Apr. 2019.

[55] A. Balador, E. Uhlemann, C. M. Calafate, and J. Cano, ‘‘Supporting
beacon and event-driven messages in vehicular platoons through token-
based strategies,’’ Sensors, vol. 18, no. 4, p. 955, 2018.

[56] L.-N. Hoang, E. Uhlemann, and M. Jonsson, ‘‘An efficient message dis-
semination technique in platooning applications,’’ IEEE Commun. Lett.,
vol. 19, no. 6, pp. 1017–1020, Mar. 2015.

[57] T. D. T. Nguyen, T.-V. Le, and H.-A. Pham, ‘‘Novel store–carry–forward
scheme for message dissemination in vehicular ad-hoc networks,’’ ICT
Express, vol. 3, no. 4, pp. 193–198, Dec. 2017.

[58] Y. Lai, F. Yang, J. Su, Q. Zhou, T. Wang, L. Zhang, and Y. Xu, ‘‘Fog-
based two-phase event monitoring and data gathering in vehicular sensor
networks,’’ Sensors, vol. 18, no. 2, p. 82, Dec. 2017.

IBRAHIM S. ALKHALIFA received the bache-
lor’s degree in computer science from the Col-
lege of Computer and Information Sciences,
Qassim University, in 2002, the first master’s
degree in advanced software engineering from the
Advanced Informatics School, University Tech-
nology Malaysia, in 2008, and the second mas-
ter’s degree from the College of Engineering and
Computing, University of South Carolina. He is
currently pursuing the Ph.D. degree in computer

science from the College of Computer and Information Sciences, King Saud
University. He is also working with the Communication and Information
Technology Research Institute, King Abdulaziz City for Science and Tech-
nology (KACST), Riyadh, Saudi Arabia, as an Academic Researcher. His
research areas of interests are computer security, wireless sensor networks,
and vehicular networks.

AHMAD S. ALMOGREN (Senior Member,
IEEE) received the Ph.D. degree in computer sci-
ence from Southern Methodist University, Dallas,
TX, USA, in 2002. He worked as the Vice Dean
of the Development and Quality with the College
of Computer and Information Sciences (CCIS).
He also served as the Dean for the College
of Computer and Information Sciences and the
Head for the Academic Accreditation Council,
Al-Yamamah University. He is currently a Profes-

sor with the Computer Science Department, CCIS, King Saud University
(KSU), Riyadh, Saudi Arabia, where he is also the Director of the Cyber
Security Chair. His research areas of interests include mobile-pervasive
computing and cyber security. He served as the General Chair for the IEEE
Smart World Symposium and a technical program committee member in
numerous international conferences/workshops, such as the IEEE CCNC,
ACM BodyNets, and the IEEE HPCC.

34312 VOLUME 8, 2020


	INTRODUCTION
	RESEARCH PURPOSE
	RESEARCH CONTRIBUTION
	RESEARCH OUTLINE

	STATE OF ART WORK
	CLUSTERING
	COLLISION AVOIDANCE
	SAFETY MESSAGE BROADCASTING
	RESEARCH GAPS IN EXISTING WORKS

	PROBLEM DEFINITION
	NSSC MODEL
	SYSTEM OVERVIEW
	CLUSTERING
	CH ELECTION
	CLUSTER FORMATION

	COLLISION AVOIDANCE
	SAFETY MESSAGE BROADCASTING

	EXPERIMENTAL RESULTS
	SIMULATION SCENARIO
	VALIDATION METRICS
	REACHABILITY
	AVERAGE NUMBER OF COLLISIONS
	DUPLICATE DATA PACKET
	LATENCY
	PDR
	THROUGHPUT

	COMPARATIVE ANALYSIS
	ANALYSIS ON REACHABILITY
	ANALYSIS ON DUPLICATE DATA PACKET
	ANALYSIS ON LATENCY
	ANALYSIS ON AVERAGE NUMBER OF COLLISION
	ANALYSIS ON PDR
	ANALYSIS OF THROUGHPUT

	RESULTS DISCUSSION

	CONCLUSION
	REFERENCES
	Biographies
	IBRAHIM S. ALKHALIFA
	AHMAD S. ALMOGREN


