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ABSTRACT This work reports a novel chaos-based affine transformation generation method, which is based
on rotational matrices to design strong key-based S-boxes. Chaotic logistic map’s nonlinear trajectories are
used to generate rotational matrices under given design conditions. Thus, the inherent logic is to generate
key-based S-boxes, as strong as AES S-box, in terms of cryptographic properties using chaos in affine
transformation. The randomness of chaotic sequences is tested using the National Institute of Standard
and Technology (NIST) Statistical Test Suit (STS) 800-22 that validates the generated sequences for S-box
design. The results show that methodology adapted to design proposed key-based dynamic S-boxes entails

near-optimal cryptographic properties so that proposed S-boxes are as stronger as AES S-box.

INDEX TERMS Affine transformation, chaotic logistic map, S-box, NIST test.

I. INTRODUCTION

Cryptography plays a critical role in secure transmission of
information. With the increasing demand for communication
systems, the role of encryption becoming more critical and
cryptographers continue to work on new algorithms to ensure
secure transmission of confidential information. Likewise,
cryptanalysts are hard at work to find new ways of break-
ing those algorithms. Advanced Encryption Standard (AES)
is the standard algorithm approved by the National Insti-
tute of Standards and Technology (NIST). Although no
attack still exist that can break AES, there are some attacks
like side-channel attack [1], which exploits the incom-
plete diffusion feature in AES [2] and SQUARE [3]. The
meet-in-the-middle attack exploits the weakness in the key
scheduling [4] in AES. The advanced capabilities of crypt-
analysis demand cryptographers to modify cryptographic
algorithms. According to Shannon, modern block ciphers
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are based on confusion and diffusion components. Confu-
sion is achieved in encryption algorithms by substitution-box
(S-box). The primary function of S-box is to change the
position of the input block of data x with a new position of
data block named as y, in a nonlinear fashion. There are many
applications of S-box in image encryption [5], [6], low profile
mobile applications [7], multimedia encryption [8], water-
marking [9], and steganography [10]. In encryption, S-box is
commonly used in modern block ciphers like Data Encryption
Standard (DES) and AES. It is responsible for providing
confusion property in algorithms. The strength of the algo-
rithm depends on the strength of the S-box [11], [12]. NIST
defined the criteria for finding the strength of an S-box. These
include bit independence criterion (BIC), nonlinearity (NL),
strict avalanche criterion (SAC), linear probability (LP), and
differential probability (DP). Generally, S-box with low DP
value and high non-linearity is desirable.

The non-linearity of an S-box causes uncertainty in the
output, which offers resistance against linear and differential
cryptanalysis attacks [13]. AES S-box is considered highly
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strong as it is based on finite field and GF(2®) inverse opera-
tions that play critical role to made S-box highly non-linear,
thus resulting in higher security.

Researchers have proposed different methods to design
S-box to achieve high nonlinearity and low DP value.
Chaos, due to strong similarities with cryptography, is con-
sidered as a good candidate in designing S-box. Chaos,
with inherent properties like sensitive dependence on ini-
tial condition, mixing, and ergodicity, has attracted differ-
ent researchers [14]. The authors proposed S-boxes using
one dimensional [15], [16], two dimensional [17], and three
dimensional [18]-[20] chaotic maps. Tian and Lu [21]
proposed an S-box design based on a six-dimensional
hyperchaotic map and an artificial bee colony algorithm.
Tanyildizi and Ozkaynak [22] utilized seven (07) different
optimization algorithms to determine the most suitable initial
condition and control parameter values corresponding to four
chaotic algorithms. In addition, they proposed a new method
for S-box generation design based on the optimized chaotic
maps. However, their proposed S-box is not as strong as
AES S-box. The authors in [23] examined the properties
of a three-dimensional plasma system from a cryptographic
perspective and proposed a new S-box generation algorithm
based on a 3D plasma chaotic system. In [24], the authors
designed a new S-box for wireless sensor networks using Lin-
ear Congruence Generator (LCG) in combination with com-
pound chaotic map, Baker’s map, and sinusoidal chaotic map.
Khan et al. [25] proposed a new cryptographic method for
substitution-permutation network design, where the results
of gold sequences and chaotic logistic tent maps are used
in linear fraction transformation to generate a new S-box.
Lu et al. [26] proposed a new compound technique for S-box
design using tent-logistic chaotic map, which involves a novel
linear mapping scheme for the generation of the initial S-box.
In [6], authors proposed a chaotic Jaya optimization algo-
rithm for image encryption, the S-box achieved good crypto-
graphic properties. A few researchers also incorporate other
methods [5], [7] with chaos to make S-box more robust. For
instance, combining chaos with algebra makes S-box more
suitable for cryptography.

Elliptic curve [27], cubic fractional transformation [28],
and algebraic properties like group and rings [29]-[31] are
supposed to improve the DP value of S-box, but those do
not give significant results. Most of these S-boxes give DP
value of 10/256. In [32], an S-box is designed using Gaussian
distribution and linear fractional transformation by applying
the Box-Muller transform, polarization decision, and cen-
tral limit algorithm. The research work in [33] proposed
a way of generating highly non-linear n x n S-boxes for
3 < n < 7. For each iteration, the best S-box candidate is cho-
sen based on heuristic optimization. This approach is good
for non-linear key-dependent S-boxes. In [34], the authors
proposed a technique for designing S-box via single expres-
sion algebra instead of using matrix algebra that reduced the
computational complexity for S-Box construction.
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Researchers have also worked on AES in terms of per-
formance and security, both in hardware and software.
Tillich and Herbst [35], Rupanagudi et al. [36], Moh’d [37],
Talha [38], and Shreedhar er al. [39] proposed a method for
improving the performance of AES in hardware in terms of
area and clock speed. Intel’s corporation proposed new AES
instruction set for improving its performance and security
for their processors [40]. Sahoo et al. [41] proposed new
affine transformation for improving performance of AES
in software. Pachori et al. [42] proposed java-based AES
parallel processing for improving processing speed. In [41],
the author modified the S-box of AES by modifying the affine
transformation to minimize the time complexity of AES.

Considerable research has been done to improve AES
security in software. De Los Reyes et al. [43], [44] worked
on AES key scheduling to increase diffusion and confusion
rate and enhance the security of AES. They also proposed
different versions of AES to increase its key length and secu-
rity [45]. The authors in [46] proposed two different S-boxes
instead of one AES S-box by modifying the affine transfor-
mation matrices that are used alternatively in the algorithm.
In [47], [48] the authors proposed a variable mapping S-boxes
for AES. Using secret key as well as using different irre-
ducible polynomials produce dynamic S-boxes. A different
S-box is designed in each round in byte substitution layer
only, while all other layers of AES (shift row, mix column and
key addition layer) remain the same. This enhances the secu-
rity of AES but generates only limited number of S-boxes.
The research works in [49]-[56] proposed dynamic S-boxes
based on secret keys for enhancing the security of AES.

S-boxes are designed to resist differential attacks. The
attacker tries to investigate the differential properties of S-box
to analyze the ciphertext. Stronger the S-box cryptographi-
cally, higher will be the possibility to resist attacks. If there
are different S-boxes in every round of algorithm, it will be
more difficult for an attacker to investigate each S-box. This
will provide an extra security layer. In this paper, authors
proposed a novel key-based dynamic S-box design technique
that is as strong as static AES S-box, with DP value of 4/256.
S-boxes are designed using GF(2%) inverse and modified
affine transformation. In affine transformation, using chaos
modifies rotational matrix. Rotational matrix selection is
based on specific parameters. A change in 8 x 8 rotation
matrix can give rise to a different S-box that is as strong as
AES S-box.

The rest of the paper is organized as follows. In Section II,
an overview of the AES S-box generation method is
described. In Section III, NIST tests are applied to the chosen
chaotic map as a random number generator, and the obtained
results are discussed. Section I'V provides the proposed S-box
design technique. Section V presents the detailed results
regarding the proposed S-boxes. In Section VI, the proposed
S-boxes are compared with state of the art S-boxes, and it is
verified that proposed dynamic S-boxes are as strong as AES
S-box. Finally, the conclusions are provided in Section VII.
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Il. PRELIMINARIES

This section briefly describes the standard AES S-box gener-
ation method, chaotic logistic map (CLM), and its NIST test
that shows the effectiveness of the CLM in proposed S-box
generation.

A. THE AES S-BOX

The AES S-Box is the only non-linear element in AES
encryption, which bijectively maps every input element to
exactly one output element so that the reverse process stays
possible during decryption. The S-box is generated by cal-
culating the multiplicative inverse of a given number in
Rijndael’s finite field, i.e. GF(2%), using a fixed generator
polynomial G(x) = x® + x* + x3 + x + 1. No inverse exists
for the input element zero in Rijndael’s finite field; hence,
zero is mapped to itself. In all other cases, the multiplicative
inverse Al._l of an input element A; belongs to the elements
of GF(2%) with a fixed irreducible polynomial G(x) = xS+
x* 4+ x3 4 x + 1. Table 1 provides the multiplicative inverse
for all 8-bit numbers in GF(2%). Once the multiplicative
inverse is computed, it is transformed to S; using the affine
transformation given in (1) as follows:

Si=RA;"+ C mod 2 (1)

where, R is a rotational matrix, C is an additive constant,
and S§; is the output of the AES S-box that corresponds to
input A;. Equation (1) can be expanded by placing the values
of R and C as in (2), where, S; = [s7, ..., so] represents the
8-bit output of the AES S-box. Table 2 presents the final AES
S-box generated by (2).

S0 I 0 0 0 1 1 1 1Y\ (g
S1 1 1.0 0 0 1 1 1]]4d
§2 1 1. 1.0 0 0 1 1]]|d
S3_11110001a/3
S4_11111000aﬁ1
S5 0 1 1 1 1 1 0 0f]ada
56 OO]llllOa’6
57 0 0 0 1 1 1 1 1/)\4&

1

1

0

0

+Omod2(2)

1

1

0

B. CHAOTIC LOGISTIC MAP (CLM)

The logistic equation is proposed by Pierre Francois Ver-
hulst [57] in 1838 and introduced as a chaotic map first time
by May [58]. The mathematical equation can be written as:

gi+1 = uq; (1 —¢q;), where0 <u <4, ¢;€[0,11 (3
The behavior of (3) is chaotic for the interval 3.57 < u < 4.
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Before (0, 3.57), its behavior is deterministic and non-
chaotic. Figure 1(a) shows the bifurcation diagram that elab-
orates its behavior, whereas Figure 1(b) shows the Lyapunov
exponent of a chaotic logistic map.

In this research work, we use chaotic logistic map as
random number generator (RNG) to obtain a random key
value in the range (0, 255]. The logistic map is easy to
implement and computationally feasible. The random key
value obtained from the logistic map is used for producing
certain affine transformations based on rotational matrices.
Any rotational matrix can be generated with this behavior,
and there is an equal proportion in the selection of any
rotational matrix. Hence, any random S-box can be generated
under the defined settings, based on the affine transformation
matrix with strong cryptographic properties.

IIl. NIST STS 800-22 TESTS ON LOGISTIC MAP

To validate the randomness of a bitstream generated by any
RNG, NIST statistical test suite (STS) 800-22 [59] is used.
It entails fifteen (15) different tests that investigate the secu-
rity of an RNG design. All tests must be passed by any
RNG to ensure the security of the random number sequence
produced. As discussed before, chaotic logistic map was used
in the proposed scheme to generate a random key value for
designing an S-box. Hence, chaotic logistic map (given in (3))
was initially tested as RNG. In this aspect, the chaotic map
was iterated for 10° times (with initial seed value of gg = 0.33
and control parameter # = 4), which produced 1M bits using
a threshold value of 0.5. This bitstream was then passed to
NIST STS 800-22 tool for validating the randomness of the
binary sequence. The results (Table 3) showed that all the
tests were passed. Hence, the use of chaotic logistic map as
RNG for the proposed scheme is validated as fulfills the NIST
criteria. It is essential to understand here that NIST STS for
RNG validation does not have any direct relation with the
S-box generation and its cryptographic properties. However,
it provides help in ensuring the randomness of the key value
obtained using the chaotic logistic map. The key is used to
generate a random rotational matrix for affine transformation,
which in turn produces an S-box. Hence, in the case of a
random key value, it becomes unpredictable for the attackers
to find out which S-box is going to be used in the next
round of AES. In this way, NIST STS for RNG helps in
selecting a random key for generating a random S-box, thus
increasing the strength of AES with undetectable effect in the
performance of algorithm.

IV. PROPOSED METHOD FOR S-BOX GENERATION

The proposed methodology for S-box generation is com-
prised of four stages, as shown in Figure 2. These stages
include computation of the GF(2%) inverse, key generation
using chaotic logistic map, computation of affine transfor-
mation rotational matrix Ry, and finally generation of a
new S-box based on affine transformation operation. In the
first stage, the same methodology is used as in AES S-box
to generate the multiplicative inverse of an input byte A;.
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TABLE 1. Multiplicative inverse of input bytes XY in GF(28).

Y

0 1 2 3 4 5 6 7 8 9 A B C D E F
0 0 1 141 246 203 82 123 209 232 79 41 192 176 225 229 199
1 116 180 170 75 153 43 96 95 88 63 253 204 255 64 238 178
2 58 110 90 241 85 71 168 201 193 10 152 21 48 68 162 194
3 44 69 146 108 243 57 102 66 242 53 32 111 119 187 89 25
4 29 254 55 103 45 49 245 105 167 100 171 19 84 37 233 9
5 237 92 5 202 76 36 135 191 24 62 34 240 81 236 97 23
6 22 94 175 211 73 166 54 67 244 71 145 223 51 147 33 59
X 7 121 183 151 133 16 181 186 60 182 112 208 6 161 250 129 130
8 131 126 127 128 150 115 190 86 155 158 149 217 247 2 185 164
9 222 106 50 109 216 138 132 114 42 20 159 136 249 220 137 154
A 251 124 46 195 143 184 101 72 38 200 18 74 206 231 210 98
B 12 224 31 239 17 117 120 113 165 142 118 61 189 188 134 87
C 11 40 47 163 218 212 228 15 169 39 83 4 27 252 172 230
D 122 7 174 99 197 219 226 234 148 139 196 213 157 248 144 107
E 177 13 214 235 198 14 207 173 8 78 215 227 93 80 30 179
F 91 35 56 52 104 70 3 140 221 156 125 160 205 26 65 28

TABLE 2. The AES S-box.
Y

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 99 124 119 123 242 107 111 197 48 1 103 43 254 215 171 118
1 202 130 201 125 250 89 71 240 173 212 162 175 156 164 114 192

2 183 253 147 38 54 63 247 204 52 165 229 241 113 216 49 21
3 4 199 35 195 24 150 5 154 7 18 128 226 235 39 178 117
4 9 131 44 26 27 110 90 160 82 59 214 179 41 227 47 132
5 83 209 0 237 32 252 177 91 106 203 190 57 74 76 88 207
6 208 239 170 251 67 71 51 133 69 249 2 127 80 60 159 168
X 7 81 163 64 143 146 157 56 245 188 182 218 33 16 255 243 210
8 205 12 19 236 95 151 68 23 196 167 126 61 100 93 25 115
9 96 129 79 220 34 42 144 136 70 238 184 20 222 94 11 219
A 224 50 58 10 73 6 36 92 194 211 172 98 145 149 228 121

B 231 200 55 109 141 213 78 169 108 86 244 234 101 122 174 8
C 186 120 37 46 28 166 180 198 232 221 116 31 75 189 139 138
D 112 62 181 102 72 3 246 14 97 53 87 185 134 193 29 158
E 225 248 152 17 105 217 142 148 155 30 135 233 206 85 40 223
F 140 16l 137 13 191 230 66 104 65 153 45 15 176 84 187 22
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FIGURE 1. a) Bifurcation diagram and b) Lyapunov exponent for chaotic logistic map.
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FIGURE 2. Block-level view of the proposed S-box generation method.

TABLE 3. NIST STS 800-22 tests results for logistic map.

Affine Matrix (R)
Generation

1
Constant :
Matrix (C) | !

NIST Statistical Test P-value Status

Approximate Entropy 0.935081 SUCCESS
Block Frequency 0.881134 SUCCESS

. 0.577018 (FORWARD)
Cumulative Sums 0.622087 (REVERSE) SUCCESS
Fast Fourier Transform (FFT)  0.365257 SUCCESS
Frequency Test 0.508261 SUCCESS
Linear Complexity 0.861830 SUCCESS
Longest Run 0.014259 SUCCESS
Non-Overlapping Template 0.56962 SUCCESS
Overlapping Template 0.245325 SUCCESS
Random Excursions 0.579367 SUCCESS
Random Excursions Variant 0.44762 SUCCESS
Rank test 0.673806 SUCCESS
Runs test 0.644401 SUCCESS
. 0.762361

Serial test 0214860 SUCCESS
Universal test 0.034041 SUCCESS

In the second stage, four chaotic logistic maps are com-
bined to generate a random key based on the proposed
key scheme. This key is considered as the first row of the
affine transformation matrix, which is used to generate the
entire rotational matrix. Finally, the output of the first stage,
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Affine Transformation

ie. Ai_l, is multiplied by a variable rotational matrix Ry
generated under specific settings, followed by the addition of
an 8-bit constant C to obtain the final output.

Equation (4) shows the entire process of generating the
S-box output using the proposed S-box.

Si = Re.A; ' 4+ C mod 2 )

where, Ry represents a 8 x 8 variable rotational matrix used for
affine mapping and k is the matric key that actually represents
the dynamicity of the rotational matrix as compared the AES
S-box that utilizes a static matrix R. The rotational matrix Ry
is entirely generated based on key value k. Hence, a large
number of dynamic S-boxes can be produced by generating
random keys. Figure 3 shows the detailed view of proposed
S-box generation, and the following sections explain in detail
the proposed algorithms for generating affine transformation
matrix and the S-box.

A. KEY GENERATION

The proposed algorithm for generating the key for the affine

transformation matrix consists of the following steps:
Step-1: Choose initial seed values for four different chaotic

maps i.e., wo, Xo, Yo, 20, With a range between [0 1].

VOLUME 8, 2020
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Start

The pseudo-code for the key generation algorithm is given
in Algorithm 1.

Algorithm 1 Generation of Key

i .
S initial values w, X, y,, Z, -
control parameter valuesu ,u,u, u

w X Ty Tz

forn=Ttom (misthe range)
w, ., =uw (1-w) , X =ux (1-x)

ym—lzuy"(.| _y,]) ’ Zn+|=uzn(1 'Z")

v

t= Wn+1 + xn+1 + yn+1 + zn+l
Y

k = mod (|t x 10,000|,256)
Y

k = dec2bin (k,8)

_________________________

R, = zeros(8,8)

2

R (1,)=str2num(k)

PR U R R R g

Y
form=2to 8

R (m,:) = circshift R, (r_,:),1)
* x
Yes if(det(R,)=0) S
N I No_ _ _ _______ P %
S-box Generation \ 7 =
for m=1to 256 L2

S, =R xA+Cmod 2

End

FIGURE 3. Detailed methodology for proposed S-box generation design.

Step-2: As the logistic map is chaotic for the region
[3.57 4], hence, take four different parameter values
(i.e., Uy, Uy, Uy, u; ) corresponding to four chaotic maps with
range [3.57 4]. Herein, we choose the control parameter u = 4
to iterate the chaotic logistic map.

Step-3: Apply four chaotic maps (following (3)) shown
to these four initial parameter pairs, i.e., (Wo, Uy), (X0, Uy),
(vo, uy), (20, u;), and perform n iterations to get n + 1 output
sequences for each pair between [0, 1].

Step-4: Add the last value from all four chaotic map
sequences together to obtain .

Step-5: Use equation k = mod(|t x 10000], 256) and
obtain a decimal number k within (0, 255].

Step-6: Convert this decimal number k into an 8-bit binary
number that represents the binary key value for the affine
matrix generation.
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Output: Key k for the affine transformation matrix Ry
Procedure:
% initial seed value wy, xo, yo, 20V € [0, 1]
1. Choose wy, xo, Yo, 20
% logistic map is chaotic between 3.57 to 4

2. Choose iy, Uy, Uy, Uz

3. fornl:mdo % m is the range

4. Wnt1 = uwp(1 —wp)

5. Xpt1 = uxp(1 — xp)

6. Yntr1 = uyp(1 — yn)

7. in+1 = uZn(l - Zn)

8. end for

9. t=wpt1 +Xnt1 + Ynr1 + 2t

10. k& = mod(|z*10, 000|, 256) % convert real
number into decimal

11. &k = dec2bin(k, 8)% convert decimal into binary

string
12. &k = str2num(k)% convert string to binary number

B. AFFINE TRANSFORMATION MATRIX GENERATION
The proposed algorithm for generating the affine transforma-
tion matrix consists of the following steps:

Step-1: Take a bit matrix Ry of size 8 x 8 and initialize it
with all zero bits.

Step-2: Initialize the first row (r1) of the matrix R; with
the key k as an 8-bit binary integer obtained in step-6 of
the 1% algorithm as first row (r;) of 8 x 8 the rotational
matrix.

Step-3: Rotate r; one-bit right to generate the second
row () for the matrix Ry. Likewise, rotate (r2) one-bit right
again to generate an 8-bit binary number as the third row (73).

Step-4: Repeat the step-3 for all eight rows and generate a
8 x 8 rotational matrix.

Step-5: Find the determinant def(Ry) of the rotational bit
matrix Ry.

Step-6: D iscard the matrix Ry and go to the step-1 key
generation of 1 algorithm if its determinant-modulo 2 is
equal to zero, i.e. det(Ry) = 0 mod2. Otherwise, go to next
step.

Step-7: Take the bit matrix Ry that passes the step-6 as
the affine transformation matrix and uses (4) to generate the
S-box.

The pseudo-code for the proposed affine matrix algorithm
is given in Algorithm 2.

C. PROPOSED S-BOX GENERATION

Algorithm 3 presents the proposed S-box generation steps.
After the affine transformation matrix Ry is generated using
Algorithm 2, the S-box is created in the following way:3
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Algorithm 2 Generation of Affine Transformation Matrix
Output: Affine Transformation Matrix Ry
Procedure:

% 8 x 8 matrix with all elements equal to zero

1. Ry = zeros(8,8)
% make generated key 1% row of the rotational matrix

2. Ri(l,;)=k
3. form=2:8do % iterate for all rows in Ry
4, Ry (m, :) = circshift(Ri(ry, @), 1)
5. end for

% det represents the determinant of a matrix
6. D =det(Ri)

% mod represents the modulus operator
7. if D mod2 # O then
8. Set as an affine transformation matrix
9. else
10.  Goto line 1 of the 1% algorithm
11. endif

Algorithm 3 S-Box Generation Based on Affine Transforma-
tion Matrix
Output: S-Box S;
Procedure:
1: forA; =0:255do
% Multiplicative inverse of A; in GF(2%)
2 FindA;'
% S; is the required S-box output for input A;
Si = R - A7 + C mod?2
end for

»w

Step-1: Take an input byte A; and compute its multiplica-
tive inverse A;” Yin GF (2%) using Table 1.

Step-2: Apply affine mapping on Ai—1 using (4) and com-
pute the S-box output S;. Use R, obtained from Algo-
rithm 2 as the affine transformation matrix in (4).

Step-3: Repeat step-1 and step-2 for all possible inputs A;,
i.e., 0 to 255 keeping the bit matrix R constant and generate
the final S-box.

Table 4 shows four different rotational matrices of size 8 x
8, and Table 5 to Table 8 specifies the corresponding S-boxes
generated by these matrices using the proposed methodology.
R11, Rgs, R145, and Ryo3 are produced when the value of key
generated is to be 11, 88, 145, and 203, respectively. The
value of the subscript index k with the matrix Ry represents
the key used to produce the rotational matrix. The sample
rotational matrices Ry, Rgg, R145, and Ryo3 fulfill the speci-
fied criteria in Algorithm 2.

V. RESULTS

S-boxes designed using the proposed methodology have good
cryptographic properties like the AES S-box. This paper
presents four different S-boxes (Table 5 - Table 8) generated
corresponding to the matrices Ri1, Rgg, R145, Rog3 and vali-
dates their cryptographic properties.
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TABLE 4. Rotational matrices generated with the proposed S-box design.

Matrix index Matrices
[0 1. 1. 01 0 0 0]
o 0 1 1 0 1 0 O
00 0 1 1 0 1 0
0O 0 0o 0 1 1 0 1
Ris 1 0 0 0 0 1 1 O
o 1 0 0 0 0 1 1
1 0 1.0 0 O 0 1
(1 1.0 1 0 0 0 0]
[0 1. 0 1 1 0 0 0]
o 0 1 o0 1 1 0 O
o 0 0 1 0 1 1 o0
o 0 0 0 1 o0 1 1
Ry 1 0 0 0 0 1 0 1
1 1.0 0 0 0 1 0
o 1 1 0 0 O 1
(1 01 1 0 0 0 0]
(1 001 0 0 0 1]
1 1.0 01 0 00
01 100 1 00
001 1001 0
Raas 0001100 1
1 00 01 1 00
01 00 01 1 0
0 0 1 0 0 1 1]
(110 0 1 0 1 1]
1 1 1 01 0 1
1 1.1 1.0 01 0
01 1 1 1 0 01
R 1 01 1 1100
01 01 1 110
001 0 1 1 11
10 0 1 0 1 1 1]

A. S-BOX TESTING CRITERIA IN CRYPTOGRAPHY
The effectiveness of the proposed S-boxes is validated by

analyzing the results of conventional S-box tests, i.e., NL,
SAC, BIC, DP, and LP.

VOLUME 8, 2020
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TABLE 5. S-box designed with rotational matrix R;;.

Y

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 99 117 150 58 103 171 207 154 159 52 7 237 203 57 97 143

1 29 147 54 108 175 43 36 85 55 18 176 5 156 230 235 231

2 92 224 27 88 201 24 26 75 251 255 185 76 192 190 134 193

3 73 168 37 204 116 102 80 202 98 142 161 246 39 65 33 164

4 252 138 162 70 95 214 0 130 200 124 32 56 223 239 137 197

5 209 111 45 113 14 249 10 25 178 4 141 78 145 199 50 96

6 118 67 120 182 64 222 180 220 22 132 31 94 250 51 183 74

X 7 227 169 107 38 2 133 87 40 191 69 140 23 188 210 126 68
8 82 129 151 104 125 127 15 243 131 205 71 42 44 79 109 242

9 72 184 236 218 60 244 48 105 61 90 219 216 232 100 206 149

A 196 173 101 215 18 123 106 86 213 93 46 122 41 77 160 8
B 139 47 208 253 20 11 245 83 228 172 49 62 53 35 28 229

C 233 17 115 144 16 212 119 177 12 195 189 59 136 166 66 91

D 217 1 110 30 163 6 3 179 81 226 181 194 247 254 9 174

E 221 157 248 165 153 167 63 84 211 34 238 21 121 135 198 241

F 13 155 112 152 148 146 89 128 114 225 187 170 19 158 240 234

TABLE 6. S-box designed with rotational matrix R88.
Y

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 99 211 204 169 67 37 6 172 132 217 64 23 38 177 115 4
1 144 228 201 27 5 33 89 210 193 232 253 80 156 79 39 71
2 154 127 160 186 54 184 168 34 167 135 181 26 126 141 76 118
3 50 61 81 30 219 75 250 46 107 12 117 207 65 114 113 93
4 159 44 109 74 130 206 120 108 62 155 121 185 134 7 52 86
5 246 3 17 243 8 183 40 176 237 88 20 10 244 70 233 123
6 203 98 187 205 122 142 221 158 200 92 128 138 175 225 197 42
X 7 103 53 35 73 104 84 194 57 133 82 28 192 157 238 139 90
8 234 116 196 59 147 131 0 231 100 22 66 41 25 2 19 239
9 58 189 31 174 153 223 249 51 145 170 166 190 63 91 14 212
A 94 21 83 198 173 163 43 202 214 146 9 171 49 18 125 56
B 36 1 254 151 216 32 215 226 95 29 241 137 209 97 152 87
C 55 240 227 252 248 222 195 245 24 102 149 161 60 77 106 162
D 182 112 11 136 101 72 96 229 242 111 213 110 199 143 48 13
E 150 148 191 85 180 69 129 218 230 105 15 208 179 68 78 247
F 16 164 251 188 220 236 178 124 235 119 165 45 224 140 255 47

VOLUME 8, 2020
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TABLE 7. S-box designed with rotational matrix Ry 5.

Y

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 99 64 68 166 70 223 129 43 71 91 61 58 164 125 241 211

1 113 40 201 215 250 123 207 105 128 197 218 175 156 171 141 226

2 106 28 198 79 54 29 143 0 25 60 217 254 53 39 208 124

3 146 4 134 90 9 15 5 237 42 154 7 63 20 216 163 107

4 231 191 220 38 177 22 195 245 127 67 234 52 21 168 100 89

5 232 12 204 101 62 139 27 84 72 230 65 108 186 203 236 184

6 155 74 102 109 145 92 255 206 224 66 227 248 80 165 36 73

7 199 77 41 93 81 11 251 160 110 253 8 169 181 51 209 180
8 151 46 13 242 10 152 119 83 188 19 111 50 133 37 158 26
9 219 144 115 121 17 173 126 187 88 221 48 235 86 157 200 159
A 16 104 212 95 2 189 96 178 205 35 23 244 233 183 78 137
B 246 94 161 174 114 82 228 222 57 33 55 131 18 49 56 112
C 31 30 247 243 87 132 210 147 172 238 252 239 45 249 3 148
D 162 138 69 170 149 116 24 1 76 142 182 167 118 117 192 179
E 135 213 194 34 240 176 202 32 122 120 225 59 47 153 130 193
F 229 98 44 185 214 97 6 103 190 85 75 150 140 14 136 196

TABLE 8. S-box designed with rotational matrix R,q3.
Y

0 1 2 3 4 5 6 7 8 9 A B C D E F
0 99 244 221 183 73 208 9 163 3 220 186 77 35 40 118 171
1 83 125 201 130 250 149 116 165 67 178 179 175 156 134 114 12
2 123 185 108 81 54 243 230 102 218 240 109 211 232 216 117 98
3 115 79 254 150 126 195 5 169 233 33 145 46 235 39 212 49
4 111 11 14 146 228 127 15 95 188 42 94 162 16l 88 148 72
5 202 29 170 222 100 207 78 121 166 37 190 198 104 93 227 252
6 107 50 0 140 173 43 153 62 152 96 70 110 80 105 6 236
7 38 197 55 97 26 234 176 10 82 13 52 18 205 85 63 135
8 16 192 87 168 160 181 238 142 213 28 24 31 32 76 8 4
9 249 231 199 1 136 59 246 34 2 68 139 20 237 214 131 66
A 194 239 92 245 242 159 189 58 224 241 53 21 128 89 27 91
B 129 191 64 229 141 196 177 154 147 101 124 157 86 193 217 25
Cc 103 45 203 226 167 106 225 57 113 119 71 61 30 36 184 206
D 158 133 151 204 132 48 144 44 143 172 19 253 164 122 209 112
E 180 22 69 187 60 174 23 47 223 75 210 7 138 255 215 155
F 251 41 84 182 200 247 219 74 65 51 120 90 56 137 17 248
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TABLE 9. Cryptographic properties of proposed S-boxes.

TABLE 10. Key values for S-box design with NL=112 and DP = 4/256.

Initial NL SAC BIC DP LP
value
11 112 0500977 112 4256 0.0625
88 112 0.500977 112 4256 0.0625
145 112 0.49585 112 4256 0.0625
203 112 0.495605 112 4256 0.0625

1) NON-LINEARITY (NL)

The importance of non-linearity in the cryptosystem was
first introduced by Staffelbach and Meier in 1980s and later
by Nyberg in early 1990s after the discovery of linear and
differential cryptanalysis [60]. S-box is the only non-linear
component in any cryptographic algorithm. The non-linearity
of an S-box is its ability to resist against linear and differential
cryptanalysis, which is measured using Walsh’s spectrum [8].
Higher non-linearity value means strong resistance against
linear and differential attacks [61]. Mathematically, it can be
defined as:

Spw) = Y (=1 @& 5)
Sr(w)

The non-linearity of an n-bit Boolean function f is calculated
as:

1
NL(f)=2""1— = ( max
2 \ze{0,1}"

Wf(z)\) (©6)

Higher the value of non-linearity, higher will be the security
of S-box. The highest value of non-linearity that is achieved
with AES S-box is 112. It is the standard value till now for all
other S-boxes and the S-boxes with this non-linearity value
are generally considered as secure. The proposed S-boxes of
this study obtained the highest value of nonlinearity, i.e., 112,
which has been achieved till today, as shown in Table 9.

2) STRICT AVALANCHE CRITERIA (SAC)

Tavares and Webster introduced strict avalanche criteria
(SAC) [62] for the first time. According to the SAC, a single
bit change in input will affect half of the output bits and the
value of the SAC should be near 0.5. The proposed S-boxes
fulfill the SAC satisfactory, as presented in Table 9.

3) BIT INDEPENDENCE CRITERION (BIC)

Bit independence criterion says that for the given change in
the input bits there will be the change in the output indepen-
dently. If the S-box satisfies the BIC, all the functions will be
non-linear and fulfill the SAC also [62]. In our case, this cri-
terion is also fulfilled by the proposed S-boxes, as presented
in Table 9.

4) DIFFERENTIAL PROBABILITY (DP)

Differential probability is one of the most common methods
to decrypt the ciphertext. It provides the difference in the
original and the cipher message [28]. Mathematically it can
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Initial keys DP Value

1,2,4,7,8, 11, 13, 14, 16, 19, 21, 22, 25, 26, 28, 31, 32, 35,
37,38, 41, 42, 44, 47, 49, 50, 52, 55, 56, 59, 61, 62, 64, 67,

69, 70, 73, 74, 76, 79, 81, 82, 84, 87, 88, 91, 93, 94, 97, 98,

100, 103, 104, 107, 109, 110, 112, 115, 117, 118, 121, 122,

124, 127, 128, 131, 133, 134, 137, 138, 140, 143, 145, 146,

148, 151, 152, 155, 157, 158, 161, 162, 164, 167, 168, 171, 4/256
173, 174, 176, 179, 181, 182, 185, 186, 188, 191, 193, 194,

196, 199, 200, 203, 205, 206, 208, 211, 213, 214, 217, 218,

220, 223, 224, 227, 229, 230, 233, 234, 236, 239, 241, 242,

244, 247,248,251, 253, 254

be defined as an input difference Ax; that should map to an
output difference y; [63]. It is defined in (7) as:

#Hx e X|SKx) @ S(x @ Ax) = Ay}>

DP’(Ax — Ay):( o

N

where, X is the set of all possible values of input and 2" is the
number of elements. The maximum achievable value of DP is
4/256, and our S-boxes fulfilling this criterion also, as shown
in Table 9.

5) LINEAR PROBABILITY (LP)
If an S-box has a small linear probability, it is considered as
very strong against linear cryptanalysis [28]. Linear probabil-
ity (LP) [64] of an S-box can be defined as:

#x e ZIx. Ay =S(x).By} 1

LP = _ 8
Af}a?;o n 2 ®)

where, A, and By are the input and output values respectively
while Z = {1,2,3...255}. As shown in Table 9, the LP value
achieved with our proposed S-boxes is 0.0625, which is the
same as the standard AES S-box.

B. CRYPTOGRAPHIC PROPERTIES OF

THE PROPOSED S-BOXES

As the research on S-box design and construction is growing
and becoming increasingly vital in the field of cryptogra-
phy, numerous researchers have designed tools for testing
and verifying the performance of an S-box [63], [65], [66].
These tools are based on the NIST criteria for S-box perfor-
mance analysis and entail common S-box tests as defined by
the NIST (including NL, SAC, BIC, DP, and LP as given
in Eq. (5) — (8)). The purpose of designing these tools is
to simplify the research process and provide an ease to
the researchers in testing and verifying the S-box perfor-
mance. For verifying the proposed S-boxes in this study,
authors used the same S-box testing tool as presented in [63].
Table 9 shows the cryptographic properties of the proposed
S-boxes, which are generated as a result of matrices Ry
Rgg, Ri45 and Ryo3. It can be analyzed from table 9 that all
S-boxes have excellent cryptographic properties and are as
stronger as the AES S-box. Table 10 presents all the key
values that successfully generate the corresponding rotational
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TABLE 11. Performance comparison with other states of the art S-boxes.

Study Proposed Techniques to design S-box NL SAC BIC DP LP
[16] S-box based on 1-D chaotic map and beta hill climbing 110.25 0.500 104 10/256 0.125
[17] S-box design based on proposed 2-D bakers chaotic map 104 0.4965 102.9 10/256 0.1289
[20] Construction of S-boxes based on TD ERC sequence 104 0.507 102.9 12/256 0.086
[21] S-box based on hyperchaotic map and bee colony algorithm 108 0.5073 104 10/256 0.1523
[22] Construction of S-box based on optimized chaotic maps 106.75 0.5015 104.07 10/256 0.1367
[23] S-box generation based on 3-D plasma chaotic system 106 0.4978 103.92 10/256 0.1298
[24] S-box using LCG and combination of different chaotic maps 107.75 0.4976 105.07 10/256 0.1250
[25] S-box based on gold sequence and chaotic logistic tent system 112 0.5065 109 6/256 0.1090
[6] S-box design for image encryption based on hybrid chaotic map 106.2 0.5009 103.6 10/256 0.132
[69] Effect of chaotic system in S-box performance characteristic 105.25 0.5037 102.64 10/256 0.125
[27] Substitution box based on elliptic curves 100 0.5007 104.1 10/256 0.1250
[28] S-box design using cubic fractional transformation 107 0.497 103.5 10/256 0.156
[29] S-box generation using projective general linear group 105 0.5021 106 10/256 0.1250
[31] Group theoretic approach to construct S-box 104.8 0.493 105.1 10/256 0.125
[32] S-box designing using Gaussian distribution method 111 0.5036 110 6/256 0.0781
[48] Design S-boxes using GF(2%) different polynomial 105.5 0.507 106 6/256 0.140
[53] Dynamic AES-128 with key-dependent S-box 104.3 0.497 103.4 12/256 0.133
AES S-box designed using AES 112 0.504 112 4/256 0.0625
S Proposed S-box with first row of rotational matrix as 1 112 0.503 112 4/256 0.0625
Sss Proposed S-box with first row of rotational matrix as 88 112 0.501 112 4/256 0.0625
Siss Proposed S-box with first row of rotational matrix as 145 112 0.496 112 4/256 0.0625
Sooz Proposed S-box with first row of rotational matrix as 203 112 0.495 112 4/256 0.0625

matrices for affine transformations. These rotational matrices
produce the S-boxes having NL and DP values 112 and 4/256,
respectively.

Vi. COMPARISON AND DISCUSSION

The performance of the proposed S-box compared to other
state-of-the-art S-boxes, based on their cryptographic prop-
erties, is given in Table 11. The proposed S-boxes are crypto-
graphically more effective than some of the existing S-boxes.
When comparing the proposed S-boxes with the standard
AES S-box, it can be seen that their cryptographic values are
the same as the AES S-box, which means that these S-boxes
are as strong as the AES S-box.

In [67], [68], the authors have investigated the effect of
different types of practical attacks on the AES algorithm, and
validated the efficacy of AES as compared to other encryption
algorithms. However, AES produces only a static S-box that
can be vulnerable to cryptanalyst study to crack the cipher-
text. The advantage of the proposed method over AES algo-
rithm is that the former generates a large number of dynamic
S-boxes. Furthermore, the proposed S-boxes are generated
based on the equivalence classes of AES, hence they provide
the same security and equally strong cryptographic prop-
erties as the AES S-box. Any of the proposed S-box can
be used in each round of AES encryption. The selection
of the S-box is based on the key scheduling algorithm that
uses a chaotic logistic map. Chaos is generally important
to produce entropy in the sequence but cannot directly gen-
erate the S-boxes with high NL and low DP values [69].
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For generating a cryptographically strong S-box using chaos,
some additional non-linear phenomenon is incorporated in
the system, which can be observed from the existing stud-
ies reported in Table 11. In our proposed scheme, we used
affine transformation in addition to chaotic logistic map for
generating the strong S-boxes. The main reason of using
chaos in the proposed scheme is to obtain a pseudorandom
sequence that is further used to generate an unpredictable and
secure key for creating a new S-box (based on the rotational
matrix) in each round of encryption. As a result, it becomes
challenging for an attacker to analyze which S-box has been
used in each round of the algorithm. Hence, it will be near
impossible to decrypt the ciphertext. Thus, the addition of
dynamic S-boxes provides an additional layer of security
using the proposed scheme, which tremendously enhances
the security of a cryptosystem.

In comparison to AES S-box, our proposed method entails
two additional steps, which include key generation and affine
matrix generation. A chaotic logistic map is used for gener-
ating the 8-bit random key value, which is computationally
very cheap and fast [14]. Moreover, the generation of the
affine transformation matrix is only based on rotating the
obtained key value. Hence, the additional transformation cost
tends to be very insignificant. Table 12 shows the overall
computational time required for generating a large number
of random key values and the corresponding affine matrices.
The computational time is computed in MATLAB using a
core-i7 Intel processor (3.2 GHz, 8GB RAM). It can be
analyzed that the average additional time required for these
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TABLE 12. Additional cost for keys and affine matrices generation.

No. of Keys and Affine Computational Time

Matrices (sec)
1 0.006722
2 0.007955
4 0.008723
8 0.012374
16 0.012773
32 0.013795
64 0.004586
128 0.014601
256 0.014706

transformations in generating a single S-box is very trivial
(i.e., 6.7 milliseconds) and hence negligible. As a result, the
proposed S-box generation design is computationally viable
and comparable to AES S-box as well.

VIl. CONCLUSION

In this study, dynamic AES S-boxes are generated using
proposed chaos based rotation matrices. The standard AES
S-box is adequate for AES security, but with the enhancement
in computing resources and cryptanalysis techniques, there is
aneed to modify the AES algorithm. As a result, we proposed
a significant modification in affine transformation of the
AES S-box by proposing chaos based rotation metrics that
generates strong AES S-boxes. Dynamic S-boxes nullifies the
effects of algebraic attacks. The selection of S-box is based
on a chaotic map-based key scheduling algorithm that makes
it undetermined which S-box will be the targeted one. In this
way, the security of a cryptosystem is greatly enhanced. The
proposed S-boxes are tested based on the state of the art S-box
tests, which demonstrate the effectiveness of the proposed
S-box design.
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