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ABSTRACT This paper proposes a robust dual-color watermarking based on quaternion singular value
decomposition (QSVD), which can embed large payloads into color images with low distortion, and can
obtain strong robustness to process color image in a holistic manner. First, two notes are proposed for
designing the proposed watermarking scheme, one of which is about three strong correlations found in U
that can be used for watermark embedding, and the other is analyzing the feasibility of V compensation for
QSVD-based watermarking scheme. In addition, a fast structure-preserving algorithm is used to calculate
the singular value decomposition (SVD) of a quaternion matrix, which makes the procedure computationally
more flexible and efficient. Then a new watermarking scheme is proposed to protect the copyright of color
images. This scheme uses quaternion to make the color image channels correlated so that the proposed
watermarking scheme has strong anti-attack performance. Experimental results show that the proposed dual-
color watermarking is not only imperceptible but also robust to some common attacks, and the performance

of the proposed method outperforms other methods considered in this work.

INDEX TERMS QSVD, structure-preserving method, image watermarking, robustness.

I. INTRODUCTION
Today in the era of big data, the rapid development of new
information technologies has led to the security and copyright
protection in multimedia applications and services becoming
an important issue that needs to be solved urgently. Among
these existing technologies, the digital watermarking pro-
vides a feasible way to protect multimedia data from illegal
manipulation and replication. For example, it is very useful in
military image processing, remote sensing [1], [2], medical
image sharing [3]-[5], multimedia file management, etc.
Many watermarking methods have been well devel-
oped [6], [7]. One can use a random sequences number
or a recognizable binary pattern or an image as a digi-
tal watermark [8]-[10]. As for the carrier, most existing
watermarking techniques use a grayscale image [11]-[16] as
the host image. In recent years, color image watermarking
[17]-[28] has become one of the hot research topics due to the
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rapid application of color image technology on the Internet.
Compared with grayscale image, color image has two advan-
tages: (1) more data can be hidden; (2) higher fidelity can
be obtained, the reason is that the color perception depends
not only on luminance information but also on chrominance
information. The dual-color (i.e., watermark image and host
image are color images) image watermarking scheme was
studied [19]-[24] to meet the high fidelity and more infor-
mation hiding. However, color image watermarking is more
challenging compared with single channel grayscale image.
The following summarizes the typical strategies for color
image watermarking in the spatial domain.

A. SINGLE CHANNEL PROCESSING

In this strategy, a binary sequence or grayscale image is
usually embedded in a color channel of the host image
[17], [18]. This strategy may be flawed because it does
not take into account the implication of the Human Visual
System. Especially, it is sensitive to color brightness and
perception.
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B. MULTI-CHANNEL PROCESSING

Many existing dual-color watermarking schemes are
designed to separate the three channels of color image and
mark them in a single channel between the corresponding
channels [19]-[24]. Whether single channel processing or
multichannel synthesis, its essence is to treat greyscale image,
which has some disadvantages: (i) they are sensitive to color
attacks because the correlation between different color chan-
nels is ignored, (ii) they are not always robust to geometric
distortions caused by neglecting the synchronization of color
channels.

C. TRIAD CHANNEL PROCESSING
The strategy rearranges three color channels (R, G, B) of the
color image into a rectangular matrix as follows

M=[R",G",B"]",

and then marks the real matrix M directly. Obviously,
the three channels are processed synchronously in a holis-
tic manner. In [25], based on Arnold scrambling and SVD,
Li et al. proposed a dual-color watermarking scheme, which
has very low computational complexity. This algorithm uses
singular values for watermark embedding, which reduces the
fidelity of the watermarked image and is fragile for some
attacks.

D. QUATERNION PROCESSING
A color image can be represented by a pure quaternion
matrix. In this way, color images can be processed holisti-
cally without ignoring channel correlation and synchronicity.
Wang et al. [26] proposed a zero-watermarking algorithm
based on quaternion exponential moments (QEM) for resist-
ing geometric attacks on color images. Experimental results
show that the algorithm has better resistance to geometric
attacks. Later, they developed a new lossless watermarking
algorithm using the quaternion discrete Fourier transform
(QDFT) [27]. The low sensitivity of the magnitude infor-
mation obtained by QDFT makes the designed watermark-
ing scheme have better visual quality. Based on quaternion
polar harmonic transforms (QPHTSs), Xia et al. [28] pro-
posed a color medical image lossless watermarking algo-
rithm for copyright protection, which has strong robustness
and security. Based on the ternary radial harmonic Fourier
moment (TRHFM), Wang et al. [29] proposed a quaternion-
like stereo image zero-watermarking algorithm. Experimen-
tal results show that this new algorithm is robust against
various asymmetric and symmetric attacks. At a certain level,
various watermarking algorithms combined with quater-
nion have good visual quality and strong anti-attack ability
[30], [31]. These algorithms are very effective and have room
for improvement in reducing the computational complexity
and increasing the watermark capacity.

In recent years, SVD-based watermarking methods have
become one of the research hotspots because of its low
complexity and stability [15], [21], [22], [25], [32]-[35].
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This stability is that the relationship between the elements
in the first column of the U component generated by SVD
can be preserved when general image processing is per-
formed. However, this is an embedded watermarking tech-
nique that degrades the quality of the original host image.
Therefore, the researcher’s focus shifts to the fidelity of
the watermarked image. Fan et al. citetFWLOS considered
to modify the elements in the first column of U (V) com-
ponent for watermarking and adopt the V (U) component
to compensate the visible distortion when embedding the
watermark into the U (V) component of SVD. This method
can reduce the modified quantity, worse case, the number
of modified pixels is increased again to N2 at some time,
because at the same time it also changes other pixels that
need not to be modified. Su et al. [22] further considered
the compensation scheme by combining the modified pix-
els with the original pixels that need not to be modified
to compensate for visible distortion. No matter what kind
of compensation scheme is adopted, the effect of compen-
sation for visible distortion is not obvious. These compen-
sations affect the original data structure, resulting in the
quality of the extracted watermark becomes worse. In fact,
the principle of hiding secret information is that it does
not affect the normal use of the image, and the watermark
can be extracted and used for ownership verification and
verification.

In order to overcome these shortcomings, this paper
proposes a new robust dual-color watermarking based on
QSVD. This scheme meets some requirements, including
transparency, robustness, sufficient information capacity, low
computational complexity, and blind extraction. Two notes
are presented for designing the proposed watermarking
scheme, one of which is about three strong correlations
found in U that can be used for watermark embedding,
and the other is analyzing the feasibility of V' compensation
for QSVD-based watermarking scheme. In order to avoid
more operations of the QSVD algorithm, we use a fast alge-
braic structure-preserving method to implement the SVD of
the pure quaternion matrix. The experimental results verify
the impact of the compensation scheme on the quality of
the extracted watermark. It also shows that the proposed
watermarking method with two notes is effective and has
better performance than the other methods considered in
this paper. The novelties of this scheme are as follows: (1)
three strong correlations are found in U that can be used to
embed ternary watermark information simultaneously, which
improves the payload of the proposed watermarking scheme;
(2) the feasibility of V compensation is analyzed for (Q)SVD-
based watermarking schemes; (3) the structure-preserving
algorithm introduced in this paper can quickly and efficiently
calculate the SVD of a quaternion matrix; (4) the proposed
dual-color watermarking scheme based on QSVD can effec-
tively resist geometric attacks and common attacks; and (5)
this scheme has high security because it is based on two
private keys of Arnold scrambling and random coordinate
sequences.
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The remainder of this paper is organized as follows.
In Section II, quaternion and algebraic structure-preserving
algorithms for implementing QSVD are briefly introduced.
Two notes are presented for the QSVD-based watermarking
scheme in Section III. In Section IV, a new watermarking
scheme is described, including watermark embedding and
watermark extraction. The experimental results and analysis
are presented in Section V. Finally, we draw the conclusions
of this paper in Section VI.

Il. PRELIMINARIES
The quaternion, which is a type of hypercomplex number, was
formally introduced by Hamilton in 1843 [36]. A quaternion
can be represented as a four-dimensional complex number
with one real part and three imaginary parts. The set of
quaternions is denoted by
H={g=w+xi+yj+k, w,x,yzeR}

where three imaginary units i, j, k satisfy i = j> = k> =
—1,ij = —ji =k, jk = —kj = i, ki = —ik = j. When
w = 0, g is called pure quaternion.

Color image pixels have three components, and they can be
represented in quaternion form using pure quaternion. A pixel
coordinate (x, y) in an RGB image H can be represented as

H(x,y) = Hi(x, y)i + Ha(x, y)j + H3(x, y)k,

where H1, Hy and H3 are the red, green and blue components,
respectively. Obviously, the advantage of using quaternion
to represent color image is that we can process the three
color channels of a color image holistically without losing
correlation and synchronicity.

A. ALGEBRAIC STRUCTURE-PRESERVING ALGORITHM
FOR QSVD

Suppose H € H™*" is a quaternion matrix, then there exist
two unitary quaternion matrices U = Uy + Uji + Uaj +
Usk € H™™ and V = Vo + Vi + V»j + Vak € H™" such
that [37]

H=UXV* ¥ = [21 O], (IL1)

0 O

where V* = VOT —VIT i—V2T j—V3T k is the conjugate transpose
of V, ¥y = diag(o1,02,--- ,0:),01 >0 > --- >0, >0
are positive singular values of Q, and r is the rank of matrix Q.

For a color image represented by a pure quaternion matrix
H € H™", we can perform the QSVD with different kinds
of algorithms. For example, Sangwine and Le Bihan [38]
provided the function svd in Matlab Toolbox using quater-
nion arithmetics. In [39], Jia et al. proposed a real structure-
preserving algorithm based on the following results.

For any quaternion matrix H = Hy + Hii + Hyj + Hzk,
where Hy, Hy, Hy, H3 € R™ " its real counterpart can be
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TABLE 1. The comparison of execution times (second).

Image block Proposed Quaternion
(size)/(number) method toolbox
(4 x 4)/(128 x 128) 4.57484 81.12152

defined as follows:

Hy H, H Hj

k= |~H2 Ho H3;  —H
T |-Hy —-H3 Hp Hy |’

—-H3; H —H, Hy

L.2)

and their relationship is equivalent. The algebraic structure
of HR is called JRS-symmetry, which is implicitly pre-
served in the algebraic structure-preserving algorithms used
in [39]-[44] to solve many quaternion matrix problems.

In this paper, a hybrid structure-preserving algorithm is
proposed for 4 x 4 quaternion matrix block, which combines
the JRSGivens transformation G proposed in [39], the gen-
eralized Givens transformation & proposed in [40], and the
Householder transformation .77’ proposed in [41]. Its calcula-
tion process can be summarized into the following algorithm.

Algorithm 1 (QSVD): A structure-preserving method for
the computation of the singular values and corresponding
singular vectors of a quaternion matrix H = Hoy + Hpi +
Hyj + Hzk € H™", where H, € R™", k =0, 1, 2, 3.

Function: [U, X, V] = QSVD(Hy, H1, H>, H3)

1. Calculate the real upper bidiagonal matrix B using
unitary quaternion matrices G, 4 and ¢ :

|3 0L Of]1 0 1 0
=[5 ells Al Al 4]
L Of| 0],
Eooll o s
2. Calculate the singular values and corresponding singu-
lar vectors of B using MATLAB’s built-in function svd:
[u, 1,v"] = svd(B);

3. Compute the singular values and corresponding singu-
lar vectors of H:

Y = A,

7|l 0L O0]f1 0 «
U= [0 G][O %Ho %}‘%ﬂ)’
1 0][n 0} [13 0

o #[lo %|lo c]¥
The JRS-symmetric structure is preserved throughout

the implementation of (II.3). Algorithm 1 costs about
64(mn?> — n3/3) flops for the bidiagonalization of an m x n
quaternion matrix. For a 512 x 512 color image divided into
4 x 4 matrix blocks, two methods can be used to calculate the
QSVDs of these image blocks: the proposed QSVD algorithm
and the quaternion toolbox. The comparison results of the
execution time of the two algorithms are shown in Table 1.
Compared with the quaternion toolbox, it can be seen that the
efficiency of the proposed QSVD algorithm has been greatly
improved.

V =
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IIl. OUR PROPOSED NOTES

A. SELECTION OF WATERMARK EMBEDDING POSITION
Suppose that a 4 x 4 reversible quaternion matrix H; is one
of the blocks of the host image, and has the quaternion SVD
as

hit hiz his hig
H, = hat  han  haz hog — USV*

hst  hzy  haz  hig

| ha1 haz  haz haa |

uyy w2 U3 U4
w1 wn uxz uog
T oluz ouz w3z uzg

| u41 U4y U4z U4q |

[or 0 0 O[vit vz vz vis
0 oo 0 O Va1 V) w3 V4
0 0 o3 O (vt v vz v
L0 0 0 o4 [var va2 vaz vaa

(II-1)

Perform the matrix multiplications for U X V*, in which each
element is given by (I1I-2).

hi1 = u1101vi1 + 120221 + U1303V31 + U1404V41;
h12 = u1101v12 + u1202v22 + U1303V32 + U1404V42;

h13 = u1101v13 + U1202V23 + U1303V33 + U1404V43;
h14 = u1101v14 + U1202V24 + U1303V34 + U1404V44;
ha1 = uz101v11 + u2202v21 + U2303V31 + U2404V41;
hyo = uz101v12 + u2202v22 + U2303V32 + U2404V42;
hyz = up101v13 + U2202V23 + U2303V33 + U2404V43;
ho4 = u2101v14 + U2202V24 + U2303V34 + U2404V44;
h31 = u3101v11 + U3202V21 + U3303V31 + U3404V41;
h32 = u3101v12 + U3202V22 + U3303V32 + U3404V42;
h33 = u3101v13 + u3202V23 + U3303V33 + U3404V43;
h34 = u3101V14 + U3202V24 + U3303V34 + U3404V44;
h41 = u4101v11 + Us202V21 + U4303V31 + U4404V41;
hay = u4101v12 + Usp02V2) + U4303V32 + U4404V42;

h43 = ug101v13 + U4202V23 + U4303V33 + U4404V43;
hasa = ua101V14+us02v24+us303V34+usqoyvas. (11-2)

According to the above formulas, each pixel value in Hj
depends on the singular values oj(1 < j < 4). The more
the modified number for all o; is, the bigger the changed
magnitude in pixel values is, and the worse the invisibility
of the watermark is. This is the main reason why we do not
consider using singular values for marking.

Now we are likely to consider that all the column vectors of
U (V) component could be adopted for robust watermarking.
For example, a pure quaternion matrix H = Hji + H»j +
Hsk € H**# obtained from a digital image block, where

0.2863 0.2863 0.2863 0.2863
H — 0.1843 0.2863 0.2863 0.2863
1= 10.1843 02510 02863 0.3216 "

0.2275 0.1137 0.1843 0.2196
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[0.3569
0.2235
0.2196

0.2196

[0.3569
0.1843
0.2196

0.1137

H;

H3

0.3569
0.3216
0.3216
0.1843

0.3569
0.3216
0.3059
0.1804

0.3569
0.3216
0.3216
0.2196

0.3569
0.3216
0.3216
0.2196

by performing Algorithm 1, we have

U

—0.0001
0.0008
0.0008

—0.0001

[—0.3051
—0.2817
—0.2822

| —0.1962

[—0.3762
~0.3175
—0.3168
| —0.2311

[—0.3465
~0.2815
—0.2854
| —0.1805

_|_

V*
—0.4228

0.8684
—0.2580
—0.0245

+

Up + Uji+ Uzj + Usk

0.0099
0.0141
—0.0169
0.0028

0.1684
—0.3104
—0.2595

0.4878

0.2871
—0.2089
—0.2548

0.1818

0.4518
—0.2448
—0.1014
—0.2665

vIi—vli-vlj-vik

—0.5031
—0.3310
—0.2813
—0.0876

0 0.0186
0.0749
0.2004
0.2225

0

0

0

0 —0.0251
0 -0.1738
0 —0.5444
0  0.0051
0 0.0116
0 0.0872
0 0.2923
0 —0.1857

0

0.0226

0.0036

0.0126
—0.3950

-0.0
0.03
0.15

0.00
0.01
-0.0
0.57

0

0 0.1814 0
0.0785 0

0
0

0

—0.0882

0.0792
0.0757
—-0.1632 0
0.0240

—0.4715

—0.1079
0.3133
0.5018

—0.1541
0.1963
0.0087

—0.0711

—0.0735
0.3950
—0.0734
—0.3777

—0.5255
—0.2226
0.0755
0.3820

0.0197
—0.0453
—0.2010

0.1715

—0.011
0.1053
0.3645
0.0843

—0.005

196
32
21

10
26
140
72

0
0

0.0066

0.3569]
0.3216
03216
0.2510 |

0.3569]
0.3216
0.3216
0.2196

—0.0860
—0.2427
—0.3928 |

—0.0488
—0.0485

1217

—0.0175

0.0472 7]
0.4149

—0.5907
0.1949 |

—0.12027
0.2530
—0.3152 |9
0.3085 |

~0.2312]]
0.3000
—0.0487
0.0011 |

—0.5380
—0.1467
0.4135
—0.2720

1

.

, (I11-3)

and the accuracy of process is 2.7081e~ 13 (equal to norm (Q-
UXV*), where U, V € H¥%).

The symbol and magnitude relationship between elements
in each column of U (V*) component obtained by QSVD
have been shown (III-3). It is found that the first column ele-
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TABLE 2. The NC values of different elements in first column of U component after quaternion SVD.

Image NC(ui1,u21) NC(uii,uz1) NC(uii,ua1) NC(u2i,u31) NC(u21,u41) NC(usi,uq1)
Peppers 0.9966 0.9931 0.9876 0.9972 0.9925 0.9963
i House 0.9942 0.9860 0.9802 0.9953 0.9877 0.9957
Baboon 0.9856 0.9775 0.9703 0.9866 0.9727 0.9814
Monolake 0.9873 0.9772 0.9707 0.9866 0.9769 0.9860
Safaril0 0.9918 0.9742 0.9563 0.9920 0.9727 0.9910
Redrock2 0.9855 0.9735 0.9643 0.9852 0.9725 0.9840
Average 0.9902 0.9802 0.9716 0.9905 0.9792 0.9891
Peppers 0.9906 0.9820 0.9711 0.9952 0.9854 0.9944
. House 0.9946 0.9867 0.9759 0.9953 0.9834 0.9910
J Baboon 0.9772 0.9645 0.9559 0.9786 0.9590 0.9726
Monolake 0.9926 0.9864 0.9827 0.9922 0.9864 0.9920
Safaril0 0.9956 0.9859 0.9756 0.9957 0.9850 0.9951
Redrock2 0.9799 0.9650 0.9546 0.9799 0.9642 0.9784
Average 0.9884 0.9784 0.9693 0.9895 0.9772 0.9873
Peppers 0.9837 0.9753 0.9632 0.9927 0.9821 0.9914
K House 0.9946 0.9859 0.9724 0.9956 0.9817 0.9900
Baboon 0.9772 0.9616 0.9509 0.9779 0.9560 0.9734
Monolake 0.9941 0.9896 0.9871 0.9937 0.9897 0.9937
Safaril0 0.9926 0.9766 0.9601 0.9929 0.9755 0.9920
Redrock2 0.9849 0.9755 0.9694 0.9852 0.9749 0.9839
Average 0.9879 0.9774 0.9672 0.9897 0.9767 0.9874
Total average 0.9888 0.9787 0.9694 0.9899 0.9777 0.9879

ments of each coefficient matrix (Uy, U, U3) corresponding
to the three imaginary parts (i, j, k) have the same sign and
their values are very close. This feature can be used to embed
watermarks.

In order to select the three best hidden positions among
the coefficients of the three imaginary parts of u11, uz1, u3;
and u41, for six standard 512 x 512 sized color images Pep-
pers, House, Baboon, Monolake, Safari10 and Redrock?2 [45],
we adopt the following step to experiments.

Step 1:The test image of size M x N is divided into image
blocks of size 4 x 4.

Step 2:Each image block is decomposed by QSVD to
obtain a quaternion matrix U.

Step 3:Matrix U ; is composed of the coefficients of the
imaginary part i of uy; obtained for each image
block, and U3 and UX are also the same, where
the dimensions of U;, U;! and U;‘ are % X %, and
x =1, 2, 3, 4, respectively.

Step 4:Calculate the correlation between two matrices Ul
and U; (between U} and U3, between U;‘ and Uyk)
using Normalized Cross-Correlation (NC), where
y=1,2,3,4,x #y.

As can be seen from the Table 2, the average value of the
imaginary part i of the NC(uz1, u31) is 0.9905, the average
value of the imaginary part j is 0.9895, and the average
value of the imaginary part k is 0.9897. It indicates that
the second row element and the third row element are the
closest elements in the first column of each coefficient matrix
(Uy, U, Uz) for many standard images. Therefore, it is noted
that there exists a strong correlation between the second row
element and the third row element of the first column of each
coefficient matrix (Uy, Uy, U3).
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Summarizing the above analysis and a large number of
repetitive experimental results, we give our first proposed
note depicted as the following:

Note 1: For the watermarking scheme of 4 x 4 image block,
only the coefficients of the three imaginary parts (i, j, k) of
the first column of the U component obtained by QSVD can
be modified. Secondly, there is a strong correlation between
the second row element and the third row element in the first
column of each coefficient matrix (Uy, U,, U3).

B. FEASIBILITY OF COMPENSATION METHOD
FOR QSVD
According to the three best hidden positions proposed in Note
1, we modify uy; and u3; by Ay = 8111 + 812 + 13k and
Ao = 8311+ 82j+ 823Kk, respectively, using the watermarking
scheme described in Section IV, where §; (i = 1,2;j =
1,2,3) is a constant. Thus the elements h;(i = 2,3;j =
1,2,3,4) are modified to h; in the quaternion matrix Hj,
as shown in the following formula:
ha1 = (u21 + A1)o1vil + u2202v21 + U2303V31 + U2404V41;
hap = (a1 + A1)o1via + un02vay + U2303V32 + U2404V);
has = (ua1 + A1)o1vi3 + U002v23 + U2303V33 + U2404V43;
ho4 = (u21 + A1)o1V14 + u2202V24 + U2303V34 + U2404V44;
h31 = (uz1 + A2)o1vit + uz002va1 + U3303v31 + U3404v41;
B3 = (u31 + A2)o1via + U022y + U3303V32 + Us404VAD;
has = (u31 + A2)o1vi3 + U3202v23 + U3303V33 + U3404V43;
h34 = (u31 + A2)o1vi4 + u3202V24 + U3303V34 + U3404V44.
(I11-4)
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The specific result of ﬁm is as follows:

ha1

= (u21 + A1)o1vii + u2202v21 + U2303V31 + U2404v4]

= [ag + (a1 + S1)i + (a2 + 812)j
ez + 813)Klo1(Bo + Bii + B2 + B3K)
+u2202V21 + U2303V31 + U2404V41

= oilapBo— (a1 + 81)B1— (a2 + 812)B2 — (a3 + 813) B3]
+o1laoBi+ (@1 +811)fo + (2 +812)B3 — (a3 + 813)B21i
+o1laofa+(a2+812)Bo + (a3 + 813)B1 — (1 + 811)B3]j
toilaoBs+(a3+3813)Bo+ (a1 +811) B2 — (a2 + 812)B11k

+U02V21 + U2303V31 + U2404V4y, (III-5)

where up1 = ap+oitonjtazk, vir = Bo+Bii+p2j+ B3k,
and the singular value o;(i = 1,2,3,4) is a positive real
number. As shown in (III-3), the first column element of V*
is a real number rather than a quaternion, which indicates
that the values of the coefficients 81, 8> and B3 of the three
imaginary parts of vy are zero, so the value of the real part
of ?1\21 is zero. Similarly, the value of the real part of 7’1\31 is
also zero, but the real part of the remaining six values /};l-j(i =
2,3;j = 2,3,4) is not zero because the v;(j = 2,3,4) is
a quaternion. Fortunately, the real part of these six values is
only slightly disturbed and can be ignored.

As shown in (II-4), modifying the values of up1 and u3;
will change the values of h;;(i = 2,3;j = 1, 2, 3,4), which
inevitably decreases the invisibility of the watermark. Now
we can consider the QSVD-based compensation scheme.
Recalling the SVD-based compensation scheme proposed
in [15] and [22], we can modify some elements of V so that
the reconstructed pixel /h\l] is close to the original pixel 4;;(i =
2,3;j=1,2,3,4), which an effective compensation scheme
to enhance the invisibility of watermark. However, after many
experiments, we found that the compensation method has
a small improvement in the invisibility of the watermark.
On the contrary, this compensation method is tantamount
to another attack on the watermarked image, which directly
destroys the data structure of the watermarked image and may
reduce the quality of the extracted watermark. Specific exper-
imental comparisons are verified in Section V. Similarly,
it can be seen from (III-5) that a QSVD-based watermarking
scheme with V compensation will severely destroy the real
part of the reconstructed quaternion matrix, which not only
reduces the invisibility of the watermark but also makes the
quality of the extracted watermark worse. Therefore, the real
part of the quaternion matrix needs to be as zero as possible
without considering the V compensation in this paper.

Summarizing the analysis of the QSVD-based compensa-
tion scheme, we give the second proposed note depicted as
the following:

Note 2: In the QSVD-based watermarking scheme,
the compensation of V is dangerous. If the elements of the
first row of V* are real numbers rather than a quaternions,
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then the real part of the reconstructed quaternion matrix is a
Zero matrix.

IV. A NEW COLOR IMAGE WATERMARKING SCHEME

In this section, a QSVD-based watermarking scheme, which
explores the property of the U component mentioned in
Section 111, is proposed to embed a color image watermark
as copyright message into a color host image.

A. WATERMARK EMBEDDING

Suppose the original host color image is represented by the
pure quaternion matrix H € H™*", and the original color
watermark image W € H¢*/. Now we present the watermark
embedding process, which is illustrated by Fig.1, and its
detail are listed as follow.

Step 1: Preprocessing of color image watermark W. The
original color watermark image is divided into three compo-
nents of R, G, and B, which are Wg, W, and Wp, respec-
tively. In order to improve the security of the watermarking
scheme, each component watermark is scrambled by Arnold
scrambling with the private key Ka and converted from a dec-
imal format to a binary sequence. The watermark sequence

Wg: w1, w2, -+, wp

We: w1, w2, -+ ,wp

Wg: wi, w2, -+, wp

Arnold scrambling is widely used for image scrambling.
For the security of the watermarking scheme, even if the
infringer obtains the watermarked image, they can not extract
the watermark without knowing the scrambling algorithm.
The scrambling process is as follows:

HIR A HEEE

where a, b, c and d are any positive integers, and ad — bc =
=+1. In this paper, weleta=b=c=1,d =2.X,y,x and y
areintegersin0, 1,2,..., N — 1 and N is order of watermark
image matrix. The position (x, y) of watermark image pixel
can be changed to another position (x, y) by (IV-1).

Step 2: The host image is divided into the non-overlapping
quaternion matrix blocks H; of size 4 x 4 in a holistic
way. In order to improve the watermark robustness against
cropping attack of the proposed method, the embedded blocks
are selected by the random coordinate sequence based on the
private key Kb.

Step 3: Performing Algorithm 1 on each block H; as (IV-2)
to obtain the matrices Uy, V; and X of each block

are obtained and w, € {1, 0}.

Iv-1)

[Us, X5, Vs] = QSVD(Hy). (IV'Z)

Step 4: According to the watermark information to modify
the elements of up; and u3; in the quaternion matrix Uy
of each embedded block. The watermark is embedded by
changing the relation between the second element (u21);/5/k
and the third element (u31)j/j/k in the first column of Us.
If the embedded binary watermark bit is 1, the value of
(u21 —u31)i/j/k should be negative and its magnitude is greater
than a threshold 7'. If the embedded binary watermark bit is 0,
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FIGURE 1. Diagram of the watermark embedding process.

the value of (121 — u31)i/j/k should be positive and its magni-
tude is greater than a threshold 7. When these two conditions
are violated, the elements of (u21)i/j/x and (u31)i/j/x should
be modified as (13, )i/j/k and (u3)i/j - respectively, based on
the following rules in (IV-3)-(IV-4) to embed the watermark
wp and get the modified block Uy,

T
@5 ))isj/k = sign((u21)ij/) X (Uavg + =)
ifwp, =1,
3))ijx = sign(31)i/jn) X (avg — E)
(IV-3)
* . T
. W31)isjx = sign((ua1)ijx) X (Uavg — =)
ifw, =0,
3k = sign((u31)ifj/k) % (Uavg + 5)
aIv-4)

where w), is the watermark information, (x)j/j/k denotes an
element on the imaginary parts i or j or k of the quaternion x,
sign(x) is the sign of x, abs(x) is the absolute value of x and
Uavg = (abs((u21)i/j/x) + abs((u31)i/jx))/2.

Step 5: Obtaining the watermarked image block by

H =U!Z, V. Iv-5)

Step 6. Repeating Steps 3-5 by the private key Kb until all
watermark information is embedded in the host image.

Step 7: Recombining all 4 x 4 watermarked blocks H to
obtain the watermarked image H*.

B. WATERMARK EXTRACTION
Watermark extraction is the inverse operation of embedding
mechanism. The watermark extraction procedure belongs to
blind extraction method, that is, the original host image and
watermark image are not needed in the procedure. The extrac-
tion details are described below.

Step 1: Obtaining the watermarked image. The water-
marked image H* = Hy + Hi+ H3j + H3k is not a pure
quaternion matrix. We set the real part Hy of H* to the same
size zero matrix, then assume H* = H{i+ H}j+ Hik as a
suspicious image with embedded watermark information.
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Step 2: Obtaining the watermarked image block. The
watermarked image H* is partitioned into non-overlapping
watermarked blocks of size 4 x 4 pixels. Then, we use a
random coordinate sequence with the private key Kb to select
the watermarked block H.

Step 3: Applying Algorithm 1 to the watermarked block
H} and getting the matrices U;, X}, V.

Step 4: Using (IV-6) and (IV-7) to extract the watermark
information w’,

P
diff; = (u21 — u31)i,
diff j = (u21 — uz1)j, (IV-6)
diff x = (u21 — u31)x,
o L, if diffijipn = 0, (IV-7)
70 if diffiin < O.

Step 5: Repeating Steps 3-4 by the private key Kb until
all embedded image blocks have been performed. These
extracted binary sequences w; are partitioned into 8-bit
groups and converted to a decimal format, then the inverse
Arnold scrambling with the private key Ka is performed and
the extracted watermark of each component is reconstructed.

Step 6: Reconstructing the final color watermark W* from
extracted watermarks of the three imaginary parts.

C. EVALUATION CRITERIA
Generally, the performance of the watermarking methods is
investigated by measuring their invisibility, robustness and
capacity etc. For the imperceptible feature, the traditional
metric PSNR, as shown in (IV-8), is used to measure the
similarity between the original color image H € H"™*" and
the watermarked image H* € H"™*".
2
PSNR = 10 x lgde
| H —H* &
where 1 represents the maximum value of a pixel in a color
channel, and m, n denoted the height and width of an image
respectively. | H — H* ||2= tr(H — H)(H — H*)) =
| (H — H*® ||% . In general, a larger PSNR indicates the
watermarked image more closely resembles the original host
image, which means that the watermark more imperceptible.
In addition, the metric BER,

(IV-8)

BER = (IV-9)

3xexf
where b is the number of incorrectly detected bits, e X f
is the size of the original watermark, is used to measure
the dissimilarity between the extracted watermark and the
original watermark. Generally, a lower BER reveals that the
extracted watermark resembles the original watermark more
closely.

V. NUMERICAL EXPERIMENTS

In this section, several experiments are performed to verify
the effectiveness when incorporating our proposed two notes
for QSVD-based watermarking scheme. Six 512 x 512 color
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FIGURE 2. The original host image: (a) Lena, (b) House, (c) Baboon, (d) Avion, (e) Monolake,

(f) Lostlake.

| |
FIGURE 3. The original watermark image: peppers.

images in CVG-UGR image [45] database were used as host
images as shown in Fig. 2. A color images is selected as orig-
inal color watermark which was scaled to 32 x 32, as shown
inFig. 3. All these experiments were performed on an Intel(R)
Core(TM) 64 x 64 Corei7-8750H @ 2.20GHz/8.00GB com-
puter using MATLAB R2017b.

A. INVISIBILITY TEST

In order to evaluate the invisibility of the watermark, a com-
prehensive test of threshold 7' on the interval [0.002, 0.04]
is carried out as shown in Fig. 5, and the watermarked color
images and their PSNR values are specified in Fig. 4 when
threshold 7 = 0.022. As can be seen from Figs. 4-5,
the proposed method has a good watermark invisibility. The
PSNR values are all greater than 30dB in the interval, which
meets the requirements of literature [46]: if the PSNR values
> 28dB, then the visual quality of the image is unnotice-
able. Without being attacked, the BER values for all water-
marked images are close to zero, which means the original
watermark can be recovered completely. Moreover, it can be
concluded that there are slight differences between different
images.

B. ROBUSTNESS TEST
In order to verify the robustness of the proposed method,
when the watermarked image is attacked, the BER value of
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the extracted watermark should be less than 0.3, so as to
ensure the visual quality of the extracted watermark [47].

1) COMPARISON OF THE PERFORMANCES

OF SIMILAR SCHEMES

The proposed method is compared with similar methods
in [21] and [22]. The blind dual-color watermarking scheme
based on SVD [21] can ensure invisibility and strong robust-
ness for some common attacks and geometric attacks. Refer-
ence [22] is the result of the method of [21] using V matrix
compensation. This method increases the PSNR value of the
watermarked image at a certain level. Considering the differ-
ences in the robustness and invisibility of different images,
itis difficult to determine an optimal threshold to some extent.
Therefore, a series of robustness tests are also performed at
appropriate intervals [0.002, 0.04].

To highlight the robustness of the proposed method, dif-
ferent strengths of several different attacks are tested with
images Lostlake and Lena, where the image Lena was tested
and verified as a different image. Figs. 6-7 plot the variation
of the BER values of the three methods within the set thresh-
old interval. Fig. 8(a)-(n) visually show the reconstructed
watermark image extracted from the watermarked image
Lostlake at 7 = 0.04 under different attacks with different
strengths. From Figs. 6-7 and Fig. 8(a)-(n), it can be seen
that the proposed watermarking method has strong robustness
against some common attacks, including JPEG compression,
scaling, motion blur, Gaussian noise, speckle noise, contrast
adjustment, cropping and histogram equalization. With the
increase of threshold 7, the BER values of the proposed
scheme shows a significant downward trend, which means
that the proposed method has strong robustness to cope with
large modifications. We also find that the BER values of [21]
is always lower than that of [22], as discussed in Section I1I-B,
which verifies that the compensation scheme is equivalent to
an additional watermark attack that makes the visual quality
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FIGURE 4. The watermarked image: (a) PSNR = 38.4640dB, (b) PSNR = 36.0873dB, (c) PSNR =
33.7715dB, (d) PSNR = 35.8859dB, (e) PSNR = 37.1872dB, (f) PSNR = 38.1892dB.
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FIGURE 5. PSNR values of six color watermarked images and their BER
values for watermarks extracted without any attack.

of the extracted watermark worse. Table 3 numerically lists
the BER results compared to the methods in [21] and [22]
when 7 = 0.04. As can be seen in Table 3, all the tested
images and mentioned attacks in this paper are considered,
and it also comprehensively shows that the proposed method
has a stronger robustness than the methods of [21] and [22].

2) COMPARISON OF THE PERFORMANCES OF

DIFFERENT SCHEMES

In order to further prove the robustness of the proposed
method, the proposed method is also compared with two new
blind color watermarking algorithms proposed in [23], [24].
The blind color watermarking algorithm based on Hessen-
berg matrix [23] uses the largest element in the Hessen-
berg matrix to embed the watermark through quantization
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modulation, which is very robust to JPEG compression and
scaling attacks. The blind color watermarking algorithm
based on LU decomposition [24] uses the strong correla-
tion between some elements in the lower triangular matrix
for watermark embedding, which can resist some common
attacks. In [23], [24], a 32 x 32 color image was selected
as the original watermark, and multiple 512 x 512 color
images were tested as host images. Therefore, they are also
dual-color watermarking, and the same embedding rate used
for comparison is also fair. Considering that the robustness
and invisibility are in conflict, and the differences between
the various watermark embedding schemes, all experiments
control the approximate PSNR value of each watermarked
image (i.e., the watermarked image Lena ~ 34dB, House
~ 32dB, Baboon ~ 32dB, Monolake ~ 34dB, Avion ~
32dB, Lostlake ~ 35dB). Therefore, the threshold of the
embedding scheme in [23] in this paper is set to 77 = 0.28,
the threshold of the embedding scheme in [24] is set to
T, = 0.08, and the threshold of our proposed scheme is set
to T = 0.04. In the comparison experiments, the results are
obtained by averaging the BER of 20 tests for each image.
The results of comparison between the proposed scheme and
those presented in references [23], [24] are listed in Table 4.
The overall performance of the proposed scheme is supe-
rior to that of other different schemes. The main forms of
geometric attacks include cropping, scaling, and common
attacks such as noise, JPEG compression, filtering, contrast,
and histogram equalization. The results show that the pro-
posed scheme delivers significantly better performance than
schemes [23], [24] under various attacks.

The results of the four aforementioned comparisons indi-
cate that the scheme proposed in this paper is highly robust
and superior to other schemes mentioned above.

C. THE SECURITY OF THE PROPOSED METHOD
In the proposed method, in order to make the selection of
the watermark more universal and enhance the security of the
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TABLE 3. Comparison of the robustness (BER) between the proposed scheme and similar watermarking schemes [21], [22] when the threshold T = 0.04.

Attack Image | Proposed scheme | Scheme [21] | Scheme [22] | Image | Proposed scheme | Scheme [21] | Scheme [22]
JPEG40 0.1217 0.2837 0.2917 0.1125 0.2399 0.2453
JPEG60 0.0463 0.1784 0.1808 0.0408 0.1372 0.1468
JPEG80 0.0048 0.0646 0.0656 0.0099 0.0352 0.0400

Scaling0.5 0.0924 0.1713 0.1744 0.1777 0.2344 0.2367
Scaling2 0.0019 0.0169 0.0196 0.0146 0.0417 0.0452
Scaling4 0.0017 0.0157 0.0175 0.0142 0.0390 0.0426

Motion blur(4,4) 0.0006 0.0108 0.0117 0.0061 0.0193 0.0221
Motion blur(6,6) 0.0066 0.0302 0.0320 0.0261 0.0621 0.0654
Motion blur(9,9) 0.0280 0.0733 0.0753 0.0821 0.1372 0.1403
Gaussian noise0.01 Lena 0.1622 0.2869 0.2897 House 0.1238 0.2373 0.2415
Gaussian noise0.03 0.2827 0.3713 0.3748 0.2494 0.3374 0.3403
Speckle noise0.01 0.0330 0.1313 0.1378 0.0302 0.1283 0.1319
Speckle noise0.03 0.1237 0.2608 0.2655 0.1375 0.2530 0.2620
Speckle noise0.05 0.1784 0.3102 0.3128 0.2004 0.3080 0.3105
Cropping10% 0.0466 0.0466 0.0466 0.0484 0.0484 0.0484
Cropping50% 0.2366 0.2366 0.2366 0.2355 0.2355 0.2355
Brightening 0 0.0001 0.0002 0.0022 0.0005 0.0005
contrast(0.4,1)

Darkening 0 0 0 0.0020 0.0011 0.0011

contrast(0,0.6)

Histogram 0.0099 0.0120 0.0127 0.0178 0.0107 0.0113

equalization
JPEG40 0.1278 0.2539 0.2582 0.0630 0.1783 0.1797
JPEG60 0.0487 0.1543 0.1622 0.0154 0.0802 0.0854
JPEG80 0.0046 0.0421 0.0397 0.0024 0.0161 0.0138

Scaling0.5 0.2722 0.3404 0.3431 0.1028 0.1448 0.1466
Scaling2 0.0280 0.0851 0.0925 0.0093 0.0216 0.0233
Scaling4 0.0262 0.0814 0.0893 0.0088 0.0203 0.0217

Motion blur(4,4) 0.0200 0.0684 0.0756 0.0031 0.0082 0.0093
Motion blur(6,6) 0.0651 0.1339 0.1402 0.0127 0.0306 0.0323
Motion blur(9,9) 0.1433 0.2195 0.2243 0.0428 0.0761 0.0781
Gaussian noise0.01 Baboon 0.1484 0.2511 0.2532 Avion 0.0881 0.2093 0.2122
Gaussian noise0.03 0.2671 0.3396 0.3416 0.2170 0.3202 0.3242
Speckle noise0.01 0.0288 0.1128 0.1203 0.0279 0.1303 0.1350
Speckle noise0.03 0.1178 0.2257 0.2327 0.1447 0.2693 0.2734
Speckle noise0.05 0.1709 0.2717 0.2763 0.2199 0.3231 0.3252
Cropping10% 0.0462 0.0462 0.0462 0.0489 0.0489 0.0489
Cropping50% 0.2351 0.2351 0.2351 0.2359 0.2361 0.2361
Brightening 0 0.0003 0.0003 0.0013 0.0001 0.0001
contrast(0.4,1)

Darkening 0 0 0 0.0015 0.0013 0.0013

contrast(0,0.6)

Histogram 0.0086 0.0139 0.0154 0.0235 0.0105 0.0109

equalization
JPEG40 0.1663 0.3166 0.3189 0.2719 0.3615 0.3662
JPEG60 0.0749 0.2050 0.2130 0.1809 0.2749 0.2850
JPEG80 0.0117 0.0772 0.0789 0.0791 0.1498 0.1516

Scaling0.5 0.1675 0.2293 0.2316 0.2851 0.3540 0.3565
Scaling2 0.0088 0.0363 0.0397 0.0139 0.0634 0.0698
Scaling4 0.0078 0.0339 0.0379 0.0122 0.0598 0.0666

Motion blur(4,4) 0.0091 0.0338 0.0373 0.0129 0.0481 0.0531
Motion blur(6,6) 0.0320 0.0712 0.0746 0.0464 0.1116 0.1171
Motion blur(9,9) 0.0820 0.1365 0.1396 0.1349 0.2184 0.2236
Gaussian noise0.01 Monolake 0.2008 0.3042 0.3091 Lostlake 0.2699 0.3418 0.3426
Gaussian noise0.03 0.3091 0.3804 0.3838 0.3549 0.4059 0.4074
Speckle noise0.01 0.0324 0.1225 0.1307 0.0336 0.1241 0.1293
Speckle noise0.03 0.1228 0.2447 0.2500 0.1312 0.2401 0.2448
Speckle noise0.05 0.1767 0.2937 0.2973 0.1897 0.2888 0.2900
Cropping10% 0.0469 0.0469 0.0469 0.0470 0.0474 0.0474
Cropping50% 0.2343 0.2343 0.2343 0.2353 0.2356 0.2356
Brightening 0.0001 0.0017 0.0019 0.0008 0.0046 0.0052
contrast(0.4,1)

Darkening 0 0.0005 0.0007 0.0005 0.0006 0.0006

contrast(0,0.6)

Histogram 0.0150 0.0220 0.0227 0.0077 0.0200 0.0208

equalization
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TABLE 4. Comparison of the robustness (BER) between the proposed scheme and schemes [23], [24].

Attack Image Proposed scheme Scheme [23] Scheme [24] Image Proposed scheme Scheme [23] Scheme [24]
‘ ‘ T =0.04 T1 =0.28 T> = 0.08 ‘ ‘ T =0.04 T1 =0.28 T> = 0.08
JPEG40 0.1217 0.0228 0.2769 0.1125 0.0256 0.2336
JPEG60 0.0463 0.0078 0.2322 0.0408 0.0101 0.1953
JPEG80 0.0048 0.0048 0.1866 0.0099 0.0046 0.1509
Scaling0.5 0.0924 0.0784 0.2570 0.1777 0.1215 0.2969
Scaling2 0.0019 0.0024 0.0719 0.0146 0.0042 0.0796
Scaling4 0.0017 0.0020 0.0699 0.0142 0.0041 0.0801
Motion blur(4,4) 0.0006 0.1193 0.1689 0.0061 0.1528 0.1538
Motion blur(6,6) 0.0066 0.3033 0.1895 0.0261 0.3336 0.1785
Motion blur(9,9) 0.0280 0.4152 0.2122 0.0821 0.4288 0.2231
Gaussian noise0.01 Lena 0.1622 0.4688 0.3602 House 0.1238 0.4640 0.3267
Gaussian noise0.03 0.2827 0.4971 0.4192 0.2494 0.4989 0.3952
Speckle noise0.01 0.0330 0.1936 0.2464 0.0302 0.2723 0.2489
Speckle noise0.03 0.1237 0.3712 0.3375 0.1375 0.4330 0.3317
Speckle noise0.05 0.1784 0.4249 0.3702 0.2004 0.4624 0.3682
Cropping10% 0.0466 0.0488 0.0456 0.0484 0.0484 0.0475
Cropping50% 0.2366 0.2404 0.2345 0.2355 0.2323 0.2339
Brightening 0 0.4145 0.0022 0.0022 0.3540 0.0033
contrast(0.4,1)
Darkening 0 0.6059 0.0013 0.0020 0.6294 0.0035
contrast(0,0.6)
Histogram 0.0099 0.6339 0.0546 0.0178 0.5686 0.0435
equalization
JPEG40 0.1278 0.1023 0.2405 0.0630 0.0170 0.2268
JPEG60 0.0487 0.0579 0.1942 0.0154 0.0040 0.2008
JPEG80 0.0046 0.0162 0.1223 0.0024 0.0026 0.1700
Scaling0.5 0.2722 0.2626 0.3502 0.1028 0.0771 0.2510
Scaling2 0.0280 0.0356 0.0787 0.0093 0.0023 0.0845
Scaling4 0.0262 0.0312 0.0736 0.0088 0.0022 0.0832
Motion blur(4,4) 0.0200 0.2667 0.1912 0.0031 0.1017 0.1600
Motion blur(6,6) 0.0651 0.4126 0.2078 0.0127 0.2834 0.1777
Motion blur(9,9) 0.1433 0.4752 0.2177 0.0428 0.3993 0.2055
Gaussian noise0.01 Baboon 0.1484 0.4806 0.2875 Avion 0.0881 0.4618 0.3262
Gaussian noise0.03 0.2671 0.5020 0.3693 0.2170 0.4993 0.3909
Speckle noise0.01 0.0288 0.2225 0.1644 0.0279 0.3337 0.2754
Speckle noise0.03 0.1178 0.4000 0.2591 0.1447 0.4736 0.3546
Speckle noise0.05 0.1709 0.4503 0.3003 0.2199 0.4877 0.3839
Cropping10% 0.0462 0.0484 0.0473 0.0489 0.0472 0.0470
Cropping50% 0.2351 0.2360 0.2365 0.2359 0.2346 0.2380
Brightening 0 0.4375 0.0008 0.0013 0.2898 0.0030
contrast(0.4,1)
Darkening 0 0.6030 0.0004 0.0015 0.7593 0.0026
contrast(0,0.6)
Histogram 0.0086 0.4403 0.0250 0.0235 0.5484 0.0345
equalization
JPEG40 0.1663 0.0970 0.2928 0.2719 0.0691 0.3302
JPEG60 0.0749 0.0655 0.2443 0.1809 0.0442 0.2781
JPEG80 0.0117 0.0405 0.1872 0.0791 0.0317 0.2080
Scaling0.5 0.1675 0.1766 0.3240 0.2851 0.1776 0.3772
Scaling2 0.0088 0.0494 0.1497 0.0139 0.0227 0.1466
Scaling4 0.0078 0.0488 0.1515 0.0122 0.0207 0.1447
Motion blur(4,4) 0.0091 0.1918 0.2159 0.0129 0.2105 0.2009
Motion blur(6,6) 0.0320 0.3350 0.2346 0.0464 0.3580 0.2295
Motion blur(9,9) 0.0820 0.4212 0.2620 0.1349 0.4314 0.2727
Gaussian noise0.01 Monolake 0.2008 0.4798 0.3611 Lostlake 0.2699 0.4861 0.3763
Gaussian noise0.03 0.3091 0.4966 0.4122 0.3549 0.5038 0.4300
Speckle noise0.01 0.0324 0.1645 0.2245 0.0336 0.1185 0.2051
Speckle noise0.03 0.1228 0.3359 0.3094 0.1312 0.2570 0.2955
Speckle noise0.05 0.1767 0.4078 0.3419 0.1897 0.3262 0.3339
Cropping10% 0.0469 0.0606 0.0455 0.0470 0.0554 0.0461
Cropping50% 0.2343 0.2432 0.2349 0.2353 0.2387 0.2361
Brightening 0.0001 0.4224 0.0051 0.0008 0.3904 0.0052
contrast(0.4,1)
Darkening 0 0.5900 0.0020 0.0005 0.5891 0.0025
contrast(0,0.6)
Histogram 0.0150 0.4021 0.0132 0.0077 0.4926 0.0210
equalization
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FIGURE 6. Robustness comparison between our method and two methods of Su et al. [21] and Su et al. [22] on watermarked image Lostlake with

different attacks.

watermarking scheme, each channel of the color watermark
is scrambled by Arnold scrambling with the private key Ka
as shown in Fig. 8 (0)-(r). On the other hand, random and
non-overlapping embedded blocks are selected by random
coordinate sequence with the private key Kb. Therefore, com-
pared with the schemes in [21] and [22], the proposed scheme
is almost impossible to reconstruct the correct watermark
without the correct key.

D. THE CAPACITY OF THE PROPOSED METHOD

The watermark capacity is a key indicator used to measure
the performance of a watermarking scheme [48], [49]. In this
paper, the maximum capacity is equal to three times the
number of 4 x4 host image blocks, which is determined by the
three highly correlated statistical features proposed based on

VOLUME 8, 2020

QSVD. As shown in Fig. 1, each embedded 4 x 4 image block
carries three bits of information. Therefore, for a 512 x 512
host image, the maximum payload capacity based on QSVD
is 128 x 128 x 3. In addition, the watermark capacity is
also analyzed by the embedding rate. The embedding rate
expressed in bits per pixel (bpp) is a pure payload (i.e.,
the total number of embedded bits minus the total amount of
all overhead information) [50]. As shown in Fig. 5, the actual
payload is limited by the distortion of the watermarked image.
For the sake of fairness, in all experiments, the embedded
watermark is set to a 32 x 32 color image and the host
image is a 512 x 512 color image, so the embedding rate
is (32 x 32 x 8 x 3)/(512 x 512 x 3) = 0.03125 (bpp).
It is obvious that the proposed algorithm has a high level of
capacity.
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FIGURE 7. Robustness comparison between our method and two methods of Su et al. [21] and Su et al. [22] on watermarked image Lena with

different attacks.

@

FIGURE 8. Extracted watermarks after different attacks: (a) JPEG40, (b) JPEG80, (c) scaling0.5, (d) scaling2, (e) motion blur [4,4],
(f) motion blur [9,9], (g) Gaussian noise0.01, (h) Gaussian noise0.03, (i) speckle noise0.01, (j) speckle noise0.05, (k) brightening
contrast [0.4,1], (I) darkening contrast [0,0.6], (m) cropping10%, (n) histogram equalization. Scrambled original watermarks: (o) R
component, (p) G component, (q) B component, (r) scrambled watermark.

In summary, the proposed algorithm not only meets trans-
parency, but also has stronger robustness, better security, high
information capacity, and low computational complexity.

VI. CONCLUSION

In this paper, we have proposed a robust dual-color water-
marking based on QSVD. Firstly, a fast algebraic structure-
preserving algorithm is presented to implement QSVD. Sec-
ondly, according to the algebraic feature of QSVD, the color
watermark is embedded into a color host image by modifying
the relationship between the second row element and the third
row element of the first column of each coefficient matrix
of the three imaginary parts in the U matrix. Experimental
results and theoretical analysis show that the proposed
scheme successfully makes the watermark imperceptible
and robust against various geometric attacks and signal

30640

processing operations, and also verify the shortcomings of
SVD-based compensation scheme. Compared with the water-
marking schemes listed in this paper, the new proposed
scheme has better performance to protect the copyright of
color images that will be transmitted over the Internet. The
future work mainly focuses on the parallelization of QSVD
of each image block to improve the efficiency of the entire
watermarking scheme. We also plan to apply the proposed
scheme to new research advances such as multi-image copy-
right protection [51] and image tamper detection [52], [53].
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