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ABSTRACT In this paper, we propose a novel authenticated key exchange scheme based on the Bi-GISIS
problem for the post-quantum world. The security of the proposed scheme is based on the hardness
assumption of the Bi-GISIS problem. The reusable key property is provided for the proposed scheme in the
random oracle model by using the bilateral pasteurization method. To obtain an authenticated key exchange
scheme, we use the implicit authentication steps. The security analysis of the proposed scheme is presented
in the Bellare-Rogaway security model, where weak perfect forward secrecy is provided. We also give novel
perspective to the Bi-GISIS based authenticated key exchange problem.

INDEX TERMS Lattice-based cryptography, authenticated key exchange, Bi-GISIS problem, reusable keys.

I. INTRODUCTION

Authenticated key exchange (AKE) schemes aim to obtain
a shared secret key by including authentication steps in the
communication between two parties in the insecure channel.
Authentication steps allow these schemes to become resistant
to various attacks such as man-in-the-middle [1]. The security
of cryptosystems is based on computationally difficult prob-
lems. Such as the integer factorization problem and the dis-
crete logarithm problem. That cannot be solved in polynomial
time by using traditional computers. However, an algorithm,
proposed by Shor in 1994 [2], solved these problems in
polynomial time in a quantum computer. As a result of this
algorithm, traditional AKE schemes are insecure in the post-
quantum world. Lattice-based cryptosystem family is one
of the fundamental systems that are believed to be safe in
the post-quantum. The security of these systems is based on
hard lattice problems that are difficult to solve in polynomial
time for both current and post-quantum computing systems.
The main hard lattice problems are shortest vector problem
(SVP), closest vector problem (CVP), short integer solution
(SIS), inhomogeneous short integer solution (ISIS), learning
with errors (LWE), and ring variant of learning with errors
(RLWE) [3]. There are also alternative hard lattice problems
proposed by reducing the hardness of these main problems.
For example, the bilateral generalization inhomogeneous
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short integer solution (Bi-GISIS) problem was described
in [4].

Basic information security concepts such as confidentiality
and authentication, are guaranteed by AKE schemes. To pro-
vide confidentiality, the session key is prevented from being
obtained by adversaries, while authentication is provided by
preventing adversaries from imitating the communication [5].
There are two different ways of authentication for key
exchange (KE) schemes: implicit and explicit [6]. In explicit
authentication, signature schemes and message authentica-
tion codes (MAC) are used. However, in the implicit authen-
tication there is no need to use additional structures such
as those in the explicit authentication. Instead, ephemeral-
static public/private keys and hash functions are used. While
static key values are needed to achieve the weak perfect
forward secrecy (WPFS), ephemeral keys and hash functions
are used to provide authentication [7]. There are several
studies to construct quantum resistant AKE schemes with
explicit authentication in [3], [8], and implicit authentication
in [7], [9].

A. MOTIVATION AND CONTRIBUTION

The security of the AKE scheme given in [7] is based
on the hardness assumption of the RLWE problem. Unlike
other proposed AKE schemes, the proposed scheme con-
tains reusable key property in the random oracle model
(ROM). This property is provided by the bilateral pasteur-
ization method and then the same key can be used in several
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executions of the AKE scheme. Moreover, adapting reusable
key property to different key exchange schemes is needed for
the post-quantum world.

In this paper, we modify the KE scheme described in [4]
to provide a novel solution the open problem given in [4].
The security of the proposed scheme is based on the hardness
assumption of the Bi-GISIS problem whose security can
be reduced to the module variant of learning with errors
(MLWE) problem. In the modified scheme, we use the bilat-
eral pasteurization method to achieve the reusable key prop-
erty. With the modified scheme, the same key is guaranteed
to be reused in multiple executions. Our main aim is to con-
struct an authenticated version of a KE scheme given in [4].
We prefer to use implicit authentication steps to achieve this.
We also explain the security analysis of the proposed scheme
in the ROM under the Bellare-Rogaway (BR) security model,
which provides wPFS.

B. ORGANIZATION

The rest of this paper is organized as follows. In Section II,
we provide mathematical background. In Section III,
we explain the proposed scheme step-by-step and then give
the correctness of the proposed Bi-GISIS based AKE scheme.
Then, we present a detailed security analysis of the AKE
scheme under the BR model. In Section IV, we compare the
proposed scheme with the previous ones. Conclusion of this
paper is given in Section V.

Il. PRELIMINARIES
In this section, we give mathematical background to construct
an AKE with reusable keys.

Bilateral generalization inhomogenous short integer solu-
tion problem is recalled in Definition 1.

Definition I (Bi-GISIS [4]): Let A € E)fg'xm be a random
matrix with rank m. Given xi, xZT such that

x] = As;y+e1 mod g

x] =sTA+el modg

where s1, sg, el, eg <" Dgm 5, the aim is to find the secret
vectors sy, sg .

In Definition 2, the decisional variant of bilateral gen-
eralization inhomogenous short integer solution problem
(DBi-GISIS) is given.

Definition 2 (DBi-GISIS [4]): The aim is to decide the dis-
tribution of K = {A,xl,xZT }. There are two cases: K is
sampled either

i) x1 = As; +e; mod g, sz = sgA + eg mod g <Bi-

GISIS, or
i) K <" UMg™™) x UMY) x URY).

In Definition 3, neg function is provided. It’s needed in
the assumption of the DBi-GISIS problem and the security
analysis of the proposed scheme.

Definition 3 (Neg Function [4]): neg: N — R function
can be defined as for every ¢ > 0 if there exists an nyp € N
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such that neg (n) < n—lc
negligible function.

The hardness assumption of the DBi-GISIS is detailed in
Definition 4.

Definition 4 (DBi-GISIS Assumption [4]): Let A € SRZ”’”
be a random matrix, {A,x, sz } <« Bi-GISIS where
S1, sg, el, eg <" Dym 5, and c1, cg <" U(SW;). Then, any
probabilistic polynomial algorithm (PPA) satisfies

for every n > ng, then neg is a

|PrIPPA(A, x1,x3) = 1]

— Pr{PPA(A, c1, ¢b) = 1]| < neg(n).
The hardness assumption of the DBi-GISIS problem is
explained with Lemma 1. The idea is the same used in [4]
(in Lemma 18).
Lemma 1: Let the DBi-GISIS assumption be satisfied,

K1 = {A,x1,x]} <" Bi-GISIS, and
Ky = (A, x, x50} < U™ x U x UMY).

Then, there exists no PPA distinguishing between K| and K3
with non-negligible advantage.

The equivalent hard problem to the DBi-GISIS is given in
Lemma 2. The idea is the same used in [4] (in Lemma 19).

Lemma 2: Assume that the decisional module variant of
learning with errors (M-DLWE) [10] is computationally hard
problem. Then, the assumption DBi-GISIS, which is equiva-
lent to M-DLWE, is satisfied.

By combining Lemma 1 and Lemma 2, Corollary 1 defines
the hardness assumption of the Bi-GISIS problem.

Corollary 1: As long as the hardness assumption of the
DBi-GISIS is satisfied, the security of the Bi-GISIS problem
relies on the hardness assumption DBi-GISIS, which is equiv-
alent the M-DLWE problem.

In Definition 5, MSB reconciliation function that is used
to reconcile errors in the proposed AKE scheme is given.

Definition 5 (MSB Reconciliation Function [4]): Given
u € Ly, then

F =0, iff—i<|u|<£1

r = MSB(u) : { 2

r =1, otherwise

The main aim is to generate the same shared secret key in
the proposed AKE scheme. To achieve this, the most signifi-
cant bit (r) of the coefficient is selected.

Remark 1: MSB reconciliation function is defined for
u € Zy. However, in the proposed AKE, we use x € S{Z’. MSB
Sfunction outputs each coefficient, i.e., x; € ZZ fori e [m]is
computed seperately.

The reusable key idea is given in Definition 6.

Definition 6 (Reusable Key [7]): Assume that the same
keys are generated/used in the several executions of the
scheme. If an adversary (ADV) cannot obtain any informa-
tion about the secret keys by using previous ones, then the
scheme has reusable key property.

The pasteurization method is used to ensure that the
reusable key property is achieved in KE protocols [7].
By using this method, the probability of distinguishing the

26211



IEEE Access

S. Akleylek, K. Seyhan: Probably Secure Bi-GISIS Based Modified AKE Scheme With Reusable Keys

Notations
SS Static secret key.
ET Error term.
SP Static public key.
ES Ephemeral secret key.
EP Ephemeral public key.
SSK Shared secret key.
ROM Random oracle model.
wPFS Weak perfect forward secrecy.
R Real numbers.
R Z[z]/(z™ + 1).
R, Zyle)/ (@ + 1).
Jegrm A random matrix from R, with rank of m.
[|z]| Euclidean norm of vector x.
bl Transpose of vector X.
x<+"U(X) Vector z is chosen uniformly at random from X.
0 : A distribution that is arbitrary over J;".

A distribution that is statistically close to the
) ) S
uniform distribution over J".
Zy : Z/qZ.
Dgm o . Discrete Gaussian distribution with o over ®™.
SBi SES’I]SDRm The distribution of Bi-GISIS.

o = a(nl/log(nl))i Standard deviation.
m > 2 Module dimension.
i€ [n] 1e{l,...,n}.
1) . Positive real.
A=0(n) :  Security parameter.
Hy . Hy: {071}* —>D§Qm’g.
H, © Hy:{0,1}* — {0,1}*.
3 : Norm bound 8 = \/no.

difference between RLWE samples and uniformly random
values is negligible in the presence of an adversary [11].
The core idea of the proposed method is that if an ADV
controls the protocol, he/she cannot obtain any information
about the secret key. If for any PPT adversary the advantage
is negligible, then the proposed scheme is called secure under
this [12].

In Definition 7, the modified or namely bilateral pasteur-
ization method is explained to provide reusable key property
for the Bi-GISIS based schemes.

Definition 7 (Bilateral Pasteurization Method - Bi-P): Let
A € RF*™ be a random matrix, {x1, sz } be sampled from
the Bi-GISIS distribution described in Definition 1, Hy be a
cryptographic hash function and g, ng <" Dym . Then,
the bilateral pasteurization is defined as

ST =x1 +AHI(x) + &2

Sl =xl +Hi) A+gl. (1

As a result of being non-commutativity of matrix multi-
plication, the terms AH{(x1) and H;(x2)” A are different from
each other. This method yields two cases.

o If {x,x 2[} € Bi-GISIS, then{x1 ¥ % T} € Bi-GISIS.
o If {x,x]} ¢ Bi-GISIS, then { X7, %3 7} ¢ Bi-GISIS.
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The main idea of the Bi-P method is that nobody can obtain
any information about the secret keys by using {7, %2 7).
In the second case, the distribution {(x_f, %) ¢ Bi-GISIS
is statistically close to uniformly distribution. To provide this,
we propose the extended versions of Lemma 3 and Lemma 4
given in [13].

Lemma 3: Let x <" 0,y <" O. Then,p = x +y is
statistically close to the uniform distribution:

Prlp=x+yl =

Lemma 4: Let q be a prime number, A € .‘RZ"X’" be a uni-
formly random matrix, andp € ‘)121. Given (A, by = As| +eq-

b2T = sg A+ eg )<" DPFGISIS — then the multiplication of
s1 Yz ,Dgim

the probabilities of by and bT

mn

1
qun

Priby = pl- Prib} = p] <

By combining Lemma 3 and Lemma 4, we explain the
probability of the Bi-GISIS distribution in Corollary 2.
Corollary2 If PrlAs) + e = pl - PrisA+ e} =p] =

2 —+neg(L), then the distribution Df’ ?1555 , which is sta-
1,85 ,Dyym o

ttstlcally close to uniform distribution over ‘Rm is obtained.
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Alice Bob
Ac %anm
SS: S1 " Dgcem_’g Sg <" Dgcgm’a
ET: e <" D%m’a 62 " Dgcem’a
SP: p1:A81+€1 p2 —S2A+62
ES: ry <" Dgcemy(7 T‘g <" D%m7o-
ET: g?, fl, hl . .D§Rm7(7 - gg, f2 ,h2 T D}Rm}a
EP: ry = Ari + fi — xf —T2A+f2
C:Hl(A,B7I1) C_Hl(A B 331)
T — —
— dT = Hy(A, B, zy,27)

dt = Hl(A B acl,"cz)

Bi-P: 3T =2l + dr A+ g1
ky = (PQT + 53T (51 + 71 +¢) — (pFs1) + M
1 = MSB(k;)

SSK: Skl = HQ(A,B,Ilaﬂfg,wl)

% =21 4+ Ac+ g2
ko = (s3 + 73 +d")(p1 + 1) —
1y = MSB(k2)

(s3p1) +h3

sky = Hy(A, B, z1, 23 1)

FIGURE 1. Bi-GISIS based Authenticated Key Exchange Scheme with Reusable Keys.

The distribution of the Bi-P method is given in Corollary 3.
It’s obtained by combining Lemma 3, Corollary 2 and Defi-
nition 7.

Corollary 3: Let H, be a ROM that the output of Hy is sam-
pled from Dym o, x1, x2 <" 6 and el, e2 <" Dym o. Then,
the components of the Bi-P method x{ =x1+AH(x1)+ ey
and 3 %! = x2 + H, (xz)TA + 6‘2 are statistically close to
uniform distribution in the ROM.

By using Corollary 3, we conclude that if ADV controls a
party in the scheme, he/she shouldn’t obtain any information
about the secret keys. Due to the hardness assumption of the
Bi-GISIS problem, an adversary cannot distinguish between
a statistically uniform distribution and the Bi-GISIS distribu-
tion.

In Definition 8, fresh session is recalled.

Definition 8 (Fresh Session [8]): Let sid be a session
matching sid. The sid, an accomplished session, is called
fresh, either sessionKR(sid) and sessionKR( sid ) shouldn’t
query or if sid doesn’t exist, then staticKR(A ) and staticKR(B)
shouldn’t query.

Ill. BI-GISIS BASED AUTHENTICATED KEY EXCHANGE
SCHEME WITH REUSABLE KEY
In this section, we explain the Bi-GISIS based AKE scheme
with reusable key in the ROM and give the correctness of
the proposed scheme. Then, we provide a detailed security
analysis in the Bellare-Rogaway (BR) [14] security model.
To construct a novel AKE scheme, we modify the KE
scheme given in [4]. By using the Bi-P approach given in Def-
inition 7, we provide reusable keys for the modified scheme.
The security of our scheme is just based on the hardness
assumption of the Bi-GISIS problem. The proposed scheme
uses hash functions, static keys and ephemeral keys to provide
the implicit authentication. In Figure 1, the proposed AKE
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scheme with reusable keys is summarized. In the proposed
scheme, the first step of the implicit authentication is the
usage of static/ephemeral private and public key pairs. Static
public and private key pairs, generated once in each execu-
tion of the proposed scheme, contain authentication infor-
mation about the parties. Ephemeral public and private key
pairs, which are reconstructed each execution of the proposed
scheme, used in exchange information between the parties.
The second step of the implicit authentication is provided by
the hash functions H; and H,. The reusable key property of
the proposed scheme is ensured by the Bi-P method. To obtain
the same shared secret key, the MSB reconciliation function
is used. Briefly, the same authenticated shared secret key
(sk; = skp) is obtained by using all of these components,
which are described in Figure 1.

The correctness of the proposed AKE scheme is given in
Section III-A.

A. CORRECTNESS

We give the correctness of the proposed scheme in Equa-
tion (2).

=y + % D1+ +0—@is)+h

=@hA+el +xl +d"A+ g1+ 40

— YA+ elys + 1y

(SSA+e) +riA+f +

— (sTAs1 + el s1) + hy

= As1 —|—s2Ar1 +s2Ac+e2s1 —l—ezrl +ezc

+r2As1 +r2Ar1 +r2Ac+f2 S1 —i—fz r1 —i—fz
+dTAs1 +dTAr1 +dTAc+g1 51 +gl 1 +g1 c
—sgAsl —eZTsl + hy

ky = (s3 +r; +d")p1+ X)) = (s5p) + b3

+dTA+ gT)(s1 + 11 +0)
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= (53 +r5 +d")Asi +e1 +x1 +Ac + g2)
—Sg(Asl +€1)+h2T

= (55 +r] +d")Asi +e1 +Ar i +Ac+ g2)
—(sgAsl —|—sge1)+hg

= szTAsl + rzTAsl +dTAs1 —l—sgel + rzTel —}—dTel
+ s AR +r Ay +dTAr + s A+ fi +dT

= s2TA0+ rzTAc—i—dTAc—i—sggz + r2Tg2 +dTg2
—s2TA51 —sgel —|—h2T 2)

Remark 2: Leti € {1, 2}. Then, {e;, s;, ri, fi} and {c, dT}
give the same property because of the hash function Hy. We
use the idea detailed in [4] for the computation of shared
secret keys. In other words, for i € [m] |leaill < «/no = B
and ||rj|| < /no = B, then, we have the following:

m m
Il Z@,mll < Z lle2,irill

i=1 i=1
m
> allea,illllrill < mnp?
i=1

T~ 2
= |leyr|| =~ mnp

By combining Remark 2, Definition 5, and Equation (2)

then,

T
llez |l

IA

mnﬂ2 mn/fi2 mnﬁ2 mnﬁ2 mnﬁ2 mnﬁ2
e N et T e e N e N

ki—ky = (@ri+ebe+flsi+fn+fc+gls

mnB?  mnp? B mnB? mnf? mnp?
T T T T T
+gin+gic+ h)—(ner+d e +s5hf

mnﬁ2 mn/S2 mnﬁ2 mnﬁ2 mnﬁ2 B
—_— A A Y

+rfitd fi+sig+riga+d g+ hl )
= |k — kol < 16mnB? + 28 3)

In conclusion, if ||k; — k2| < 16mnB? + 2P, then the
probability of having the same shared secret key is at most
O(n2~*) in the proposed AKE scheme.

B. SECURITY ANALYSIS

We provide the security analysis in the BR model with wPFS
in the ROM. To present the security analysis of proposed
scheme, we construct a hybrid BR model based on [7]-[9].
This model aims to show that it provides wPFS in the ROM.
With the reusable key property ensured by the Bi-P approach,
any adversary cannot obtain any information about the static
secret keys in each execution of the proposed AKE scheme.
In the two-pass AKE schemes, if a passive adversary controls
the communication, then previous session keys are protected
with wPFS. To provide wPFS in the proposed AKE scheme,
we present the security proofs and examine possible cases
for the session key received from the test session in the BR
security model.

e The owner of the test session sid = (I, 1, A*, B*, x;‘,
xJ*) is the initiator (1).
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— TYPE ADV;: For sid, sz * is generated with the
answer(Il, 2, B*, A*, x]') query.

— TYPE ADV,: For sid, sz * isn’t generated with the
answer(Il, 2, B*, A%, xi‘) query.

e The owner of the test session sid = (II, 2, B*, A*, xi‘,

sz *) is the responder (2).

- TYPE ADVj3: For sid, x] isn’t generated with
start(I, 1, A*, B*) query.

— TYPE ADVy: For sid, xi‘ is generated with the
start(I, 1, A*, B*) query. In addition, A* either
completes the session by using sz * or cannot.

- TYPE ADVs: For sid, x{ is generated with the
start(I, 1, A*, B*) query. In addition, A* completes
the session by using another sz " such that x2T / #
xZT *.

In Figure 2, the main components of the security model for
the proposed AKE scheme is presented.

Theorem 1 provides the main structure of the security
proof.

Theorem 1: Let n, A = Om), m > 2 be the lattice-
dimension, the security parameter, and the constant, respec-
tively. Let \/noc = B, q = O(ZAmn,Bz), and |\|k1 — k|| <
16mnB%+2p. Then, the hardness assumption of the Bi-GISIS,
givenin Corollary 1, is satisfied. Moreover, the proposed AKE
scheme with reusable key property is secure in the BR security
model in the ROM.

The detailed proof of Theorem 1 will be explained in
Section III-B1 and Section III-B2.

1) THE OWNER OF TEST SESSION SID IS THE INITIATOR
We start with the initiator. Let the owner of sid* = (II, 1, A*,
B*, x7, xZT *) be the initiator.

a: TYPE ADV,

In this type, by considering the fresh session definition (Def-
inition 8), an adversary ADV should provide the following
information for wPFS:

o ADV can obtain the static secret key values of both

parties by using the staticKR query.

« ADV can monitor the communication between the par-

ties.
Lemma 5 presents the security proof of ADV].

Lemma 5: Let ADV be an adversary of type ADVy. The
hardness assumption of the Bi-GISIS is satisfied with the
parameters .. = O(n), /no = B, q = 0(2)‘mn,82), and
lki — kol < 16mnB® + 2B. Then, the advantage of ADV
is negligible in the ROM.

Proof: The proof of Lemma 5 is discussed by consider-
ing all choices called Game; ;, where i € {0, 1,...,5}. [

Game o:

« Simulator (S) chooses A <" g™, By using A, static

public keys are honestly generated.

o S expects that ADV chooses sid* = (II, 1, A*, B¥, xi‘,

sz *) as a test session. For this session:
- A* B*<" {Py,..., Py}.
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Game, )

FIGURE 2. The BR Security Model for the Proposed Scheme.

- s*l‘,sg* <" {1,...,t}.

- x| is generated from the sj-th session of A* with
the start(Il, 1, A*, B¥) query.

- xZT * is generated from the sg *-th session of B* with
the answer(Il, 2, B*, A*, xT) query.

o S works with ADV and impersonates the oracle in the
following way:

1. Hash Functions H; and H;: Let f be a query for
random oracles, & be the corresponding response
given to the random oracles, L; and L, be the list
tables of (f, h) pair.

x If the query f is performed to Hy, then S checks
to see whether there is a (f, ) pair in the table
L.

- If there is a pair, then it returns & for ADV.

- Otherwise, S chooses uniformly random 4 <"
Dy » and returns # for ADV. Then, a pair (f,
h) is stored in the table L.

x If the query f is performed to H, then S checks
to see whether there is a (f, ) pair in the table
L.

- If there is a pair, then it returns & for ADV.

- Otherwise, S chooses uniformly random 4 <"
Dgm o and returns i for ADV. Then, a pair (f,
h) is stored in the table L.

VOLUME 8, 2020

2. For the start, the answer and the complete queries,
we give the details by using games.

3. When the query sessionKR is performed, then ADV
returns sid queried in sessionKR.

4. When the query staticKR is performed, then ADV
returns the static secret key of the input of queried
in staticKR.

5. test(sid): Let the test session sid = (II, 1, A, B, x,
x1') be queried by ADV.

* S cancels the execution in the following cases:
1) If (A, B) # (A*, B¥) or
2) If xy isn’t generated by the s7-th session A*
or
3) If sz isn’t generated by the sg *-th session B*,

% Otherwise, S chooses g <" {0, 1}. Two cases
occur.

- If p = 0, then the output of S is shared with
random secret key sk; <" {0, 1}*.
- Otherwise, the output of S is sk, which is the
real session key of sid.
The Analysis of Gamey o: The probability that S can
cancel the execution in Game g is #
Proof: S randomly chooses A* ,B¥, s7, sg * as follows.
Let A*, B*<" {Py,...,Py}. A* and B* are randomly
selected from N elements. The right session part is one of
N possible elements.
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Let s7, sg* <" {l,...,t}. 5] and sg* are randomly selected

from ¢ elements. The right party is one of # possible elements.
All of these choices are independent events for ADV. There-
fore, the probability of canceling the execution is computed
0

Game; 1: The oracles described in Game  are imperson-
ated by S, except for the complete.

o When the complete(Il, 1, A, B, x1, x2T ) is queried over S,

— § sets sk = sk, when the following conditions
completely satisfied.

1) (A, B) = (A* B*).
2) The session is the s7-th session of A.
3) sz* is generated by the session of sg*—th of B.

— Otherwise, S impersonates the oracle given in
Game o.

The Analysis of Gamey 1: The probability of distinguish-
ing the difference between Game; o and Game ; is negligible
for all ADVs.

Proof: There is only one operation (sk; = skp) in
Game ;. Since this operation does not affect the integrity
of the scheme, there is no difference between Game; ¢ and
Gamej ; in terms of parameters and queries. O

Game; »: The oracles described in Game | are imperson-
ated by S, except for the start.

o When the start(Il, 1, A, B) is queried over S,

- x; <" E)'t;" is selected instead of x; = Ar; + fi
by S, when the following conditions are completely
satisfied.

1) (A, B) = (A*, B*).
2) The session is the s7-th session of A.

The Analysis of Gamej,: As long as the hardness
assumption of the Bi-GISIS is satisfied, then the probabil-
ity of distinguishing the difference between Game; ; and
Game 7 is negligible for all ADVs.

Proof: According to the hardness assumption of the
DBi-GISIS problem, there is no polynomial time algorithm
except for negligible probability that distinguishes between
(A, x1 = Ar1+A, xQT) sampled in the Bi-GISIS and (A, x| <"
"y, xéT) sampled uniformly at random. Under the hardness
assumption of the Bi-GISIS, we conclude that Game; ; is
computationally indistinguishable from Game; ; except for
negligible probability. O

Game; 3: The oracles described in Game | are imperson-
ated by S, except for the complete.

o When the complete(Il, 1, A, B, x1, x2T ) is queried over S,

-k <" 9%;" is randomly selected by S, when the
following conditions are completely satisfied.

1) (A, B) = (A* B*).
2) The session is the s]-th session of A.
3) sz isn’t generated by the session of sg *-th of B.

The Analysis of Game; 3: As long as the hardness
assumption of the Bi-GISIS is satisfied, then the probabil-
ity of distinguishing the difference between Game;, and
Game; 3 is negligible for all ADVs.
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Proof: 1In this game, since x! isn’t generated with

the answer query by the session s,-th of B, there is no
information about the distribution of x. However, in the
Bi-P approach the distribution of <x_2); obtained indepen-
dently from x2T is known. This distribution, which is given
in Corollary 3, is statistically close to uniform distribution.

By rewriting the key material of A, we obtain Equation (4).

ki = @Y+ 5 )(s1 471 40)— @phs) +
=S s +n+o0+pri+o+m )

As long as (s; + r1 + ¢) and h are sampled from Dy
and <x_z)T is uniform in SRZI, then <x_2>T(s1 +r+co)+
cannot be distinguished from uniformly random sample in
EHZ‘ due to the hardness assumption of the Bi-GISIS. There-
fore, Game 7, in which kj is generated by using the Bi-GISIS
sample, is computationally indistinguishable from Game; 3,
in which k is generated by using random sample, except for

negligible probability. O
Gamey 4: S chooses wy <" Z’ and computes k| = wy +
pr(rn + o).

The Analysis of Gamej 4: As long as the hardness
assumption of the Bi-GISIS is satisfied, then the probabil-
ity of distinguishing the difference between Game;» and
Game 4 is negligible for all ADVs.

By using the same idea given in the analysis of Game; 2,
as long as w; <" ERZ’, then k; is uniformly at random
over iy’ Thus, Game 4 is computationally indistinguishable
from Game; » except for negligible probability.

Game; 5: The oracles described in Game 3 are imperson-
ated by S, except for the answer.

o When the answer(Il, 2, B, A, x1) is queried over S,

- sz Jky <T 5}%21 are randomly selected and sz is
sent to the other party by S, when the following
conditions are completely satisfied.

1) (A, B) =(A*, B*).
2) The session is the sg*—th session of B*.
3) xi is generated by the session of s7-th of A*.

— Otherwise, S impersonated the answer given in
Game; 3.

The Analysis of Game;s: As long as the hardness
assumption of the Bi-GISIS is satisfied, then the probabil-
ity of distinguishing the difference between Game; 3 and
Game; s is negligible for all ADVs.

Proof: By rewriting ky = (sg + r2T +dT)(p1 + ) -
(sTp1) + hl, we obtain ky = (s + rI' + d")(57) +
(s, +d D1 + hZT . By using the same proof idea given in
the analysis of Game; 3, we conclude that the probability of
distinguishing the difference between Game; 3 and Game; s
is negligible. 0

b: TYPE ADV,

In this type, the test session doesn’t have a matching ses-
sion. Therefore, wPFS is not provided for ADV,. Lemma 6
presents the security proof of ADV;.
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Lemma 6: Let ADV be an adversary whose type is ADV;.
The hardness assumption of the Bi-GISIS is satisfied with the
parameters .. = O(n), /no = B, q = 0(2)‘mn,32), and
lki — kol < 16mnB? + 2B. Then, the advantage of ADV
is negligible in the ROM.

Proof: The proof of Lemma 6 is explained with for all
Game, ;, where i € {0, 1, ..., 4]}. OJ

Game; o:

e Schooses A <" ?RZ”'". By using A, static public keys

are honestly generated.

o S expects that ADV chooses sid* = (II, 1, A*, B*, x{,

sz*) as a test session. For this session:

- A*, B*<" {P,..., Py}

- 5T <" {l,...,t}.

- x| is generated from the s7-th session of A* with
the start(Il, 1, A*, B¥) query.

o S works with ADV and impersonates the oracles given

in Game) o except for test query.

1. test(sid): Let the test session sid = (I, 1, A, B, xi,
x1') be queried by ADV.

* S cancels the execution in the following cases.
1) If (A, B) # (A*, B*) or
2) If xy isn’t generated by the s7-th session A*.
% Otherwise, S chooses g <" {0, 1}. Two cases
occur:
- If p = 0, then the output of S is shared with
random secret key sk; <" {0, 1}*.
- Otherwise, the output of S is sk, which is the
real session key of sid.

The Analysis of Game;¢: The probability that S can
cancel the execution in Gamey g is INLZ

Proof: 1In this game, S randomly chooses A* B*, s’l‘.
By using the same idea given in the analysis of Game o,
we conclude that the probability of cancelling the execution
is computed as ]l\, . zlv . % 0

Game; 1: The oracles described in Game, ( are imperson-
ated by S, except for the answer.

o When the answer(Il, 2, B, A, x1) is queried over S,

- ky = (s] +r] +d")X) 4+ (] +dD)p1 +h] is
computed by S, when the following conditions are
completely satisfied.

1) B=B*.
2) The session is the s3-th session of B*.

— Otherwise, S impersonates the oracle the answer
given in Games 1, which is described in Section III-
B2.

The Analysis of Game; 1: The probability of distinguish-
ing the difference between Game; o and Game; ; is negligible
for all ADVs.

Proof: In this game, S knows all the static secret keys
(s1, sg ). The correctness of scheme is ensured in S with
ky = (T +rl +d")70) + (F + d")py + h}, which
we obtained by rewriting kp. Then, Game; o, where ky is
generated by using szT , 1s computationally indistinguishable
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from Game, |, where k; is generated by using slT, except for
negligible probability. O

Game; 7: The oracles described in Game, ; are imitated
by S, except for the start and the complete.

o When the complete(Il, 1, A, B, x1, x2T ) is queried over S,

-k = ()c_z)T(sz+r1+c)+pg(r1+c)+h1 is computed
by S, when the following conditions are completely
satisfied.

1) A=B*
2) The session is the sj-th session of B*.

— Otherwise, S impersonates the oracle complete
given in Gamey ;.

The Analysis of Game; »: The probability of distinguish-
ing the difference between Game;,; and Gamey ; is negligible
for all ADVs.

Proof: 1In this game, S knows all the static secret keys
(s1, sg). By using the same idea given in the analysis of
Game,, 1, we conclude that Game, 2, in which k; is gener-
ated by using s», is computationally indistinguishable from
Game, 1, in which k; is generated by using s;, except for
negligible probability. O

Game; 3: S impersonates the oracles given in Game; >
except for the query to replace the static secret key of B*,
which is pg *, with the uniformly random sample, which is
ug <~ R

The Analysis of Game;3: As long as the hardness
assumption of the Bi-GISIS is satisfied, then the probabil-
ity of distinguishing the difference between Game,, and
Gamey 3 is negligible for all ADVs.

Proof: As long as the hardness assumption of the
Bi-GISIS is satisfied, pg * shouldn’t be distinguished from
ug " E)'t;”. There doesn’t exist any polynomial time algo-
rithm that distinguishes between Game, >, where pzT *is an
example of Bi-GISIS, and Game; 3, where pg * is uniformly
random sample. 0

Game; 4: The oracles described in Game; 3 are imperson-
ated by S, except for the complete.

o When the complete(Il, 2, B, A, x1) is queried over S,

-k <" EW; is selected by S, when the following
conditions are completely satisfied.
1) (A, B) =(A*, B¥).
2) The session is the s-th session of A*.
3) sz * isn’t generated by using the answer(Il, 2,

B*, A%, x1).

— Otherwise, S impersonates the oracle complete
given in Game 3.

The Analysis of Game;4: As long as the hardness
assumption of the Bi-GISIS is satisfied, then the probabil-
ity of distinguishing the difference between Game; 3 and
Game 4 is negligible for all ADVs.

Proof: In the calculation of k; = %3 T(sa +r1 +¢) +
pg*(rl +c)+hy, sincepg*, hy <" E)'t;” and rj +c <" Dy 4,
then pg *(r1 4 ¢) + hy is a Bi-GISIS sample. Hence, Game; 3,
where ki is calculated by using p2T *, is computationally
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indistinguishable from Game; 4, where k; is selected from
uniformly random samples, except for negligible probability.
O

2) THE OWNER OF TEST SESSION SID IS THE RESPONDER
Let the owner of sid* = (II, 2, B*, A*, x}, x1*) be the
responder.

a: TYPE ADVs
In this type, the test session doesn’t have a matching ses-
sion. Therefore, wPFS is not provided for ADV3. Lemma 7
presents the security proof of ADV3.

Lemma 7: Let ADV be an adversary whose type is ADV3.
The hardness assumption of the Bi-GISIS is satisfied with A =
O(n), /no = B, g = 02 mnp?), and |ki—ka|| < 16mnp>+
2. Then, the advantage of ADV is negligible in the ROM.

Proof: The proof of Lemma 7 is given with for all
Games ;, where i € {0, 1, ..., 5}. OJ

Game; ¢:

o Schooses A <" R7*™. By using A, static public keys

are honestly generated.

o S expects that ADV chooses sid* = (II, 2, B¥, A*, x{,

x2T*) as a test session. For this session:
- A* B*<" {Pq,..., Py}.
AL § T Y
- x, *is generated from the sg *-th session of B* with
the answer(1l, 2, B*, A*, x{) query.
o S works with ADV and impersonates the oracles given
in Game| o except for test query.
1. test(sid): Let the test session sid = (II, 2, B, A, xi,
x3 ) be queried by ADV.
% S cancels the execution in the following cases.
1) If (A, B) # (A*, B¥) or
2) IfxJ isn’t generated by the 57 *-th session B*.
* Otherwise, S chooses g <" {0, 1}. Two cases
occur.:
- If p = 0, then the output of S is shared with
random secret key sk; <" {0, 1}*.
- Otherwise, the output of S is sk, which is the
real session key of sid.

The Analysis of Games¢: The probability that S can
cancel the execution in Games g is NI

Proof: In this game, S randomly chooses A*, B*, szT *.
By using the same idea given in the analysis of Game; o,
we conclude that the probability of cancelling the execution
is calculated as 1% . 1% . % O

Game;3 1: The oracles, which is described in Games ¢ are
impersonated by S, except for the start and the complete.

o When the complete(Il, 1, A, B, x1, sz ) is queried over S,

- ki = % T(s2+r1+0)+pL(r1+c)+h is computes
by S, when the following conditions are completely
satisfied.

1) A=A*.
2) The session is the s’f-th session of A*.
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— Otherwise, S impersonates the oracle complete
given in Games .

The Analysis of Game; ;: The probability of distinguish-
ing the difference between Games o and Games ; is negligible
for all ADVs.

Proof: We use the same idea given in the analysis of
Game; 5. O

Game;3 »: The oracles described in Games ; is imperson-
ated by S, except for the answer.

o When the answer(Il, 2, B, A, x1) is queried over S,

- k=6l ++dDD) +p1] +dT)+ h] s
computed by S, when the following conditions are
completely satisfied.

1) B=A*
2) The session is the s7-th session of A*.

— Otherwise, S impersonates the oracle answer given
in Games3 ;.

The Analysis of Game;3 >: The probability of distinguish-
ing the difference between Games ; and Games > is negligible
for all ADVs.

Proof: We use the same idea given in the analysis of
Gamey ;. O

Game3 3: S impersonates the oracles given in Games >
except for the query to replace the static secret key of A*,
which is p}, with the uniformly random sample, which is
ui <R,

The Analysis of Games3: As long as the hardness
assumption of the Bi-GISIS is satisfied, then the probabil-
ity of distinguishing the difference between Games, and
Games 3 is negligible for all ADVs.

Proof: As long as the hardness assumption of the
Bi-GISIS is satisfied, pT shouldn’t be distinguished from
up <" 7. In other words, there doesn’t exist any poly-
nomial time algorithm that distinguishes between Games 2,
where p} is an example of the Bi-GISIS, and Games 3, where
p} is uniformly random sample. O

Game;3 4: The oracles described in Games 3 is imperson-
ated by S, except for the answer.

o When the answer(Il, 2, B, A, x1) is queried over S,

- ky <" Ny is selected by S, when the following
conditions are completely satisfied.
1) (A, B) =(A* B*).
2) The session is the sg *-th session of B*.
3) xp isn’t generated by using the start(Il, 1, A*,

B*).

— Otherwise, S impersonates the oracle answer given
in Games 3.

The Analysis of Games4: As long as the hardness
assumption of the Bi-GISIS is satisfied, then the probabil-
ity of distinguishing the difference between Games 3 and
Games 4 is negligible for all ADVs.

Proof: In the calculation of k» = (s + 71 +d")(%7) +
pi(g +d")+ hl, since pf <" N and (r} +d7), b} <"
Dy o, then (r1 + dT)pt + hl is a Bi-GISIS sample.
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Hence, Games 3, where k; is calculated by using pT, is com-
putationally indistinguishable from the Games 4, where k; is
selected from uniformly random samples, except for negligi-
ble probability. O

Game; 5: S chooses wg ' ER;" and computes k» = wg +
(slT + r2T + dT)((x_f). As long as the hardness assumption of
the Bi-GISIS is satisfied, then for all ADVs. the probability
distinguishing Games 4 and Games 5 is negligible.

The Analysis of Games 5: As long as w] <" 9y, then
ky be uniformly at random over S)i?. So, for all ADVs. the
probability distinguishing the difference between Games 4
and Game;3 5 is negligible.

b: TYPE ADV,
In this type to achieve wPFS by considering the fresh session
definition (Definition 8), ADV should satisfy the following
properties:
« ADV can obtain static secret key values of both parties
by using the staticKR query.
« ADV can monitor the communication between the par-
ties.

Lemma 8 presents the security proof of ADVj4.

Lemma 8: Let ADV be an adversary whose type is ADV.
The hardness assumption of the Bi-GISIS is satisfied with A =
0O(n), /no = B, ¢ = 02*mnB?), and ||k; —ka|| < 16mnp>+
28. Then, the advantage of ADV is negligible in the ROM.

Proof: The proof of Lemma 8 is explained with for all
Gamey ;, wherei € {0, 1, ..., 4}. O

Gamey ¢:

e Schooses A <" SR’q"X’". By using A, static public keys

are honestly generated.

« S expects that ADV chooses sid* = (II, 2, B*, A*, xi‘,

sz*) as a test session. For this session:
- A* B*<" {P,..., Py}
- 57, sg* <" {1,...,t}h
- x| is generated from the s7-th session of A* with
the start(Il, 1, A*, B¥) query.
— xJ* is generated from the s} *-th session of B* with
the answer(Il, 2, B*, A*, x{) query.
o S works with ADV and impersonates the oracles given
in Game| o except for test query.
1. test(sid): Let the test session sid = (II, 2, B, A, x1,
xZT ) be queried by ADV.
* S cancels the execution in the following cases.
1) If (A, B) # (A*, B¥) or
2) If xy isn’t generated by the s7-th session A*
or
3) If x2T isn’t generated by the sg *-th session B*.
% Otherwise, S chooses g <" {0, 1}. Two cases
occur:
- If p = 0, then the output of S is shared with
random secret key sk; <" {0, 1}*.
- Otherwise, the output S is sk1, which is the real
session key of sid.
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The Analysis of Gamey o: The probability that S can can-
cel the execution in Gamey, ¢ is 755 Proof: S randomly
chooses A*, B¥, s, sg* as follows. By using the same idea
given in the analysis of Game (, we conclude that the proba-

o . . . 1 1 1 1
bility of cancelling the execution is computed as x - 5 7 7 .

Gamey 1: The oracles described in Gamey o are imperson-
ated by S, except for the complete.

o When the complete(Il, 1, A, B, x1, x2T ) is queried over S,

— S sets sk1 = sk, after the following conditions are
completely satisfied.

1) (A, B) = (A*, B*).
2) The session is the s7-th session of A*.
3) x2T * is generated by the session of sg*—th of B.

— Otherwise, S impersonates the oracle complete
given in Gamey .

The Analysis of Gamey ;: The probability of distinguish-
ing the difference between Gamey o and Gamey  is negligible
for all ADVs.

Proof: There is only one operation (sk; = sk») in
Gamey 1. Since Gamey 1 does not deal with the integrity, there
is no difference between Games o and Gamey, ; in terms of
parameters and queries. O

Gamey : The oracles described in Gamey,; are imperson-
ated by S, except for the start.

o When the start(Il, 1, A, B) is queried over S,

- x; <" ERZ’ is selected instead of x; = Ar; + fi
by S, when the following conditions are completely
satisfied.

1) (A, B) = (A*, B*).
2) The session is the s’l‘-th session of A*.

The Analysis of Gamey: As long as the hardness
assumption of the Bi-GISIS is satisfied, then the probabil-
ity of distinguishing the difference between Games ; and
Gamey 7 is negligible for all ADVs.

Proof: We use the same idea given in the analysis of
Game >. O

Gamey 3: The oracles described in Gamey 5 are imperson-
ated by S, except for the complete.

o When the complete(Il, 1, A, B, x, xZT ) is queried over S,

- ki <" N7 is randomly selected by S, when the
following conditions are completely satisfied.

1) (A, B) = (A*, B*).

2) The session is the s’l‘-th session of A.

3) sz * isn’t generated by the session of sg*—th of
B.

The Analysis of Gamey3: As long as the hardness
assumption of the Bi-GISIS is satisfied, then the probabil-
ity of distinguishing the difference between Games and
Gamey 3 is negligible for all ADVs.

Proof: We use the same idea given in the analysis of
Game; 3. O

Gamey 4: The oracles described in Gamey 3 are imperson-
ated by S, except for the answer.
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o When the answer(Il, 2, A, B, x1) is queried over S,

- sz Lk <7 5)121 are randomly selected and xZT is
sent to the other party by S,when the following
conditions are completely satisfied.

1) (A, B) = (A%, B¥).
2) The session is the s2 *-th session of B*.
3) xj is generated by the session of s7-th of A*.

— Otherwise, S impersonates the answer query given
in Gamey 3.

The Analysis of Gameyg4: As long as the hardness
assumption of the Bi-GISIS is satisfied, then the probabil-
ity of distinguishing the difference between Games 3 and
Gamey 4 is negligible for all ADVs.

Proof: We use the same idea given in the analysis of
Game 5. O

c: TYPEADVs

In this type, the test session doesn’t have a matching ses-
sion. Therefore, wPFS is not provided for ADVs. Lemma 9
presents the security proof of ADVs.

Lemma 9: Let ADV be an adversary whose type is ADVs.
The hardness assumption of the Bi-GISIS is satisfied with A =
O(n), /no = B, g = 02*mnp?), and ki —ka|| < 16mnB>+
28. Then, the advantage of ADV is negligible in the ROM.

Proof: The proof of Lemma 9 is explained with for all
Games ;, where i € {0, 1, ..., 3}. OJ

Games ¢:

o Schooses A <" M7*™. By using A, static public keys

are generated honestly.

o S expects that ADV chooses sid* = (I, 2, B*, A*, x;‘,

sz *) as a test session. For this session:
- A* B*<" {Py,...,Py}.
- sl,sg* <" {1,..., 1)
- x| is generated from the s7-th session of A* with
the start(Il, 1, A*, B¥) query
- T* is generated from the s *-th session of B* with
the answer(Il, 2, B*, A*, x ) query.
o S works with ADV and impersonates the oracles given
in Game o except for test query.
1. test(sid) Let the test session sid = (II, 1, A*, B*,
X7, X, *) be queried by ADV.
* S cancels the execution in the following cases.
1) If (A, B) # (A*, B¥) or
2) If xy isn’t generated by the s7-th session A*
or
3) If x2 isn’t generated by thes
% Otherwise, S chooses g <" {0, 1}. Two cases
occur:

*_th session B*.

- If p = 0, then the output of S is random shared
secret key sk <" {0, 1}*.
- Otherwise, the output of S is sk;, which is the
real session key of sid.
The Analysis of Games¢: The probability that S can
cancel the execution in Games g is e
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Proof: 1In this game, S randomly chooses A*, B*, sT,

sg *. By using the same idea given in the analysis of Game; g,

we conclude that the probability of cancelling the execution

1scomputedasli, ﬁ%l 0

Games 1: The oracles described in Games  are imperson-
ated by S, except for the complete.

o When the start(Il, 1, A, B) is queried over S,

- x; <" N7 is selected instead of x; = Ary + fi
by S, when the following conditions are completely
satisfied.

1) (A, B) = (A% B¥).
2) The session is the s’l‘-th session of A.

— Otherwise, S impersonates the answer query given
in Games p.

The Analysis of Games1: As long as the hardness
assumption of the Bi-GISIS is satisfied, then the probabil-
ity of distinguishing the difference between Games ; and
Games g is negligible for all ADVs.

Proof: We use the same idea given in the analysis of
Game 3. O

Games »: The oracles described in Games | are imperson-

ated by S, except for the answer.

o When the complete(Il, 1, A, B, x1,

- ki <" %7 is randomly selected by S, when the
following conditions are completely satisfied.
1) (A, B) = (A*, B¥).
2) The session is the s7-th session of A*.
3) x2T * isn’t generated by the session of sg *-th of
B*.

The Analysis of Games;: As long as the hardness
assumption of the Bi-GISIS is satisfied, then the probabil-
ity of distinguishing the difference between Games ; and
Games 5 is negligible for all ADVs.

Proof: We use the same idea given in the analysis of
Game 3. O

Games 3: The oracles described in Games » are imperson-

ated by S, except for the answer.

x7) is queried over S,

o When the complete(Il, 1, A, B, x1, sz ) is queried over S,
= ky <" 97 is randomly selected and sz is sent to
the other party by S, when the following conditions
are completely satisfied.
1) (A, B) = (A*, B¥).

2) The session is the sg *_th session of B*

— Otherwise, S impersonates the complete query
given in Game; ».

The Analysis of Games3: As long as the
hardness assumption of the Bi-GISIS is satisfied, then the
probability of distinguishing the difference

between Games, and Games3 is negligible for
all ADVs.

Proof: We use the same idea given in the analysis of
Game 5. O
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TABLE 1. A comparison for selected lattice-based KE/AKE schemes.

Number . Number of
Aif:];:?Sn Authentication Rellzs:;ble of Sﬁ:;:ly Hash ROM
Multiplications Functions
[1] Bi-GISIS X X MM:4 X X X
[8] RLWE E X PM:12 BR, wPFS 2 v
[9] LWE I X MM:8 BR, wPFS 1 v
[7] RLWE I v PM:10 BR, wPFS 2 v
F rf&(’ged Bi-GISIS I v MM: 10 BR, wPFS 2 v

E: Explicit, I: Implicit, PM: Polynomial Multiplication, MM: Matrix Multiplication

IV. COMPARISON

In Table 1, we compare the proposed scheme with the pre-
vious ones. This comparison summarizes the properties of
the AKE schemes in terms of hardness assumption, security
model, authentication concept, the number of required hash
functions, the number of required core arithmetic operations
such as multiplications and reusable key property.

The proposed AKE is a solution to the open problem
defined in [4]. The security of the proposed scheme is based
on the hardness of the Bi-GISIS problem. The reusable key
property is added to the proposed AKE by using the bilat-
eral pasteurization method. The comparison is presented by
focusing the hardness assumption and reusable key property.
The security of the proposed scheme depends on the hardness
of the Bi-GISIS problem equivalent to the MLWE problem.
By using the implicit authentication and ROM, it provides
wPFS in the BR security model. As a result of the reusable
key property, the number of matrix multiplications in the
proposed scheme is higher than the others. There is a scheme
with the reusable key property is given in [7]. Note that the
hardness assumptions of these schemes are different and this
causes different requirements.

Remark 3: Note that the scheme given in [9] and the pro-
posed AKE cannot be fairly compared since their hardness
assumptions are different. The number of matrix multiplica-
tions in the proposed scheme is higher than [9] since the
reusable key property has a penalty: increasing the number of
multiplications. With this property, the increased number of
multiplications can be ignored since reusing the keys several
executions gives much more benefits.

Remark 4: The main differences from [8] are the hardness
assumption and the authentication property. Compared with
[8], the proposed scheme offers an authentication without
any additional structure. The proposed scheme provides an
alternative to quantum-resistant AKE schemes by including
the reusable key property.

V. CONCLUSION

In this paper, we construct a novel AKE scheme for the post-
quantum world which is a solution to the future work of [4].
To provide authentication, we add implicit authentication
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steps for the Bi-GISIS based KE scheme given in [4]. In addi-
tion, we use the bilateral pasteurization method to achieve
reusable key property. With the help of this, the same shared
secret key becomes available for the multiple executions of
the proposed scheme. We explain the security in the ROM
under the BR security model to achieve wPFS. As a future
work, our aim is to determine the set of parameters for any
security level and then give the computational complexity
analysis for efficient implementations. In addition, password
authenticated key exchange (PAKE) with reusable keys will
be studied.

APPENDIX

BELLARE-ROGAWAY SECURITY MODEL

In [7], BR security model [14] is adapted for two-pass authen-
ticated key exchange scheme. In this version of BR model,
an adversary can read, transform, insert and prevent messages
over the network.

SESSION
A single execution of the scheme is called session. In the
session, some parameters have special meanings.

o II: In the session of AKE, there are two parts.

e 1: Initiator.

« 2: Responder.

o My: The message, which is sent from A to B.

o Mp: The message, which is sent from B to A.

o N: Maximum honest user numbers in the AKE scheme.

« t: Maximum session numbers for every part in the AKE
scheme.

In the two-pass AKE scheme, a session consists of the
following stages:

1. The owner of the session is A, which activates the ses-
sion.
— The representation of the session is sid = (II, 1, A,
B, My, Mp).
— The message form that activates the session is (II,
1, A, B).
— The message My is generated.
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2.

3.

The owner of the session is B, which activates the ses-
sion.

The representation of the session is sid = (I, 2, B,
A, My, Mp).

The message form that activates the session is (II,
2, A, B).

If B receives the message My as (II, 2, B, A, My),
then B takes the role of 2. The message Mp is
generated to sending A.

Finally, B calculates its secret shared key by using
the reconciliation function.

The session owner is A again.

— When A receives the message Mp as (I, 1, A, B,
My, Mp), calculates its secret shared key, which
is the same as B’s secret shared key, by using the
reconciliation function.

ORACLE
There are six oracles that ADV has access to.

1.

2.

start(Il, 1, A, B): ADV activates A as the initiator. The
output of this oracle is message My.
answer(Il, 2, B, A, My): By using My, ADV activates
B as the responder. The output of this oracle is message
Mp.
complete(Il, 2, A, B, M4, Mp): In order to complete the
session whose activation is realized by using the start
query, the message Mp is sent to A.
sessionKR(sid): If there is a session key of sid, then
ADV returns this sid.
staticKR(A): The output of this oracle is A’s static secret
key.
test(sid): In the fresh session, this oracle is allowed to be
used once to avoid some attacks. g —, {0, 1} is chosen
by ADV. Then, two cases occur.

— If p = 1, then ADV returns the real session key of

sid.
— Otherwise, ADV returns the random session key.
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