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ABSTRACT Public-key encryption is often used to protect data security/privacy and secure communication
in scenarios of cloud computing and edge computing. Related randomness attacks model (RRA) for public-
key encryption was motivated by randomness failures. This paper proposes some methods of constructing
secure public-key encryption scheme against related randomness attacks, i.e. RRA-CPA secure public-
key encryption scheme with efficient decryption algorithm and short ciphertexts size obtained from one-
way function with weak RKA-security and indistinguishability obfuscation, RRA-CPA secure public-key
encryption scheme against arbitrarily function from any publicly deniable encryption and RRA-CCA secure
public-key encryption scheme against arbitrarily function from standard IND-CCA public-key encryption
scheme with a hardcore function for arbitrarily correlated inputs.

INDEX TERMS Arbitrary restricted function, publicly deniable encryption, public-key encryption, related

randomness attack.

I. INTRODUCTION
The rise of Internet, Internet of Things and Cloud Comput-
ing, as well as the rapid popularization of mobile devices,
intelligent terminals, social networks and e-commerce, has
led to the rapid growth of data volume. Cloud computing
provides a technical platform and often recommends services
to users by cloud service recommendation [1]-[3] for the
storage, computation and management of large data, which
makes the processing of large data more convenient and
efficient. As cloud computing releases the user’s burden in
maintaining basic storage infrastructures, many individuals
and institutions adopt cloud storage to maintain their data
so that more and more data are stored on cloud servers.
However, cloud servers may tamper with, delete and damage
data. Although there are many techniques to improve cloud
security [4], [5], the simplest method for the data owners
to share the data while keeping the security and privacy is
encrypting data using public-key encryption and uploading it
to cloud servers.

Traditional cloud computing cannot handle the huge data
generated by network edge devices which makes the birth
of edge computing solving the problem in combination with
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FIGURE 1. Cloud-edge computing scenario.

cloud computing [6], [7] which scenario is showed in Fig. 1.
Edge computing is widely used in the Internet of things,
especially in the application scenarios with special require-
ments such as low delay, high bandwidth, high reliability,
massive connections, heterogeneous convergence, local secu-
rity and privacy-preserving [8]-[15]. The edge computing
model requires secure communication among the clouds and
the edges. Public-key encryption (PKE) is suitable for the
end-to-end security of edge computing participants and is
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often used for exchanging a session key between unknown
partners according to its advantages in secure broadcast and
authentication, while there are many techniques to ensure the
edge computing security [16], [17].

The development of information technology has also led
to further integration of information, physical systems and
human society to form a more complex system, i.e. Cyber-
physical-social system (CPSS). The strong coupling of CPSS
brings security and privacy issues, e.g. multi-source spatial
data can be associated to leak user privacy. Many technolo-
gies can be applied to protect the data privacy of cyber-
physical-social system, including anonymity, trusted comput-
ing, encryption, verifiable computing and data obfuscation,
in which public-key encryption can be used for security and
access control in cyber-physical-social systems.

Randomness quality is crucial to the security of cryptosys-
tems that consuming lots of randomnesses. However, many
researches such as [18]-[21] show the randomness failures
including randomness reuse, randomness tampering, etc. For
cloud/edge computing scenario, [22] showed that the securely
kept DSA keys used in TLS authentication sessions could be
extracted by virtual-machine reset attacks due to the random-
ness repetition. These failures can cause some security prob-
lems such as signing keys exposure, plaintext recovery, weak
key generation and so on. Motivated by preserving security
under randomness failures, related randomness attacks model
(RRA) for PKE was abstracted and secure cryptosystems
were constructed in this model. Informally, in this model,
the adversary has the ability to control the randomness used
during encryption and the indistinguishability of ciphertexts
should be kept on this condition.

In this paper, we focus on constructing secure PKE
schemes in the model of related randomness attacks. First,
we propose a method of constructing RRA secure PKE
scheme under chosen plaintext attack (RRA-CPA) based on
indistinguishability obfuscation and one-way function with
weak RKA-security. To acquire RRA security against arbi-
trary function, we give two constructions. The first one is pub-
licly deniable encryption which can be proved to have RRA
security under chosen plaintext attack (RRA-CPA), and the
other one is constructed by combining a secure standard PKE
scheme under chosen ciphertext attack (IND-CCA) with a
hardcore function for arbitrarily correlated inputs which can
achieve RRA security under chosen ciphertext attack.

A. RELATED WORKS

Recently, many works address the problem of randomness
failures. Austrin et al. [23] showed a negative result that stan-
dard encryption schemes can be broken under randomness
failure. Feltz and Cremers [24] analyzed the authenticated
key exchange protocols and showed that bad randomness
results in the insecurity of the protocols. Paterson et al. [25]
introduced a security model for PKE schemes called “‘related
randomness attacks model’, in which the adversary has
the ability to force the usages of related randomness in
encryption which are abstracted to the outputs of specified
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functions applied to some initial randomness. They also pro-
posed many kinds of schemes in this model. They showed
that a RRA-secure PKE in the random oracle model can
be obtained by taking the hash value of the input random
together with the message and public key as the rand coins
used in encryption. To construct a RRA-secure PKE scheme
in the standard model, they applied pseudorandom function
secure against related-key attacks (RKA-PRF) to a standard
PKE scheme. The restricted function families depend on that
of RKA-PRF which currently are restricted to the function
families consisting of polynomials of bounded degree accord-
ing to the instantiations of available RKA-PRFs. To obtain
further constructions for other kinds of restricted function
families, Paterson et al. considered weakened security mod-
els; they first restricted honest generations of the public keys
(HK-RRA) and provided a generic method of constructing
RRA-secure schemes in this condition by taking the value
hashed by a Correlated-Input Secure (CIS) hash function pro-
posed in [26] instead of a standard hash function as the ran-
domness used in encryption process of a PKE scheme; then
they considered the situation with no restriction on public
keys where the adversary is restricted to use a vector of pre-
fixed functions to implement its attack (FV-RRA) and gave
a concrete FV-RRA secure scheme under chosen-plaintext
attack under the DDH assumption where the used functions
are hard-to-invert ones. To achieve FV-RRA security under
chosen-ciphertext attack, Paterson et al. [27], presented a
general transformation for PKE using a value extracted by an
auxiliary input reconstructive extractor as randomness. Yuen
et al. [28] proposed some related randomness attack models
which cover related key/randomness attacks for PKE and dig-
ital signature, and provided generic constructions for security
against these attacks. Schuldt and Shinagawa [29] analyzed
the related-randomness security about RSA-OAEP and gave
a positive result. A basic comparison between our schemes
and two typical RRA secure schemes is shown in Table 1.

TABLE 1. Comparison of schemes.

Scheme CCA/ Arbitrary Efficient
CPA restricted function | Decryption

[25] CCA X X

[28] CCA X X

Our scheme I CPA N N

Our scheme 11 CPA N X

Our scheme IIl | CCA N X

B. OUR CONTRIBUTIONS
In consideration of the importance of resisting related ran-
domness attacks in PKE scheme, we focus on how to build
secure PKE schemes against related randomness attacks
in this paper. Our contributions are summarized in the
following:

(1) Propose a method of constructing RRA-CPA secure
PKE scheme from indistinguishability obfuscation and
weak RKA-secure one-way function. We first give a weak
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definition of RKA-secure one-way function (WRKAOWF)
and show how to construct weak RKA-secure one-way
function. Then, we build related-seed secure pseudorandom
generator using weak RKA-secure one-way function and a
hardcore function for arbitrarily correlated inputs proposed
in [30]. At last, we replace the standard pseudorandom gen-
erator used in the PKE scheme in [31] with a related-seed
secure pseudorandom generator and prove the RRA-CPA
security of the new scheme. The construction is simple, and
has advantage in the efficiency in the decryption algorithm
and ciphertexts size.

(2) Construct RRA-secure PKE schemes against arbitrary
function.

« Prove that any publicly deniable encryption with Indis-
tinguishability under Chosen Plaintext Attack(IND-
CPA) and Indistinguishability of Explanation [31] is
RRA-CPA secure PKE against arbitrary function.

o Propose a method of constructing a RRA-CCA secure
PKE scheme by applying a hardcore function for arbi-
trarily correlated inputs proposed in [30] to a standard
IND-CCA secure PKE scheme. To encrypt messages,
the construction first apply the hardcore function to a
randomness r to obtain the output r’. Then it implements
the encryption algorithm of PKE scheme taking r’ as the
actual random coin for encryption. At last, we prove the
RRA-CCA security of the construction.

C. ORGANIZATION

Section 2 reviews some preliminaries. Section 3 gives a
method of constructing RRA-CPA secure PKE scheme from
weak RKA-secure OWF. We define weak RKA-security
of one-way function and a concrete instance of it. We
construct a RRA-CPA secure PKE scheme from indistin-
guishability obfuscation and weak RKA-secure one-way
function. In Section 4, we describe in detail how to con-
struct PKE schemes with RRA-security against arbitrary
function. We prove that any publicly deniable encryption is a
RRA-CPA secure PKE against arbitrary function. To obtain
RRA-CCA secure secure PKE against arbitrary function,
we combine the standard IND-CCA PKE scheme with hard-
core function for arbitrarily correlated inputs. Finally, con-
clusions are drawn in Section 5.

Il. PRELIMINARIES
A. PUBLIC-KEY ENCRYPTION
Let PKE = (Keygen, Encrypt, Decrypt) be a PKE scheme
(PKE) [32]. Keygen is used to generate a public/secret key
pair (pk, sk) randomly. The probabilistic algorithm Encrypt
uses pk and a randomly chosen coin r from randomness space
Rnd to encrypt a message m € M to its corresponding cipher
text ¢. Using a private key sk, the deterministic algorithm
Decrypt can return the corresponding plain text m or an error
symbol _L by decrypting a cipher text c.

There are two classical security definitions for PKE,
ie., Indistinguishability =~ under  Chosen  Plaintext
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Attack(IND-CPA in abbreviation) and Indistinguishability
under Chosen Ciphertext Attack, (IND-CCA in abbreviation).
Let A = (A, Ay) be a PPT adversary of a PKE scheme I,
and the advantage of A to break the security of IT is defined
as follows:

AdviPATE )
(sk, pk) < KeyGen(1 My

(state, mg, mp)
(_AIIEO(pk,m),DO(sk,c)(.);

b <g {0, 1};

c* < LR(myg, my);

b < AgOQ?k,m),DO(‘Yk»C)(pk, c*, state)

=Pr| b="V":

1

2

1) IND-ATK SECURITY (ATK=CPA,CCA)
A PKE scheme is called IND-ATK secure if for any adversary
A, the advantage of A is negligible in A.

The related randomness security under Chosen Plain-
text/Ciphertext Attack(RRA-CPA/RRA-CCA for short) is two
formal security definition introduced by [25] for PKE. Let
A = (A;, Ay) be a PPT adversary of a PKE scheme IT with
a class of ® of functions, and the advantage of A to break the
related randomness security of I1 is defined as follows:

Advl?[:ffRA_ATK(k)
r (sk, pk) < KeyGen(1%); ]
CoinTable < 0;
(state, mg, mp)
(_-Af]()(pk,mﬁ),DO(Sk,c)(');
b < {0, 1};
c* < LR(mg, my, i, ¢);
by A];O(pk,m,qﬁ),DO(sk,c)(pk’ c*. state) |

=Pr| b="b":

EO(pk, m, ¢) and LR(mg, m1, i, ¢) are oracles proceed as
follows in Table II:

TABLE 2. Encrypt and LR oracles in RRA-ATK security game.

EO(pk, m, ¢):

If CoinTable[i]=_L
CoinTable[i]<— rRnd

r; <—CoinTable[i]

¢ «PKE.Encrypt(pk, m, ¢(r;))

Return ¢

LR(mo, m1, i, ¢):
If CoinTable[i]=_L
CoinTable[i]< rRnd
r; <—CoinTable[7]
c¢* «<—PKE.Encrypt(pk, my, ¢(r;))
Return c*

2) RRA-ATK SECURITY (ATK=CPA,CCA)
A PKE scheme is called RRA-ATK secure if for any adver-
sary A, the advantage of A4 is negligible in A.

Note that EO is encrypt oracle and DO is decrypt oracle.
The adversary’s access to decrypt oracle DO is removed if
ATK = CPA.
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B. ONE-WAY FUNCTION

We use the description about one-way function in [33].
A function family F is one-way or called one-way function
OWF, if the following advantage Advi’?‘j’ "4 () for any prob-
abilistic adversary A to break the one-wayness of F is a
negligible function in A.

k < Keyp(1*)
<« Evalp(k, x)
Advpy () =Pr| 27, <_A(1§,k,y)
Evalp(k,x') =y

C. INDISTINGUISHABILITY OBFUSCATION
Let {C,} be a circuit class. It is called an indistinguishability
obfuscator for {C,} if an uniform PPT algorithm iO satisfies
the following conditions:
e Forall A € N, all C € {C,} and all input x
Pr[C'(x) = C(x) : C' <~ iO,C)] = 1.
o For any PPT algorithm A = (A, Ap), if Pr[Vx,Cy =
C1:(Co,C1,0) < A1(1M] > 1 — €()), then
|Pr[ Az (o, iO(L, Co)) = 1 : (Co, C1, 0) < A(1M)]—
Pr[ Az (o, iO(A,C1)) =1:(Co,Cy,0) <
Al(IM]] < €(r)
where €(A) is a negligible function.
The existences of this kind of iO for all polynomial size
circuits were given in [34].

D. PUNCTURABLE PSEUDORANDOM FUNCTION

A puncturable family of PRFs F described in [31] can be
defined by three algorithms Keyg ,Puncturer, and Evalp, and
two computable functions n(-) and m(-), which satisfy the
following conditions:

-Functionality preserved under puncturing. The following
equality is established for every PPT adversary .4 and for
all x € {0, 1), x ¢ S where S € {0, 1}"™ is output by
adversary A:

Evalp(K,x) = : K < Keyrp(1%) _q
Evalp(Ks,x)  Kg < Puncturep(K,S) |

-Pseudorandom at punctured points. For a negligible function
negl(-) and every PPT adversary (A, Az) such that A; out-
putsaset S < {0, 1}”0‘) and state o, then:

| Pr[As(o, Ks, S, Evalp (K, S)) = 1]
—Pr[Ax(0, Ks, S, Uny.is) = 11 |= negl(X)

where § = (x1,---,x), K <« Keyp(l)‘), K¢ <«
Puncturer(K, S) and Evalp (K, S) denotes the concatenation
of Evalp(K, x1), - -+, Evalp(K, x;.), U; denotes the uniform
distribution over [ bits.

E. HARDCORE FUNCTION FOR CORRELATED INPUTS

In [30], the authors constructed hardcore functions to extract
random bits on the condition where the inputs are arbitrarily
correlated. Let HC be a family of functions and F be a
one-way function family. HC is hardcore function for F if
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the following advantage Adv;fHC 7 of an adversary H is
negligible in A.

Adviiye 7

i b < {0,1)

k < Keyp(1*)
hp < HC.Pg(1%)
=Pr| b=V :y <« Evalp(k,X) S
if b =1then 7 < HC(hp, X)
else 7 < Rnd(¥, HC.0l(1))
v <~ HAO  k, hp,y,7)

Here, we denote y < Evalp(k,Xx) as a vector of y; <
Evalp(k, x;) for each x; € X. In [30], the authors gave a
construction of hardcore function HC for injective one way
functions F which can extract hardcore bits for arbitrarily
correlated inputs.

IIl. RRA-SECURE PKE SCHEME FROM RKA-SECURE OWF
In [33], the authors proposed the definition of RKA-secure
one-way function (RKAOWF) and applied it to construct
RKA-secure signature schemes. However, their definition of
RKAOWEF is somewhat strong and cannot be used to con-
struct RRA-secure PKE schemes. In this section, we will give
a weak definition of RKAOWEF and construct RRA-secure
PKE schemes via it.

Firstly, we describe the definition of RKA-secure one-way
function in [33] in the following. Let F be a function family.
A class of polynomial-time computable functions ® for F that
specifies for each A € N, each k € Keyp(1*) and each ¢ € ®
is called the related-key deriving (RKD) function.

Definition 1 (RKAOWF): F is called ®-RKA secure if
for any PPT adversary A for F, the following advantage
Advg 4 () is a negligible function in A.

k < Keyr(1*)
AdvstA M) =Pr| x': )yC/iE;t%lviz((klAX)k )
Evalp(k,x') =y

Eval(¢) is an oracle proceeds as follows:

Eval(¢) :
X < ¢k, x)
y <« Evalp(k, x")

/
returny

In the following, we give a weak definition of RKA-secure
one-way function (WRKAOWF) which will be used to con-
struct RRA-secure PKE schemes. Informally, wRKAOWF
definition is as same as RKAOWF definition except that we
weaken the adversary’s advantage and let it return x” which
satisfies that Evalp (k, x') = Evalp(k, ®(1*, k, ¢, x)).

Definition 2 (WRKAOWF): We say that F is ®-wRKA
secure if for any PPT adversary A for F, the following
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d—wRKA

advantage Advg (%) is a negligible function in A.

k < Keyp(1*)

y < Evalp(k, x)

x/ <« AEml(l)‘,fp,y)

Evalp(1*, k, x') =
Evalrp(k, (1", k, x))

Advp KA =Pr | i

A. CONSTRUCTION OF wRKAOWF

In [33], itis proved that a function family F is & —RKA secure
if F is ®—key-malleable and one-way, where ® is a class of
RKD functions and ®—key-malleable property is defined as
follows:

®—Kkey-malleable property([33]). Let F be a function
family and & be a class of RKD functions for F. F is called
®—key-malleable if there is a polynomial-time algorithm 7,
such that T(1*, k, ¢, Evalp(k,x)) = Evalp(k, (1", k, x))
forall A € N, all k € [Keyr(1)], all ¢ € {0, 1}* and all x.

In the following, we will prove that if F is ®-RKA secure
and & is root samplable then F is ®-wRKA secure. Here,
we define root samplable class of functions below:

Definition 3 (Root Samplable): A function ¢ is root sam-
plable if there exists a polynomial-time algorithm CompR
which can uniformly output an element from ¢~!(0). A class
of RKD functions ® is root samplable if for each ¢ € & and
each constant ¢, ¢’ = ¢ — c is root samplable.

Note that the classes of linear functions, affine functions
and polynomial functions over Z, are root samplable as
for a d-degree polynomial function f over Z,, Ben-Or’s
algorithm [35] can compute the root of f(x) in Z, using
O((logp)d**+¢) operations in Z, [7].

Theorem 1: Let F be a function family and ® be a class
of RKD functions for F. If F is ®-RKA secure and ® is root
samplable then F is &-wRKA secure.

Proof: Let A be a ®—wRKA adversary of F. We can
construct a ®—RKA adversary BB of F. On input (lk, k,y),
adversary B runs A and responds to A’s Eval query by
sending the same query to its challenger and returning the
corresponding result. When A stops and outputs a value x’
satisfying that Evalp(k,x’) = Evalp(k, ¢(1*, k, x)) for a
RKD function ¢, adversary 53 can return x” satisfying that
Evalp(k,x") = y by sampling the root x” of ¢(1*, k, x) —
x’. Note: If the advantage of A is € then B’s advantage is
€/poly(1*). If we assume F is injective, i.e. F is a family of
one-way permutations, then 3’s advantage is €.

Instance: In [33], the authors give three instances of
RKAOWEF for different classes of RKD functions. The first
one-way function (permutation) described in Table 3 is based
on discrete exponentiation in a cyclic group of prime order
p and is ®-RKA secure for a class ® of affine RKD func-
tions. Therefore, it is also ®-wRKA secure one-way function
(permutation). Next, we can prove that this one-way function
(permutation) is also ®-wRKA secure for a class ® of poly-
nomial RKD functions with upper bound d = d()) of the
degrees of the polynomials in ® < g as long as the g—SDL
assumption described in the following holds.
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TABLE 3. The instance.
k T

Evalp(k,x) #(17 K, z)

d )
a; € Zp, y, a;z’ mod p
i=0

(<G>,9,p) | €2, g°

g-Strong Discrete Logarithm (¢g-SDL) Problem [33].
Let G be a cyclic group. Let A be an algorithm outputting
previously unknown random value x € Zlf with advantage
Advffg given (g, g, 85, -, &) € GI*!, where g € G is
a generator of group G and

AP = Pr{Ag. g5 g% ) = ]

Definition 4: The ¢g-SDL assumption holds in G if for all
PPT algorithm A, the advantage Advi{)é of A in solving the
g-SDL problem in G is negligible. ’

Proof: Now, we continue the proof of ®-wRKA security.
Let A be a PPT adversary breaking ®-RKA security with an
advantage € with respect to the class of non-zero polynomials
over Z,. An algorithm 13 that solves a given random instance
of g-SDL problem with the same advantage € by interacting
with A can be built as follows.

Given a random instance (g, g, gxz, e gxq) c GIt! of
the g-SDL problem in G, where x € Z; is a unknown random
value, BB can output x as follows. BB invokes .4 and gives y =
g* to A. Then B respondsdto A’s Eval(¢) query with y =

> apxt

d .
Evalp(k, p(1* k,x)) = gi=0 = [](¢*)%. Eventually, B
i=0
returns the same output x” of A.
Definition 5: Related-Seed Pseudorandom Generator.
We say that a pseudorandom generator (PRG) is ®—related-

seed secure if for all PPT distinguisher D
| Pr[D(r) = 1] — Pr[D(PRG(¢(seed)) = 1] | < negl(X)

where @ is a class of RKD functions and ¢ € ®.

Construction of Related-Seed Pseudorandom Genera-
tor. Let F be a one-way permutation family and @ be a class
of RKD functions for F, let HC be a hard-core predicate
of F. PRG=(Evalr(k, seed),HC(seed)) is proved to be a
pseudorandom generator. Now, we can prove the following
theorem.

Theorem 2: If HC is hardcore function for arbitrarily cor-
related inputs and F is ®-wRKA secure, then the above PRG
is ®—related-seed secure.

Proof: Let ¢(A) be a non-negligible function. Assume
that there exists a probabilistic polynomial-time distinguisher
D such that

e(A) = {Io)rm [D(Evalg(k, ¢(s)), HC(¢(s))) = 1]
— Pr  [D(r)=1]
ref0,1yr+!
Note that
Pr  [D(r)=1]
re{0,1}4+1

= Pr

[D(r,r)=1]
re{0,1}*,r'€{0,1}
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= Pr
se€{0,1}*,r'€{0,1}

[D(Evalg(k, ¢(s)), HC(¢(5))) = 1]

[D(Evalp(k, $(5)), ') = 1]

1
=—-.- Pr
se€{0,1}*

1 -
to Pr [D(Evalg(k, ¢(s)), HC(¢(s5))) = 1]
s€(0,1)

Therefore,
1
eA) = 3 Pr [D(Evalg(k, ¢(s)), HC(¢(s))) = 1]
s€{0,1}*

— Pr
s€{0,1}*

[D(Evalg(k, ¢(s)), HC(¢(s))) = 1]|.

Then an algorithm A can be constructed based on D to
guess HC(¢(s)) given y = Evalg(k, ¢(s)). Upon inputting
y = Evalgp(k, ¢(s)) for a random s, algorithm A works as
follows:

1) Choose r’ € {0, 1} uniformly.
2) Invoke D(y, r’). If D returns 1, then output r’. Other-
wise, output .
We analyze the success probability of .A.

Pr [A(Evalg(k, ¢(s))) = HC(¢(s))]
se€{0,1}*

1
= —- Pr [A(Evalp(k, ¢(5)))
2 sefo, 1}

= HC(¢(s)) | ¥’ = HC(¢(5))]
| [AEvalp(k, ¢(5))
=HC(¢(s5)) | r' #HC(¢(s))]

Pr  [D(Evalg(k, ¢(s)), HC(¢(s))) = 1]
se{0,1}*

+ Pr[D(Evalp(k, ¢(s)), HC(¢(5))) = 0]’
s€(0,1)

1
+-- Pr
s€{0,1}

N =

Pr [D(Evalg(k, ¢(s)), HC(¢(s))) = 1]
se€{0,1}*

a- E{lgrm [D(Evalg(k, ¢(s)), HC(¢(s))) = 1]‘)

L ol

Ll
2

— Pr
se{0,1}*

Pr  [D(Evalp(k, ¢(s)), HC(¢(s))) = 1]
s€(0,1)*

[D(Evalg(k, ¢(s)), HC(¢(5))) = 1]’

| =

_§+8( ).

So A guesses HC(¢(s)) with probability % + e(A). We get
a contradiction to the assumption that HC is a hardcore
function for arbitrarily correlated inputs since g()) is a non-
negligible. We complete the proof.

B. RRA-CPA SECURE PKE SCHEMES VIA wRKAOWF

Our construction is the same as the PKE construction from
indistinguishability obfuscation in [31]. We prove that if the
PRG used in the construction is ®—related-seed secure, then
the PKE scheme is RRA-CPA secure against a ®-restricted
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TABLE 4. PKE encrypt and PKE encrypt*.

PKE Encrypt:

Hardwired:Key of the punctured PREF, i.e., K.

Input parameters: Plaintext m € {0, 1}, random value € {0, 1}*.
1. Compute prv = PRG(r)

2. Output ¢ = (¢1 = prv, ca = F(K, prv) @ m)

PKE Encrypt*:

Hardwired:Key of the punctured PRF, i.e., K ({prv*}).

Input parameters: Plaintext m € {0, 1}!, random value r € {0, 1}*.
1. Compute prv = PRG(r)

2. Output ¢ = (¢1 = prv,ca = F(K,prv) @ m)

adversary. Let PRG be a ®—related-seed secure pseudoran-
dom generator that which takes a seed € {0, 1}* and outputs
a pseudorandom value prv € {0, 1}**. Let F be a puncturable
PRF whose domain is {0, 1}?* and range < {0, 1}¢. The
construction is described as follows:

o Setup(1*): Chooses a puncturable PRF key K for F
as the secret key SK and obfuscates the program PKE
Encrypt in Table IV. The public key, PK, is the obfus-
cated program. PKE Encrypt* in Table 4 is only used in
the proof of security.

o Encrypt(PK,m € M): Runs the public key PK which
is an obfuscated program taking as input a random coin
r € {0, 1} and the plaintext m.

o Decrypt(SK, ¢ = (cy, ¢2)): Outputsm’ = F(K, c1) P c3.
Proof: In [31], the construction is proved IND-CPA

secure by a sequence of hybrid games Hybg,Hyb;,Hyb,,Hybs.
As we only change the pseudorandomness generator PRG
in the construction of [31] to a d—related-seed secure
pseudorandomness generator, -RRA-CPA security of the
construction can be proved using the same technique while
just modifying the first game Hybg as follow:

o Hybg: This is the original RRA-CPA security game.

1) r* e {0,1}* is chosen randomly and pr* =
PRG(p(r™)).

2) The key for the puncturable PRF is set to K.

3) The obfuscated program PKE Encrypt is taken as
the public key PK.

4) The adversary receives PK and sends to the chal-
lenger mg, my € {0, l}l.

5) The challenger outputs the challenge ciphertext
= (cf = pn*.c; = F(K,prv*)@my) by
randomly choosing b € {0, 1}.

The description of Hyb;,Hyb,,Hybs is straightly same as that
in [31].

o Hyb: this game only changes the generation step of prv*
in Hybg by choosing it randomly in {0, 1}%*.

o Hybs: this game only changes the public key generation
step in Hyb;. The public key in Hyb, is generated by
obfuscating the program PKE Encrypt* in Table I'V.

« Hybs: compared with Hyb,, this game only changes the
challenge ciphertext. A random z* is chosen and the
challenge ciphertext is formed as (¢} = prv*, c5 = z%).

As PRG is ®—related-seed secure, we can prove Hybg
and Hyb; is indistinguishable. Also, the indistinguishabil-
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TABLE 5. Performance.

g P X speed . .

6703003964971298| 70798746301 19430 6982670607535038] 0.698 scheme. As the encryption algorithm has to execute an obfus-
5497870124991029| 7966473239241332| 3608333877035355| ms cated program, we must admit its inefficiency in real life.
2306373968291029| 3184040858869399| 2250794702498809| (512 .. .
6196688861780721| 3280009524913780| 1051400140924913| bit) Therefore, we only show the efficiency of the decryption
8608820150367734| 1843937873039955| 2068568074704133 algorithm of our scheme. We use Python to generate three
8840093714908345| 5094951199638072| 8205516019159196, . . >
1713845015920093| 6140939419197764| 8239180861084026 groups with their generator g and order p in the length
2430254268769414) 7860661263074023| 5053520803427503 of 512/1024/2048 bits and formalize one-way functions F
0597328497321682| 3484704698603189| 5478352008077829 .

4503042048 6530667173 1923285934 respectively. To evaluate the somewhat worst-case perfor-
8988465674311579| 1347323977591077| 1215943646403727| 3.789 mance, we generate keys for these F's in the same bit ]ength
5386465259539451| 8468954726086764| 4756578045615499| ms . . . .
2366808988489471| 6234257252180822| 7162661273709810| (1024 as its respective order p. The following Table 5 gives the
1532863671504057| 9146745758754917| 4503625284538636| bit) results, where the decryption speed is tested on a persona]
8866337902750481| 1487070997735519| 8096054132811714, . .

5663542386612037| 0117010489662127| 8136127537244600 computer with Intel(R) Core(TM) i7-8550 CPU @ 1.80GHz,
6301056005693993| 4186485799003385| 3274003843283683 8GB RAM and Windows 10 operating system.
5696678829394884| 6745222265605295| 2860911388172167

4072083112464237| 2584830279506967| 8691383336164017

1531973706218888| 8036661124596968| 6119872325088536 IV. RRA-SECURE PKE SCHEME AGAINST ARBITRARY
3946712432742638| 3976657243877795| 7771685167886980) FUNCTION

1511098006230470| 3486722322262059| 7341259065510667

5972654147604250| 8137187907838680| 8416217085676861 A. CONSTRUCTION FROM PUBLICLY DENIABLE
2884419075341171| 9339259688846580| 7709295432825500)

2314407369565552| 4646398431124100| 2428765548895876, ENCRYPTION

7041361858167525| 2839677757678194 0918997898865297 The first construction comes from the pubhc]y deniable
5342293149119973| 6875449725602808| 7916883683807098 . . . .
6229692398581524| 5548213521126993| 8584881670620069 encryption. We will prove that any publicly deniable encryp-
1767816481211206 4186050468771269| 9528819627828169 tion scheme is RRA-secure PKE scheme against arbitrary
8608 64667 15523 . . . N

161585030356555 | 299361057048769 | 266899595314769 | 24.14 function. Publicly deniable encryption is formally proposed
036503574383443 | 065525756228086 | 720105788588627 | ms by [31] as follows:

349759802220513 | 759647571412168 | 716292430602128 | (2048 S . . . .
348577420160651 | 837771367599783 | 571569920303215 | bit) Definition 6: (Publicly Deniable Encryption). Let PDE
727137623275694 | 118511086709852 | 134074370227890 IT = (Setup, Encrypt, Decrypt, Explain) be a publicly deni-
339454465986007 | 369635333481260 | 511589520949543 .

057614567318443 | 163074838875963 | 968416743600542 able encryption scheme.

589804609490097 | 651390750566000 | 700838012027553 o Setup(1*): it is a randomized algorithm which outputs a
470597795752454 | 439452557560531 | 856566900756490 : . . . .
605475440761932 | 237032529615219 | 723684589326528 public/secret key pair (pk,sk) taking as input a security
241415603154386 | 944423378938453 | 688114668841736 parameter A.

836504980458750 | 117430703022562 | 193390909006273 .. e . .
088751948260533 | 973019204267249 | 159318846526370 o Encrypt(pk, m; u): it is a probabilistic algorithm which
980288191920337 | 467698212422981 | 389476254300821 uses a public key pk and random coins u to encrypt a
841383961093213 | 386168323786868 | 918135529820936 . . . .

098780809190471 | 937052028929146 | 833486393413414 plaintext m to its corresponding ciphertext c.
692380852352908 | 665017826858067 | 081224267517238 o Decrypt(sk, c): it is a deterministic algorithm which can
229260181525214 | 311749448025650 | 175239827964655 . ) .

437879457705329 | 759452857714863 | 855387811639446 obtain the corresponding plaintext m or error symbol L
043037761995619 | 339079752942722 | 706109445107618 by decrypting a Ciphertext c using a secret key sk.
651927609571666 | 679625792098082 | 197452855521467 . . .
048341712103424 | 530965000282889 | 156386273073696 « Explain(pk, ¢, m; r): it can output a randomness e which
873932822847474 | 881322834100124 | 457143143234781 is with the same size as the random coin u# used in
280880176631610 | 779799233544839 | 050513565201690 . . .

290380028296655 | 234768890063892 | 226253840254670 Encrypt above given a public key pk, a ciphertext c, and
130963542301570 | 384478930427402 | 519421646763123 a plaintext m.

751292964320885 | 546525238877878 | 189373559644169 ) ) ) )
583629718018592 | 533300493898628 | 616922486280164 In [31], two security requirements for publicly deniable
309286787991755 | 415778152369610 | 821612807674365 : DTS oy .
261508229522018 | 689317348233871 | 2846233275298 encryption called Indzstmg.mivhab.zlzty u.n.der Chosen Plc.zmtext
488066166436156 | 705843953632808 | 152374921943878 Attack(IND-CPA) and Indistinguishability of Explanation are
135628423554101 | 508347865854863 | 919858794540196 .

048625785508634 | 384263034324843 | 225473454321771 presen.teq as f.ollow‘s.‘ .

656617348392712 | 161940038796420 | 224183180167594 Indistinguishability under Chosen Plaintext Attack.
903283489675229 | 202891662384897 | 930698983363684 For any probabilistic polynomial-time adversary of a publicly
986341764993191 | 557567600816077 | 878972795195219 ) ; :
077625831947186 | 317531987912467 | 992752188389466 deniable encryption PDE TII, A, the following advantage
TaR025208509305 | BTEIEARAGIOEAL | F62301550418095 Advyy (1) is a negligible function in 5.

024760740967779 | 288431527322652 | 753396588600989 IND—CPA

268055297981153 | 892833717219856 | 876467357041738 Ade A (A)

28 53 38 ’

C. PERFORMANCE
We will give some concrete performance results for the above

(sk, pk) < Setup(1%);

(mo, mp) < A; 1
b="b :b<«p{01}; - =

c* < Encrypt(pk, mp; u);

b <« A(c*)

ity between Hyb; and Hyb,, and the indistinguishability
between Hyb, and Hybs were proved in [11]. As the adver-
sary has zero advantage in Hybs, we prove the ®-RRA-CPA
security of the construction.

=Pr
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TABLE 6. Enc and LR oracles in game;.

EO@k, m, ¢):

If CoinTable[i]=_L
CoinTable[i]<— rRnd

r; <—CoinTable[/]

¢ <PKE.Encrypt(pk, m, ¢(r;))

r’ =PKE.Explain(pk, ¢, m; u)

¢’ =PKE.Encrypt(pk, m, r/)

LR(mg, m1,1, ¢):
If CoinTable[i]=_L
CoinTable[i]<— rRnd
r; <—CoinTable[7]
¢* «PKE.Encrypt(pk™, my, ¢(r;))
r =PKE.Explain(pk*, ¢, m; u)
¢'* =PKE.Encrypt(pk*, m, r/)

Return ¢’ Return ¢'*

Indistinguishability of Explanation. For any probabilis-
tic polynomial-time adversary of a publicly deniable encryp-
tion PDE I1, A, the following advantage AdVﬁV?A_EXP (A)isa
negligible function in n. ’

Advﬁ{lj(’f”’ (1)
(sk, pk) < Setup(1*);

m <« A;
Pl by c* <« Encrypt(pk, m;uo); | 1
" uy = Explain(pk, c, m; r); 2
b < {0, 1};

b <« A(c*, up)

Theorem 3: If the publicly deniable encryption scheme
satisfies Indistinguishability under Chosen Plainext Attack
and Indistinguishability of Explanation, then this scheme is
RRA-CPA secure against arbitrary function.

Proof: We can prove the above theorem via a sequence
of games.

Gamey: This is the real RRA-CPA security game played
by an adversary A against the publicly deniable encryption
scheme.

Game;: This game is the same as Gamey except that
we explain the ciphertext ¢ and ¢* to get a new random-
ness and return a new ciphertext obtained by encrypting
the message using this new randomness. More precisely,
in this game, the Enc and LR oracle are changed as follows
in Table VI:

The Indistinguishability of Explanation of the publicly
deniable encryption scheme guarantees that Gamey and
Game; are computationally indistinguishable.

Game,: This game is the same as Game; except that r’
in Enc and LR oracle is randomly selected from Rnd. Also,
the Indistinguishability of Explanation of the publicly deni-
able encryption scheme guarantees that Game; and Game;
are computationally indistinguishable.

In Game,, the Indistinguishability under Chosen Plainext
Attack of the publicly deniable encryption scheme guaran-
tees that the adversary’s advantage to break the security of
the scheme is negligible. Therefore, we can prove the the-
orem as the advantage of the adversary in real RRA-CPA
security game is negligible by the indistinguishability of all
the games.
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TABLE 7. Scheme HC-PKE based on a standard PKE scheme, PKE and a
hardcore function for correlated inputs, HC.

Alg. HC-PKE.KeyGen(1*): Alg. HC-PKE.Encrypt(pk, m):

(pk, sk) <PKE.KeyGen(1*) | r < Rnd

Alg. HC-PKE.Decrypt(sk, c): | v’ «<-HC(r)

m <—PKE.Decrypt(sk,c) ¢ +PKE.Encrypt(pk, m; ')
return m return ¢

TABLE 8. Enc and LR oracles in game,.

EO(pk, m, ¢):

If CoinTable[i]=_L
CoinTable[i]<— rRnd

r; <—CoinTable[i]

v = HC(¢(r;))

¢’ +PKE.Encrypt(pk, m;r’)

Return ¢’

LR(m(): mi, 7;7 d))

If CoinTable[/]=_L
CoinTable[i]<— rRnd

r; <—CoinTable[i]

v = HC(¢(r;))

c’* «PKE.Encrypt(pk*, my; ")

Return ¢'*

TABLE 9. EO and LR oracles in game;.

Enc(pk, m, ¢):
If CoinTable[i]=_L

LR(mo, m1, 1, ¢):
If CoinTable[i]=_L

CoinTable[i]<— rRnd CoinTable[i]<— rRnd
r; <—CoinTable[i] r; <—CoinTable[{]
r’ + rRnd r + pRnd
¢’ =PKE.Encrypt(pk, m;r’) | c¢’* =PKE.Encrypt(pk*, m;r’)
Return ¢’ Return ¢’*

B. CONSTRUCTION FROM POLY-MANY HARDCORE BITS
FOR ARBITRARILY CORRELATED INPUTS

The above construction is only secure under Chosen-
Plainext-Attack. In the following, we will describe the
construction of a RRA-CCA secure public-key encryption
scheme. The construction combines a hardcore function for
arbitrarily correlated inputs [30] with an IND-CCA secure
PKE scheme. Specifically, the randomness r is used as an
input to the hardcore function, the output from the hardcore
function is then used as the actual randomness for encryption.
Table 7 formalizes the construction, and we prove its security
in the following theorem.

Theorem 4: If HC is hardcore function for arbitrarily
correlated inputs, then the scheme in Table 7 is RRA-ATK
secure against a ®-restricted adversary where @ is a class of
arbitrary functions.

Proof: We can prove the above theorem via two games.

Gamey: This is the real RRA-ATK security game played
by an adversary A against the scheme in Table V1. The Enc
and LR oracles are shown in Table VIII.

Game;: This game is the same as Gamey except that r’
in Enc and LR oracle is randomly selected from Rnd as
in Table IX:

The hardcore function HC for arbitrarily correlated inputs
guarantees that Game and Game; are computationally indis-
tinguishable.

In Game;, the IND-ATK security of the public-key
encryption scheme guarantees that the adversary’s advan-
tage to break the security of the scheme is negligible.
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Therefore, we can prove the theorem as the advantage of the
adversary in real RRA-ATK security game is negligible by
the indistinguishability of all the games.

C. PERFORMANCE ANALYSIS

The two constructions are based on PDE and PKE schemes
respectively. The first construction is as efficient as the based
PDE scheme. The efficiency of the second construction relies
on the based PKE scheme and the hardcore function, and the
execution time is the total time of both of them.

V. CONCLUSION

In this paper, we give some methods of constructing a secure
PKE scheme against related randomness attacks. We pro-
pose a RRA-CPA secure PKE scheme with an efficient
decryption algorithm and short ciphertexts size. To obtain
RRA-secure PKE scheme against arbitrary function, we first
prove that any publicly deniable encryption scheme is a
RRA-CPA secure public-key encryption scheme against arbi-
trary function. Then we combine standard IND-CCA PKE
scheme with hardcore function for arbitrarily correlated
inputs to get a RRA-CCA secure public-key encryption
scheme against arbitrary function. In terms of efficiency,
the encryption algorithm of our first proposed scheme is
inefficient, while the decryption algorithm of it is very effi-
cient. Our first scheme secure against arbitrary function is
actually a publicly deniable encryption scheme so that it is
inefficient at present, as the known publicly deniable encryp-
tion schemes are constructed based on indistinguishability
obfuscation which is not practical at this stage. We have
to admit that use of indistinguishability obfuscation in the
first two schemes of our work makes the methods only with
theoretical significance. Their practical significance depends
on the development of indistinguishability obfuscation in
efficiency. Compared with it, the efficiency of our second
scheme secure against any arbitrary function depends on the
PKE scheme and hardcore function it is based on which is
acceptable. In the future, we will measure the performance
of our proposed methods via the cloud-edge platform and
study how to construct other cryptographic primitives with
RRA-Security such as IBE, ABE, and so on.
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