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ABSTRACT In recent years, experts and scholars in the field of information security have attached great
importance to the security of image information. They have proposed many image encryption algorithms
with higher security. In order to further improve the security level of image encryption algorithm, this paper
proposes a new image encryption algorithm based on two-dimensional Lorenz and Logistic. The encryption
test of several classic images proves that the algorithm has high security and strong robustness. This paper
also analyzes the security of encryption algorithms, such as analysis of the histogram, entropy process of
information, examination of correlation, differential attack, key sensitivity test, secret key space analysis,
noise attacks, contrast analysis. By comparing the image encryption algorithm proposed in this paper with
some existing image encryption algorithms, the encryption algorithm has the characteristics of large secret
key space, sensitivity to the key, small correlation coefficient and high contrast. In addition, the encryption

algorithm is used. It can also resist noise attacks.

INDEX TERMS Encryption, image decryption, logistic, two-dimensional Lorenz, security analysis.

I. INTRODUCTION

With the increasing demand for multimedia information tech-
nology, The security of multimedia is also concerned by
us. Image multimedia contains a lot of information, and the
image is open in the process of communication, The security
of image information will be threatened in the process of
transmission, especially in the low security channel. There-
fore, improving the security of image information in the
process of storage and transmission, and avoiding the leakage
of image multimedia information is an urgent problem to be
solved.

Some traditional encryption algorithms, such as DES,
AES, and RSA, are used in image encryption [1]-[3]. How-
ever, the traditional encryption algorithm is less efficient
when applied to the system that encrypts a large number
of pictures or encrypts video. The chaotic system has supe-
rior properties in the field of information encryption. It has
sensitivity to initial value conditions, unpredictability and
bifurcation complexity. [4], [5] proposes an image encryption
algorithm based on chaos theory. Chaos has some complex
properties that contribute to the generation of more secure and
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robust encryption algorithms. Chaotic models include Arnold
Cat map, Logistic map, Lorenz, Henon map, and some other
models [6]. This complex nature of chaotic mapping can be
reflected in the characteristics of certain encryption processes
similar to ideal ciphers, such as diffusion, aliasing, balancing,
and avalanche [7].

In order to ensure the security of image information in
the process of transmission and storage, some encryption
algorithms based on chaos theory are proposed and applied
to image encryption. Since Matthews [8] published his first
chaotic theory-based encryption algorithm in 1989, many
image encryption algorithms based on chaos theory have
been published. In [9], the author proposes a bit-level encryp-
tion system based on one-dimensional chaos theory, which
converts the pixel values of images into binary, and uses a
Logistic map to generate chaotic sequences to scramble and
encrypt them. In [10], chaotic sequence generated by Logistic
map was used to scramble pixel positions of the segmented
images, so as to achieve the purpose of image encryption. [11]
proposed an image encryption algorithm based on Logis-
tic mapping, which mainly used ‘‘scrambling-diffusion”
and multiple iterations to encrypt the image. [12] pro-
posed an image encryption scheme based on double Logistic
chaotic map. [13] Using YRBS coding with one-dimensional
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Logistic mapping for image encryption. [14] proposed an
image encryption algorithm based on interleaved logic dia-
gram (ILM) and deoxyribonucleic acid (DNA) for simulta-
neous replacement and diffusion of color images. [15] Use
pseudo-random sequence generator and improved Logistic
mapping to encrypt images. [16] Block image encryption
using four-dimensional Logistic mapping and DNA sequence
algorithm. [17] proposed a combination of baker map and
Logistic map into a two-dimensional chaotic system, and
used this algorithm to encrypt the image. [18] proposed an
image block encryption algorithm based on Lorenz map and
Logistic map. [19] proposed an image encryption algorithm
based on improved Logistic mapping. [20] proposed the use
of a hyperchaotic system to scramble and diffuse images to
achieve the purpose of image encryption. [21] proposed a
discrete Lorenz map applied to compressed data, and applied
the algorithm in the field of image encryption. [22] Uti-
lizing the characteristics of quaternions, a new S-box was
constructed based on the Lorenz system. It is applied in the
field of image watermarking. [23] proposed a digital image
encryption scheme based on Lorenz chaotic system. [24] pro-
posed an image encryption algorithm based on DNA random
coding and Lorenz chaotic mapping. [25] proposed an image
encryption algorithm based on multiple chaotic maps. This
algorithm uses different keys for four rounds of encryption,
which can be used to encrypt grayscale images and color
images. In [26], the author proposes an image encryption
algorithm based on the optimized Arnold scrambling algo-
rithm and diffusion algorithm, which improves the speed
of image encryption and decryption. [27] proposed a fast
and secure image encryption algorithm based on a new one-
dimensional chaotic system. Multiple chaotic system models
were combined to generate pseudo-random sequences, which
improved the secret key space and increased the security
of the algorithm. In [28], Rossler system is included in an
encryption algorithm, which is used to change the pixel value
and position of the image, so that the encrypted image has
a high uncertainty. Some encryption algorithms combining
chaos theory and other theories have been proposed. [29]
proposed an image encryption algorithm combining DNA
coding and chaos theory. The encryption algorithm has the
characteristics of large key space, good cryptographic image
statistics, high sensitivity of key and common image, and
large information entropy. [30] proposed an image encryp-
tion system combining chaotic system and S-box. The sys-
tem uses segmented linear chaotic map and cubic S-box to
generate key stream with excellent statistical features for
image encryption. A new index called BACI (Barrier Mean
Change Intensity) was proposed as an indicator for sensitivity
analysis. [31] proposed a new image encryption algorithm
based on chaos and hash SHA-256, which used confusion
and diffusion methods to encrypt images. In [32], Sivaku-
mar et al. introduced a new image encryption algorithm
based on pixel position displacement and random key flow.
In [33], an image encryption algorithm is proposed by com-
bining DNA sequence with chaotic mapping. [34] proposed
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an image processing algorithm based on discrete wavelet
transform and multiple chaos. In [35], the Arnold transform is
used to encrypt images with high security. [35] is to randomly
divide the image into several parts, and then encode each part
by Arnold transform to improve security. [36] Based on the
classical confusion-diffusion structure, an image encryption
algorithm based on two-dimensional logic-sinusoidal cou-
pling mapping is proposed. In [37], a bit-level image encryp-
tion algorithm is constructed using a simple piecewise linear
chaotic map.

The structure of this paper is as follows. In the second
part, the two-dimensional Lorenz used in the algorithm is
briefly introduced. The third part introduces the implementa-
tion steps of the algorithm in detail. The fourth part shows the
encryption effect of the algorithm on several classical images.
In the fifth part, the results obtained by applying the algorithm
to some classical images are discussed and compared with
those obtained by existing algorithms in literature. In the sixth
part, we give some conclusions.

Il. TWO-DIMENSIONAL LORENZ CHAOTIC

In recent years, the application of chaotic systems in image
encryption has attracted widespread attention. Chaotic sys-
tems have many parameters that affect the behavior of the
system and are suitable for image encryption algorithms.
These parameters have some important uses because they are
used as a security key during the encryption process. Small
changes in system parameter values may cause the system to
enter a chaotic state. The chaotic behavior of such systems is
an important basis for constructing cryptographic algorithms.
In the encryption algorithm mentioned in this paper, we use
two-dimensional Lorenz chaotic system and Logistic chaotic
system. These two chaotic mapping algorithms have low
complexity. The encryption and decryption scheme proposed
in this paper can improve the security of image encryption.

Xn+1 = ,ben(l — Xn) (1)
X041 = (1 +ah)xy p — hxy px2 5

2)
X201 = (1= m)xy p + h(xy )2

Equation (1) is the Logistic mapping equation, When
3.569945672-- - - - - < p < 4, the system is in a chaotic state.

Equation (2) is the mapping equation of the two-
dimensional discrete Lorenz chaotic system. When the
parameters a € [0.9, 1] and h € [0.9, 1], the complexity
of the system reaches 0.9. In other words, when we use a
two-dimensional discrete Lorenz chaotic system for encryp-
tion, the parameters can be selected in this parameter range,
which is difficult to crack [38].

Figure 1 is a bifurcation diagram of Logistic mapping and
two-dimensional Lorenz mapping.

lll. THE ALGORITHM

This chapter will introduce in detail the encryption and
decryption steps of image encryption using the image
encryption algorithm proposed in this article, and show the
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FIGURE 1. Bifurcation diagram of Logistic map and two-dimensional
Lorenz map.

TABLE 1. Key scheme 1.

Logistic mapping key 2D Lorenz mapping key
08 Xo 48 X0 X1,0 X2,0 a h
39985 0.02 39995 03 011 0.12 095 1

encryption and decryption process in detail by setting the key
by way of example. Set key scheme 1 as shown in Table 1.
The steps to encrypt the image using this encryption and
decryption algorithm are as follows:
Step 1: Read the original image and convert the color image
Pcolor into a grayscale image PGray. PGray can be expressed as:

Piij1 Pijp Pi1 jn

Ppjy  Popp P jn
PColor — ) 5] 5]

Pimjt  Pimj2 Pimjn

Step 2: Convert the pixel value of PG,y from decimal to
binary representation, that is, PGrayBin.

Step 3: Use Logistic to generate two sets of chaotic
sequences Xy and Xy, Xg = {Xu1, Xu2, X3, - - -» XHm }»
Xv = {Xv1, Xv2, Xv3, ..., Xvsn}.

Step 4: Use two sets of chaotic sequences Xy and Xy
to scramble the rows and columns of PgGrygin to obtain
PEniBin, and the corresponding decimal image is represented
as Pgnipec-

Phlyvl Ph1y2 Phl,v8n

P | Pr2y1 Ph2v2 Ph2,v8n
EnlBin =

Phm,v1 Pim 2 Phm,v8n
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PHLV1  PH1,V2 PH1,Vn

p _ | pE2,VI  PH2,V2 PH2,Vn
EnlDec =

PHm,V1  PHm,V2 PHm,Vn

where Pg;y; = bin2dec(Ppijx8—7Phi jx8—6Phijx8—5
Phi jx8—4Phi jx8—3Pni jx8—2Phi jx8—1Phi jx8)-

Step 5: Convert Pgpiin from two-dimensional to one-
dimensional sequence PgniBiniD, PEniBinip = {pl. p2, p3,
...... , pmn, }.

Step 6: Use equation 2 to generate two-dimensional

chaotic sequences X; and Xp, X; = {Xi1, X2,
D ST s Ximn ), Xo=1{X2,1,X22,X23,...... , X2,mn}-

Step 7: Process X and X, using equation 3:
X; = floor(mod(X; x 10'%), 256) 3)

wherei=1, 2.

Step 8: Convert X; and X, after step 7 into binary repre-
sentation. Get the binary sequence: B; and B;.

Step 9: Bitwise XOR the Pgy1pin and By to obtain E; =
bitxor (Pgn1Bin, B1).

Step 10: Bitwise XOR the E; and B; to get E; = bitxor
(E1, Bo).

Step 11: Convert binary E2 into decimal and convert it into
two-dimensional E. E is the encrypted image.Step 2: gener-
ating two sets of chaotic sequences using two-dimensional
Lorenz, and performing serial XOR with the result of step
one;

Enji  Eap Ei1 jn
| Eojn  Enp En jn

E =
Eimj1  Eimj2 Eim,jn

Taking the Lena (256 x 256) image as an example, the key
scheme 1 is used as the encryption key. The encryption step
diagram is shown in Figure 2.

The steps to decrypt an image using this encryption and
decryption algorithm are as follows:

Step 1: Obtain the ciphertext image E, and convert E into
a one-dimensional sequence Edec1D.

Step 2: Convert Egecip into binary one-dimensional
sequence Epinip.

Step 3: Use equation 2 to generate two-dimensional
chaotic sequences X; and Xp, X; = {X11, Xi2,
X13yeeunn. , Ximn ), Xo=1{X2,1,X2,2,X2,3, . ..... , X2, mn }-

Step 4: Process X1 and X using equation 3.

Step 5: Convert X; and X after step 4 into binary repre-
sentation. Get the binary sequence: B1 and B2.

Step 6: Bitwise XOR the Epjpip and B to obtain C; =
bitxor (Epin1p, B1).

Step 7: Bitwise XOR the C; and B; to get C; = bitxor
(Cy1, By).

Step 8: Convert one-dimensional sequence C; to two-
dimensional sequence Caop,

Step 9: Use Logistic to generate two sets of chaotic
sequences Xy and Xy, Xg = {Xu1, Xu2, Xu3, ---» Xdm}»
Xv = {Xvi1, Xv2, Xv3, ..., Xvsn}.
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FIGURE 2. Encryption step diagram (Lena 256 x 256, Keys: scheme 1).
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FIGURE 3. Decryption step diagram (Lena 256 x 256, Keys: scheme 1).

Step 10: Use Xy and Xy to reversely scramble the rows
and columns of Cyyp to obtain Coeop.

Step 11: Convert the binary pixel value Cacop into a deci-
mal pixel value C, where C is the decrypted image.

Taking Lena (256 x 256) image as an example, the key
scheme 1 is used as the decryption key. The decryption steps
are shown in Figure 3.
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IV. EXPERIMENTAL ANALYSIS

In order to prove the applicability of the image encryption and
decryption algorithms proposed in this article, this chapter
will use the encryption algorithm proposed in this article to
encrypt and decrypt several classic images, including Lena
(128 x 128, 256 x 256, 512 x 512), Barbara (256 x 256),
airplane (512 x 512), boat (512 x 512), baboon (512 x 512),
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FIGURE 4. Encrypt and decrypt images( Keys: scheme 1). (a) is the
original image, (b) is the encrypted image, and (c) is the decrypted image.

moon surface (256 x 256), and resolution chart (256 x 256).
Use key scheme one as the encryption key and the decryption
key. The encryption and decryption effect diagram is shown
in Figure 4.

V. SECURITY ANALYSIS

In image encryption, a good encryption algorithm needs
the following characteristics: after encryption, the gray his-
togram of ciphertext image is more average; Good entropy
of information; Low correlation of ciphertext; Can resist
differential attack; High sensitivity to secret keys; The secret
key space is large enough; Anti-noise attack and so on. This
chapter will test the image encryption algorithm in this paper.
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FIGURE 5. Comparison of gray histogram between original image and
ciphertext image (Keys: scheme 1). (a) is the original image, (b) is the
gray histogram of the original image, (c) is the encrypted image, and (d) is
the gray histogram of the encrypted image.

A. STATISTICAL ANALYSIS

1) ANALYSIS OF THE HISTOGRAM

The gray level histogram reflects the relationship between
each gray level in the digital image and its frequency of occur-
rence. It can describe the overview of the image. Figure 5 is
a comparison of the gray level histograms of plain text and
cipher text of several classic images.

2) ENTROPY PROCESS OF INFORMATION

Entropy can describe the chaos of data in statistics. It can be
used to calculate the entropy of ciphertext images to measure
the pros and cons of image encryption algorithms. For the
source of symbol S, the process of entropy is represented by
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FIGURE 6. Correlation of plain text and cipher text in horizontal, vertical and diagonal components of Lena image (Keys:

scheme 1).

TABLE 2. Comparison of information entropy between plaintext and
ciphertext images (keys: scheme 1).

entropy
image Plaintext ~ Ciphertext
image image
Lena (128%128) 7.7872 7.9809
Lena (256%256) 7.7488 7.9894
Lena (512x512) 7.7545 7.9916
Barbara (256x256) 7.8046 7.9893
Airplabe (512x512) 6.7059 7.9916
Boat (512x512) 7.1901 7.9916
Baboon (512x512) 7.4273 7.9914
Moon surface (256x256) 6.6876 7.9886
Resolution chart (256x256) 3.0738 7.9895
H [39], and the equation is as follows:
N-1
H(S)=—)_ p(si)logyp(si) )
i=0

where p(s;) is the probability of sign s;. For images with the
same probability, when N = 256 = 28 and 8bit represents
the gray scale, the theoretical value of entropy H(S) is 8.
Information entropy shows the distribution of gray values.
Table 2 is a test of the information entropy of the plaintext
image and the ciphertext image of the image encryption
scheme proposed in this paper. Table 3 is a comparison of
several algorithms.

3) EXAMINATION OF CORRELATION

The correlation between adjacent pixels of the original image
is high. The encryption effect can be detected by calcu-
lating and comparing the correlation between the original
video image and the encrypted video image [40]. The cor-
relation between two adjacent pixels can be calculated by
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equation (5).
_ Conv(A, B)
PAB = /DA /D(B)

where: A and B are pixel values of two adjacent positions.

&)

Conv(A,B) = —1 EN [A; — E(A)][B; — E(B)]
onviAa, =N - i i
N
_ L 2
D(A) = N E [A; — E(A)]

i=1
1 N
E@) =+ XI:Ai

Taking Lena (256 x 256) image as an experimental object,
the correlation between the plaintext image and the cipher-
text image using the encryption algorithm in the horizontal,
vertical and diagonal directions was tested. Table 4 compares
the correlation between Lena (256 x 256) encryption using
the proposed encryption algorithm and other encryption algo-
rithms. Table 5 shows the plaintext and ciphertext correlation
test of several classic images. Figure 6 shows the correlation
between the horizontal, vertical, and diagonal directions of
the Lena image before and after encryption.

B. STATISTICAL ANALYSIS

High-security encryption algorithms should be highly sensi-
tive to keys, and small changes in the key or the original image
will produce completely different encrypted images [42].

1) DIFFERENTIAL ATTACK

In order to better understand the influence of the change of
a single pixel in a cryptographic image on a cryptographic
image, measurement methods such as NPCR (pixel number
change rate) and UACI (uniform average change intensity)
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TABLE 3. Comparison of information entropy of different encryption algorithms.

Image entropy
& proposed [6] [7] [36] [37] [41] [45] Logistic Lorenz
Lena (256 X256) 7.9894 7.9887 7.9994 - 7.9974 7.9969 7.9976 7.9823 7.9894
Airplabe (512X 512) 7.9916 - 7.9996  7.9020 - 7.9994 - 79678  7.9916
Moon surface (256 X256) 7.9886 - 7.9982 7.9023 - 7.9972 - 7.9829 7.9891
Resolution chart (256X 256) 7.9895 - 7.9980  7.9023 - 7.9972 - 50149 7.9897
TABLE 4. Correlation comparison of different encryption algorithms.
Plain image Cipher image
proposed [6] [7] [36] [37] [41] [45] Logistic Lorenz
Lena H 0.9381 0.0044 0.0216  0.0005 - -0.0230  0.0077  -0.0027  0.0186 -0.0022
(256%256) A% 0.9810 0.0015 0.2065  0.0017 - 0.0019  0.0168  -0.0111 0.0169 -0.0039
D 0.9770 0.0019 0.0463  0.0025 - -0.0034  0.0104 0.0014 0.0024 0.0061
are used [7]: TABLE 5. Correlation between plaintext and ciphertext images in the
horizontal, vertical and diagonal directions (keys: scheme 1).
> DG )
NPRC = —— x 100% 6) Plain Cipher
X Image . X
l |I (l ]) I (l ])l 1mage mage
1(1,7) — I2(1, ) 7. y
UACI = ——— |3 o 200 1 100%  (7) Lena U Do Tt
W x H i.j 255 (128%128) : '
D 0.9059 -0.0343
where Lena H 0.9381 0.0044
> (256%256) \ 0.9810 0.0015
D 0.9770 0.0019
.. 1, if (h(,)) #DLG,j)) H 09829  -7.4202¢-4
D@, j) = erwri ®) (5 ]I;ns"‘] y V0994 0.0019
0, otherwrise D 0.9942 -0.0.43
Barbara H 0.8121 -6.8985¢e-4
I; and I, represent the encrypted ciphertext image of the (256%256) v 08708 0.0023
original image and the original image that arbitrarily changes g ggé% g 8021813
the pixel value of a pixel point through encryption algorithm. Airplabe V09639 0.0032
. : . (512%512) ‘ :
W and H represent the width and height of the image respec- D 0.9557 0.0169
tively. Generally speaking, the NPCR value of chaotic image H 09443 0.0025
. . Boat (512x512) V 0.9428 7.9976e-4
encryption algorithm needs to be greater than 90% and UACI D 09810 0.0326
value greater than 33% to ensure the security of the algorithm. Baboon H 09328 8.5747e-4
Table 6 shows UACI and NPRC for encryption algorithm s12x512) v 09221 5.7689¢-5
lidation D 0.9322 -0.0069
validation. Moon surface  H 0:9500 -0.0063
\ 0.9336 -0.0019
(256x236)  p 9217 0.0682
2) KEY SENSITIVITY TEST Resolut H o 09670 _0.0087
. . . . . €solution . -0.
A highly secure encryption algorithm should be highly sensi- chart V08894 0.0024
tive to the key. When the decryption key is slightly different (256x256) D  0.8817 0.0711

from the encryption key, the encryption and decryption algo-
rithm cannot correctly decrypt the image, and it cannot obtain
any original image in the wrong decrypted image. Relevant
effective information.

In order to test the key sensitivity of the image encryp-
tion algorithm, the encryption key is set to key scheme 1,
the decryption key is set to key scheme 2, and the key of
scheme 2 is shown in Table 7. That is, only the value of
the key h in the keys of the two-dimensional chaotic sys-
tem is changed, and the size is changed to 0.000000001,
and the remaining keys are not changed. Figure 7 shows
the results of three images encryption and error encryption
using this test scheme, and the correlation between the incor-
rectly encrypted image and the original image is calculated.
Table 8 shows the correlation.

13798

C. THE ANALYSIS OF OUR KEY SPACE

A high-security encryption algorithm should have a large
enough key space to resist exhaustive attacks. A high-security
encryption algorithm should have a key space greater than
2100 143]. The two sets of chaotic sequences used for bit-level
row and column scrambling in this algorithm are generated by
the Logistic model, and the key includes two sets of xo and
ro. In addition, the two-dimensional chaotic model has four
initial values X1 o, X2,0, a, h. Therefore, the key in the image
encryption algorithm proposed in this paper consists of 8
values. Therefore, the size of the key space of the algorithm
is 10112, far exceeding 2!, Table 9 shows that the key
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TABLE 6. Comparison of the Number of Pixels Change Rate (NPCR) and
Unifified Average Changing Intensity (UACI) of the lena (256 x 256),
barbara (256 x 256), and resolution chart (256 x 256) images with size
256 x 256 using our proposed algorithm and other algorithms.

Cipher algorithm NPRC UACI
lena 256%256 99.66% 33.42%
barbara 256x256 99.67% 33.43%
resolution chart (256x256 99.63% 33.42%
[7] 99.60% 33.43%
[36] 99.60% 33.46%
[37] 99.62% 33.51%
[41] 99.59% 30.63%

[45] - -

Logistic 99.61% 33.40%
Lorenz 99.58% 33.42%

a3 b3 c3

FIGURE 7. Key sensitivity test (Encryption key: scheme 1, decryption key:
scheme 2). (a) is the original image, (b) is the encrypted image, and (c) is
the wrongly decrypted image.

TABLE 7. Key scheme 2.

Logistic mapping key 2D Lorenz mapping key
u Xo u Xo X1,0 X2,0 a h
39985 0.02 39995 03 0.11 0.12 0.95 0.9999999999

TABLE 8. Correlation between the original image and the incorrectly
decrypted image.

Moon surface
0.0044

barbara
0.0029

image lena
The correlation -0.0062

space of our proposed algorithm is larger than the key space
in [6], [36], [37]. Therefore, the key space of our algorithm is
large enough to resist exhaustive attacks.
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a5

FIGURE 8. (a1) is the original ciphertext image, (a2) ~(a5) is the
ciphertext image under different noise attacks, (b) is the grayscale
histogram of ciphertext, (c1) is the decryption image of ciphertext image
without noise attacks, (c2) ~(c5) is the decryption image of ciphertext
image under different noise attacks. (d) is the gray histogram of the
decrypted image.

D. NOISE ATTACKS

This section will detect two classical noise algorithms for
image encryption and decryption proposed in this paper.
Gaussian noise and pepper and salt noise are used to attack the
encrypted ciphertext images respectively. These noises are:
Gaussian noise with variance of 0.01 and 0.1, and pepper
and salt noise with density of 0.05 and 0.1, respectively.
Their mean square error (MSE) and peak signal to noise
ratio (PSRN) were measured by equation 9 and equation 10.

M N
1 2
MSE = TN Z Z Xij — Yy) 9)
i=1 j=1
12
PSRN = 10 x 1 S 10
x logo( MSE) (10

where X represents the image after decryption of the cipher-
text after being attacked by noise, and Y represents the image
after decryption of the ciphertext without being attacked by
noise. M and N represent the number of pixels in the rows
and columns of the image, respectively. I represents the pixel
value with the highest probability of occurrence in the image.
Table 10 shows the comparison of the mean square error
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TABLE 9. Encryption algorithm secret key space comparison.

algorithm  Proposed [6] [7] [36] [37] [41] [45] Logistic Lorenz
Key Space 10" 10 10 2%°=1.16x107  279=1.65x10” 10 2%%=2.136x10" 10% 10%
TABLE 10. Noise attack contrast.
noise Proposed [7] [44] Logistic Lorenz
Gaussian noise with MSE 105.0683 23214  4410.1 103.5671  82.8773
variance = 0.01 and mean = 0 PSRN 23.8677 14.5 11.7 23.302 24.8980
Gaussian noise with MSE 106.0403 5201.2 56314  87.6134  92.1036
variance = 0.1 and mean = 0 PSRN 23.8277 11.0 10.6 24.6567  24.4396
Salt and pepper noise MSE 12.2870 437.9 869.9 12.4648 5.5721
With density 0.05 PSRN 33.1880 21.7 18.7 33.1255  36.6222
Salt and pepper noise MSE 24.2675 893.1 1829.6 24.4329 11.4071
With density 0.1 PSRN 30.2321 18.6 15.5 30.2077  33.5106
TABLE 11. Contrast analysis of plaintext and ciphertext ( Keys: scheme 1). x—1,y)
...... x4+ 1,
image — contrast. - (x. ) = Ex y— T; 12)
Plain image Cipher image ’
Lena (256%256) 0.3563 10.6320 x,y+1)
Barbara (256x256) 0.9617 10.6184 M—1 ~N—1
Baboon (512x512) 0.6249 10.6279 - D=2 2y G, Y)
I(x,y) = (13)

and peak signal-to-noise ratio of this algorithm with other
encryption algorithms. Figure 8 shows the decryption effect
of the Lena graph after being subjected to different types of
noise attacks.

Figure 8 shows the decryption effect of Lena diagram
under different types of noise attacks.

E. CONTRAST ANALYSIS

The gray level co-occurrence matrix is generated from the
gray level image, and the gray level co-occurrence matrix
is detected by equation 11 to observe the contrast of the
encrypted image.

C =Y li—jl*pG.j (11)
i,j
where P(i,j) represents the number of grayscale worth in the
grayscale co-occurrence matrix.

Table 11 is a comparative analysis of the encryption of sev-
eral classic images using the encryption algorithm proposed
in this paper. Table 12 is a comparative analysis of Lena image
encryption using the encryption algorithm proposed in this
article and other encryption algorithms.

F. GRAY VALUE DEGREE ANALYSIS

Gray image can be analyzed by comparing the pixel differ-
ence between a pixel point in the image and its four surround-
ing pixels. Gray-scale analysis of the image is carried out by
calculating equation 12, equation 13 and equation 14 [7].

Y|y 1G9
_ . ,

G(x,y)
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M —2)x (N —2)
Py — e,
ovp = LY 1)) (14)

I(x,y)+1(x,)
where, T represents the average of four adjacent pixel points,
and I represents the average of the encrypted image. Table
13 shows the gray-level values detected by the encryption
algorithm proposed in this paper for several classic images,
and table 14 shows the image gray-level values of different
encryption algorithms.

G. COMPUTATIONAL COMLIEXITY ANALYSIS

Use MATLAB software to analyze the computational com-
plexity of the algorithm, select three pixel lena plots (128 x
128, 256 x 256, 512 x 512), and use a computer (Intel (R)
Core (TM) 15-5200U processor 2.2 GHz) was used to test the
algorithm encryption time using MATLAB R2016a. The test
results are shown in Table 15.

H. TEST FOR RSSISTANCE TO SHEAR ATTACKS

In order to achieve effective protection of digital image infor-
mation, anti-shearing attacks can test the effect of image data
transmission on channels with poor quality. In order to resist
malicious cutting or graffiti attacks, experimental detection
proves that the encryption scheme is anti-shearing. Offensive
ability. Figure 9 shows the detection of anti-shear attack.

I. TEST FOR RSSISTANCE TO SHEAR ATTACKS

The reset value of the ciphertext image encrypted by the
encryption algorithm with higher security should be evenly
distributed. Local Shannon entropy (LSE) can be used to
test the degree of uniform distribution of median values in
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baboon image that has been crop
S " : -2

FIGURE 9. Shear attack detection.

ciphertext images. For a ciphertext image /, randomly select

k pixels of non-overlapping pixel blocks with a number of 7p,
and the local entropy calculation formula is:

k
. H(S;
Her, (=) % (15)

i=1

VOLUME 8, 2020

where, the calculation method of H(S;) is formula (4).
Table 16 shows the test results of local Shannon entropy.

VI. APPLIICATION IN YHE FIELD OF COLOR ENCRYPTION
The image encryption scheme designed in this paper can
be used to encrypt grayscale images, as well as color
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‘ Plaintext color image‘

v

v

‘R component“G component“B component‘

v

v

‘ Ciphertext color image

v v v
R component | R component | R component
ciphertext || ciphertext | ciphertext

‘ This article encryption scheme

v v v

‘ ‘ Decryption algorithm ‘

|

|

|

v v v

R component
ciphertext

G component
ciphertext

B component
ciphertext

R component | | G component | | B component

A

‘ Ciphertext color image ‘

Color image encryption flowchart

¥

Plaintext image

Color image decryption flowchart

FIGURE 10. Color image encryption and encryption flowchart.

Plaintext image(lena

Plaintext image(Walnut)

ciphertext |mage(WaIut)

ciphertext image(lena

decrypted image(Walnut)

FIGURE 11. Effect of color image encryption and decryption.

images. The color image encryption step is: separating the

combining the ciphertext image into a color ciphertext image.

R component, G component and B component of the color The decryption algorithm is the inverse process of the encryp-

image, encrypting the three components separately using
the proposed scheme for gray image encryption, and finally

13802

tion algorithm. The encryption and decryption process is
shown in Figure 10.
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FIGURE 12. Histograms of R, G, and B components of color plaintext and ciphertext images.

TABLE 12. Contrast analysis of the plain (Lena (256 x 256)) and cipher image using the proposed algorithm ( Keys: scheme 1) and someone else’s

algorithm.

contrast
image Plain Cipher image
image Our algorithm [7] [36] [41] Logistic Lorenz
Lena 0.3563 10.6320 10.6201 10.5034 10.4767 10.2665 10.5675
TABLE 13. Gray value degree for different test images. TABLE 16. Local shannon entropy test.

image GVD value image LSE
Lena 0.9684 Lena 7.902812
Barbara 0.9791 Barbara 7.904017
Moon surface 0.9631 Moon surface 7.902392
airplane 0.9478 airplane 7.901678
baboon 0.9843 baboon 7.901945
boat 0.9612 boat 7.902412

TABLE 14. GVD analysis of the proposed algorithm with other algorithms.

. GVD
M3 TOur Algorithm ___[7] [45] [46]  Logistic Lorenz
Lena 0.9684 0.9653  0.9540  0.9624 0.9615 0.9614
TABLE 15. Computational complexity analysis (ms).

Bit-Scramble  Diffusion Total [6]
Lena(128x128) 32.982 11.261 44.243 -
Lena(256x256) 68.884 44.119 113.003 186.933
Lena(512x512) 294.693 165.782  460.475 1110.333

Select several color images to verify the encryption and
decryption effect. The encryption and decryption effect is
shown in Figure 11. Select lena (256 x 256) to test the

VOLUME 8, 2020

grayscale histograms of the R, G, and B components of the
plaintext and ciphertext images, as shown in Figure 12.

VIl. CONCLUSION

In this paper, an image encryption algorithm is proposed. The
classical chaotic model is used in the encryption algorithm
to generate two sets of chaotic sequences to encrypt the
image. The two-dimensional Lorenz chaotic model is used
to generate chaotic sequences to encrypt and encrypt the
image. Through the security analysis in Chapter 5, it can be
concluded that the image encryption algorithm proposed in
this paper is sensitive to the secret key and has a large secret
key space. It can resist exhaustive attacks to a high degree
and can resist noise interference. The algorithm has strong
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security and robustness and is suitable for image encryption
with high security level.
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