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ABSTRACT Broadcast multisignature allows multiple signers to sign the same message, which can be used
in many areas, such as electronic contract signing, educational administration management system and grade
management system. At present, the security of most broadcast multisignature schemes mainly depends
on the intractability of large integer factoring (LIF) or discrete logarithm (DL) problem. Thus, broadcast
multisignature schemes will suffer from the potential threat of the quantum computing attacks. Hence, it is
an important problem how to solve the quantum computing attacks in traditional broadcast multisignature.
In this paper, we construct the first certificateless broadcast multisignature scheme based on multivariate
public key cryptosystem (MPKC-CLBMSS), whose security is based on the hardness of the isomorphism of
polynomials (IP) problem. MPKC-CLBMSS not only solves the problem of quantum computing attacks, but
also avoids the key escrow issue in IB-PKC alongwith the certificatemanagement problem in traditional PKI.
In MPKC-CLBMSS, the signature length is as same as that of the partial signature, regardless of the number
of signers; the verification time of signature is as same as for a partial signature. MPKC-CLBMSS has
higher computational efficiency than the existing broadcast multisignature scheme. Moreover, the security
proof shows that MPKC-CLBMSS satisfies the unforgeability in the random oracle model.

INDEX TERMS Multivariate public key cryptosystem, certificateless public key technique, broadcast
multisignature, post-quantum cryptography.

I. INTRODUCTION
Identity-based public key cryptosystem (IB-PKC) [1] can
solve the certificate management problem in the traditional
public key infrastructure (PKI) [2]. In IB-PKC, the public key
of user is identity information such as telephone number and
e-mail address. The user’s private key is generated by a pri-
vate key generator (PKG). It is obvious that the public key of
user no longer requires authentication. However, a malicious
PKG can disguise as any lawful user because the private key
of every user in the system is known to the PKG. Hence,
IB-PKC causes the private key escrow problem. In 2003,
Al-Riyami and Paterson [3] presented certificateless public
key cryptography (CL-PKC), where the user’s full private key
includes the partial private key of user generated by a key
generation center (KGC) and a secret value chosen by this
user, this shows that the KGC does not know the user’s secret
value. Because the certificate use in PKI and the key escrow
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problem in IB-PKC are removed in CL-PKC, the applications
of CL-PKC are becoming more widespread. Certificateless
multisignature is one of the important applications.

Multisignature is a group-oriented signature that allows
multiple users to sign the same message. Multisignature is
classified into the sequential multisignature and broadcast
multisignature. Sequential multisignature requires the user to
sign in a specific sequence, while broadcast multisignature
does not require the order. Itakura [4] proposed the concept
of multisignature andMicail et al. [5] gave the security model
of multisignature. Liang et al. [6] introduced the idea of mul-
tisignature into CL-PKC, and constructed a concrete certifi-
cateless multisignature scheme from bilinear pairings. Since
later, certificateless multisignature schemes [7]–[9] have
been widely studied by scholars. In 2009, Zhang et al. [10]
designed a certificateless multisignature scheme based on the
computational Diffie-Hellman (CDH) problem, but its com-
pactness was not satisfied and the signature length increased
with the number of users. In 2012, Islam and Biswas [11]
devised a compact certificateless multisignature scheme with
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strong designated verifier using bilinear pairings, but this
scheme did not provide the security proof in the random
oracle model and had the disadvantage of low computa-
tional efficiency. In 2014, Islam and Biswas [12] presented a
certificateless short sequential and broadcast multisignature
scheme based on bilinear pairings and proved its security in
the random oracle model. In 2017, Islam et al. [13] devised
a certificateless multisignature scheme with low complexity
using elliptic curve.

As far as we know, most of certificateless broadcast
multisignature schemes are based on the traditional pub-
lic key cryptosystem, whose security mainly depends on
the intractability of large integer factoring (LIF) or dis-
crete logarithm (DL) problem. With the emergence of
Shor algorithm [14], the security of certificateless broad-
cast multisignature schemes under the hardness assumption
of algebraic number theory will suffer from the threat of
quantum computing attacks. Therefore, it is very impor-
tant to construct new anti-quantum certificateless broad-
cast multisignature scheme. As one of the major candidates
of post-quantum cryptography, the security of multivari-
ate public key cryptosystem (MPKC) mainly depends on
the intractability of multivariate quadratic (MQ) and the
isomorphism of polynomials (IP) problems. MPKC has
high computational efficiency and can realize strong secure
communication on low-end devices. Signature and encryp-
tion schemes based on MPKC are widely studied [15]–[18].
At present, there is no certificateless broadcast multisignature
scheme based on MPKC.

A. CONTRIBUTIONS
In this paper, we construct a new certificateless broadcast
multisignature scheme based on MPKC (MPKC-CLBMSS),
which solves the certificate management problem in PKI and
the key escrow problem in IB-PKC. In MPKC-CLBMSS,
the signature length is as same as the length of the partial
signature generated by every signer, and its verification time
is fixed to the time demanded to verify a partial signature.
Our MPKC-CLBMSS is proved to be unforgeable in the
random oracle model. By performance comparison analy-
sis, we find that MPKC-CLBMSS not only has the advan-
tage of resisting quantum computing attacks, but also has
higher computational efficiency than traditional broadcast
multisignature schemes.

B. PAPER ORGANIZATION
The structure of this paper is organized as follows: the sec-
ond section introduces the definitions of MPKC, multivari-
ate signature scheme (MSS), MPKC-CLBMSS along with
the formal security models of MPKC-CLBMSS. The third
section introduces a concrete instance of MPKC-CLBMSS,
and proves its correctness. The fourth section proves the secu-
rity of MPKC-CLBMSS. In the fifth section, the efficiency
and security of MPKC-CLBMSS are compared with those
of the previous broadcast multisignature schemes. The sixth
section is a summary of the whole paper.

TABLE 1. Notations and their meaning.

II. PRELIMINARIES
In this section, the meaning of notations for this paper are
defined in Table 1. Hereafter, we briefly describe some pre-
liminaries required in this paper.

A. NOTATIONS
Themeaning of notations for this paper are defined in Table 1.

B. MPKC
MPKC has large advantage of performance in anti-quantum
algorithm attacks and one of the research hotpots.

Let K denote a finite field, r denote the number of equa-
tions, and n denote the number of variables. Let P denote the
equations of n elements r polynomials, i.e.,

P = (p1(x1, x2, · · ·, xn), · · ·, pr (x1, x2, · · ·, xn)) (1)

where pi(i = 1, 2, · · ·, r) are defined as follows:

pi(x1, x2, · · ·, xn) :=
∑

1≤j≤k≤n

γijkxjxk +
n∑
j=1

βijxj + αi (2)

where the coefficients α, β, γ ∈ K and the variables x ∈ K .
Definition 1(MQ Problem): Given n elements r multivari-

ate equations over finite field K :

p1(x1, x2, · · ·, xn) = p2(x1, x2, · · ·, xn)

= · · · = pr (x1, x2, · · ·, xn) = 0 (3)

where the coefficients and variables of pi are taken from the
finite field K . The problem of solving the equations is called
the multivariate quadratic (MQ) problem.
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As shown in [19], the MQ problem is a difficult problem
of nondeterministic polynomials (NP), even on the smallest
finite field K2.
Definition 2 (IP Problem): Let P and Q be multivariate

equations of n variables r polynomials, where P and Q are
randomly selected over the finite field K , moreover, P and Q
are isomorphic. There exists P = T ◦Q◦S, where T and S are
two invertible affine maps. The problem of finding the (T , S)
isomorphism from Q to P is called the IP problem.

The IP problem is proven to be NP hard [20].

C. DEFINITION OF MSS
A generic multivariate signature scheme (MSS) is defined as
follows:
KEYGEN: Let K denote a finite field, Q denote an invert-

ible map K n
→ K r , T denote an invertible affine map

over K r and S denote an invertible affine map over K n.
The private key includes a central mapping Q together with
two affine transformations T and S. The public key satisfies
P = T ◦ Q ◦ S.
SIGN: Let m ∈ K r denote a message (or message digest)

to be signed. The signer orderly computes y = T−1(m) ∈ K r ,
x = Q−1(y) ∈ K n, σ = S−1(x) ∈ K n. Finally, the signature
σ of message m is sent to the verifier.
VERIFY: After receiving σ , the verifier computes m′ =

T ◦ Q ◦ S(σ ). If m′ = m holds, the verifier accepts σ and
rejects it otherwise.

D. DEFINITION OF MPKC-CLBMSS
In a MPKC-CLBMSS, multiple signers are able to sign
the same message. A MPKC-CLBMSS mainly includes the
KGC, t signers Ni(i = 1, 2, · · · , t), collector C and verifier V,
where the primary responsibility of the collector C is verifies
the validity of the partial signature σi generated by signer Ni,
and generates the signature σ if the partial signature σi is
valid. Usually, aMPKC-CLBMSS consists of five algorithms
as follows.
SETUP: The KGC selects a security parameter k as input,

and outputs a set of system parameters params.
EXTRACT: The KGC generates the system master key s.

Then KGC takes params and s as input, and outputs the
system partial public/private key ppk/psk.
KEYGEN: The signer Ni takes params, ppk/psk and IDi as

input, and outputs the public/ private key pki/ski.
SIGN: The signer Ni takes params, IDi, ski and a message

m as input, and outputs the corresponding partial signature σi.
The collector C takes params, m, IDi, pki and σi as input, and
outputs the signature σ if the partial signature σi is valid.
VERIFY: The verifier V takes params, m, σ , IDi and pki

as input, and accepts or rejects σ by checking whether the
verification condition is true.

E. SECURITY MODELS OF MPKC-CLBMSS
Generally, there are two types of attacks inMPKC-CLBMSS.
(1) Type I attack: the adversary A1 does not know the sys-
tem master key s, but A1 can substitute the public key of

any signer. (2) Type II attack: the adversary A2 knows the
system master key s, but A2 cannot substitute the signer’s
public key.

Through the game between the adversary A1(A2) and chal-
lenger B, we define the security models of MPKC-CLBMSS.
In the following, we define an unforgeability attack game.
Setup: B runs the setup algorithm to generate a set of

system parameters params, and runs the extraction algorithm
to generate the system master key s. Then B sends params
to A1, and sends params and s to A2.
Attack: In the game, the above two types of adversaries can

conduct a series of queries:
H queries: When A1(A2) queries for hash function,

B returns the corresponding hash function value to A1(A2).
Public key queries: When A1 (A2) queries for the public

key of signer’s IDi, B runs the key extraction algorithm to
obtain pki, and outputs pki to A1 (A2).
Public key replacement: A1 can replace the public key of

any signer with any value in a specific range.
Private key queries: When A1(A2) queries for the private

key of signer’s IDi, B obtains ski by running the key extraction
algorithm, and outputs ski to A1 (A2). If the corresponding
public key of signer is substituted, A1 (A2) cannot perform
this queries.
Signature queries: When A1 (A2) submits a signature

queries for the signer’s IDi and message m, B obtains σ by
a call to the signature algorithm and outputs the signature σ
to A1 (A2).
Forgery: A1 (A2) outputs a forged signature σ ∗. If σ ∗ is

valid, A1 (A2) succeeds; otherwise, it fails.
Definition 3 (Unforgeability): AMPKC-CLBMSS has the

existential unforgeability against adaptive chosen-message
attacks (EUF-CMA) if no polynomial bounded adversary A1
wins the EUF-CMA game with a non-negligible advantage.
Definition 4 (Unforgeability): If no polynomial bounded

adversaryA2 wins the EUF-CMAgamewith a non-negligible
advantage, a MPKC-CLBMSS has the EUF-CMA
security.

III. CONCRETE INSTANCE of MPKC-CLBMSS
In this section, we construct a concrete instance of MPKC-
CLBMSS by referring to the thoughts of certificateless
signcryption algorithms from MPKC [15]. The processes
of signature and verification are shown in Figure 1.
MPKC-CLBMSS can resist quantum computing attacks and
solve the key escrow issue together with certificate manage-
ment problem. MPKC-CLBMSS comprises of several poly-
nomial time algorithms as follows:

A. SETUP
This algorithm is run by the KGC as follows.

(1) take a security parameter k as input and generate a finite
field K = GF(q) of order q with q = pl , where p is a
prime;
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FIGURE 1. The processes of signature and verification.

(2) choose two positive integers r and n, where r is the
number of multivariate equations and n is the number of
variables;

(3) H : {0,1}∗ × K n.→ K n is cryptography hash function;
(4) publish a set of system parameters params= (K , p, q, l,

r , n, H ).

B. EXTRACT
This algorithm is run by the KGC as follows.

(1) choose a multivariate encryption system with the core
transformation Q that is invertible and quadric from K n

to K n;
(2) choose two invertible affine maps T :K n

→ K n and
S:K n

→ K n to compute Q′ = T ◦ Q ◦ S, where Q’ is
the system public key and s = {T ,Q, S} is the system
master key;

(3) randomly choose two invertible affine maps T0:K n
→

K n and S0:K n
→ K n, then compute Q′0 = T0 ◦ Q′ ◦ S0.

The partial public key is Q0’ and the partial private key
is {T0 ◦ T ,Q, S ◦ S0};

(4) publish the system public keyQ′ = T ◦Q◦S, and deliver
the partial private key to the lawful signers via the private
channel.

C. KEYGEN
Every signer Ni randomly chooses two affine maps
Ti:K n

→ K n and Si:K n
→ K n, and computes pki = Ti ◦

Q′0 ◦ Si. The public key is pki and the private key is ski =
{T−1 ◦ T−10 ◦ T

−1
i ,Q−1, S−1i ◦ S

−1
0 ◦ S

−1
}.

D. SIGN
Every signer Ni carries out the following steps.

(1) choose a random number ri ∈ K n and compute
vi = Q′(ri);

(2) broadcast vi to the other signers Nj(j = 1, 2, · · · , t;
j 6= i);

(3) compute v =
∑t

i=1 vi;
(4) compute h = H (m||v);
(5) compute σi = S−1i ◦S

−1
0 ◦S

−1(Q−1(T−1◦T−10 ◦T
−1
i (h)));

(6) output the partial signature (m, vi, σi) to the collector C.

Then collector C carries out as follows.

(1) compute v =
∑t

i=1 vi;
(2) compute h′i = Ti ◦ Q′0 ◦ Si(σi) and h = H (m||v), then

verify the individual signature (m, vi, σi) by determining
whether the equality h′i = h holds. C computes the
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signature σ =
∏t

i=1 σi if h
′
i = h holds and rejects

(m, vi, σi) otherwise;
(3) send the signature (m, v, .σ ) on the message m to the

verifier V.

E. VERIFY
This algorithm is run by the verifier V.
1) compute pk =

∏t
i=1 pki;

2) compute h = H (m||v);
3) compute h" = pk(σ ) and verify whether the equality

h" = h holds. If so, the verifier accept (m, v, .σ ) and
rejects it otherwise.

F. CORRECTNESS ANALYSIS
The correctness of signature (m, v, σ ) can be ensured in
MPKC-CLBMSS.

Before we prove correctness, we will introduce the prop-
erties that we will use.
Property 1: Let K be a finite field, K n be a linear space

in the finite field, L1(x),L2(x), · · ·,Lz(x) be z linearized
polynomials on K n, then the following eqality is true.

L1(x)× L2(x)× · · · × Lz(x) = L1(L2 · · · (Lz(x))) (4)

In addition, the equality (4) satisfies the commutative and
associative property of multiplication, and the distributive
property of ordinary addition [21], [22].

We can easily verify the following equality is true by
using property 1. That is the proposed scheme satisfies the
correctness.

h′′ = pk(σ )

=

∏t

i=1
pki(

∏t

i=1
σi)

=

∏t

i=1
pki(

∏t

i=1
ski(h))

= (
∏t

i=1
pki
∏t

i=1
ski)h(UsingProperty1) = h (5)

IV. SECURITY ANALYSIS
Theorem 1: If an EUF-CMA adversary A1 could forge a legal
signature with non-negligible advantage ε (making at most
qsk private key queries and qs signature queries), there is an
algorithm B that can solve the IP problem with advantage ε’,
where

ε′ ≥
ε

t(t · qs + qsk )
1

1+ qs

(
1−

qsk )
2|Kn|

)(
1−

qs
2|Kn|−1

)
(6)

Proof: A1 can replace any signer’s public key, but does
not know the system master key s = {T ,Q, S}. For a random
instance (Ti◦Q′0◦Si,Q

′

0) of the IP problem, the goal of B is to
obtain (Ti, Si). B defines three lists LH , Lk and Ls, which are
employed to record the query-answer values for theH oracle,
public/private key oracle and signature oracle, respectively.
Each list is empty in the beginning.
(1) Setup
B runs the setup algorithm to produce a set of system

parameters params, and runs the extraction algorithm to

generate the system master key s = {T ,Q, S}. Then B sends
params to A1, and keeps s = {T ,Q, S} secretly.
(2) Attack
H queries: A1 queries for (m, v). If LH contains (m, v, h),

B outputs h to A1; otherwise, B randomly returns a random
number h ∈ K n to A1 and adds the record (m, v, h) into LH .
Public key queries: A1 queries for the public key of arbi-

trary identity IDi. B checks Lk at first, and it is necessary to
consider the following two cases in response to this queries:
(1) If Lk contains the corresponding record (IDi, pki), B out-

puts the public key pki to A1.
(2) If Lk does not contain the corresponding record (IDi, pki),

B randomly selectsTi, Si ∈ K n and computes pki by using
the equality (7). Then B adds the record (IDi, Ti, Si, pki)
into Lk and outputs pki to A1.

pki = Ti ◦ Q′0 ◦ Si (7)

Public key replacement: A1 randomly chooses pk′i ∈ K
n to

replace any signer’s public key pki. Then, C updates the list
Lk with (IDi, ∗, ∗, pk′i).
Private key queries:A1 queries a private key of the identity

IDi of arbitrary signer. B first checks Lk , and it is necessary to
consider the following three cases in response to this queries:
(1) If Lk contains the corresponding record (IDi, Ti, Si, ski),

B outputs the private key ski to A1.
(2) If Lk does not contain the corresponding record (IDi, Ti,

Si, ski) and the public key is not replaced, B executed
the public key queries to obtain the corresponding record
(IDi, Ti, Si,) and computes the private key ski by using
the equality (8). Then B adds the record (IDi, Ti, Si, ski)
into Lk and outputs ski to A1.

ski = {T−1 ◦ T
−1
0 ◦ T

−1
i ,Q−1, S−1i ◦ S

−1
0 ◦ S

−1
} (8)

(3) If Lk does not contain the corresponding record (IDi, Ti,
Si, ski) and the public key is replaced, B cannot answer
the private key ski of arbitrary identity IDi. B aborts the
game.

Signature queries: A1 queries a signature of the signer’s IDi.
B checks Ls at first and it is necessary to consider the follow-
ing three cases in response to this queries:
(1) If Ls contains the corresponding record (IDi, m, σi),

B outputs the partial signature σi to A1.
(2) If Ls does not contain the corresponding record (IDi, Ti,

Si, ski) and the public key is not replaced, B executed
the public key queries to obtain the corresponding record
(IDi, Ti, Si) and computes the private key ski and partial
signature σi by using the equalities (8) and (9) respec-
tively. Then B adds the record (IDi, Ti, Si, ski) into Lk and
adds the record (IDi, m, σi) into Ls. Finally, it outputs σi
to A1.

σi = S−1i ◦ S
−1
0 ◦ S

−1(Q−1(T−1 ◦ T−10 ◦ T
−1
i (h))) (9)

(3) If Ls does not contain the corresponding record (IDi, Ti,
Si,ski) and the public key is replaced, B cannot answer
the partial signature σi of IDi. B aborts the game.
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TABLE 2. Notations and their descriptions of various time complexities (in milliseconds).

TABLE 3. Comparison of performance.

(3) Forgery
After a sequence of the queries, A1 outputs a forged signature
σ ∗ on a message m∗.
From the queries above, if A1 wants to successfully forge

a signature, A1 must obtain the full private key ski = {T−1 ◦
T−10 ◦T

−1
i ,Q−1, S−1i ◦S

−1
0 ◦S

−1
} through the queries above.

Obtaining the full private key ski corresponding to the forged
signature as the resolution of IP problem.

Let us estimate the probability of the challenger B solving
the IP problem.
E1: the event that B does not abort the game. This proba-

bility is

Pr[E1] ≥
1

1+ qs

(
1−

qsk
2|Kn|

)
(10)

E2: the event that B rejects a valid partial signature. This
probability is

Pr[E2] ≤
qs

2|Kn|−1 (11)

E3: the event that B obtains the correct signature. This
probability is

Pr[E3] ≤
1

t (t · qs + qsk)
. (12)

In addition, Pr[E4] = ε represents the advantage that
adversary A1 can successful forge a signature.
Based on the above analysis, the advantage of B in solving

the IP problem is ε′ = Pr[E1 ∧ E2 ∧ E3 ∧ E4]. Because the
events are independent of each other, there is ε′ = Pr[E1] ·
Pr[E2] · Pr[E3] · Pr[E4], i.e.,

ε′ ≥
ε

t (t · qs + qsk) (1+ qs)

(
1−

qsk )
2|Kn|

)(
1−

qs
2|Kn|−1

)
(13)

Theorem 2: If an EUF-CMA adversary A2 could forge a
legal signature with non-negligible advantage ε (making at
most qsk private key queries and qs signature queries), there
is an algorithm B which can solve the IP problem with
advantage ε’, where

ε′ ≥
ε

t (t · qs + qsk) (1+ qs)

(
1−

qsk )
2|Kn|

)(
1−

qs
2|Kn|−1

)
(14)

Let A2 be the type II of adversary of MPKC-CLBMS,
which can obtain the system master key s = {T ,Q, S}
but cannot replace the signer’s public key. Referring to
Theorem 1, it is easy to prove Theorem 2, here we will not
repeat.

V. PERFORMANCE ANALYSIS
In this section, we analyze the efficiency ofMPKC-CLBMSS
and previous broadcast multisignature schemes in terms of
the signature length together with the computation and ver-
ification cost of signature. According to the actual calcula-
tion results in literatures [11]–[13], we give the notations
and descriptions of various time complexity in Table 2.
In Table 3, we describe the performance comparison between
MPKC-CLBMSS and previous broadcast multisignature
schemes [12], [13], [23], [24]. In Table 3, t denotes the
number of signers, {0,1}n denotes n bits, |Gq| denotes the
size of the element of cyclic group G of prime order q, |K n

|

denotes the size of the element of the n degree extension finite
of K , NO-KEI denotes that the scheme can avoid the key
escrow issue, NO-CMP denotes that the scheme can avoid the
certificate management problem and RQCA denotes that the
scheme can resist quantum computing attacks. According to
Table 2 and Table 3, the signature cost efficiency comparison
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FIGURE 2. Comparison of signature cost.

of MPKC-CLBMSS and previous broadcast multisignature
schemes is shown in Figure 2.

As shown in Table 3, we know that MPKC-CLBMSS
does not include the bilinear pairing operations and mod-
ular exponentiation. Obviously, MPKC-CLBMSS has the
advantages of small signature cost and low verification cost
compared with literatures [12], [13], [23] and [24]. In addi-
tion, the signature length of MPKC-CLBMSS is shorter.
In terms of security, MPKC-CLBMSS not only solves the
problem of quantum computing attacks, but also avoids
the key escrow issue in IB-PKC along with the certifi-
cate management problem in traditional PKI. As can be
seen from Figure 2, MPKC-CLBMSS has obvious merit in
signature cost.

VI. CONCLUSION
With the advent of quantum algorithms and the immi-
nent birth of quantum computers, post-quantum cryptog-
raphy is becoming more and more important research
spots. As one of the primary candidates for post-quantum
cryptography, MPKC is diffusely studied because of high
computational efficiency and high security. In this paper,
a new MPKC-CLBMSS is designed. Analysis shows
that MPKC-CLBMSS is unforgeable against A1 and A2.
InMPKC-CLBMSS, the signature length is as same as that of
the partial signature, regardless of the number of signers. The
verification time of signature is as same as for a partial signa-
ture. Also, MPKC-CLBMSS does not include bilinear pair-
ing operations and modular exponentiation compared with
other previous broadcast multisignature schemes, so it has the
advantages of small computational cost and high computa-
tional efficiency. Moreover, the proposed scheme is based on
the IP problem of MPKC, so it has the advantage of resisting
quantum computing attacks. MPKC-CLBMSS is especially
suitable for multiple user authorization to achieve specific
functions. For example, the score of a subject requires the

signature of multiple teachers to form the final score in the
grade management system.
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