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ABSTRACT Various safety assessment models for predicting the future state of systems based on online
monitoring data have been proposed. However, the complexity and interdependencies of mechatronics
systems make it improbable to predict and prevent all possible failures/faults. Thus, it is also vital to
assess the passive safety of mechatronics systems after a small or local fault occurs in order to make up
for the shortcomings of online safety assessment. Hence, this paper proposes a passive safety assessment
framework for a holistic system, according to the core chain of events related to component malfunction.
The main contributions of this paper include three aspects. First, a component risk coefficient is proposed
to more comprehensively reflect the risk degree of the component through analysis of a large number of
fault data. Second, the fault propagation mechanism is explored to decrease the subjective effect based on
the system topology and fault data. Third, a mapping function between system risk and system safety level
is constructed; this function can provide support for management and maintenance personnel. A practical
example of the bogie system for a high-speed train is examined to demonstrate the implementation and
effectiveness and illustrate a potential application of the proposed passive safety method for assessing
mechatronics system safety.

INDEX TERMS Vehicle safety, risk analysis, mechatronics, failure analysis, railway safety.

I. INTRODUCTION
Mechatronics systems [1], [2] include a combination of
mechanical systems, electrical systems, telecommunications,
a control system and computer science technologies. These
systems have been applied in a wide variety of areas in
modern society, such as the high-speed rail industry [3], [4],
nuclear industry [5], aerospace industry [6] and manufac-
turing industry [7]. Currently, with mechatronics systems
becoming increasingly complicated and demanding higher
safety and reliability, the safety assessment of such systems
is playing an increasingly important role in prognostics and
health management (PHM) [8], [36] to ensure the safety
of production. On the other hand, since mechatronics is a
multidisciplinary field of engineering, this scenario results,
to a large extent, in a trend of increasing difficulty in assessing
system safety to cope with mechatronics systems.
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According to different purposes, in current studies, safety
can be divided into active safety and passive safety (PS) (see
Fig. 1). Active safety (i.e., safety early warning) [9] includes
and analyzes the set of safety features obtained by means of
long-term monitoring and/or failure data to predict potential
accidents and injuries as well as trends. Passive safety [10]
refers to the system safety status and possible failure propa-
gation mechanism derived after a small fault or failure has
occurred to help minimize the accident loss and rationally
determine the maintaining policy. In nature, accident preven-
tion is the primary focus of the former, whereas the latter
focuses on reducing accident losses.

Recently, the assessment of active safety has become
increasingly popular with the development of PHM [8].
Various theories and models for evaluating active safety
of mechatronics systems have been developed. The clas-
sic approaches include Monte Carlo simulation [11], neural
networks [12], support vector machine (SVM) [13], belief
rule [14], and Dempster–Shafer evidence theory [15].
Although active safety assessment is a sensible method for
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FIGURE 1. The difference between active safety and passive safety.

preventing accidents and reducing the loss of property and
lives, it cannot effectively forecast or monitor all possible
failures or faults. Analysis of large-scale fault data also proves
this point of view. Hence, the evaluation of PS for mecha-
tronics systems still has important practical significance and
theoretical value for ensuring system safety. In particular,
when a small failure or a local fault has occurred, analyz-
ing the fault propagation mechanism and assessing system
safety are essential steps for deciding the follow-up operation
program and formulating the maintenance strategy. Thus,
PS estimation for mechatronics systems, i.e., system safety
assessment after a fault or local fault has occurred, is the main
focus of this paper.

Various methods for assessing PS aim to identify the fail-
ure or events and their combinations that can lead to severe
accidents based on functional relationships and assessing
the probability of occurrence of each combination and the
fault consequences. Due to a lack of operational data and
fault data, several methods, such as Hazard and Operabil-
ity Study (HAZOP) [16], Systems Theory Process Analysis
(STPA) [17], and belief rule base [14], which usually per-
form qualitative analysis and are applicable at the design
stage, mostly depend on expert experience. In addition, as we
increase the complexity of the systems under design, tradi-
tional bottom-up or top-down safety assessment techniques
in the running phase, such as failure mode and effect analysis
(FMEA) [18], fault tree analysis (FTA) [19], event tree anal-
ysis (ETA) [20], Bayesian analysis [21] and Petri net analy-
sis [22], become insufficient to ensure the system safety [17].
However, the positive is that these traditional approaches
focus on addressing safety based on a chain of events related
to component malfunction, which provides an effective intro-
duction for assessing system safety. Generally, when these
methods are applied to complex electromechanical systems,
there are three main shortcomings.

1) For mechatronics systems, the functional relationship
model, which reflects the relationships among failures, could
not integrally describe the relationship between the system
safety and system structure (see Fig. 2(a)). For example, fail-
ures are assumed to be independent events in FTA: the failure
condition of a given item does not affect the probability of
failure of any other block within the system modeled [23].

FIGURE 2. Three shortcomings of existing methods.

As another example, the state transition model of a Petri net
usually has excessive reliance on the analyst’s experience
during the process of modeling, which could result in the
model being too subjective [24]. Moreover, if the number of
components that constitute the mechatronics system is large,
the workload of the event trees for this system may also be
large [25], which may lead to increased error.

2) Historical fault data usually contain multiple attributes
of failure components, such as the fault description, failure
time, and failure consequences, but these attributes are not
yet fully explored and utilized in system safety assessment
(see Fig. 2(b)). For instance, the same failure mode of a com-
ponent may lead to different fault consequences. However,
this diversity of fault consequences for the components is
not reflected in the existing methods. In addition, several
properties of fault data, such as failure consequences and
fault descriptions, are often represented as words or sentences
in an artificial language [26]. Considering the differences
in knowledge and experience of different personnel, various
uncertainties are present in maintenance team members’ sub-
jective assessments of fault information, such as imprecision,
fuzziness and incompleteness. However, these influences are
not considered in the process of system safety assessment.

3) The result of the PS assessment method is the risk
probability of the system, while the mapping between the
system safety level and this risk probability is never explicitly
given (see Fig. 2(c)). For example, computing the probability
of accident occurrence based on the Bayesian network has
been proposed and used to evaluate system safety [27]. FTA
also proposes the basic event failure probability for assessing
system safety [28]. The occurrence probabilities of risk are
defined to estimate system risk according to the Markov
model [29]. However, because of differences in skills and
experience, different policymakers could formulate different
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operation strategies for the same risk probability, which may
make maintenance engineers miss the best time to repair.

In view of the special importance of PS assessment, a novel
framework for system safety assessment with respect to PS
based on system topology and failure data is proposed to
solve the three deficiencies of existing methods in this paper.
Failure data are collected by the maintenance department.
The system topology could be described as a network based
on network theory. For example, in accord with work by
Lin et al. [4], [33], [37], a network modeling method is
proposed based on the coupling relationships between com-
ponents (i.e., mechanical connections, electrical connections
and informational connections).

The remainder of this paper is organized as follows.
In Section 2, a novel safety assessment framework is pro-
posed, and the difficult points in this new framework are
described. Section 3 focuses on the system safety assessment
method for mechatronics systems in terms of PS. In Section 4,
a practical example for the bogie system of a high-speed train
is presented to illustrate the application of this research in
detail. The paper is concluded in Section 5.

II. NEW SAFETY ASSESSMENT FRAMEWORK AND
PROBLEM FORMULATION
A. FRAMEWORK OF THE NEW SAFETY ASSESSMENT
MODEL
The structure of the novel system safety assessment frame-
work with respect to PS is composed of four main parts,
as shown in Fig. 3. In Part I, the risk coefficient of the compo-
nents is proposed based on historical failure data. In Part II,
the fault propagation model is established in combination
with the system topology and the risk coefficient. In Part III,
based on the risk coefficient of the components, the sys-
tem risk indicator is obtained from the perspective of fault
propagation. In Part IV, a mapping function is introduced
to reflect the relationship between the system risk indicator
and the system safety level. The final comprehensive safety
assessment results are the system’s safety level. Themodeling
process of this framework coincides well with the change in
system safety, i.e., component failure leads to fault spreading
and ultimately causes system safety issues. In this paper,
the new framework is named the PS model for simplicity.

FIGURE 3. Structure of the new safety assessment model.

B. PROBLEM DESCRIPTION FOR SAFETY ASSESSMENT
BASED ON THE PS MODEL
Based on the structure of the newly proposed PS model,
as shown in Fig. 3, the following four problems must be
solved to evaluate the system safety of the mechatronics
systems in each part.
Problem 1: The core content for Part I is the construc-

tion of a risk coefficient measurement for the components
by integrating the properties of the components from fault
data. Although these properties abstracted from historical
failure data can reflect the risk degree of the components,
to some extent, some issues remain to be addressed when
the risk of the component is evaluated on the basis of these
data. First, some properties are too complex or too ill-
defined to be reasonably described by traditional quantitative
expressions [30]. For example, the severity of the failure
effect is usually described by a linguistic variable instead
of a crisp value. Second, multiple properties from different
sources in the fault data may conflict with each other. Third,
the uncertainty of failure data may stem from the lack of
complete knowledge of the process and the observation by
maintenance personnel or human errors by recorders. Thus,
Problem 1 focuses on establishing a risk coefficient measure-
ment of the component based on fault data, and the proposed
measurement can overcome the issues outlined before:

RCvi (t) = f1
(
Svi (t) ,Fvi (t) ,Pvi (t) , · · ·

)
(1)

where f1 (·) denotes a nonlinear function. RCvi (t) is the risk
coefficient of component vi at time t . Svi (t) describes the
severity of the failure consequences for component vi at
time t . Fvi (t) is the failure frequency of component vi at
time t . Pvi (t) represents the probability of failure for com-
ponent vi at time t .
Problem 2: The purpose of Part II is to discuss the pro-

cess of fault propagation in the mechatronics system when a
fault or local fault has occurred, which provides a basis for
assessing system safety. However, in view of the shortcom-
ings of the existing fault spreading models [31], we recognize
the two core elements that lead to failure propagation in the
holistic system. 1) System topology. Fault propagation must
be by way of certain media, and the topological structure of
the system could provide the necessary medium. 2) Com-
ponent risk. The risk degree of a component, which reflects
the failure degree of the component, influences the breadth
and depth of fault propagation. Therefore, Problem 2 focuses
on developing a fault propagation model at the system level
by using the risk coefficient of components and the holistic
system structure:

St (k) = f2
(
RCV (k) ,Gs,Vf (k − 1) , · · ·

)
(2)

where St (k) denotes the system status at the kth step of
fault propagation. f2 (·) denotes a nonlinear function. RCV =[
RCv1 · · · RCvN

]
is the vector of risk coefficients for the

components, whereN is the number of components in the sys-
tem. Gs is the topological network of the system. Vf (k − 1)
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represents the set of fault nodes at the k − 1th step of fault
propagation.
Problem 3:Quantifying system risk is a critical step to intu-

itively describe system safety. Thus, the main task of Part III
is to construct a novel index to reflect the risk degree of the
holistic system. Based on the definition of PS, if the con-
sequences of fault propagation achieve an acceptable level,
the system is regarded as safe; otherwise, the system is not
regarded as safe. Thus, the consequences of fault spreading
are crucial in system safety assessment. Furthermore, the risk
degree of components, which are on all fault paths, deter-
mines the consequences of fault propagation. In other words,
system risk relates to the consequences of fault propagation
and component risk. Thus, from the definition of safety,
Problem 3 focuses on constructing a system risk index in
combination with fault propagation and component risk to
quantitatively reflect the system risk level

SR (t) = f3 (RCi (t) ,Gs, St (k)) (3)

where SR (t) denotes the system risk index at time t .
f3 (·) denotes a nonlinear function.
Problem 4:Multiple people usually participate in the oper-

ation and maintenance of mechatronics systems, which may
lead to the following situation. Due to the uncertainty and
vagueness of different humans’ subjective perception and
experience in the system operating process, different people
may take different approaches to address failure and select a
maintenance strategy based on the system risk index, even
if the value of this index is the same. To ensure system
safety, the mapping relationship between the system risk
index and the system safety level must be addressed to help
administrators adjust the operation plan and help mainte-
nance personnel formulate maintenance strategies in Part IV.
Thus, Problem 4 focuses on establishing a mapping function
between the system risk and system safety level

SLl → f4 (SR (t) , SLl) (4)

where SLl denotes the lth level of system safety. f4 (·) denotes
a nonlinear function.

Four strategies to solve the above four problems are pre-
sented in the following section.

III. APPROACHES FOR THE SAFETY ASSESSMENT OF
MECHATRONICS SYSTEMS
Four strategies are adopted to solve the above four problems
in this section. Notably, this paper focuses on the PS assess-
ment of a holistic system. Therefore, a basic premise of
research on system safety assessment is that a component
has failed or local components have failed. For mathematical
convenience, assume that the system fails at time t and let
mvi (t) represent the mth fault mode of component vi that
occurred at time t .

A. RISK COEFFICIENT OF COMPONENTS
To solve Problem 1, the risk coefficient of components is pro-
posed based on an improved fuzzy evidential method, taking

into account the characteristics of historical failure data. The
detailed implementation steps are described as follows.

Step 1: Selection of the properties of the components.
In this paper, three properties of the components, namely,

the severity of the failure effect, the frequency of the fault
and the failure probability, are selected to assess the risk
of components based on the fault data and the definition of
system safety. There are two main reasons. 1) In fault data,
running time or running kilometers may be only numerical
attribute. The frequency of the fault, which reflects the gen-
eral trend of component failure, and the failure probability
of components, which consider the impact of uncertainty,
could be calculated based on this attribute. 2) According to
the definition of system safety, system safety is related to the
failure consequence. Hence, the severity of the failure effect
is selected as one of properties.

Let Xvi,mvi (t) =

{
Svi,mvi (t) ,Fvi,mvi (t) ,Pvi,mvi (t)

}
denote the set of properties for component vi at time t , where
Svi,mvi (t) is the severity of the failure effect for compo-
nent vi when this component experienced the mth fault mode
at time t . Fvi,mvi (t) represents the frequency of failure for
component vi if this component experienced the mth fault
mode at time t . Pvi,mvi (t) denotes the failure probability of
component vi when this component failed and led to the mth
fault mode at time t .
Step 2: Calculating the three properties of the

components.
To address the shortcomings of fault data, such as the qual-

itative language description of some attributes and the uncer-
tainty and vagueness of recorders, the above three selected
attributes are divided into ten ranks dl (l = 1, · · · , 10) in turn,
and the values of each rank are reported in Table 1.

TABLE 1. The rankings of the three properties.

Then, the severity of the failure effect for component
vi, which failed via the mth fault mode at time t , can be
expressed by a set of vectors µSvi,mvi (t) instead of an exact
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number Svi,mvi (t).

µSvi,mvi (t)

=

{
µSvi,mvi (t)

(d1) ,· · ·, µSvi,mvi (t) (d2) , · · · , µSvi,mvi (t) (d10)
}
,

µSvi,mvi (t)
(dl)

=


Svi,mvi (t)

dl
, Svi,mvi (t) ⊂ dl

0, ifelse,
l = 1, · · · , 10 (5)

Similarly, the frequency of the failure of component vi
could be improved as

µFvi,mvi (t)

=

{
µFvi,mvi (t)

(d1) , µFvi,mvi (t) (d2) , · · · , µFvi,mvi (t) (d10)
}
,

µFvi,mvi (t)
(dl)

=


Fvi,mvi (t)

dl
, Fvi,mvi (t) ⊂ dl

0, if else,
d = 1, · · · , 10 (6)

The failure probability of component vi can be rewritten as

µPvi,mvi (t)

=

{
µPvi,mvi (t)

(d1) , µPvi,mvi (t) (d2) , · · · , µPvi,mvi (t) (d10)
}
,

µPvi,mvi (t)
(dl)

=


Pvi,mvi (t)

dl
, Pvi,mvi (t) ⊂ dl

0, if else,
l = 1, · · · , 10 (7)

Step 3: Constructing the fuzzy mapping of the three
properties.

We define three linguistic variables, low risk (L), medium
risk (M ) and high risk (H ), to express the basic char-
acteristic of the risk degree for the components. In this
paper, we assume that the levels d1 and d2 of the attributes
in Table 1 are absolutely L, d5 and d6 are absolutely M , and
d9 and d10 are absolutely H . µL (d), µM (d) and µH (d) are
defined as the membership functions of L, M and H , where
the cosine function is used to simulate the restrictions [32].

µL =


1, 1 ≤ d ≤ 2

0.5− 0.5 sin
d − 5.5

7
π, 2 ≤ d ≤ 9

0, else,

µM =


0.5+ 0.5 cos

d − 5
3

π, 2 ≤ d ≤ 5

1, 5 ≤ d ≤ 6

0.5+ 0.5 cos
d − 6
3

π, 6 ≤ d ≤ 9

0, else,

µH =


0.5+ 0.5 sin

d − 5.5
7

π, 2 ≤ d ≤ 9

1, 9 ≤ d ≤ 10
0, else

(8)

Then, the fuzzy mapping of property Svi,mvi (t) concerning
the cth risk level can be formulated as

ρSvi,mvi (t)
(c) =

∑
l=1,··· ,10

µSvi,mvi (t)
(dl)× µc∑

A=L,M ,H

∑
l=1,··· ,10

µSvi,mvi (t)
(dl)× µA

,

c ∈ A = {L,M ,H} (9)

Correspondingly, the fuzzy mapping of properties
Fvi,mvi (t) and Pvi,mvi (t) concerning the cth risk level can be
expressed as, respectively,

ρFvi,mvi (t)
(c) =

∑
l=1,··· ,10

µFvi,mvi (t)
(dl)× µc∑

A=L,M ,H

∑
l=1,··· ,10

µFvi,mvi (t)
(dl)× µA

,

c ∈ A = {L,M ,H} (10)

ρPvi,mvi (t)
(c) =

∑
l=1,··· ,10

µPvi,mvi (t)
(dl)× µc∑

A=L,M ,H

∑
l=1,··· ,10

µPvi,mvi (t)
(dl)× µA

,

c ∈ A = {L,M ,H} (11)

Step 4: Construction of the risk coefficient for the
components.

The belief structures of all properties can be determined
via Eqs. ((8)-(10)).

αSvi,mvi (t)
=

(
ρSvi,mvi (t)

(L) , ρSvi,mvi (t) (M) , ρSvi,mvi (t) (H)
)

αFvi,mvi (t)
=

(
ρFvi,mvi (t)

(L) , ρFvi,mvi (t) (M) , ρFvi,mvi (t) (H)
)

αPvi,mvi (t)
=

(
ρPvi,mvi (t)

(L) , ρPvi,mvi (t) (M) , ρPvi,mvi (t) (H)
)

(12)

With pignistic probability transformation [33], the basic
probability of different risk levels (including L, M and H )
for the component vi can be obtained:

p (c) = BetP
({
αSvi,mvi (t)

, αFvi,mvi (t)
, αPvi,mvi (t)

})
,

c ∈ A = {L,M ,H} (13)

where Bet is the pignistic probability transformation
function.

As a result, the risk coefficient of component vi is denoted
as

RCvi (t) = wL × p (L)+ wM × p (M)+ wH × p (H) (14)

where wL , wM and wH are the weights, which are determined
using the center-of-gravity method [32].

B. FAULT PROPAGATION MODEL
In an attempt to overcome Problem 2, a novel fault propaga-
tion model is presented based on the system topology and risk
coefficient. Due to the complexity of the fault propagation
mechanism, we make the following assumptions about the
fault propagation model under consideration. 1) The time of
fault propagation is negligible. 2) Nodes that failed before
repair never fail again. 3) Human factors and environmental
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considerations are reflected in the failure data. Themain steps
of the proposed method to obtain the set of propagation paths
are as follows.

Step 1: Construction of the topological network model
of the mechatronics system.

According to network theory, the topology of a mechatron-
ics system is modeled as a directed network, where nodes
represent components and edges represent the relationships
between components, such as mechanical connection, electri-
cal connection and informational connection [31]. Thismodel
is called the topological network, and the explicit mathemat-
ical expression is given by

Gs (V ,E,A,RCV )


A =

[
aij
]
N×N

RCv =
[
RCv1 · · · RCvN

]
vi ∈ V , eij ∈ E, i ≤ N , j ≤ N

(15)

where V represents the set of nodes. E is the set of edges.
A is the adjacency matrix. aij = 1 (i 6= j) if and only if
eij ∈ E ; otherwise, aij = 0. N indicates the number of nodes
in the topological network. RCV denotes the vector of risk
coefficients for the nodes.

Step 2: Determination of the propagation intensity for
the node.

By analyzing the process of fault propagation, the propaga-
tion intensity of node vi in the kth step of spreading is defined
according to the principle of step-by-step diffusion:

PIvj,eij (k) =
(
PIvi,eri (k − 1)× SPeij

)k
× RCvj

i ≤ N , j ≤ N (16)

where PIvj,eij (k) is the propagation intensity of node vi at the
kth step of spreading caused by fault node vj. SPeij denotes
the probability of spreading failure for edge eij. If vr is the
initial fault node, PIvi,eti (0) = 1.
Step 3: Establishing the system fault propagation

model.
Fault propagation in the whole system has diversity and

uncertainty. Thus, a fault propagation model at the system
level is proposed to obtain all possible fault propagation
paths:

St (k) =
(
PIV (k) ,Vf (k) ,V0,Pa (k)

)
PIV (k) = (PIV (k − 1)× SPE )k × RCV (17)

where St (k) is the system state at the kth step of spreading
at time t . V0 represents the set of fault nodes at the initial
time. Pa (k) denotes the set of fault paths. SPE is the matrix
of spreading failure for the edges.

Step 4: Determining the stopping conditions of fault
propagation.

Numerous examples provide a clear indication that fault
propagation is not endless. We summarize the stopping con-
ditions of failure propagation as follows.

â If V0 ∪ Vf (k = 1) ∪ · · · ∪ Vf (k = y) = V , all nodes
in the network fail. Thus, fault propagation stops in the
topological network.

â If Vf (k − 1) ∩ Vf (k) 6= φ, nodes that failed before
maintenance fail again. According to the assumptions,
when Vf (k − 1) ∩ Vf (k) 6= φ, the nodes that belong
to Vf (k − 1) ∩ Vf (k) stop spreading.

â If PIvj,eij (k) ≤ 10−8 [31], the node is safe and can
propagate failure to other nodes.

The basic ideas of the fault propagation model are summa-
rized in Fig. 4 below.

FIGURE 4. The idea of the fault propagation model.

C. SYSTEM RISK MEASUREMENT
Based on the topological network and risk coefficient of the
nodes, a system safety measurement is proposed to address
Problem 3 from the perspective of fault propagation. The
detailed implementation steps are described as follows.

Step 1: Definition of node importance.
The better the connectivity of the network is, the greater

the depth and breadth of fault propagation. Thus, a novel
node importance is proposed from the perspective of network
connectivity. The node importance is given by

ωvi =
∑
vj

sij

(
1
〈DC〉

)dij
, j 6= i, vj ∈ V (18)

whereDC is the degree centrality. sij is the number of shortest

paths from node vi to node vj. 〈DC〉 =
N∑
i=1

DCi

/
N is the

average degree. dij is the length of the shortest path from
node vi to node vj.

Step 2: Construction of the path importance.
For the topological network, the failure of an important

path has a greater impact on system safety. Here, the path
importance is presented tomeasure the importance of the fault
path from the perspective of network connectivity. The path
importance of the path Pa is expressed as

κPa=δPa ×

1− θ1×

∑
GPa

dij∑
Gs
dsq
−θ2 ×

∑
Gpa

gvi∑
Gs
gvt

 , i 6= j, s 6= q

(19)

VOLUME 8, 2020 9317



S. Lin et al.: New Function-Topology-Based Method for Assessing PS of Mechatronics Systems

where dij is the shortest path length from node vi to node vj.
GPa is the subgraph where the nodes and edges on the path in
set Pa are deleted. gvi is the betweenness centrality of node vi.
θ1 and θ2 are the weights. δPa is the probability of occurrence
of the path Pa and is equal to the propagation intensity of the
node in this path at the step of kfinal , which is the terminal
point. kfinal is the number of steps of the final propagation.

Step 3: Definition of the system risk measurement.
Due to the complexity of the fault propagation mecha-

nism, one or more fault paths may occur at the same time.
The failure propagation model only gives all possible fault
propagation paths, while it does not mean all paths occur.
Therefore, if the number of fault paths is s, the number of
system statuses is 2s. Based on the node importance and path
importance, the system risk index is proposed from a network
perspective. Assume that the system status C occurs and
there are y fault propagation paths. Then the mathematical
expression of system risk index is written as

SRC (t) =
∑
Pa⊂PA

γPaκPa
∑
vi∈VPa

ωviRCvi (t)

−

∑
vj∈Vfault,C

ωvjRCvj (t)

PA =
{
Pa1, · · · ,Pay

}
, Vfault,C = VPa1 ∪ · · · ∪ VPay

C = 1, 2, · · · , 2s (20)

where γPa is the weight of the path Pa. Vfault,C is the set of
fault nodes at the system status C . VPay represents the set of
fault nodes in the path Pay.

D. SYSTEM SAFETY ASSESSMENT
As mentioned in the previous section, different maintenance
and management personnel may have different judgments
about system safety, depending on only the system risk mea-
surement. Therefore, according to the failure data, system
safety is determined by the mapping relationship between
the system risk and safety level. The detailed implementation
steps are described as follows.

Step 1: Classification of the system safety level.
According to fault data and expert experience, system

safety is divided into three levels: safe, medium unsafe and
serious unsafe. The average system risk of each safety level
(i.e., SRSafe for safe level, SRM−unsafe for medium unsafe
level and SRS−unsafe for serious unsafe level) is calculated by
means of the combination of SVM [34] and a large amount
of fault data.

Step 2: Calculation of the credibility of system risk.
For the system risk measurement SR (t) at the time t , if the

system is at different safety levels, the credibility is

αSL (C) =

 ‖SR (t)− SRC‖2∑
SL
‖SR (t)− SRSL‖2


−1
m−1

,

SL = {Safe,Mediumun− safe, Seriousun− safe}

C = 1, 2, · · · , 2s (21)

where SL is the set of system safety levels.m denotes the type
of distance adopted in the algorithm, andm is a constant [14].
C represents the C th failure status of the system.

Step 3: Determination of the system safety level.
Suppose the utility of the safety level SRSL is denoted by

U (SRSL). The expected utility of system safety for the C th
failure status is given as

y (t) =
s∑

C=1

PIC
∑
SRSL

U (SRSL)× αSL (C) (22)

where αSL is credibility. s represents the number of system
statuses. PIC denotes the occurrence probability of the C th
failure status of the system.

IV. CASE STUDY
The bogie system of a high-speed train synergistically inte-
grates mechanics, electronics, control theory, and computer
science within product design and manufacturing. Thus,
the bogie system is a classic mechatronics system. To verify
the proposed safety assessment model for mechatronics sys-
tems, the bogie system of CRHX (China Railway High-speed
Train, such as CR400AF, CR400BF, CRH2, and CRH5)
is used as a practical example in an experimental study,
as shown in Fig. 5.

FIGURE 5. Bogie of a high-speed train system.

On the basis of the minimum maintenance unit, the bogie
system can be divided into 44 components, as detailed
in Table 2.

A. SAFETY ASSESSMENT OF THE BOGIE SYSTEM
Because the proposed method is an assessment approach
oriented toward PS, fault data for 12 million kilometers are
used as a substantial database for the safety evaluation. The
fault data show that node v2 fails at 12 million kilometers, and
its failure mode is wear and tear. Subsequent case studies are
based on these fault data.

Based on the above fault data, Fig. 6 plots the risk degree
of the components for the bogie system in combination
with Section 3.1. Fig. 6(a)-(c) shows the possibility that the
components are at a low risk level (Fig. 6(a)), medium risk
level (Fig. 6(b)) and high risk level (Fig. 6(c)). Fig. 6(d)
expresses the risk coefficient of the components at 12 million
kilometers. As revealed in Fig. 6, node v2 has the highest
risk coefficient. Because we assume that no fault propagation
occurs at this time, the failed node v2, in theory, has the
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TABLE 2. Components in the bogie system.

highest level of risk. The theoretical results are found to
coincide well with the actual results.

To analyze the impact of holistic structure on system safety,
the topological network of the bogie system is constructed
first in Fig. 7(a) [4] to quantify system structure and partic-
ipate in quantitative analysis, where the number of edges is
115 and the nodes are in Table 2. Fig. 7(b) shows that the
topological properties of the bogie system include degree cen-
trality, betweenness centrality and closeness centrality [35].
One striking result apparent in Fig. 7(b) is that the bogie
frame (node v18) is the influential node from the perspective
of structure.

According to the fault propagation model in Eq. (14),
Table 3 illustrates the grade diffusing process of faults. The
step number of fault propagation for the bogie system is 3, and
the proportion of fault nodes is 6.8%, which are failure caused
by failure spreading. Clearly, the number of failure nodes
caused by fault propagation is relatively low because the
bogie system, as a mechatronics system, has a high manufac-
turing cost, and the difficulty of the maintenance procedure
calls for vast expenditure. To reduce costs and meet safety
requirements, redundant structures and improved component
reliability are considered in the design and manufacturing
stage. These considerations limit the infinite propagation of
faults to some extent.

Based on Eq. (17), Fig. 8(a) shows the importance
of 44 nodes. Node v18 is the most critical node from the
perspective of spreading. In other words, if this node fails,
it has the greatest impact on the other nodes in the holistic

FIGURE 6. Risk coefficient of components.

topological network. Fig. 8(b) indicates the path importance
for three possible fault propagation scenarios according to
Eq. (18). For status 1, only fault path v2 → v3 exists.
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FIGURE 7. The topological network of the bogie system.

TABLE 3. Fault propagation paths of the bogie system.

Only fault path v2 → v5 → v6 occurs in status 2. Both
v2→ v3 and v2→ v5→ v6 occur simultaneously in status 3.
An important observation is that the greater the number of

FIGURE 8. Parameters of the system risk measurement.

fault nodes is, the greater the impact on system safety and
reliability.

Through a combination of parameters in Fig. 8 and
Eq. (19), the system risk measurement is determined to be
SRStatus1 (t = 12) = 0.5072 for status 1, SRStatus2 (t = 12) =
0.4925 for status 2 and SRStatus3 (t = 12) = 0.0003 for
status 3. The system risk measurement considers not only
the major impact of fault paths on system safety but also the
possibility of a system failure state. The results indicate that
the system risk of status 3 is lower than that of the other two
situations and that the system risk is highest if the system is
in status 1.

By researching various scenarios and consulting spe-
cialists, we developed a system safety threshold. If
SS ∈ [0, 0.25), the system is safe; if SS ∈ [0.25, 0.75),
the system is in a medium unsafe level; and if SS ∈ [0.75, 1],
the system is seriously unsafe. Table 4 presents the results

TABLE 4. System safety assessment.
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of the system safety assessment using the proposed method.
System safety is 0.3835, which indicates that the bogie
system is at a medium unsafe level. Therefore, the managers
should adjust the corresponding operation plan to ensure safe
train operation. Furthermore, we also obtain the system safety
in different statuses. These indicators provide theoretical
support for maintenance personnel to quickly find the source
of failure and to formulate a maintenance strategy in time.

B. ANALYSIS AND DISCUSSION
To demonstrate the approach proposed in Section 3, the above
analysis results are compared with the statistical results based
on fault data and the other existing methods.

1) DISCUSSION OF SYSTEM SAFETY
In China, there are usually multiple trains on the same line.
For example, there are 44 trains a day from Beijing to
Shanghai. Thus, 44 high-speed trains run on this line.
To reduce the coincidence of evaluation results, we compare
the system safety of 20 high-speed trains that run on the
same line. According to Fig. 9, a broken blue line indicates
the bogie system safety with 20 trains obtained using the
proposed method, and the three columns represent the prob-
abilities that the bogie system is at the safe level, medium
unsafe level and seriously unsafe level according to the statis-
tical analysis based on fault data. The statistical results show
that bogie systems of these 20 trains are all in the medium
unsafe state, and the proposed method indicates that 95% of
bogie systems are also at the medium unsafe level. However,
notably, the bogie system of train 18 is in the serious unsafe
state according to the proposed method. This is because the
potential fault propagation is considered when system safety
is evaluated.

FIGURE 9. Bogie system safety of 20 trains.

To illuminate the practicability of the proposed method,
three common approaches (i.e., ETA, Petri net analysis and
Bayesian analysis) are also used to evaluate bogie system
safety when node v2 fails at 12 million kilometers. From
Table 5, the values of system safety index calculated using
the four methods are also different. The result based on

TABLE 5. Comparison of safety assessment methods.

Petri net analysis is consistent with the proposed method.
ETA and the Bayesian approach show that the bogie system
is unsafe. The realization of these three methods requires
a lot of expert experience. For example, establishment of
ETA, Bayesian analysis and Petri net analysis requires expert
guidance. In addition, the relationship between the calculated
results of the safety index and the safety level also needs to be
determined by experts. However, the proposed method eval-
uates the system security from the point of view of fault data
and topology and could reduce the influence of subjective
factors to a certain extent.

Fig. 10 plots the system safety with the different running
kilometers. The system is not always in safe status or in an
unsafe status. In the initial stage, due to defects in design,
raw materials and manufacturing, system safety has great
changes. As the operating mileage increases, the system has
a safe status. Due to the implementation of the maintenance
plan, if a failure is observed, measures are taken to ensure the
safe operation of the bogie system. This is consistent with the
Bathtub curve.

FIGURE 10. System safety with different running kilometers.

2) ANALYSIS OF FAULT PROPAGATION
In previous safety assessment methods, expert experience is
usually used to analyze the propagation relationship among
faults. To reduce the influence of subjective factors, we pro-
pose a fault propagation model based on the system topolog-
ical network and fault data.

Fig. 11 analyzes the fault paths with three approaches.
The fault path obtained from the event tree is v2 → v3 →
v4 → v18. However, the analysis of a large number of fault
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FIGURE 11. Failure propagation path of a bogie system.

data reveals that node v18 rarely fails and that its probability
of failure is only 0.2%. In other words, fault propagation
of other nodes rarely affects node v18. In fact, due to the
core position of node v18 in the bogie system, once it fails,
it will have a fatal impact on the safety of the bogie system.
Hence, in design and manufacturing, we usually improve the
reliability of node v18.

The failure path v2 → v5 → v6 → v7 → v8 → v16 →
v14 → v33 is obtained with the Petri net method. However,
through field investigation and fault data analysis, we find
that a component failure in the bogie system usually does not
affect more than three other components because in order to
ensure the system safety, redundant components or the reli-
ability of key components is usually increased in the design
process.

Compared with the two others approaches, the advantage
of the proposed model is that it gives all possible fault prop-
agation paths and their occurrence probability. In addition,
the analysis results of fault paths are in good agreement with
those of statistical analysis, due to the considered system
topology and fault data.

3) RISK ANALYSIS OF COMPONENTS
The basic unit of mechatronics systems is the components,
while the unique properties of these systems emerge from
the interactions between components. Thus, risk analysis of
components is critical for holistic system safety assessment.

In early research, it was generally believed that compo-
nents with high failure rates have higher risk and have great
influences on the system safety. In Fig. 12, the node with the
highest probability of failure is v2, and the failure probability
of bogie frame v18 is 0.0202. However, according to fault
data and practical experience, bogie system safety is greatly
affected by the failure of node v18. Although node v2 has a
high probability of failure, its impact on system safety after
failure is relatively lower than that of node v18.

FIGURE 12. Component risk.

In traditional risk analysis, it is generally believed that the
risk index of a component is the product of the fault severity
and fault frequency. From Fig. 12, it can be observed that
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the risk indexes of nodes v5, v11, v39 and v43 are the same.
In other words, these nodes have the same degree of risk.
However, in practice, the risk degree of components with
different structural locations and attributes is often different.

Therefore, in order to overcome the shortcomings of com-
mon methods in practice, we propose a risk coefficient of
components based on fault data to replace the existing com-
ponent indicators and participate in system safety assessment.

V. CONCLUSION
In this paper, a novel method for assessing the safety of
mechatronics systems is proposed for PS. The method con-
siders not only the properties of components based on his-
torical data but also the influence of system topology and
fault propagation mechanisms on system safety. Instead of
only fusing multiple safety indicators from a macroscopic
perspective, the proposed method obtains a comprehensive
measure of system safety by integrating information from
component properties to fault propagation through the whole
system. Indeed, this method offers a flexible and effective
means of assessing system safety with respect to PS, i.e., in
the case that a failure or a local fault has occurred. A practical
example of a bogie system is examined to demonstrate the
implementation and effectiveness of the proposed method.
The results demonstrate that the PS-oriented framework for
evaluating the safety of mechatronics systems may be widely
applied in engineering.

Although the effectiveness of the proposed method has
been verified in the bogie system, its validity and capability
in handling more practical and complicated problemsmust be
further tested. In other words, more case studies are needed
to verify and revise the proposed method. In addition, system
safety is affected by many factors, including humans and
the environment. Therefore, further studies regarding how to
calculate system safety by considering more factors must be
conducted in the future.
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