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ABSTRACT Telehealth systems deliver remote care of elderly and physically less able patients as well
as remote surgeries, treatments, and diagnoses. In this regard, several systemic properties must be satisfied
(such as security) in order to ensure the functionality of Telehealth systems. Although existing studies discuss
different security episodes that involve Telehealth systems, it is difficult to have a clear standpoint about
which are the most reported security issues and which solutions have been proposed. Furthermore, since
Telehealth systems are composed of several software systems, it is not clear which critical areas of Software
Engineering are relevant to develop secure Telehealth systems. This article reports a systematic mapping
study (SMS) whose purpose is to detect, organize, and characterize security issues in Telehealth systems.
Based on the SMS results, we examine how Software Engineering may help to develop secure Telehealth
systems. From over a thousand studies, we distinguished and classified 41 primary studies. Results show
that (i) four security classifications (attacks, vulnerabilities, weaknesses, and threats) concentrate the most
reported security issues; (ii) three security strategies (detect attacks, stop or mitigate attacks and react to
attacks) characterize security issues, and (iii) the most relevant research themes are related to insecure data
transmission and privacy. The SMS’s findings suggest that software design, requirements, and models are
key areas to develop secure Telehealth systems.

INDEX TERMS Telehealth systems, security, software engineering, systematic mapping study.

I. INTRODUCTION
Telehealth systems are remote technology-based virtual plat-
forms that promote (i) health care, (ii) public health, and
(iii) health administration [1]. The term ‘‘telehealth’’ is
frequently used to incorporate a more extensive definition
of remote healthcare services, such as telemedicine and
telecare. In this regard, telemedicine is the use of medical
data exchanged from one site to another via electronic com-
munications to enhance patients’ health status [2]. At the
same time, Telecare offers to care, help, and manage patient
recovery via telecommunications technology, through syn-
chronous (such as live video) or asynchronous mechanisms
(such as store-and-forward, remote patient monitoring, and
others) [3]. In this study, we involved Telemedicine and Tele-
care when we referred to Telehealth systems.
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Since Telehealth systems are composed of software sys-
tems, these can include emerging technologies (such as
robotics [4], mobile [5], the Internet of Things (IoT) [6], and
others) to provide better remote services to their patients. This
adoption brings many gains to patient care, but also leads to
new challenges, such as security. Telehealth systems involve
the communication of sensitive health data among health care
providers and patients, which increases potential risks and
threats on privacy and security. Although researchers have
reported several security issues related to Telehealth systems,
there is not a clear perception about which security issues
Telehealth systems have faced. Furthermore, it is also not
precise which solutions have been proposed for these issues,
which limits the ability to structure knowledge to define clear
and precise solutions to address security incidents. The pre-
vious situation can also be extended to software systems that
support Telehealth systems; it is not explicit which Software
Engineering areas are critical to developing secure Telehealth
systems.
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FIGURE 1. Conceptual framework of the relations between eHealth,
Telehealth, Telecare and Telemedicine described in [9].

Some studies discuss the contribution of Software Engi-
neering in different domains. For example, Sajjad et al. [7]
conducted a systematic mapping study focused on adap-
tive security for mobile computing. The significant results
obtained in this research concerning security and mobile
devices bring to the fore the motivation to investigate how
Software Engineering can help to satisfy security in other
domains, such as Telehealth.

This article presents a systematic mapping study (SMS)
aimed at detecting and categorizing security issues in Tele-
health systems. From over a thousand studies, we selected
41 primary studies in order to discuss the role of Software
Engineering to address potential security challenges on Tele-
health systems.

The main contribution of our study is the analysis of
how Software Engineering help to develop secure Telehealth
systems.

This paper is organized as follows: Section II describes
the background of our study; Section III details the system-
atic mapping protocol; Section IV shows the SMS results;
Section V discusses the role of Software Engineering to
address security concerns on Telehealth systems; Section VI
describes the threats to the validity; SectionVII details related
work; and Section VIII draws concluding remarks.

II. BACKGROUND
Often, telemedicine and telecare are frequently confused
with other terms included in the broad concept of eHealth,
being even sometimes considered synonyms and most com-
monly used interchangeably [8] (see Figure 1). Nevertheless,
despite their similarity, each one refers to a different way of
using information and communication technologies to deliver
healthcare services [9].

A. TELEHEALTH
Telehealth is the set of activities related to health, services,
and methods, which are performed remotely with the help of

communication technologies. The concept of telehealth usu-
ally includes telemedicine, telecare, tele-education, among
others. Furthermore, includes organizational and/or proce-
dural aspects of the conventional medical act (e.g., elec-
tronic medical record) as well as the extension to all areas
of health, dentistry, nutrition, psychology, sports medicine,
public health, nursing, and others [10].

B. TELEMEDICINE
According to the World Health Organization, telemedicine
is the provision of health care services, where distance is
a critical factor, for all health professionals who use infor-
mation and communication technologies for the exchange
of valid information for diagnosis, treatment, and pre-
vention of diseases and injuries, research and evaluation,
and for the continuing education of health care providers,
for the promotion of the health of individuals and their
communities [11].

C. TELECARE
Telecare is the use of telemedicine technology to provide care
and practice nursing in order to improve the quality of care.
Their advantages rely on the promotion of continuity care and
self-management of the disease. It also helps people to under-
stand their health and treatment problems better and improves
therapeutic adherence. Furthermore, telecare improves the
quality of nurse-patient communication allowing establishing
a therapeutic relationship [12].

D. SOFTWARE ENGINEERING
Software engineering is the application of a systematic, dis-
ciplined, quantifiable approach to the development, opera-
tion, and maintenance of software [13]. Typically, Telehealth
systems are surrounded by artifacts and electronic devices
(such as servers, networks, routers, mobile devices, sensors,
smartphones, medical equipment, and others), which are
linked through software tools. This gradual union with other
software systems produces the final architecture of Telehealth
systems.

III. SYSTEMATIC STUDY DESIGN
The systematic study design is illustrated in Figure 2. In the
following sections, we proceed to describe each activity of
the SMS.

A. RESEARCH PROCESS
In order to conduct the SMS, we used the guidelines proposed
by Petersen et al. [14] complemented with the strategies
presented by Kitchenham and Charters [15] for performing
systematic mapping studies and systematic literature reviews,
respectively.

We also used the proposal of Watzlaf et al. [16], which
describes a protocol for systematic reviews of Telehealth
privacy and security research to complement our SMS.
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FIGURE 2. SMS process and results.

B. GOAL AND RESEARCH QUESTIONS
This SMS aims to detect, organize and characterize security
issues in Telehealth systems and analyze how Software Engi-
neering can face these issues. Therefore, we described the
following research questions (RQ’s).
• RQ1: Which research themes characterize security in
Telehealth systems? Rationale: By answering this RQ,
we aim at detecting those research themes that character-
ize primary studies in order to identify the main security
problems that health institutions must face when using
Telehealth systems.

• RQ2: Which security issues have been published con-
cerning Telehealth systems? Rationale: This RQ studies
which type of security issues (e.g., attacks, vulnerabil-
ities, threats, among others) Telehealth systems have
been faced. Moreover, this RQ aims to describe the
Telehealth components as well as the medical supplies
affected by security issues.

• RQ3: Which security solutions have been proposed for
Telehealth systems? Rationale: This RQ aims to identify
and categorize solutions used to manage security issues.
We organized security solutions according to their secu-
rity strategies.

The research questions will conduct the entire study, influ-
encing the (i) search and selection of primary studies, (ii) data
extraction, and (iii) data analysis.

C. RESEARCH EXECUTION
We decided to start the revision from 1997 because in that
year, Makris et al. [17] published one of the first studies

about security in Telemedicine systems. In this starting-
point-article, the authors argue that telemedicine applications
require robust security mechanisms to ensure medical data
confidentiality and integrity. Subsequently, the end of the
search period is January 2019.

We explored several databases in order to collect studies
with different points of views (e.g., technical, medical, and
others). To do this, we defined three phases, where the two
first ones contain a set of different electronic databases.
In sections III-D, III-E, and III-F, we further describe each
phase.

To define the search string, we used the P.I.C.O.C (Pop-
ulation, Intervention, Comparison, Outcome, and Context)
framework [18]. This framework helps researchers to connect
the different parts of the research question towards ameaning-
ful research string. Therefore, each element of the framework
is broken down as follows:
• Population: Telehealth + Telemedicine + Telecare +
systems

• Intervention: Approaches and methodologies related to
security in Telehealth systems

• Comparison: Not applicable
• Outcome: Classification template with primary studies
• Context: Academic peer-reviewed articles
We combined each element with logical ANDs and ORs.

Consequently, we defined the following search string:

((‘‘telehealth’’ OR ‘‘tele health’’ OR ‘‘tele-health’’)
OR (‘‘telemedicine’’ OR ‘‘tele medicine’’ OR ‘‘tele-
medicine’’) OR (‘‘telecare’’ OR ‘‘tele care’’ OR
‘‘tele-care’’)) AND (‘‘system’’ OR ‘‘application’’ OR
‘‘software’’) AND (‘‘security’’ OR ‘‘sec’’)

It is essential to mention that in each database we adapt the
search string. This means that the search string defined above
may undergo slight changes in each database. However, these
changes do not affect the results of our SMS.

D. PHASE I
As Kitchenham and Brereton [19] suggest, we explored the
following electronic databases (see Figure 2). This set of
databases provides themost significant number of studies that
will be used in the selection criteria and data analysis.

E. PHASE II
In this phase, we explored databases mentioned in
health-related SMS (such as [20] and [21]) (see Figure 2).
These databases contain not only technical aspects regarding
health (in general) but also clinical ones. This gives the possi-
bility of having a more comprehensive observation about the
focus of this SMS.

F. PHASE III
In this phase, we proceed to refine the selection of primary
studies. That is to say, we applied selection criteria filters in
order to, then, classify them. Subsequently, we analyzed the
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classified primary studies using a quality assessment. Finally,
we proceed to extract the most relevant data.

1) SNOWBALLING PROCESS
To identify more relevant studies, we also executed the
snowballing procedure according to the guidelines proposed
in [22]. Snowball sampling is a non-probability (non-random)
sampling method used when characteristics to be held by
samples are rare and difficult to find. It is based on referrals
from initial studies to generate additional studies. We per-
formed both backward and forward snowballing (i.e., refer-
ences, citations) procedures obtaining, finally, nine studies.

2) SELECTION CRITERIA
We defined the following inclusion and exclusion criteria:
• Inclusion criteria:

– Studies related to Telehealth, Telemedicine or Tele-
care systems.

– Studies whose primary focus is security issues on
Telehealth systems.

– Studies should provide solutions, techniques, meth-
ods or other procedure to handle security issues.

– Studies should describe how security issues impact
on Healthcare organizations and their people
(patients, practitioners, administrative staff, and
others)

– Studies should be written in English.
• Exclusion criteria:

– Short articles (less than 3 pages)
– Studies without full text available
– Studies structured as tutorial, editorials, and others

In this activity, we invited healthcare professionals to
review and discuss the selection criteria; their experience and
clinical vision will help to be logical and unbiased.

3) CLASSIFICATION
We classified primary studies based on the following classi-
fication scheme:

a: RESEARCH THEMES (RQ1)
We applied the approach proposed by Braun and Clarke [23]
to identify main research themes concerning primary stud-
ies. Research themes are related to Thematic Analysis (TA),
which is a method for systematically identifying, organiz-
ing, and offering insight into patterns of meaning (themes)
(see Figure 3) and use them to address the research. TA is
composed by six steps, which are:

1) Familiarizing with the data: In this step, the data is
transcribed and read.

2) Generating initial codes: The goal of this step is to code
relevant features of the data systematically across the
entire data set, collating data pertinent to each code.

3) Searching for themes: In this step, codes are collated
into potential themes, gathering all data relevant to each
potential theme.

FIGURE 3. Research themes procedure executed in the SMS.

4) Reviewing themes: This step checks themes work in
relation to the coded extracts and the entire data set,
aiming at generating a thematic ‘‘map’’ of the analysis.

5) Defining and naming themes: Ongoing analysis to
refine the specifics of each theme is conducted in this
step, generating clear definitions and names for each
theme.

6) Producing the report: This step corresponds to intro-
spection. The last analysis is conducted in order to
refine themes and characteristics.

Figure 3 describes the process for obtaining research
themes. In this process, two researchers led the thematic anal-
ysis in order to reduce bias. In turn, brainstorming sessions
were instrumental in validating and achieving meaningful
results.

b: SECURITY ISSUES (RQ2)
In order to classify security issues, we used as reference the
main topic that delineates the following well-known security-
based databases: Common Vulnerabilities and Exposure
(CVE) [24], CommonWeaknesses Enumeration (CWE) [25],
Common Attack Pattern Enumeration and Classification
(CAPEC) [26], Vulnerability Notes [27], and National Vul-
nerability [28]. Hence, we classified security issues using the
following categories:

• Attacks: Information security incident that involves
an attempt to obtain, alter, destroy, remove, implant
or reveal information without authorized access or
permission.

• Vulnerabilities: Cyber-security term that refers to a flaw
in a system that can leave it open to attack.

• Threats: Anything that has the potential to cause serious
harm to a computer system.
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• Weaknesses: Flaws, faults, bugs, and other errors in soft-
ware implementation, code, design, or architecture that
if left unaddressed could result in systems and networks
being vulnerable to attack.

c: SOLUTIONS (RQ3)
Aiming at classifying security solutions reported by pri-
mary studies, we introduce the concept of security strategies.
These strategies outline where the solutions described in
the primary studies to mitigate security incidents are aimed.
To define these strategies, we draw on the categories that clas-
sify security tactics [29]. These tactics are design decisions
that enable security to be satisfied in different types of sys-
tems. Therefore, we define the following security strategies:

• Detect attacks: Solutions characterized by this strategy
aim to identify potential attacks.

• Stop or mitigate attacks: This strategy intends to
describe primary studies whose solutions aim to resist
attacks.

• React to attacks: The goal of this strategy is to identify
primary studies whose solutions attempt to respond to
potential attacks.

• Recover from attacks: This strategy describes solutions
that restore systems once it has detected and attempted
to resist an attack.

G. QUALITY ASSESSMENT
In order to assess the primary studies’ quality, we established
quality criteria. As in Section III-F2, we also invited health
professionals to this activity. Each quality criterion have the
following values: Y (yes, value = 1), P (partially, value =
0, 5), and N (no, value = 0). As a result, we defined the
following quality criteria:

• QC1: The primary study has a clear description of the
aims of the research.

• QC2: The primary study includes research, practices or
recommendations related to security.

• QC3: The primary study describes how security issues
compromise Healthcare organizations.

• QC4: The primary study describes solutions to handle
security issues in Telehealth systems

H. DATA EXTRACTION
Table 1 describes the data extraction scheme used in this
SMS.

Data items I1 to I5 collect the primary data of each
study. Regarding I6, this data item identifies the empirical
strategies used by each primary study. For this, we used
the Wohlin et al. [31] empirical organization to perform
the aforementioned empirical identification. Subsequently,
I7 classify the research type of each study. In this regard,
we used the proposal of Wieringa et al. [30], which classify
research type as follow:

TABLE 1. Data items to be extracted.

• Evaluation research: Addresses the investigation of a
problem in practice or implementation of a technique in
practice.

• Proposal of solution: Proposes a solution technique and
argue for its relevance, without a full-blown validation.

• Validation research: Investigates the properties of a solu-
tion proposal that has not yet been implemented in
practice.

• Philosophical papers: Sketches a new way of looking at
things, a new conceptual framework, etc.

• Opinion papers: Contains the author’s opinion about
what is wrong or good about something, how we should
do something, etc.

• Personal experience papers: The emphasis is on what
and not on why. The experiencemay concern one project
or more, but it must be the author’s personal experience.

Regarding data items I8, I9 and I10, the rationale of
theses items were explained in Section III-F3.a, III-F3.b,
and III-F3.c.

I. DATA ANALYSIS
The goal of this activity is to understand and to analyze
security issues reported in Telehealth systems. For this pur-
pose, we used descriptive statistics and frequency analysis.
Furthermore, we tabulated data in order to obtain insight
about primary studies. In addition, this analysis serves as a
basis for discussing key findings among potential security
challenges in Telehealth systems.

J. REPLICABILITY
We created a replication package1 in order to replicate and
validate our study. This package contains (i) the SMS proto-
col of our study (ii) and the description of each primary study.

IV. RESULTS
This section outlines the results concerning RQs. We found
41 primary studies from the SMS process (see Figure 2).

1https://doi.org/10.5281/zenodo.3547857
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FIGURE 4. Quality assessment scores.

FIGURE 5. Publication years.

We detail each primary study in the Appendix section.
We labeled each article using the letter ‘‘A’’.

Figure 4 illustrates the quality assessments results. Regard-
ing QC1, almost 60% of primary studies partially describe
the aims of the research. Although authors present significant
results, they are not clear in defining which security goals
they want to address. On the other hand, both in QC2 and
QC3, authors clearly describe security recommendations and
how security issues affect the environment where they con-
duct the research, respectively. Finally, QC4 illustrates more
than 60% of primary studies describe procedures, techniques,
or methods for handling security.

Figure 5 depicts the publication years. We found studies
from 2005 to 2019. Since 2015, there is an expansion in
publications, which afterward is kept during 2018 with a gap
in 2014. Likewise, most publications focused on conferences
and journals (see Figure 5).

Table 2 describes the distribution of primary studies per
research classification. Almost half of primary studies (44%)
propose solutions to security problems surrounding Tele-
health systems. This demand arises from the need of Health-
care organizations to protect the assets of storage, access, and
transmission of information related to the treatment and care
of patients.

Subsequently, 29% of primary studies investigated new
techniques that have not been implemented, such as

FIGURE 6. Publication venues.

TABLE 2. Research strategies results.

robust encryption, security policies, biometric authentication,
among others. This group of primary studies aims to propose
novel techniques to expand the gamma of security solutions
that can be used by Telehealth systems.

Another group of primary studies (27%) evaluate tech-
niques and methods that are already implemented in practice.
These primary studies conducted empirical studies to analyze
the advantages and disadvantages of specific techniques and
methods in Telehealth systems in the security context. From
these analyzes, authors obtain relevant conclusions, such
as the relationship between users and security mechanism,
if very sophisticated security techniques can cause frustration
in users, the need to use security filters for specific clinical
processes, among other conclusions.

We do not identify primary studies that correspond to
philosophical articles, opinion articles, or personal experi-
ence articles.

Regarding validation types, case studies (56%) are the
trend as a validation method. Most articles conducted case
studies to simulate or test the performance of their applica-
tions or solutions. Some, on the other hand, studied security
scenarios where they test their proposals under controlled
environments. 24% of primary studies do not describe what
type of validation they used to analyze their proposals.

A. RQ1: RESEARCH THEMES
We identified seven research themes, which are: Insecure data
transmission, Privacy, Interoperability, Trust, Integration,
Security requirements and Risk management (see Figure 8
and Table 3). There were unanimous agreements in the first
five due to the fact that primary studies, associated with these
research topics, clearly describe the analysis and objectives
of each investigation.

Nevertheless, regarding the two last ones (security require-
ments and risk management), it was necessary to argue the
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FIGURE 7. Primary studies’ validation type.

FIGURE 8. Research themes identified.

TABLE 3. Research themes and primary studies.

reason why they should be considered as research themes
because there were little primary studies related to these
research themes. Finally, after several brainstorming sessions,
it was concluded that both research topics should be con-
sidered given their relevance in Software Engineering. In
the following sections, we discussed the research themes
thoroughly.

1) INSECURE DATA TRANSMISSION
37% of primary studies focus on investigating the context
of insecure data transmission. This research theme discusses
security issues when connecting Telehealth systems to a wire-
less router or access point to a computer or other mobile
device. Telehealth systems must be especially careful con-
cerning data transmission because the data transmitted is
sensitive patient data. Primary studies remarks that it is nec-
essary to protect all the network traffic data, such as med-
ical records, stream data, and camera control messages via

HTTPS connection. HTTPS protocols implements SSL/TLS
to secure communication by encrypting the payloads of
packets.

2) PRIVACY
Privacy is related to the personal life of each patient and must
be maintained in an intimate and secret way. An individual
has the right to have privacy in his life, that is, the person
can perform actions, which he does not necessarily have to
share with others [29]. 32% of primary studies are concerned
about how to provide privacy in Telehealth systems. Mainly,
primary studies investigate which security mechanisms are
applied to telemedicine networks in order to guarantee the
confidentiality, integrity, and availability of patients’ medical
information.

3) INTEROPERABILITY
According to [32], interoperability is the ability of two or
more systems or components to exchange information and
use the information that has been exchanged. Mainly, pri-
mary studies address interoperability between fog and cloud
computing platforms by (i) proposing a framework for a
standardized exchange of information between healthcare
entities (ii) designing and implementing a software tool to be
integrated intomedical data dissemination protocols to ensure
interoperability and (iii) evaluating the impact of the soft-
ware tool on the transport of data when exchanging healthcare
information using ‘‘in-band’’ and ‘‘out-band’’ transport over
the IEEE802.15.4/ZigBee and WiFi protocols.

4) TRUST
Trust is the security or firm hope that someone has of another
individual or something [33]. In this research theme, primary
studies focused on PKI-like infrastructure for establishing
trust between users using biometrics-based authentication
and hierarchies of trust. Furthermore, other studies discuss
the introduction of a unique identity-based authentication
scheme and thus, eliminating the need for a third-party user
in order to increase trust in mobile e-Health networks.

5) INTEGRATION
Systems integration is defined as the set of related or interact-
ing elements that allow the implementation and attainment of
policies and objectives of an organization, in terms of various
aspects such as quality, environment, security, health, or other
management disciplines [34]. Primary studies discuss how
to build platforms to satisfy healthcare needs by integrat-
ing modules for telemedicine. In this context, medical pro-
cesses are modeled following the HL7 Reference Information
Model, which has allowed easy inclusion of many specialties
such as dermatology, radiology, cardiology, pathology, and
infection diseases, among others.

6) SECURITY REQUIREMENTS
Security requirements are statements made to make security
assessments. According to ISO 27001 [35], the information
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FIGURE 9. Security issues.

security and specification establish that the security require-
ments are aimed at protecting the information.

A20 discusses an extension of SysML requirements dia-
gram. The authors propose CompASRE, a comprehensive
SRE approach that incorporates the strengths and best prac-
tices related to security requirements engineering.

7) RISK MANAGEMENT
Risk management is the process of identifying, analyzing,
and responding to risk factors throughout the life of a project
and for the benefit of its objectives [36]. Proper risk manage-
ment involves the control of possible future events. In addi-
tion, risk management is proactive, rather than reactive.

A15 suggests a model aiming at managing risks in
telemedicine environments. The authors use the Dempster
and Shafer Theory to process security management evidence
for the purpose of forecasting risks associated with the con-
tinual feasibility of a telemedicine system.

B. RQ2: SECURITY ISSUES
Few studies (24%) reported which security issue they address
in their proposals (see Figure 9).

1) ATTACKS
According to [37], a privilege escalation attack takes advan-
tage of programming errors or design flaws to give the
attacker elevated accesses to networks. There are two kinds
of privilege escalation: vertical and horizontal.

• Vertical privilege escalation requires the attacker to
grant himself higher privileges. This kind of attack
is achieved by performing kernel-level operations that
allow the attacker to run unauthorized code.

• Horizontal privilege escalation requires the attacker to
use the same level of privileges he already has been
granted, but assume the identity of another user with
similar privileges.

Covert channels are means to transfer information, which
were neither designed nor perceived as communication chan-
nels [38]. Examples of covert channels include file locks,
hardware settings, and modulated execution-time delays.

If both applications have enough permission to cause and/or
note changes in a shared resource, it could be challenging to
detect a smart and creative exploit of that channel. Concern-
ing sensor-based threats, these kinds of threats are related to
the attacks to sensors-based privacy and security which use
covert channels as a medium of sharing information.

About device mis-bonding attacks, these are related to the
lack of bonding between an external device and its official
app. In the absence of operating system level protection, this
threat can only be addressed by the app-device authentication
developed by individual device manufacturers [39].

Offline dictionary attacks are related to the steal of pass-
word storage files from the target system. The idea is to intent
to find the key necessary to decrypt an encrypted message or
document [40].

Tags attacks are related to Radio Frequency Identifica-
tion Systems (RFID). These systems refer to technologies
whereby a reader captures digital data encoded in RFID tags
or smart labels via radiowaves. In this regard, A27 describes a
comprehensive survey on security and privacy issues in RFID
systems and their solutions.

2) VULNERABILITIES
A Denial of Service (DoS) is intended to prevent access
to an organization’s services and resources for an indefinite
period [41]. Generally, these types of attacks are aimed at a
company’s servers, so that they cannot be used or consulted.
Its objective is not to recover or alter data, but to damage
the reputation of companies with an Internet presence and
potentially impede the normal development of their activities
if they are based on a computer system.

Data Secrecy means to protect any data which is essential
to an organization or specific people. It can also be important
to other organizations that certain data is kept private as obli-
gated by contracts, such as non-disclosure agreements, which
require internal corporate data to be handled stringently [42].

According to [43], identity theft (also known as identity
fraud) is a crime in which an imposter obtains key pieces
of personally identifiable information, such as Social Secu-
rity or driver’s license numbers, in order to impersonate
someone else. The information can be used to obtain credit,
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merchandise, patient records, and services in the name of the
victim, or to provide the thief with false credentials.

The Open Web Application Security Project (OWASP2)
is a worldwide not-for-profit charitable organization focused
on improving the security of software. The OWASP mission
is to make software security visible so that individuals and
organizations are able to make informed decisions. Regularly,
OWASP releases a ranking about the top ten of security risks.
In this context, A25 analyzes how web-based telemedicine
services are affected by security OWASP risks.

3) THREATS
Communication channel threat compromises the guarantee
of messages that travel from a source node to a destination
through several intermediate computers on the network (A5).

A28 and A5 (partially) discusses how social threats (also
known as community threats) compromise security in Tele-
health systems. The authors describe three kinds of threats in
this context:
• Technical threats: Technical threats target both the infor-
mation repository and the operational infrastructure of
the virtual medical community. A virtual medical com-
munity is susceptive to a variety of attacks. From out-
side malicious users gaining unauthenticated access to
inside users gaining unauthorized access control to sen-
sitive patient information, all these threats are a signif-
icant issue that concerns both the CIA (confidentiality,
integrity, availability) model and community trust.

• Ethical: The goal of a virtual healthcare community
is mainly to provide patients with medical consulta-
tion. Nevertheless, if a particular doctor improperly
uses patient information to perform genetic or biomed-
ical experiments, or provides medications that violate
accepted policies, then critical ethical issues arise.

• Legal issues: Virtual healthcare communities usually
cross national borders, and as such, they face several
legal issues, such as licensing, accreditation, concerns of
identity deception and dependency, which are difficult to
be adequately addressed by legislative entities.

4) WEAKNESSES
Traditional verification session processes must be anony-
mous, unlinkable to other sessions, and revealing no personal
or traceable information. In contrast, some situations involve
the circumstances when the electronic ID card is lost, stolen,
or destroyed. In these cases, the credential must be revoked in
order to be not used any time in the future. A14 examines the
impact of the lack of mitigation strategies when smart cards
with password authentication mechanisms are stolen or lost.

5) COMPONENTS AND MEDICAL SUPPLIES
AFFECTED BY SECURITY ISSUES
Figure 10 illustrates the Telehealth components compromised
by security issues. According to the SMS results, 51% of

2https://www.owasp.org/index.php/Main_Page

FIGURE 10. Telehealth components affected by security issues.

FIGURE 11. Medical supplies affected by security issues.

the primary studies do not describe which components are
affected, which means that authors, in general, describe the
main security issues faced by Telehealth systems, but they do
not specify which components should be put more effort into
to mitigate security incidents.

On the other hand, the most mentioned component is the
network. In Telehealth systems, networks consist of several
protocols, such as HTTP (Hypertext Transfer Protocol) and
FTP (File Transfer Protocol). Each system requires specific
requirements in the network, which are developed based on
parameters that evaluate the quality of services (QoS) such
as bandwidth, loss rate, time used, and others. It is worth
mentioning that these parameters vary according to the level
of traffic that the application has since it can be transmitted
using synchronous or asynchronous methods. Therefore, as a
component becomes more complex, it is more susceptible to
security incidents.

Although other components (watermark, database, and
access control) are mentioned in security incidents, pri-
mary studies do not thoroughly discuss the importance and
impact of violating aforementioned components in Telehealth
systems.

Complementing Figure 10, Figure 11 describes medical
supplies compromised by security issues. Like Figure 10,
there is a significant number of primary studies (44%) that
does not clearly describe which security incidents compro-
mise medical supplies. The rest of studies mention that the
electronic patient record is the most affected supply.

C. RQ3: SOLUTIONS
Figure 12 illustrates that most proposals point to detect
attacks and stop or mitigate attacks. Nevertheless, we do not
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FIGURE 12. Telehealth solution map.

FIGURE 13. Evolution of Telehealth system security solutions over the years.

find studies where their solutions concern about recover from
attacks.

Figure 13 describes the distribution of solutions over the
years. It is possible to appreciate that most of the solu-
tions are mainly concerned with stop or mitigate attacks.
The solutions related to this strategy seek to create concrete
action plans that help counteract attacks by cybercriminals.
Primary studies emphasize that in the health business, Tele-
health systems are susceptible to attacks because their main
goal is to steal sensitive information from patients in order
to committing fraud (A28, A41). But, some primary stud-
ies go further. Apart from sensitive patient data, there are
other motivations to attack Telehealth systems. Mainly, these
motivations lie in economic reasons and industrial espionage
related to health providers. Therefore, primary studies that

focus on stop or mitigate attacks aim for health institutions to
identify the need for serious, strategic, and structural mea-
sures to protect their environment from attacks. Failure or
unavailability of technologies and equipment can result in
a severe threat to the operational continuity of the health
organization and, consequently, in timely and quality patient
care.

Regarding solutions aimed at detecting attacks, between
2006 and 2010, a couple of primary studies addressed this
security strategy. However, between 2011 and 2016, except
for one in 2013, there is a deficit of primary studies. Never-
theless, from 2017 to 2018, there is an increase in publications
because primary studies point to include new topics, such
as artificial intelligence, as defense mechanisms in order to
detect attacks. On the other hand, other proposals, such as
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FIGURE 14. Software engineering key areas.

the one described in A20, attempt to expand models already
created to detect attacks.

Concerning solutions which their strategy is to react to
attacks, we found three primary studies (A27, A26, A13).
The main idea of these studies is to provide response plans
for situations related to security incidents. In this regard,
the mitigation plans referenced by these three primary studies
involve taking action plans according to local policies and
regulations defined by health institutions. This means that
mitigation plans depend on how health institutions set their
own administrative security policies.

V. DISCUSSION
In Section IV, we illustrated security aspects (research
themes, issues, and solutions) concerning Telehealth systems.
Therefore, taking as reference the findings of the previous
section, this section discusses how Software Engineering can
contribute to building secure Telehealth systems. To conduct
the analysis, we used the SWEBOK (Software Engineer-
ing Body of Knowledge) [13] as a basis, which is a guide
that describes generally accepted knowledge about software
engineering. SWEBOK describes 15 knowledge areas (KA)
(see Figure 14).

We reviewed each KA aiming at identifying which KAs
are critical to handle security issues in Telehealth systems.
In our analysis, we considered the solutions described in
Figure 12. For each primary study, two researchers rated
the studies using the following range: ‘‘Strongly agree’’,
‘‘Agree’’, ‘‘Neither agree nor disagree’’, ‘‘Disagree’’, and
‘‘Strongly disagree’’ in order to define if a specific primary
study is related (or not) to Software Engineering KAs. Then,
in brainstorming sessions, each particular decision was ana-
lyzed, and a final decision was determined for each article
(related or unrelated). Consequently, Figure 15 depicts the
detailed result of the final analysis between primary studies
and KAs.

According to Figure 15, the KAs that cover primary
studies are Software Design (KA2, 31/41), then Software

Requirement (KA1, 11/41), Software Engineering Models
and Methods (K9, 7/41), Software Construction (KA3, 1/41)
and Software Engineering Professional Practice (KA11,
1/41). Regarding KAs 3 and 11, these primary studies inves-
tigate about legal (KA11) and secure software construction
(KA3) aspects in the context of security and Telehealth sys-
tems. In the following sections, we further discuss the KAs
with the highest number of primary studies.

A. SOFTWARE DESIGN
Software design is the software engineering life cycle activity
in which software requirements are analyzed in order to
produce a description of the software’s internal structure that
will serve as the basis for its construction [13]. In this context,
security issues can be handled in the software architecture
level. According to Bass et al. [32], the software architecture
of a system is the set of structures needed to reason about
the system, which compromises software elements, relations
among them, and properties of both.

Telehealth systems are fashioned of software systems that
have their designs to meet particular purposes. Moreover,
these software systems are surrounded by a large number of
components (such as servers, medical equipment, and tablets)
and stakeholders (patients, physicians, nurses, and others).
In this context, we distinguished two significant absences:
• Discussion about architectural styles: Architectural
styles are particular solutions which typically centers
on how to organize code and components created for
the software. It is the granularity of the highest level
that focuses on creating the layers and modules of the
software and allowing a proper interaction between the
various modules for giving the right results upon imple-
mentation [32]. Some architectural styles are: black-
board, peer-to-peer, pipes and filters, microservices, and
others. RQ3 revealed that security solutions provided
by primary studies are ad-hoc solutions to particular
problems. Each proposal is distinctive and does not
allow conceiving if a specific architectural style helps
to handle security issues in Telehealth systems.

• Key stakeholders identification: Primary studies whose
solutions require the creation of architectures do not
mention how they identified the key stakeholders that
surround Telehealth systems. According to [32], for an
architecture to be prosperous, the architect must con-
sider all key stakeholders’ viewpoints. Nevertheless,
we realized that solutions reported in RQ3 point to
satisfy the needs of physicians and nurses primarily,
leaving aside other key stakeholders, such as healthman-
agers, health administration professionals, laboratories,
and others.

Hence, to face security incidents in Telehealth systems,
software systems must have suitable architectures to pro-
tect patient’s data and information from unauthorized access
while still granting access to authorized health profession-
als and systems. To achieve this, architectural evaluation
techniques (such as Software Architecture Analysis Method
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FIGURE 15. Software engineering key areas and primary studies. As in Figures 12 and 13, green symbols indicate ‘‘Detect attacks’’ strategies; purple
indicates ‘‘Stop or mitigate attacks’’; yellow indicates ‘‘React to attacks’’.

FIGURE 16. Software architecture evaluation overview.

(SAAM) [32], Architecture Trade-off Analysis Method
(ATAM) [32], and others) must be conducted in order
to satisfy the Telehealth system stakeholders’ needs (see
Figure 16). The goal of evaluating architectures is to identify
and analyze several architectures instead of selecting a unique
one.

In order to complement architectural styles, security pat-
terns emerge as an alternative to make security decisions in
order to build secure Telehealth systems. Security patterns
represent solutions to the problem of controlling a set of
specific threats through some security mechanism, defined in
a given context [44]. Security patterns provide best practices
for avoiding security-related design flaws in software.

For example, Figure 17 describes the RBAC (Role Based
Access Control) security pattern. This pattern can be used
when it is required to control access based on roles. There-
fore, the solution provided by this pattern is to extend the
Authorization security pattern [44], so users are assigned
roles, and roles have rights.

FIGURE 17. RBAC security pattern.

Including security patterns as part of the software develop-
ment and architecture process helps to systematize security
knowledge, allowing to manage and expand the behav-
ior of security and their incorporation at very early stages
of the development of secure Telehealth systems. Further-
more, security patterns help build the traceability of security
requirements. If the security requirement change, for exam-
ple, due to changes in security policies or domain require-
ments, it is possible to describe and follow the impact of
these changes up to the design stage through the definition
of security patterns.

B. SOFTWARE REQUIREMENTS
Often, the success or failure of a software system depends
on adequate requirements elicitation. In the security context,
security requirements are conditions over the phenomenon of
the environment that it is wished tomake true by installing the
system in order to mitigate risks [45]. Furthermore, security
requirements define what level of security is expected from
the system with respect to some threat or malicious attack.

Primary studies that mentioned the importance of the
requirements to handle security issues (A20, A23, and A37)
agree that the developers’ inexperience produces some of
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the security incidents on specific telehealth domains, such as
telecommunication, sensors, robotics, among others. Gener-
ally, primary studies discuss that poor elicitation of require-
ments in telehealth is caused by several factors, such as:
• Lack of resources: few health institutions have the nec-
essary resources to conduct effective requirements man-
agement and elicitation.

• Limited knowledge: Other studies, such as [46], open the
discussion about the lack of capacity and resources that
health institutions have to identify security requirements
adequately

Although it is not possible to attribute all security issues to
incorrect requirements elicitation, some studies (such as A20)
suggest that advanced models of security requirements for
Telehealth systems assist in mitigating security incidents.
Moreover, if models consider international standards, such
as Health Level Seven - Clinical Document Architecture
(HL7-CDA,3) inherent attacks could be identified and ana-
lyzed in the early stages of Telehealth systems development.

C. SOFTWARE ENGINEERING MODELS AND METHODS
This KA is concerned about structures on Software Engi-
neering with the goal of making activities more systematic,
repeatable, and ultimately more success-oriented.

Primary studies related to this KA are not intended to pro-
pose new methodologies and software development models
for the Telehealth system.What they recommend is to include
the concept of security as a methodology and culture for the
development of Telehealth systems and adapt highly used
standards (such as HL7) in the development methodology.

At this point, the concept of security by design is emerg-
ing as a system development philosophy given the increase
in data and devices and new complex challenges that this
entails [47]. This concept suggests that software must be
designed securely from the beginning. Academic and grey lit-
erature describe different security design principles; however,
Whitman and Mattord [47] summarize them:
• Economy of mechanism: Keep the design as simple and
small as possible.

• Fail-safe defaults: Base access decisions on permission
rather than exclusion.

• Complete mediation: Every access to every object must
be checked for authority.

• Open design: The design should not be secret, but rather
depend on the possession of keys or passwords.

• Separation of privilege: Where feasible, a protection
mechanism should require two keys to unlock, rather
than one.

• Least privilege: Every program and every user of the
system should operate using the least set of privileges
necessary to complete the job.

• Least common mechanism: Minimize mechanisms
(or shared variables) common to more than one user and
depended on by all users.

3http://www.hl7.org

• Psychological acceptability: It is essential that the
human interface be designed for ease of use, so that
users routinely and automatically apply the protection
mechanisms correctly.

Using these principles in the development of Telehealth
software systems may help to mitigate potential security inci-
dents that compromise not only the whole Telehealth system
but also the patient’s integrity and health.

D. EMERGING CHALLENGES
In the previous sections, we discussed which Software
Engineering KAs are relevant to address security issues in
Telehealth systems. However, another guideline that merits
analysis is about the challenges concerning security that pri-
mary studies describe.

1) EXPONENTIAL GROWTH OF MEDICAL DATA
Currently, numerous sources of heterogeneous data provide
large amounts of information related to patients, diseases,
and health centers. The application of Big Data techniques
allows inferring a layer of intelligence that anticipate patients’
needs and offer more effectivemedical care. Therefore, in this
context, a significant challenge is how to create Telehealth
software systems that achieve confidentiality, integrity, and
availability in order to protect a vast amount of patients’ data.

Software architectures for Big Data may help to address
this challenge. In this regard, virtualized cloud architec-
tures can provide several advantages for handling big data
in order to provide scalability, security, performance, and
other quality attributes. Furthermore, new emerging chal-
lenges, such as rethinking architectural solutions to meet
functional and non-functional requirements related to vol-
ume, variety, and velocity, incite to expand the research back-
ground of Software Engineering to propose newmethods and
techniques [48].

2) CONNECTED TELEHEALTH DEVICES
More and more, the quantity of devices that surround Tele-
health systems grows. These devices encompass cyber-
physical systems, robots, sensors, and others. Therefore,
the emerging challenge is how to build highly interoperable,
secure, and scalable Telehealth systems. In this context, new
emerging architectural styles, such asmicroservices, provides
features to build software systems considering the character-
istics mentioned above.

According to Newman [49], microservices is an architec-
tural style that is regarded as ideal when it is necessary to
support across a wide array of platforms as well as devices
across the web, such as Internet of Things (IoT), mobiles,
wearables, and others.

3) ‘‘MONOLITHIC’’ TELEHEALTH SYSTEMS
‘‘Monolithic’’ is referred to when the software systems’ com-
ponents are interconnected rather than loosely coupled, which
implies that if any software component must be updated,
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added or deleted, the entire application has to be rewritten.
In Telehealth systems, this situation can involve the patient’s
life if a component or process fails. Therefore, the question
is how to build non-monolithic Telehealth systems. Like the
previous challenge, microservices provide properties in order
to ensure flexible architectures.

VI. THREATS TO VALIDITY
This section aims to discuss the threats to the validity of our
SMS [31].

A. INTERNAL VALIDITY
Threats to internal validity describe factors that could affect
the study’s results. We addressed the following threats with
specific mitigation plans:

• Study search: To mitigate this threat, we used the prede-
fined search string onmajor electronic databases. Before
taking an actual search on the place, we also performed
a pilot search on all selected databases to verify the
accuracy of our search string.

• Bias on study selection: The studies selection has
been made by applying explicitly defined inclusion and
exclusion criteria. To avoid the possible bias, we also
performed the cross-check validation for all selected
studies.

• Bias on data extraction: To obtain data consistency and
avoid bias in data extraction, we defined the data extrac-
tion template (see Table 1). Initially, two authors equally
distributed the number of studies and then they obtained
the data according to the data extraction form. The same
two authors regularly discussed and shared their findings
to avoid data extraction bias.

• Bias on research themes classification: We identified
the research themes by using guidelines of thematic
analysis proposed by Braun et al. [23]. Furthermore,
these guidelines provide qualitative analytic methods to
obtain research themes in primary studies. In turn, two
researchers conducted this activity.

B. EXTERNAL VALIDITY
Threats to external validity are restrictions that restrict the
ability to generalize results. The inherent threat related to
external validity is about if primary studies represent security
issues in Telehealth systems. We mitigated this threat by
choosing peer-reviewed studies and excluding grey literature
(white papers, editorials, and others). Furthermore, we used
feedback from healthcare professionals to validate the inclu-
sion and exclusion criteria.

C. CONCLUSION VALIDITY
Threats to the conclusions validity are concerned
with issues that affect the ability to draw the cor-
rect conclusions. Although we used the guidelines of
Kitchenham and Charters [15], which already assumes that
not all relevant primary studies that exist can be identified,

we handled this validity threat by discussing our results in
several brainstorming sessions with healthcare professionals.
The number of primary studies obtained in this SMS allowed
us to analyze each primary study critically.

D. CONSTRUCT VALIDITY
Construct validity is related to the generalization of the result
to the concept or theory behind the study execution [31]. The
main threat is the subjectivity of our results. To mitigate this
threat, two researchers conducted (independently) the main
steps of our SMS. Subsequently, they discussed their results
in order to converge in a consensus.

VII. RELATED WORK
This section explores the related work concerning security in
Telehealth Systems.

Zeadally et al. [50] conducted a literature review about
security attacks on Electronic Health Systems (E-Health).
The authors mentioned that telecommunications technology
used by E-Healths applications are prone to advanced attacks.
Furthermore, they argue that recent attacks in the various
domains of E-health correspond to security and privacy.
The authors conclude their research by mentioning that it is
imperative that researchers thoroughly address these security
challenges.

Ida et al. [51] investigated security in IoT and Cloud.
The authors discussed the gap between IoT systems and
vulnerabilities in the context of E-Health systems. In addition,
the authors discussed different vulnerabilities of IoT in a
cloud context in order to present novel solutions to protect
health information.

Garg and Brewer [52] conducted a systematic review
concerning security in Telemedicine. The authors focused
on physical security and issues related to legalities, poli-
cies, and standards. Key findings reported by the authors
rely on the impact of reliability and availability on critical
life-supporting systems. Furthermore, the authors mentioned
that it is also essential to maintain the usability of these
systems without compromising security.

In the context of network communication,
Kompara and Holbl [53] surveyed security issues sur-
rounding body sensor networks. The authors illustrated a
list of possible attacks related to intra-body area network
communication.

Notwithstanding the significant contribution of previous
studies, our study diverges from the previous ones in the
discussion about security issues, Telehealth Systems, and
Software Engineering. Preceding studies focused on inves-
tigating security from a clinical and operational prospect, but
they do not discuss which features of Software Engineering
are critical to developing secure Telehealth Systems.

VIII. CONCLUSION
This article reports the results of an SMS about security
issues related to Telehealth Systems. Furthermore, based on
the SMS’s findings, it provides a discussion about the role of
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Software Engineering in developing Telehealth Systems. The
research questions that support our SMS are:
• RQ1: Which research themes characterize security in
Telehealth systems?

• RQ2: Which security issues have been published con-
cerning Telehealth systems?

• RQ3: Which security solutions have been proposed for
Telehealth systems?

Regarding RQ1, we identified seven research themes,
where themost significant number of primary studies are con-
centrated in two, insecure data transmission and privacy. For
the first, research focused on how to protect communication
in Telehealth systems from security incidents. And the second
one points out how Telehealth systems should satisfy the pri-
vacy of patient data. Concerning RQ2, we identified attacks,
vulnerabilities, threats, and weaknesses. However, the vast
majority of primary studies do not describe which security
issues they handle, which leaves a bias in proposing solutions.
Furthermore, few primary studies explicitly describe which
components, both of Telehealth and medical, are compro-
mised by security incidents. Finally, in RQ3, we illustrated
a map of security solutions proposed for Telehealth systems.
We organized the solutions in four categories: detect attacks,
stop or mitigate attacks, react to attacks, and recovery from
attacks.

Subsequently, we analyzed the RQs’ results from a Soft-
ware Engineering perspective.We identified critical key areas
that address security aspects in Telehealth systems. Similarly,
we identified emerging challenges from the analysis of secu-
rity and Telehealth systems and we discussed how Software
Engineering could contribute to achieving these challenges.

To further our research we are exploring software archi-
tectural techniques and design principles to build secure
Telehealth Systems and Internet of Medical Things (IoMT)
platforms. More precisely, we want to use the findings of
this study to establish methodologies in order to develop
and deploy secure IoMT platforms for Ambient Assisted
Living (AAL) systems focused on the monitoring and care
of elderly patients.

On the other hand, we are in the process of investigat-
ing quality instruments that allow us to measure the degree
of satisfactory compliance concerning quality standards and
regulations (mainly focused on functionality, security, and
usability) that Telehealth Systems and IoMT platforms in
health institutions must address.
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