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ABSTRACT With the rapid development of Internet technology, online social networks (OSNs) has become
one of the main ways for people to develop social activities. In order to maintain and strengthen interpersonal
relationships, users are willing to share personal behaviors, feelings and other things through OSNs. Whether
these resources reveal private information or not depends on the appropriateness of the access control policies
set by the owner. However, with the increasing number of friends and complex relationships, it becomes more
and more difficult for OSNs users to set appropriate access control policies. Aiming at above problems,
a smart access control method for online social networks is proposed based on SVM algorithm to realize
smart access control on the basis of integrating relationship types and description information of published
content as eigenvectors. The experimental results show that this mechanism can automatically recommend
the list of visible friends according to the content published by users and the relationship between users
and friends, allowing users to modify the list to obtain the final access control policy, which can effectively
protect users’ privacy information.

INDEX TERMS Online social networks, access control method, support vector machine, machine learning.

I. INTRODUCTION

With the rapid development of Internet technology and
communication technology, more and more people choose
to communicate with each other through OSNs, and lots
of enterprises use OSNs to carry out business activities.
In OSNs, users can share various resources which may be
public or protected by access control policies, including text,
photos, videos and other contents. The users and the rela-
tionships between them constitute the social network graph.
Information and resources flow in the online social network
under the constraint of the graph.

Friendly and easy-to-use interface, convenient and diverse
functions attract a lot of users to use online social networks
more frequently. As the development of wireless commu-
nication technology, for example, the development of 5G,
it becomes more and more convenient for people to access
to the internet through wireless networks [1], [2]. This boosts
the development of online social networks. It brings a lot of
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information security issues as well [3]. According to statis-
tics, Facebook has 1.55 billion active users each month, and
84% of them use mobile clients to log on to Facebook [4], [5].
Its daily online users are even close to 100 million. While
making it easier for users to share information, online social
network also brings privacy issues [6], [7]. One of the impor-
tant reasons is that adding strangers as friends in the virtual-
ized social network environment may expose a lot of personal
information [8]-[10]. However, few users realize that the
disclosure of private information may do harm to them [11],
and even fewer users can set access control policies correctly
when publishing resources in OSNs.

A smart access control method for online social networks
is proposed in this paper. The proposed method uses sup-
port vector machine (SVM) algorithm to study the access
control problem in social networks. Firstly, it integrates rela-
tionship type, the description of the content information as
feature vector. Then, the support vector machine (SVM)
algorithm is adopted to realize the automatic generation of
access control policies. The grid search method is used to
optimize parameters for SVM machine learning algorithm.
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Finally, experiments are arranged to verify the effectiveness
of the proposed mechanism in helping users to generate
effective access control policy. By allowing users to modify
the access control policies on the basis of personal characters,
the proposed mechanism can better achieve the purpose of
privacy protection.

In summary, the contributions of this paper are as follows:

1) We use both attributes of resources and relationships
between users to generate access control policies in OSNs.
Compared with access control methods that just consider
relationships, this method can express different protect need
of various contents that contain different privacy informa-
tion. It can achieve fine-grained access control of contents
uploaded to OSNS.

2) After a lot of experiments, we use SVM to train the
prediction model. As the 10-fold cross-validation method
and the grid search method are used in the model training
procedure, high computational accuracy can be achieved.

3) We propose a smart access control method for OSNs
which can intelligently and automatically generate access
control policies according to the resource that will be
uploaded to the OSN and relationships between friends and
the OSN user. It can recommend a list of friends who can
access a specific piece of resource according to the resource’s
attributes without any help of users which simplifies the
generation of access control policies and save time of OSNs
users.

The rest of this paper is organized as follows. Section 2
discusses the related work. Section 3 introduces related the-
ories and techniques. Smart access control method for online
social networks and parameter optimization of SVM predic-
tion model based on grid search are presented in Section 4.
Section 5 presents experimental results and discussions.
Section 6 compares several access control methods of OSNs
with the smart one proposed in this paper. Section 7 concludes
the paper.

Il. RELATED WORK

For the problem of social network privacy protection, the cur-
rent academic solutions focus on access control technology.
Most of them fall into one of three categories listed below.

A. RELATIONSHIP BASED ACCESS CONTROL

Gates [12], Carminati and Ferrari [13], and Fong et al. [14]
used the relationship between users in social networks to
determine whether visitors can access to resources. Fong [15],
Fong and Siahaan [16], and Bruns ez al. [17] used modal logic
language to define access control strategies in social networks
and proposed an access control model based on mixed logic.
Park et al. [18] and Cheng et al. [19] used regular expressions
to define access control policies, enabling user-user rela-
tionships, user-resource relationships, and resource-resource
relationships to control visitors’ access to resources. This
kind of methods provides users with a way to control access
rights to resources in OSNs. Different relationship is related
to different access rights. Relationship based access control
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method is simple to understand and easy to implement in
commercial OSNs. However, given a resource, it is hard
for users to determine to which access rights a relationship
should be related.

B. CRYPTOGRAPHY BASED ACCESS CONTROL

Pang and Zhang [20] used cryptography to solve access
control and privacy protection problems in social networks,
which also pointed out a new development direction for
access control technology in social networks. This kind of
access control method is capable to describe situations like
‘k-common friends’ and ‘k-depth’. It is more powerful than
traditional relationship based access control methods. How-
ever, as cryptography algorithms need to be performed,
it may take up more spacial and computational resources of
computers.

C. GAME THEORY BASED ACCESS CONTROL

Wellman and Berkowitz [21] used game theory to analyze
the benefits of content visitors and content owners in social
networks and proposed a new access control mechanism. Tian
and Lin [22] proposed a game control mechanism, which
used game theory to analyze the behavior of users in social
networks and controls access to resources in social networks
through trust prediction of user behavior. Yu et al. [23]
established a game model for competitive information dis-
semination in social networks to understand the influence
of human behaviors such as knowledge, interest, money and
learning desire on competitive information dissemination.
Zhang et al. [24] used game theory to calculate the income
of resource visitors and resource publishers to obtain Nash
equilibrium and decide whether to allow access to resources.
Zhu et al. [25] applies repeated games and incentive mecha-
nism to improve the efficiency of resource sharing in social
networks. Zhang et al. [26] used game theory to protect the
privacy information of users in social networks from the
perspective of the benefits of both parties to social network
content access and considering the impact of historical access
data on current benefits. However, all the above access control
methods cannot intelligently give users advices about how to
make access control policies.

The existing access control methods which are based on
relationship and game theory only restrict the access oper-
ation of resources and cannot provide appropriate access
control policies to users. Inappropriate access control policies
will bring serious consequences to OSNs users, and even
threaten the security of themselves and their families. For
example, uploading information related to users’ daily rou-
tines frequently may make criminals infer the family situation
and daily working hours, which may lead to the occurrence of
robbery cases and even threaten the safety of their lives. The
users who post pictures of their children and school schedules
may arouse strangers to abduct them by pretending to be
relatives to pick them up. Therefore, it is very important for
resource publishing users in social network to set appropriate
access control policies for resources. How to judge whether
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the access control policies are appropriate or not and how to
recommend them to users intelligently are urgent problems to
be solved.

Ill. RELATED THEORIES AND TECHNIQUES
Support vector machine (SVM) is a supervised learning
model based on VC dimension theory and structural risk
minimum principle. Provided with a limited sample set, it can
balance the accuracy and the learning ability of the model,
and solve the problem of small sample learning pretty well.
Its core theory was proposed by Vapnik and Cortes in the
1990s [27]-[29].

Suppose there is a set of training samples {x;, y;};_,, where
x; € R4 is the input vector of d dimension and y; € {—1, 41}
is the category marker. SVM needs to construct an optimal
classification hyperplane to correctly separate the two types
of training samples and ensure the maximum classification
interval (margin). The classified hyperplane can be obtained
by solving the following optimization problems.

Under the constraints of equations (1) and (2), minimize
equation (3).

YW x) +b) = 1—§ (0
>0, i=1,2,...,n 2)
%(wT-chZsi 3)

i=1

where &; is the training error of the linearly indivisible training
sample. Equation (1) is used to ensure the correct classifica-
tion of training samples. The constant C in equation (3) is
used to balance training errors and algorithm complexity.

The above minimization problem is a quadratic program-
ming problem, which is equivalent to maximize equation (6)
under the constraints of equations (4) and (5).

n
Z oy, = 0 (4)
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By solving the above quadratic programming problem,
the decision function shown in equation (7) is finally
obtained.

n
fx) = sign [(Z aiyiK (x, xo) + b} (7
i=1

In order to solve the problem of linear inseparability of
training samples, kernel function is introduced. Any function
that satisfies the Mercer condition can be used as a kernel
function in SVM. Common kernel functions include polyno-
mial kernel, RBF kernel, Sigmoid kernel and so on. The most
commonly used RBF kernel is selected in this paper.

2
<~

v

K(x,x") =exp (8)
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where y is the parameter to be optimized in the process of
machine learning.

IV. RESEARCH METHOD

According to the characteristics of access control data in
OSNs and the related technologies described in section 3,
this section presents the SVM-based access control method
for online social networks and introduces the corresponding
parameter optimization algorithm based on grid search.

A. SMART ACCESS CONTROL METHOD FOR ONLINE
SOCIAL NETWORKS

The SVM-based smart access control model for online social
networks is shown in Figure 1. The model includes user,
session, history record, user record, social network graph and
smart access control part.

Access
Control
Request

Access
Control
List

User
Record

Smart Access
Control Part

History
Record

fffff + input
<«—»» |-nmap

FIGURE 1. The SVM-based smart access control model.

User: Users are social network registered person who initi-
ate access control request, upload texts, pictures, videos and
other resources through online social network, and set their
access control policies. The user set is denoted as U, and its
elements are denoted as u.

Session: Session is used to describe an active entity of a
logged user in online social network. The set of user sessions
is called Sy.

History Record: History records are resources uploaded
by OSNs users and access control policies set for resources,
which are denoted as Hg.

User Record: User record is the resource will be uploaded
by the registered OSNs user who initiated the access control
request, which is recorded as UR.

Social Network Graph: The social network graph is used
to describe relationships between registered users of a social
network, denoted as G.

First, the user U initiates an access control request to
the smart access control part through the session Sy. Then,
the smart access control part trains access control model
based on the data set Hg. At last, the access control model is
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FIGURE 2. Smart access control mechanism architecture based on SVM.

used to predict user’s record UR, and finally the access control
list is obtained.

1) SMART ACCESS CONTROL MECHANISM

ARCHITECTURE BASED ON SVM

Considering the data characteristics of access control in
OSNs and the basic principle of support vector machine,
the architecture design of smart access control mecha-
nism based on SVM constructed in this paper is shown in
Figure 2, including four components, namely the execution
part, the prediction part, the machine learning part and the his-
torical record database. The execution part is responsible for
receiving access control requests from users, calculating the
final access control lists, and allowing users to modify access
control lists based on personal needs. The prediction part
uses the machine learning model obtained from the machine
learning prediction module to predict the access control list
based on the user’s personal data. The machine learning
part trains the machine learning model with historical data
provided by historical record database through executing the
machine learning algorithm. The historical record database is
responsible for recording all resources uploaded by users to
the social network and the access control lists set for those
resources.

The execution part consists of a receive module and an
execute module. The receive module acquires the access
control request of the user, including the relevant informa-
tion of the social network resources uploaded, and provides
this information to the prediction part. The execute module
receives and displays the access control list provided by the
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prediction part to the user, and allows the user to modify the
access control list according to personal needs.

The prediction part is composed of user record acquisition
module, keyword generation module, relationship acquisition
module and machine learning prediction module. The user
record acquisition module extracts the user record from the
access control request, including the resources uploaded to
the social network. The keyword generation module gener-
ates keywords according to social network resources. The
relationship acquisition module obtains the relationships
between the user and all the friends from the social network
relationship graph. The machine learning prediction module
runs the machine learning model obtained by the machine
learning part, and inputs resource keywords and relationships
between the user and the friends so as to obtain the prediction
result.

The machine learning part is composed of a historical
record acquisition module and a machine learning algorithm
module. The historical record acquisition module requests
the uploaded resources and the corresponding access control
policies in the historical record database. The machine learn-
ing algorithm module uses the relevant history data obtained
by the historical record acquisition module as input, and the
machine learning algorithm module is trained to obtain the
machine learning model.

The historical record database holds the resources
uploaded by all users in the social network system and the
access control policy set for those resources.

2) ACCESS CONTROL PREDICTION METHOD
Figure 3 summarizes the training and verification process
of the prediction model. After data preprocessing, historical

Resources Waiting Historical Social Network

for Prediction Record Graph

A

Data
Preprocess
A
Date Waiting for -

Prediction Training Data

v
v v

Training Set Test Set
l Training
Machine Verify
Learning Model
\A

Recommended Visible
Friend List

Prediction o
Model

FIGURE 3. Training and verification of prediction model.
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records and social network graph together constitutes the
training data. In order to avoid the problem of over-fitting in
the process of machine learning, the training data is divided
into two parts: training set and test set. The machine learning
algorithm is used to train the classification model on the
training set, and the machine learning model is tested and
optimized on the test set to obtain the prediction model. The
resources to be uploaded to the social network are prepro-
cessed to generate the data to be predicted (Data Waiting
for Prediction). The prediction model takes the data to be
predicted as the input, and obtains the recommended visible
friend list of the resources.

B. PARAMETER OPTIMIZATION OF SVM PREDICTION
MODEL BASED ON GRID SEARCH

Support vector machine algorithm (SVM) was used to train
the machine learning model, and RBF kernel function was
selected to process nonlinear fractional data. As described
in section 3, the SVM algorithm with RBF kernel function
uses two parameters C and y. Constant C is used to balance
training error and algorithm complexity. The parameter y is
used by RBF kernel function in machine learning. In order to
find the classification model that can meets the requirements,
the most appropriate C and y [30] should be found. The grid
search method is used to optimize the values of C and y to
obtain the highest accuracy. In order to avoid the problem of
over-fitting in the process of machine learning, the accuracy
of the model is evaluated by means of 10-fold cross vali-
dation for each group of values of parameter C and y. The
pre-processed training sample set is divided into ten subsets,
with each subset being further divided into a verification set
and nine training sets, to obtain ten models. The average
classification accuracy of the ten models in the verification
set is taken as the accuracy of cross validation. The C and y
with the highest cross-validation accuracy were selected as
the final parameters.

Compared with genetic algorithm [31], random search
algorithm [32] and other parameter optimization methods,
grid search is more simple and practical, which can well
meet the task requirements of smart access control in online
social networks. In this paper, the grid search of parameter
C and y is carried out in a hierarchical way. Firstly, for
the two-dimensional search space constituted by C and y,
a sparse grid is constructed with a large search step size
(for example, the value of C is 27>, 274,273, ..., 214 215
while the value of y is 2_10, 2_9, 2_8,...,28, 29, respec-
tively), and the region with high cross-validation accuracy
is {219 < ¢ < 22,271 < y < 2!}. The optimization
of grid parameters on the first layer is shown in figure 4.
Then, the small step length was used to conduct parameter
search in the region with high cross-validation accuracy (for
example, the value of C is 2952975 910 ol12.25 5125
while the value of y is 2713, 27125 2-1.0 2125 7l5
respectively). The final value of C and y is 2'! and 2°, and
the corresponding cross-validation accuracy is 0.9378. The
two-layer grid parameter optimization is shown in figure 5.
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FIGURE 5. The second layer of grid parameter optimization.

V. RESULTS AND DISCUSSIONS

This section uses the actual data in the SVM prediction
model with parameter optimization algorithm proposed in
section 4 to verify the smart access control method. The
experiment compared the accuracy of SVM algorithm with
Naive Bayes and Random Forest algorithm. Then the com-
parison with other access control methods is presented in this
section.

A. PREPARATION FOR THE EXPERIMENT

The data sets used in the experiment are introduced, as well as
other models compared with the SVM model proposed in this
paper. Then, the experimental operation platform and hard-
ware and software environment configuration is presented.

1) DATA SET

The information sharing system developed by the author’s
research group has functions such as instant messaging and
information publishing in social networks. The system will be
open to use in the institute, registered users can add friends,
upload resources and set access control policies. After run-
ning for several months, the data of 60 users in the system
were selected as the research object. The selected research
objects had an average of 200 friends on the system. Then,
the decision data of 10 uploaded resources of each research
object were extracted, and the decision data amount of the
research object was equal to the number of his friends, with an
average of 200. A total of 120,000 basic data were generated
by 60 research objects, which constituted the data set of the
experiment in this paper.
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Each basic data is preprocessed to obtain the eigenvalue of
a four-dimensional vector and a Boolean type target value,
which correspond to one piece of training data. After pre-
processing, the 120,000 pieces of training data constitute
the training sample set. The purpose of the experiment is
to give the detection rate and total detection accuracy of the
algorithm for various access control decisions in the data set.

2) MODELS COMPARED WITH SVM
In this paper, experimental comparison is made between
SVM model and the following two models.

a: NAIVE BAYES

Naive Bayes algorithm classification model is a classification
method based on Bayes theorem and independent hypothesis
of feature conditions. Because of its good performance and
simple implementation, Naive Bayes classification algorithm
has attracted extensive attention. At the same time, the algo-
rithm has been widely applied in many fields due to its high
computational accuracy and efficiency [33]-[35]. Suppose
there is a feature vector X = {x};’,, a set of categories
C = {ck};_;, where the feature vector X uniquely belongs
to a certain category cx. Use Py = {pp};_, to represent the
probability that the vector set X = {x;}}"_, belongs to category
Cy, then the category corresponding to max {p;};_, is the
category to which X belongs. As most of data in the data set
are multivariate discrete values, the MultinomialNB is chose
here and parameters are set to be the default values.

b: RANDOM FOREST

Random Forest is an algorithm that uses multiple decision
trees to train and predict samples, which was proposed
by Breiman in 2001 [36]. The Random Forest uses the
self-service resampling technique to put back sampling from
the training sample set. For each input sample, each deci-
sion tree gives a classification result, and the random forest
integrates all classification voting results, and the one with
the most voting times becomes the final category. Random
Forest Classifier is adopted in this paper for training, and the
parameters are all set to be the default values.

3) THE PLATFORM

The experimental environment is as follows. CPU: dual-
core 17-3770, 3.4 GHz; Memory of DDR 8 GB; The hard
disk is 500GB, 7200rpm; The operating system is Win-
dows 7. The programming language is Python 3.5.2 (64-
bit); The simulation software is Matlab 7.11.0 (R2010b).
In the process of program design, SVM model, Naive Bayes
model and Random Forest model are implemented by sklearn
0.19.1 package.

B. EXPERIMENTAL RESULT

The method proposed in section 4 is applied to train the data
collected above. Among them, the parameters are determined
by optimizing the parameters in section 4.2, and the final
values of C and y are 2!'! and 2° respectively. In order to
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fold.

verify the advantages of the model described in this paper in
different types of machine learning algorithms, SVM algo-
rithm was replaced with Naive Bayes and Random Forest
algorithm. Figure 6 shows the changes in accuracy of SVM,
Naive Bayes and Random Forest models with different cross-
validation folds under the same parameters. As can be seen
from the figure, SVM and random forest are close to each
other in accuracy and both are better than Naive Bayes algo-
rithm. When cross validation is adopted, the higher the fold
number, the higher the accuracy is. However, after 10 folds,
the accuracy rate remained the same or improved slowly.
Considering the accuracy and time consumption, the cross
validation with 10 folds is the best.

V. COMPARISON

This section discusses several related works of relationship
based access control schemes and compares the scheme pro-
posed in this paper with [14], [19], [37] and [38] (see Table 1).

The first column of Table 1 represents eight characteristics
discussed in this section. The next four columns represent the
characteristics of the access control schemes discussed below.
Characteristics of the scheme proposed in this paper are listed
in the last column.

The scheme in [14] is a formal algebraic access control
model for Facebook-style systems. But user attributes and
relationships beyond friendship are not supported in this
model. OSNs access control models presented in other meth-
ods have similar user graph as [19]. However, these models
do not explicitly take into account user attributes.

Despite its flexibility, UURAC, [37] is still far from
perfect. It does not support specific user attribute. More
concretely, its policy specification language can merely fig-
ure out common attribute requirements of one or several
users on the relationship path, lacking specification ability
of different attribute requirements of different users along
the path. Additionally, it cannot describe some policies, such
as “‘the adult colleagues of my friend Tom can access the
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TABLE 1. Comparison.

Fong et al. UURAC [19] UURAC, [37] HAC[38 This

[14] ] paper
Multiple Relationship Types N N N N
User Profile Attributes v v v
Specific User Attribute N \
User-user Relationship v v N N \
Directional Relationship y \/ N \/
Relationship Depth y y \/ N J
Policy Individualization v N N N \
Policy Recommendation N

resource’’, which requires the attribute of my friend “name REFERENCES

is Tom” and the attribute of the colleagues of my friend Tom
“age > 18”. Besides, compared with UURACx, HAC [38]
is simple and easy to understand. It is easier for users in the
OSNs to set up access control policies with HAC.

Compared with other four access control models,
the scheme presented in this paper can automatically generate
access control policies according to the resource that will be
uploaded to the OSN and relationships between friends and
the OSN user.

VII. CONCLUSION

The rapid development and widespread popularity of social
networks not only bring convenience to people, but also bring
the possibility of privacy disclosure. However, the large num-
ber of friends and the complex friendship relationship bring
great trouble for users to set appropriate access control poli-
cies, and further bring the risk of privacy disclosure. In order
to solve the problem of smart access control in the social
network, the relationship type, the description of the content
information are integrated as a feature vector, and the support
vector machine (SVM) algorithm is used to realize smart
access control, and then the grid search method is used for
SVM parameter optimization algorithm, put forward a kind of
smart access control method for online social networks based
on SVM algorithm, and finally experiments are arranged
to verify the effectiveness of the proposed mechanism by
recommend proper access control strategy to users, achieve
the purpose of better protection of privacy.

Because of personality differences, different online social
network users may set different access control policies on
the same set of resources. In order to obtain more accu-
rate recommendations, the future research will focus on
using machine learning algorithms to classify social users,
and then according to different categories of users using
machine learning algorithm to recommond the access control
policy.
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