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ABSTRACT The multiple access channel with confidential messages (MAC-CM) generalizes the traditional
multiple access channel by allowing both users to receive channel outputs. Achievable secrecy rate region of
this model has been established using random coding arguments, whereas practical codes design remains to
be further discussed. In this paper, we develop an explicit polar coding scheme that achieves the secrecy rate
region of the MAC-CM under strong secrecy. In particular, our scheme mainly relies on monotone chain rules
and polar coding techniques for single-user channels. A proper chaining scheme is constructed to align polar
indices and to provide strong secrecy. Finally, a rigorous analysis is provided to validate the performance of

our scheme.

INDEX TERMS Multiple access channels, monotone chain rules, polar codes, strong secrecy.

I. INTRODUCTION
With the emergence of physical-layer security, fundamental
limits of secure transmission over wiretap channels have
been studied extensively [1]-[3]. The multiple access channel
with confidential messages (MAC-CM) [4], [5] is one of the
multiuser wiretap channels, which generalizes the traditional
MAC by allowing both users to receive channel outputs.
In this model, each user may extract confidential information
of the other user from the channel outputs it receives. Hence,
each user views the other user as an eavesdropper and intends
to keep its confidential information concealed from the other
user. The best-known inner bound on the secrecy capacity
region of the MAC-CM was obtained in [4] based on random
coding arguments. The problem of designing practical codes
for this model has not yet been addressed in the literature.
Polar codes, introduced by Arikan [6], are the first class of
provable capacity-achieving codes for binary-input symmet-
ric memoryless channels with low coding complexity. Over
the past decade, polar codes have gained significant attention
and have been extended to a large variety of scenarios includ-
ing MACs [7]-[11] and wiretap channels [12]-[18]. In this
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paper, we are motivated to develop an explicit coding scheme
for the MAC-CM using polar codes.

A. RELATED WORKS

Polar coding for MACs was first discussed in [7], in which
a MAC polarization approach was proposed for two-user
MAC:s. This approach was later extended to m-user MACs [8]
and MACs with input alphabet of arbitrary size [9]. One
problem is that it does not always achieve the whole secrecy
capacity region of MACs. Along another line, Arikan [19]
introduced a scheme for the Slepian-Wolf problem based on
monotone chain rules. This alternate scheme only relies on
the polarization of single-user channels, and has been shown
to achieve the dominant face of the uniform rate region for
two-user MACs [10] and m-user MACs [11]. In this paper,
we also adopt monotone chain rules in our scheme for the
MAC-CM.

Polar codes that achieve secrecy capacity have been pro-
posed for degraded wiretap channels [12]-[15], general
wiretap channels [16]-[18] and other extended wiretap
scenarios [20]-[24]. The multiple access wiretap chan-
nel (MAC-WT) [25] is the other type of MACs with
secrecy constraints, in which the eavesdropper is an exter-
nal receiver. Polar coding for the MAC-WT can be found
in [15], [16], [20]. Specifically, [16] utilizes monotone chain
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rules to construct the coding scheme for the MAC-WT satis-
fying weak secrecy. Another work worth mentioning is [21],
which considers the two-way wiretap channel. The coding
scheme in [21] also utilizes monotone chain rules in that the
eavesdropper sees a MAC in the model.

B. CONTRIBUTIONS

In this paper, we develop an explicit polar coding scheme
that achieves the secrecy rate region of the MAC-CM [4].
In particular, we prove strong secrecy for the model. Our main
contributions are summarized as follows.

o The secrecy rate region of the MAC-CM mainly consists
of three sub-regions, for which two coding schemes
are proposed separately. (i) When both users achieve
positive secrecy rates, we adopt monotone chain rules to
construct the coding scheme that achieves the dominant
face of the region directly. (ii) When only one user
achieves positive secrecy rate, this user performs wiretap
coding scheme, whereas the user of zero secrecy rate
performs usual single-user coding scheme.

« In both cases, we do not make any symmetry or degra-
dation assumptions on the channel. Proper chaining
schemes are constructed to deal with the general channel
setting and to provide strong secrecy.

o A rigorous analysis is finally provided to validate the
performance of the proposed scheme. The crucial part of
the analysis is to make sure that the distribution induced
by the encoder approximates the target distribution from
which the polarization sets are defined.

C. ORGANIZATION AND NOTATIONS

The remainder of this paper is organized as follows.
In Section II, we introduce the MAC-CM model and recap
its best-known achievable secrecy rate region. Preliminar-
ies on polar coding techniques are reviewed in Section III.
We present our polar coding scheme for the MAC-CM in
Section IV. A rigorous analysis of the proposed scheme is
conducted in Section V. Finally, Section VI concludes this
paper.

Notations: Uppercase letters indicate random variables,
whereas lowercase letters indicate the associated realiza-
tions. [n] denotes the index set {1,2,...,n} forn € ZT.
For any random variable X, X Ln & X L. , X™) denotes
a vector of n ii.d. components. For A C [n], we write
X[ A] to denote the sequence {X'};c4, and A¢ the com-
plement of A with respect to [n]. Let py and Py be two
distributions defined over the alphabet X'. D(px ||p;) denotes
the Kullback-Leibler divergence between two distributions.
V(px.pg) £ Y ex |Px(x) — pg(x)| denotes the total varia-
tion distance between two distributions. The generator matrix
G,, of polar codes is defined as in [6].

Il. SYSTEM MODEL

We consider secure transmission over a two-user
MAC-CM as depicted in Fig. 1. In this channel model, each
user intends to transmit one confidential message to the
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FIGURE 1. Two-user multiple access channel with confidential messages.

destination, whereas information leakage happens due to the
presence of channel outputs at users, i.e., le " and 221 M Asa
result, each user treats the other user as eavesdropper and tries
to keep its message as secure as possible. Self-interference is
considered in the model, i.e., channel outputs at one user also
depend on its own channel inputs, i.e., Z11:" can depend on
X 11 7 and Z21 " can depend on X21" Both users are assumed to
be passive eavesdroppers in that, channel outputs at one user
is only used to extract the other user’s information, but not
to facilitate its own transmission or disturb the other user’s
transmission.

Definition 1: A (2% 2" n) code for the two-user
MAC-CM (X1 x X2, pyz,z,1x, X%, Y X Z1 X 23) consists of

o two message sets Wy = [1, 2R k=1,2;

o two encoding functions fi : Wy — th”, which map the

messages wy to a codeword x]: n"k=1,2;
o adecoding function g : Y 5 W, x Wh, which maps
the channel output ' to the messages (W1, W2).

The code performance is evaluated by reliability and

secrecy. Reliability is measured in terms of error probability

P, = P{(WiW2) # (Wi Wa)]. ()
Secrecy is measured in terms of information leakage
Ly = I(W1: Zy"X; " Wa),
Ly = I(Wa; Z["X "W). )

Remark 1: Two Markov chains can be obtained from Def-
inition 1, namely, W; — X11:” — (Wg,le:”) and Wy —
XZI:" — (Wy, Z;:”). Therefore, (2) can be simplified to be

Ly = I(Wi: Z,"X;™),
Ly = I(Wa; Z] "X ™). 3)
Definition 2: A secrecy rate pair (R1, Ry) is said to be

achievable if there exists a sequence of (2"R\, 22 ) codes
such that

lim P, = 0 (reliability), @)
n—0o0

lim L; =0, lim Lp = 0 (strong secrecy).  (5)
n—oo n—odo

The secrecy capacity region is defined as the supremum of all
achievable secrecy rates.

3417



IEEE Access

H. Wang et al.: Polar Coding for the MAC-CM

Remark 2: The secrecy constraints given by (5) are known
as the strong secrecy, whereas the random coding scheme
in [4] provides only weak secrecy, which is given by

L
lim —2 = 0. (©6)

n—»oo n

lim Hi =0,
n—-oo n
Results under weak secrecy can be improved to strong secrecy
by using privacy amplification [26]. In this paper, we provide
an alternative approach for the MAC-CM using polar codes.
The best-known achievable secrecy rate region for the
MAC-CM is given in Theorem 1, which was obtained in [4]
under weak secrecy.
Theorem 1: An achievable secrecy rate region for the
two-user MAC-CM is given by

Rs £ Conv U {Rg) U 'R(Sz) U R(S3)}’ @)
P
where Conv(-) denotes the convex hull of a given set,
P £ PV, PvaPX, Vi PX|VaPYZ Zo]X X » AN

0<Ri <Ra
R 2 Y (R1,R)|0<R, <Rp {, ®)
Ri+Ry <Rc
RS 2 {(R1,0]0 < Rt = Ra}, ©)
RS 2 (0, R)|0 < Ry < e}, (10)

where

Ra 2 1(V1; Y|V2) — (V15 22| V2 Xa),
Rp £ 1(Va; Y|V1) — I(Va: Z1 V1 X)),

Rc £ I(ViV2: Y) = 1(V1; Z2|VaX2) — 1(Va; Zi|ViX)).

(1D

Remark 3: The random coding scheme [4] considers the
scenario that both users also have a common message.
We omit the common message here such that we focus on the
polar coding design for secret messages. The common mes-
sage can be embedded into our scheme using superposition
coding [27].

In this paper, out goal is to develop an explicit polar coding
scheme that achieves R in Theorem 1 under strong secrecy.

IIl. PRELIMINARIES ON POLAR CODES
A. POLAR CODING FOR ASYMMETRIC CHANNELS
We recall the polar coding design for asymmetric chan-
nels [18], [28] in this section. Consider a discrete memoryless
channel py|x with binary input X and output Y. The goal is
to approach the rate I(X; Y).
Define U'" = X'"G,, and the following polarized sets:
My = {i € [n]: ZWU U = 1= 8},
Ly = {i € [n]: ZWUU™Y) < 8a),
Hxyy = {i€n]: ZU U Y™ > 1= 5,),
Lxyy ={ieln]:zUWU" Y™ <8} (12)
where 8, 2 2_”/3, B € (0,0.5), and Z(-|-) denotes
the Bhattacharyya parameter. It is shown [29] that,
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HHx] > HOO, 1 1Lx] = 1 = HX), 3 [Hxy| - HX|Y),
and %|£x‘y| — 1 — H(X|Y), for sufficiently large n.

To construct the polar coding scheme, one can partition the
index [n] as follows [28]:

T = Hx N Lxyy,
R = Hx N (Lxy)",
D = (Hx)". (13)

1) ENCODING
Let 21" denote the realization of U!". The encoder forms i
as follows.

l:n

o '"[Z] stores the information bits. First, Z is suitable
to contain uniformly distributed bits since Z C Hy.
Further, Z C Lx|y means that those bits within Z can
be reliably decoded.

e #'"[R] contains uniformly distributed random bits,
which are shared between the encoder and the decoder.
Let J £ #'""[R]. Note that, J can be reused over a
sufficient number of blocks to make the induced rate loss

negligible.
o #'"[D] contains almost deterministic bits sampled from
the conditional probability Pyiii-1. We use random

decisions here like [18].

o Let ® £ gl[(Hx) N (Lx)y)°]. Note that, & is trans-
mitted to the receiver separately with some reliable
error-correcting codes. This transmission is shown to be
negligible in terms of rate, i.e., |®| = o(n) [18].

The encoder computes ¥'* = &1'*G,, once ! is formed.

2) DECODING

The receiver obtains it“’[(ﬁx\y)”] through (J, ®). Then the
receiver decodes #!” with the successive cancellation (SC)
decoder [29]:

i, ifie (Lxy)°

~Q

w= arg max PUllul:i—lYl:n(uh}l:i_lyl:n), ifi (S £X|Y
uef0,1}
(14)
The error probability P, can be upper bounded by
P, < Y ZWUMTYE = 0G,), (15)

iGﬁX‘y

with complexity O(nlogn). The information rate is

.17l . Hx N Lxyl
lim — = lim ——
n—o00 n n— 00 n
. Hx\Hx)y|
= lim ————
n—o00 n

HX)-HX|Y)=IX:Y). (16

B. POLAR CODING FOR MACS WITH

MONOTONE CHAIN RULES

Monotone chain rules are first introduced for the
Slepian-Wolf problem [19], and then extended to two-user
MAC:s [10]. Consider a two-user MAC py x,x, with binary
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inputs X1, X, and output Y. The capacity region is the convex
hull of all rate pairs satisfying

0 <Ry < I(X1; Y|X2),
0 <Ry < I(Xp; Y|Xy),
R+ Ry < I(X1X2; Y), a7

for which R{+Ry = I(XX»; Y) is referred to as the dominant
face.

Define U™ = X" Gy, Uy" = X;"G,. Denote by §1:2" £
(S',...,S%") an arbitrary permutation of U11:" U21 moglm g
said to be monotone if it preserves the relative order of the
elements of both U 11:” and U21:”. Accordingly, one can expand
the mutual information I(Ull:" Uzl:”; Y1my as

2n
I(UlanZIn, Yln)ZZI(Sl, Y12n|Slll—1), (18)
=1
where each term I(S’; Y|S1=1) polarizes to 0 or 1 as n
goes to infinity. The rates of two users are defined as

1

Ry=— Y 1shyimsth, (19)
rsteuln
1 _—

Ry=~ > I, ytmsti=h, (20)
rsteufn

It is shown that (R}, R}) can be arbitrarily close to the rate
pairs on the dominant face of (17) by using monotone per-
mutations of the type §'2" = Ull:iUzl”‘Uf‘H:” (i € [n]).

Similar to the single-user case in previous section, one can
develop polar codes for two-user MACs. For k = {1, 2},
assume that U,ﬁ is mapped to S'®, where i € [n] and
I(k) € [2n]. Define the following polarized sets:

My, = i € [n]: ZUIS"" O™ = 1= 6,),
L,y = {i € [n]: ZULISH Oy < 5,). (21)

Partition the index [n] for user k as follows:

70 — Hx, N ﬁXk|Y,
R® = Hy, N (Lx,y)",
DO = (Hy, ). (22)

Then user k transmits XkIZ" = UkIZ”Gn over the channel.
On the other side, the receiver decodes U 11’” and U21 " jointly
using a SC decoder with the used permutation S''>*. The
encoding and decoding complexity of this scheme are the
same as the single-user case, which are O(n log n). For codes
construction, the complexity can be made as low as O(n)
using existing methods [10].

IV. POLAR CODING SCHEME FOR THE MAC-CM

In this section, we develop an explicit polar coding scheme
that achieves Rg in Theorem 1 under strong secrecy. Specif-
. . . . ; )
ically, Rs mainly consists of three sub-regions, i.e., Rg’,
R(Sz), and Rg), for which we aim to consider the achievability

separately as follows.
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Achievability of Rg): To obtain a nonempty R(l), we
assume that max{R4, Rg} > 0 and Rc > 0. Then we have
three cases to consider, i.e. {R4 > 0,Rp > 0}, {R4 > O,
Rp < 0}, and {R4 < 0,Rp > 0}. For the first case, R(S])
is a polytope of which Ry + R, = R¢ is the dominant
face. In Section IV-A, we construct the coding scheme using
monotone chain rules such that we achieve the dominant face
of R(SI) directly. For the second case, we have

RY = {(R,0)|0 < Ry < min(R4, Re)} € RS (23)

We similarly have R(SI) C R(S3> for the third case.

Achievability of R(S2) and R(SS): It suffices to construct the
coding scheme to achieve Rgz) due to symmetry. In this case,
the target rate pair is (R4, 0), where user 1 achieves a positive
secrecy rate and user 2 has a secrecy rate of zero. We develop
the coding scheme achieving (Ry4, 0) in Section I'V-B. In par-
ticular, the user with positive secrecy rate preforms usual
wiretap coding scheme, whereas the user of zero secrecy rate
performs single-user coding scheme.

Finally, the remaining rate pairs within Rg (obtained by
convexification) can be achieved by time-sharing.

A. CODING SCHEME FOR ACHIEVING R\

WHEN R4 > 0, Rg > 0

We refer to the channel from both users to the receiver as
the main channel. Obviously, the main channel is a typi-
cal two-user MAC, which is defined as pyy,v,. Moreover,
we refer to the channel from both users to one of the them as
the eavesdropper channel. Two eavesdropper channels, which
are respectively defined as pz,x,v, and pz,|v,x,, can also
be viewed as two-user MACs since we take self-interference
into consideration. In the following, we construct the coding
scheme using monotone chain rules.

1) THE MAIN CHANNEL
The achievable rate region for the main channel is

0<Ru <=I(V1;Y|V)
(Rm1, Rm2)| 0 < Rp < I(Vp; Y|V1) ¢, (24)
Ryt +Rup < I(V1V2; Y)

Ron =

of which the dominant face is R;;; + Ryp = I(V1V,; Y).

Define Ukl:” = VklznG,,, for k = {1, 2}. Consider monotone
permutations of the type S'2" = U/ Uzlz"Uf+1:”. Assume
that U} is mapped to S'®, where i € [n] and I(k) € [2n].
Define the following polarized sets:

Hy, = {i € [n] : Z(U}ISHO > 1 - 5,),
Lyy = {ien:ZWjs"®=ym <5,). (25

Due to the independence of U 11:” and Uzl:", one can rewrite
‘Hy, equivalently as

Hy, = {i € [n] : ZWWLULS T > 1 - 8,). (26)
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Similar to (13) and (22), we partition the index [n] for
user k as follows:

Iy = Hy, N Lygy,
RE = Ay, N (Ly,r),

DX = (Hy,)". 27)
The encoder computes V™" = U}"'G, and generates the

channel input Xkl’” according to the conditional probability

PXl:nlvl:n. Similar to (16), the scheme can achieve the rate
Vg

pair (R;;1, Ry2) where

(1)
7
Ry, = lim L ',
n—oo n
2
T
R,p = lim . (28)
n—oo n

According to Section III-B, (R,;1, Ry2) is on the dominant
face of (24), namely, R,;;1 + Ry = I[(V1Va; Y).

2) THE EAVESDROPPER CHANNELS

User 1 is an eavesdropper who has access to the side infor-
mation (V7, X1), whereas user 2 is an eavesdropper who has
access to the side information (V, X»). Let d = {1, 2}\k,
we define the following polarized sets

HyiVaxa

= (i € [n]: ZWHUT VX" = 1= 8,
HviYavaxa

={ie[n]: ZWHUL T Zmvinx iy > 1 —6,),  (29)

where %IHVdeXdI — H(Vi|VaXy), and %|’HVk\YdVdXd| —
H(Vi|YyVyXy), for sufficiently large n. Furthermore,
Hy,v,x, is equivalent to Hy, given by (26), as Uk“’ is
independent of (Vz}:”, X L}’”).

Then partition the index [rn] as follows:

ng) = HVHVdXd N (HVk\ZdVdXd)C’
ng) = Hvivaxa NV Hvi1zaVaXas

DE = Hy,v,x,)°- (30)

Compared to (13) and (22), here exists a slight difference.
In particular, we use the high-entropy set Hy, |z,v,x, in the
partition. Similar to (16), we have

)
Rer = lim. = 1(V1; Z2|V2X2),
7
Re = lim =1(V2; Zi V1 X1). (D

Note that, the polar codes defined here can be viewed as polar
codes for two-user MACs that achieve the corner points.

For an arbitrary rate pair (R;;1, R;;2) on the dominant face
of R,,, define R, £ R,1 — R.1, and Ry £ R,» — Reo.
It is clear that (Rq, Ry) is on the dominant face of R(S]),
ie., Ri + R, =Rc.
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3) CODING SCHEME FOR ACHIEVING R "
By combining (27) and (30), the index [#] for user k can be
partitioned as follows:

T = Hy, 0 Lvgy 0 Hy iz vax,

Ilgk) = Hy, N Ly, )y N (Hyzyvex,) s

RE = My, N (Lyy) N Hyyzgvax,

R;Ek) = Hy, N (L) N Hvyzavax,)Ss

DY = (Hy,). (32)
Due to symmetry, we mainly describe the coding scheme
for user 1 in the following. A graphical representation of

the partition for user 1 is illustrated in Fig. 2. The partition
defined by (32) results into five distinct subsets as follows.

RY

7777777777 7 [7 RO

Hy, Hy iz, o
Ly J g

----- - N I,fl)

77777777777777777 D(l)

FIGURE 2. Partition of the index [n] for user 1.

. Il(,l) is the subset good for user 1 but bad for user 2, which
makes it suitable to store user 1’s secret message.

. Ilgl) is the subset good for both users. Uniformly dis-
tributed random bits are assigned to Il()l) such that user
2 cannot extract any useful information.

. REZI) is the subset bad for both users. Uniformly dis-
tributed random bits are also assigned to Rsll). Further,
these bits are assumed to be shared among all terminals.

. R;jl) is the subset bad for user 1 but good for user 2.
In existing literature, chaining construction is a useful
technique to deal with this subset.

« DU contains the almost deterministic bits.

A chaining scheme is proposed as follows (see Fig. 3). Let

BW be an arbitrary subset of L(,l) with the size of Rgl). We can
verify the existence of B! by

1 1 1
p ITDBYL LT - IR
n— 00 n n—oo n
1 1 1 1
. iz v - R UL
B n— 00 n
70 _ 7D
= lim w1 = Ze 1 =R >0. (33)
n—00 n

Assume that the encoding scheme operates over m blocks and
the notation j € [1, m] indicates the jth block. The encoding
chain is formed in that, for j € [2, m], uniformly distributed
random bits are placed in B in Block (j — 1), and repeated

VOLUME 8, 2020
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R’ R’ R’
R“) R(l) R(l)
IO\B® TO\B® I\B"
B(l) B(l) B(l)
7 7y 7
fD(I) D(l) D(I)
Block 1 Block 2 Block m

FIGURE 3. m-block chaining construction for user 1.

in ’R;l) in Block j. The bits in jol) of Block 1 are secretly
shared between user 1 and the receiver.

a: ENCODING SCHEME FOR USER 1
Let W1 be a vector of |I(l)\B(1)| uniformly distributed ran-
dom bits, which represents the secret message. Let J; be
a vector of |R(al)| uniformly distributed random bits, which
represents a source of common randomness available to all
terminals. Let K7 be a vector of |R21)| uniformly distributed
random bits, which represents a secret seed shared by user 1
and the receiver. Let it%:" denote the realization of Ullz" in
Block j. Then user 1 forms u1 as follows.
. ~1 n I(l)\B(l)] stores the secret message Wl,
Lol iz U
Uy b
bits;
R ”[Rm] stores the random vector J;. We can reuse J;
over blocks since RS € Hy Vi
o it;"[D"] are sampled from the conditional probability
Py g1 ™).

. Let ®; £ al™[(Hv,)° N (Ly,y)]. We assume that ®;
is secretly shared by user 1 and the receiver. Also note
that, |®;| = o(n).

The remaining Rél) in Block j is determined by chaining
construction:

o Ifj=1, ﬁ} "[R(l)] stores the secret seed K1 ;

o Otherwise, ”1 ”[R ] is equal to ﬁl 2B of Block

G—=D.

Once u1 " is formed, user 1 computes 71" = ﬁiZ”Gn.
Fmally, user 1 generates the channel input x;” by transmit-
ting v1 “ through a virtual channel with conditional probabil-
ity pytongy 1 (57 [977).

Remark 4: The encoding scheme requires an amount of
shared randomness, which includes Ji, K;, and ®" £
(P, ..., Dp). Specifically, J; is a source of common ran-
domness available to all terminals, K; and ®" are known only
to user 1 and the receiver. We will prove in Section V that the
rate loss induced by the shared randomness is negligible as
m, n goes to infinity. Moreover, we will show that reusing J;
over different blocks does not harm strong secrecy.

B(l)] stores uniformly distributed random

VOLUME 8, 2020

b: ENCODING SCHEME FOR USER 2

The encoding scheme for user 2 is obtained by replacing the
subscript 1 by 2. The shared randomness required by user 2 is
similarly defined as J;, K, and W™ L (W, ..., W),

c: DECODING

The receiver jointly decodes ft}:” and ﬁé’” starting from
Block 1 and going forward to Block m. Let Yj” denote the
channel outputs of Block j, and Sjm” denote the monotone
permutation used in Block j. Recall that, U,i is mapped
to S'®, where 1(k) € [2n].

The receiver decodes u}" as follows. In Block 1,
the receiver obtains ”1 ”[(£V||y)c] via (J1, Ki, ®1). Other-
wise, the receiver obtains ”1 "[(Ly,y)°] via (J1, ®;) and
it}"[BD] from Block (j — 1). The receiver then forms an esti-

mate l:t%:n, and extracts W{ using the following SC decoder:

i‘til, ifi e (£V1|y)c
1}’1 — Jlarg max PU |S1:[(1)—Iyl:n(u|§1:l(l)_1yl:n)a
uef0,1}

leGEV]\Y

(34)

The receiver decodes ul " using a similar SC decoder by

replacing the subscript 1 by 2.

As discussed in Section III, the encoding and decoding
complexity of the proposed scheme are O(nlogn), and the
construction complexity is O(n).

B. CODING SCHEME FOR ACHIEVING R?)

The target rate pair is (R4, 0), in which user 1 achieves a posi-
tive secrecy rate and user 2 has a secrecy rate of zero. We con-
struct the coding scheme as follows. Instead of remaining
silent, user 2 performs the coding scheme for single-user
channels as described in Section III. The signals transmitted
by user 2 do not store any secret message. User 1 treats
user 2 as an eavesdropper, and perform the usual wiretap
coding scheme. Note that, a similar scheme was proposed for
the MAWC in [20], where user 2’s transmission is termed as
cooperative jamming.

a: ENCODING SCHEME FOR USER 2
Define U21:” = Vzl:"G,,. Consider the following polarized
sets:
Hy, = {i € [n] : ZWUAU,; 1) = 1= 8,
Lv,yy = {i € [n]: ZWHIUy 'Y <8} (39)
We partition the index [n] as follows:
® = Hy, N £V2|y,
RP = Hy, N (Lyyy),
DP = (Hy,)". (36)
User 2 aims to transmit the codeword to the receiver which
does not store any secret message. Let J, be a vector of

|R®| uniformly distributed random bits shared by user 2 and
the receiver. The encoding scheme operates over m blocks.
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Let ﬁé:" denote the realization of Uzl”‘ in Block j. The encoder

forms ﬁ;:” as follows.

o )] stores uniformly distributed random bits.

. ﬁ;Z"[R] stores the vector J,. Note that we reuse J, over
different blocks. The rate loss is made negligible by
sufficiently large m.

o itéf”[D] contains almost deterministic bits sampled from
the conditional probability PU;' i) (uh| u;:’;l ).

o Let ¥, £ @l"[(Hy,)° N (Ly,y)°]. User 2 trans-
mits W; additionally to the receiver with some reliable
error-correcting codes. Note that [W;| = o(n).

Once 1"4%:" is formed, user 2 computes \7%:” = zié:"Gn, and

generates the channel inputs fczl:” according to the conditional

probability py ;,,lvz.:n(sczl:" [75).

b: ENCODING SCHEME FOR USER 1
Define U/™ = V/!""G,. Consider the following polarized
sets:
Hy, v, = {i € [n] : ZWU U V™) = 1= 6,),
Lyyy, = (i € [n] : ZWHUF YV < 8,
Hv,1zvox, = li € [n] : Z(UL U 23V iy > 1-5,).

(37
We partition the index [n] as follows:
I = Hyy v, 0 Ly, O Hyy iz, 5%,
7, = Hvy v, N Ly, N (Hvy 20,0,
R = My, vy, N (L, yvy)° N Hvyzov0X»
1
RE,) = Hv, v, N Ly yv,) N (Hyy12,v5%,)¢ s
DY = (Hy, )" (38)
Similar to (16), we obtain the following results.
(1) (1)
T, UT NnL
lim |Za 5 | — lim [Hv, v, Vi YV,
n—oo n n—0oo n
=1(V1; Y|Vy), (39
(1) (1)
]1m |Ib U Rb | — llm |HV1 N (HV1|ZZV2X2)C|
n—oo n n— oo n

= I(Vy; Z2V2X3)
= I(Vy; VoXp) + 1(Vy; 23| V2 X2)
= I(V1; 22|V2X3), (40)

where (40) holds by the independence of V| and (V2, X?).

Assume that the encoding scheme operates over m blocks.
Chaining construction is applied to deal with R,(bl). Let B
be an arbitrary subset of Iél) with the size of Rg). Similar
to (33), the existence of B is ensured by

1 1 1
IZE\BD)| Iz = 1RY)
m —— = lim ———

n— 00 n n—0oo n
(1) (1 (1) (1)
— lim |Zo UL, 7| — IR, UL,
n—00 n

=1(V; Y|V2) = I(Vi; 22|V2X2).  (41)
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The encoding procedure is similar to that described in
Section IV-A, which we omit here for conciseness.

c¢: DECODING

The receiver first decodes Ijlé:" using a similar SC decoder
as described in Section III-A. The receiver then computes
f/;:" = ﬁ%:"Gn, and proceeds to decode Zt}:” using a similar
SC decoder as described in Section IV-A.

V. ANALYSIS OF THE PROPOSED SCHEME
We provide in this section an analysis of the coding scheme
described in Section I'V, which leads to the following theorem.

Theorem 2: For a discrete memoryless MAC-CM given by
(X1 x X, pyzizo1x1%2, Y X 21 X 22), where |X|] = 2,
|X2| = 2, the polar coding scheme described in Section IV
achieves the secrecy rate region Rg given in Theorem 1 sat-
isfying strong secrecy.

A. ANALYSIS OF THE SCHEME ACHIEVING ’R(sl)

1) TRANSMISSION RATES ‘

For user &, the secret message W,ﬁ is assigned to |Iék)\8(k)|
in Block j. According to (33), we have

(D 12(1)
Z.\B
lim Za\B =Ry,
n— 00 n
2\ 12(2)
7,
lim EABT R, (42)
n—oo n

where (R1, R») is on the dominant face of R(Sl).

The rate of the shared randomness for user 1 is

LKL @M IR URY |+ ml @)
nm - nm
[Hv, N (L py)°| )
o nm n

n—soo |Hvyl
% [ —
m
0. (43)

m— 00

my|  m,n— 00
|(J2, K5, W™)| 0. Overall,

Similarly for user 2, we have
the rate of shared randomness is negligible as m, n goes to
infinity.

2) VARIATION DISTANCE
The joint distribution induced by the coding scheme is not
exactly the same as the target joint distribution. The following
lemma provides an upper bound on the total variation distance
between these two distributions.

Lemma 1: Let P nipfng g in g 1nzlnzlim), denote the
induced joint distribution in Block j € [1, m]. We have

V(pvllznvzl:nXII:nXZI:nyl;nle:nzzl:n,
el nolnoln ol Slnsl: <
p(vll.nvzl.nXll.nXZI.nyl,nleﬂzzlﬂ)j) = Nn,
where n, £ 4/In2/ns,,.
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Proof: For conciseness, we omit the subscript j in the
induced joint distribution. Following similar steps as [23],
we can bound D(pvllzn | |p‘711:n) as follows.

(a)
D(pvll:an‘"}Il:n) i D(pUll:an[/I]:n)

n

)

= Z ]D)(pUi'lUllzi—l ||p[~]“01|:1—1)
i=1

93 [1-H@iu)]
iEHvl
d) . »
= Y [1-2wiufh)]
iEHvl
(e)
< 2 Hy, 18, < 208, (44)

where (a) holds by the polar transform U 11 = Vl1 "Gy, and

the invertibility of G, (b) holds by the chain rule for the

divergence, (c) holds by the uniformity of the bits stored

in Hy,, (d) holds by the relationship between the entropy and

Bhattacharyya parameter, (e) holds by the definition of Hy,.
Similarly, we have

D(pvzlzn ||p‘721n) < 2”1871 (45)
For the considered model, we have
lelznlvllznplezanzl:n = lel:n“}llmeZI:n‘VZIM,
pyl:nzllznzzlzn‘Xllznle:n == pf'l:nzll:nzzl:nI)”(ll:n)"(zl:n. (46)
Now we bound the total variation distance between two
joint distributions as follows.
V(pvllznvzl :nxllznleznyl:nZl|¢nZz|3ﬂs
p‘”/ll:nf/zl:nj(ll:ngzl:n?1;n211:n221:n)
(@)
= V(pvllznpvzlzn,p‘”/llznp‘}zl:n)

(b)
< V(pvllznpvzlzn s p‘711;npv21 :n)

+ V(p‘"/llznpvzl:n, p‘”/ll:np‘"/zlzn)
©
é V(pvll:n N p‘"}lnln) + V(pVQI:n N p"}zln)
(d)
< 4v/1In2\/né,, 47)

where (a) follows from (46) and [30, Lemma 17], (b) follows
from the triangle inequality, (c) follows from [30, Lemma 17],
(d) follows from Pinsker’s inequality and (44), (45). [ |

3) ERROR PROBABILITY
Let IP’J(.k) denotes the error probability of decoding the secret

message W,é in Block j. We first bound ]P’j(.l) in the following.
Define the error event:

gle’j é {(Vllinylln) # (‘711:"?1:")]‘}-

By using the coupling approach [31, Lemma 3.6] and
Lemma 1, we can bound P(£y,y ;) by

]P(ngY,j) = V(pvlliﬂyl:nvpa"/l l:nf’]:")j) < Nn. (48)
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Define the error event:
Eej 2AOMBVDm1 # OBV )
Note that &1 = @. Obviously, we have
P(Eey) < PUOT™)—1 # (OF™-11. (49)

Define & £ Ey,y j U & j. We bound IP;I) as follows.

P < PO, # (O™
= PL(U}™); # (U ")IE1PE)
+ P # (U IEIPE)
< P(E) +PUO™); # (U] ™)1€]

(a)
< (&) + ndp
< PEv,yj) + P& j) + nd,

®) rrln rrlin
<nn+HD[(U1')j l?é(Ul')j 1] + né,
9 G — 1) (g + n8y) +PUT ™) # (U (50)

where (a) follows from the error probability of a standard
SC decoder, (b) follows from (48) and (49), (c) follows from
induction. The last term in (50) can be similarly bounded as
follows.

PLO{ ™) # (U"™)1]
= PUU{") # (UF™1|EIPE)
+PUT{™1 # (O™ E{IPE)
< (&) + PUT{ ™) # (U IETPES)
= P(Ev,y,1) + PUT™) # (UF"IESIPED)
< 1y + néy. (@28
Substituting (51) into (50), we obtain

P < (0 +ndy) . (52)

Similarly, we can bound IP’j(.z) < j(nn + nd,). Finally,
we bound the overall error probability P, as follows.

m m
<PV PP <2+ nda)
j=1 j=1
= m(m+ 1) (1, +n8,) . (53)

Hence, the receiver can decode the secret messages with
arbitrarily small error probability.

4) INFORMATION LEAKAGE

Without loss of generality, we consider the information leak-
age of user 1. First, we introduce some necessary notations.
Let W™ & (Wl ..., Wi, X™ £ [, ..., (X})m] and
Zym 2 [(ZD1, ..., (ZD)w]. Recall that J; is the common
randomness available to all terminals. Then the information
leakage of Wllz’” is measured by

Ly = I(W\™; ZY" X 5™ ). (54)
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Lemma 2: Forj € [1, m], we define
(Ly); = LW Z5" X5 ).

Let 6, £ 218, + nu(n — log ny).
o Ifj € [1,m— 1], we have (IL1); — (IL1)j31 < 26y;
o Ifj = m, we have (IL1),, < 6,.
Proof: See Appendix. ]
By using Lemma 2, we can bound (54) as follows.
m—1
Li = Lowm+ Y _[@L1); — @)1l
j=1
< Op+2(m— 1),
= (2m — 1)6,. (55)

The information leakage vanishes as n goes to infinity, such
that strong secrecy (5) is satisfied.

B. ANALYSIS OF THE SCHEME ACHIEVING R?)
1) TRANSMISSION RATES

User 2 achieves a secrecy rate of zero, whereas the rate of user
1’s secret message is given by (41)

I(l) B
lim M =Ry

n— 00 n

(56)

Similar to (43), the rate of shared randomness is negligible as
n, m goes to infinity.

2) VARIATION DISTANCE

Since user 2 does not transmit any secret message, we set
Z1 = . Then we have the following result similar to
Lemma 1, namely, for j € [1, m],

V(pvll:nvzl:nxll:nle:nYl;nzzl:n,p(‘”/ll:n‘"/zlzn}"(ll:n)"(zlzn)'}l;nzzlzn)j) S T]n.
(57)

3) ERROR PROBABILITY
The receiver decodes first user 2’s codeword, and then
user 1’s secret message. Similar to (53), we can show that

m

n _ mm+1)
Po<y P < 5 (At nd). (58)

j=1
4) INFORMATION LEAKAGE
User 1 transmits the secret message to the receiver while

user 2 being the eavesdropper. With notations unchanged,
we can show by Lemma 2 that

Ll — I(Wllm, Zé:mxé:mjl)
=< @2m — 1)b,. (59)

VI. CONCLUSION

In this paper, we proposed an explicit polar coding scheme
for the MAC-CM based on monotone chain rules. We proved
that the best-known achievable secrecy rate region for
the MAC-CM can be achieved by polar codes satisfying

3424

strong secrecy. In this paper, feedback signals are only consid-
ered as the cause of information leakage. In fact, they can also
be leveraged for user cooperation. The interaction between
cooperation and secrecy in the MAC-CM has been studied
in [32], which introduced an achievable scheme based on
compress-and-forward. Polar coding design for this scenario
is left for future work.

APPENDIX

PROOF OF LEMMA 1

We start by proving the following lemma. Recall that B in

Block j is chained to RE,]) in Block (j + 1). For notational

convenience, we define F/ £ ﬁjl [Rgl)] forj e [1, m].
Lemma 3: Forj € [1, m], we have

LW ZLX00) < 6,
where 6, £ 2n8, + n,(n — log n,).
Proof:
IWIF*Y Z0X |y < [(WyFi1J1: ZoX%)
(2 I(fﬂi [(Hviiz,vax, 15 Zéij)
= H(f]ﬁ [(Hv,1z2v2x,1)
— HO\ [Hw 2,03, Z,X%), (60)

where (a) holds by the chain rule for mutual information, (b)
holds by the encoding scheme, and the fact that Iél) U ’Rzl) =
HviyavaX,-

We bound the last term in (60) as follows.

\HU, [ My, 12,5, 11Z5X5) — HO [ My, 200, 125 X))

(@)
= V(Pv," ViX3zys Pan V;‘Xé‘Zﬁ’)j)

2}’1

V(Pvl'l VaXsZl P(\'/ln ‘72")(5’2;),')

x log
(b)
< nn(n —logny), (61)

where (a) holds by [33, Theorem 17.3.3], (b) holds by
Lemma 1 and the fact that f (x) £ x(n—logx) is an increasing

function for x € (0, 1).
Let y, = n,(n — logn,). By (61), we have
HU [Hv, 12 v, 511 Z,X%)
> HWU\[Hv, v, 11 Z5X5) — v

(g) Z

HI(UDIUTYZX0) — v,

i€Hv)12,v,%)

) : . P

> > ZAWUNIWUTY X —
i€Hy,1z,v,X,

> Hyvzavax, [(1 = 28,) — Y, (62)

where (a) holds by the fact that conditioning reduces entropy,
and (b) holds by the inequality H(X|Y) > Z*(X|Y)
[29, Proposition 2].
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Substituting (62) into (60), we finally have

IWIFHY ZLX 100 < 21Hu120v%, 180 + Vi
< 2n8, + Va- (63)

Forj € [1, m — 1], we bound (IL1); — (IL1)j41 as follows.
L)y — (L)1 = [WE™ 25" X570y
— 1w ZL X
@ rwim ZLxh)Zy X
©Q w1 2 X 2
HIW™ ZLX1 25 X g

(©) . . . .
< 1w ZEmxEmE gy

FIWIm X 7 X )
D pwim g m . 7 %71y
= (Wil 7 X (W)
+1(W]: ZLX) )
© TWIHEm iy i 7 X wl g
+ 6, (64)
where (a), (b) and (c) hold by the chain rule for mutual

information, (d) holds by the independence of Wllzj_1 and

(nginmW{:mJ 1), (e) follows from Lemma 3.
We bound the first term in (64) as follows.
j+1: i+1: i+1: i v j
LWzl e 7 X \wila)
@ it Lim L gjt Lim | e v
< I(W{T " ZL X ZL X W)
S (U /AR AR CARSY /S ATV )
© Jopptimgitim it im, i i i) it
= 12T 2 X Wi F
+I(F 2 X5 W)
@ ot
2 ](FJ+1;Z’2X’2W{ /1) o
= I(F W) + IF ZL X W)
= [(FHY ZL X W)
< IWF*Y Z X0 100)
")
< bh, (65)

where (a), (b) and (c) holds by the chain rule for mutual
information, (d) holds by the fact that the chaining construc-
tion induces the Markov chain ZXxX,w) - Fn) -
(W{+1fmZJ2+1:mXJ2+1:m), (e) holds since F/t! is independent
of (W{J1), (f) holds by Lemma 3.

Substituting (65) ino (64), we have

(Lp)j — @Wy)jr1 < 26,. (66)
Similarly, we bound (IL1),, as follows.

L) = LW Z5 X5,

VOLUME 8, 2020

= I(W " 23Xy W)
+ (WY Z5X51)

)
@ rwr zZpx2a) < 6, (67)

where (a) holds since Wll m=1 g independent of (Z5'X%'
W{J1), and (b) holds by Lemma 3.
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