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ABSTRACT In this paper, we investigate the secrecy performance of dual-hop randomize-and-forward
(RaF) cognitive wiretap networks over Rayleigh fading channels, in which the RaF relay is consid-
ered both as half-duplex (HD) and full-duplex (FD) operations. Specifically, for the HD, maximal-ratio
combining/maximal-ratio transmission (MRC/MRT) is adopted at the RaF relay. For the FD, the RaF relay
can simultaneously receive the signal from the source and transmit jamming signals to eavesdropper, and the
selection combining-zero forcing beamforming/maximal-ratio transmit (SC-ZFB/MRT) and SC-ZFB/ZFB
schemes are respectively adopted at the FD relay. To thoroughly assess the secrecy performance achieved
from the proposed schemes, the closed-form expressions for the secrecy outage probability (SOP) of the
dual-hop RaF cognitive wiretap channels with MRC/MRT, SC-ZFB/MRT and SC-ZFB/ZFB schemes are
derived, respectively. In addition, we also provide simple asymptotic approximations for the SOP under two
distinct scenarios, depending on the quality of the main and wiretap channels. Additionally, our analytical
results and numerical simulations show the efficiency of our proposed solutions for both SC-ZFB/MRT and
SC-ZFB/ZFB with FD cases and show considerable performance gains over MRC/MRT with HD scheme.
Finally, for the proposed schemes, the SC-ZFB/ZFB scheme is beneficial to improve secrecy performance
when the eavesdropper’s channel is better than the main channel and the RaF relaying strategy achieves
better secrecy performance than that of the decode-and-forward (DF) relaying strategy for dual-hop cognitive
wiretap networks.

INDEX TERMS Physical layer security, cognitive radio, full duplex, multiple antennas relay, secrecy outage
probability, zero forcing beamforming (ZFB).

I. INTRODUCTION
In the past decade, cognitive radio networks (CRNs) have
caught much attention from the research area due to their
ability to utilize the spectrum resources [1]. In spectrum
sharing CRNs, the unlicensed secondary users (SUs) can have
access to the licensed primary users’ (PUs’) spectrum as
long as the quality of service (QoS) of the PUs can reach
the requirement. Specifically, three strategies are proposed
to maintain the QoS of the PUs, i.e., underlay, overlay and
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interweave [2], [3]. Among them, underlay is easy to realize,
in which the interference of SUs to the PUs should be less
than a given threshold.

A. BACKGROUND
Since wireless communication allows frequent interactions
and are highly flexible, CRNs are vulnerable to illegal attack-
ing and eavesdropping, which constitute challenging secu-
rity issues. In order to solve these problems, several works
have explored the security issues of CRNs from the physical
layer security (PLS) perspective. In [4], Qin et al. investi-
gated maximal jamming rate-based scheme, where selecting

181610 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see http://creativecommons.org/licenses/by/4.0/ VOLUME 7, 2019

https://orcid.org/0000-0001-7698-3080
https://orcid.org/0000-0001-5809-0801
https://orcid.org/0000-0002-4289-3201
https://orcid.org/0000-0002-5428-1077
https://orcid.org/0000-0002-0220-4088
https://orcid.org/0000-0002-9784-3703


Z. Shang et al.: Secure Spectrum-Sharing Wiretap Networks With FD Relaying

the secondary user with maximal interference channel and
transmitting with a delicately designed rate in CRNs can
achieve security at physical layer. In [5], the proposed new
method enables the PU to communicate with the SUs through
a relay node without sacrificing their individual secrecy
capacity to enhance the secrecy performance of CRNs in
the underlay multiple-input multiple-output CRNs. Similarly
in [6], the authors assumed that receiving antenna can receive
information and energy simultaneously from the source node
through power splitter architecture for enhancing secrecy
performance of underlay CRNs. They designed an artifi-
cial noise-assisted optimal beamforming scheme and denoted
cognitive beamforming for the secondary users to achieve
maximize the ergodic secrecy rate for secure cognitive radio
transmissions [7]. There are also many previous studies
on PLS of CRNs. The allocation of efficient resource and
economic-robust transmission opportunity auction in device-
to-device (D2D) are achieved to enhance network’s per-
formance [8], [9]. In [10] and [11], the authors consider
the single-input multiple-output (SIMO) and multiple-input
multipleoutput (MIMO) underlay CRNs over Nakagami-m
channels with different schemes to improve secrecy perfor-
mance of the system. The spectrum sharing technology of the
ultra-dense and novel unmanned aerial vehicle aided (UAVA)
network can be adopted to improve secrecy performance of
CRNs [12], [13]. The millimeter-wave (mmWave), the non-
orthogonal multiple access (NOMA) and buffer-aided tech-
nology were applied to secure the communication of CRNs
over Nakagami-m fading channels [14]–[16].

For further secrecy enhancement, different techniques such
as multi-antenna relaying and full-duplex (FD) have been
widely used by many scholars. On one hand, the use of
multi-antenna relay can enable the efficient communication
between the SU transmitter and SU receiver, both of which
are not directly connected before. Therefore, the transmission
efficiency can be improved. In [17], the authors investigated
cognitive multiple relays system, in which the multiple relays
can switch receiving and transmitting artificial noise function
among its different antennas for improving security of the
system. In [18], an optimal relay selection was proposed
based on two energy harvesting protocols and the achiev-
able closed-form expressions of secrecy outage probabil-
ity (SOP) was derived in CRNs. On the other hand, the FD
technique is put forward to enhance the performance of the
traditional cooperative jamming scheme, and the key idea
of FD jamming scheme is that the FD user can receive the
required signal and transmit jamming signal simultaneously.
Different from traditional cooperative jamming scheme that
relies on cooperative jamming node mobility, trustworthi-
ness and synchronization, FD jamming scheme is much eas-
ier and more reliable to realize. In [19], the FD technique
was first proposed with the idea that the FD operation was
employed for enhancing the secure transmission. In [20],
the authors analyzed the SOP of the FD receiver, the coop-
erative jamming strategies with different relay selections and
the sophisticated power control for enhancing the secrecy

performance. The authors of [21] investigated that the FD
jammer can broadcast jamming signals and receive signals
from the central monitor simultaneously, which can enhance
the secrecy performance of the considered system. In [22] and
[23], the author designed different schemes of FD operations,
in which the secrecy performance of system is improved by
receiving and jamming signals simultaneously. Awireless ad-
hoc network with numerous legitimate transmitter-receiver
pairs and eavesdroppers with FD receiver deployment strat-
egy was put forward to enhance the PLS in [24]. However,
to the best of the authors’ knowledge, the performance of
the spectrum-sharing wiretap networks with FD relay has not
been well understood.

B. MOTIVATION AND CONTRIBUTION
Motivated by the above, we consider a dual-hop randomize-
and-forward (RaF)1 cognitive wiretap networks over
Rayleigh fading channels under different scenarios, where
a secondary transmitter (Alice) communicates to a sec-
ondary destination (Bob) with the help of a secondary FD
relay (Relay) in the presence of a primary receiver (PU)
and an eavesdropper (Eve). Both half-duplex (HD) and FD
operations are assumed at Relay, respectively. Specifically,
for the HD operation, the Relay employs maximal-ratio
combining (MRC) to strengthen the signal detection from
Alice and forwards data to Bob using maximal-ratio transmit
(MRT) scheme. While for the FD operation, two differ-
ent secure transmission schemes are proposed: 1) Selection
combining-zero forcing beamforming/maximal-ratio trans-
mit (SC-ZFB/MRT) scheme, where the Relay first selects
the best antenna to recover the data from the Alice and then
utilizes the remaining antennas to transmit the jamming sig-
nal simultaneously at the first phase, and the Relay transmits
signals to Bob by adopting the MRT scheme at the second
phase. 2) SC-ZFB/ZFB scheme, where the Relay also selects
the best antenna to recover the data from the Alice and
then utilizes the remaining antennas to transmit the jamming
signal to eavesdropper simultaneously at the first phase, and
the Relay can correctly decode the signal and retransmits it
according to the principle of ZFB operation at the second
phase. The contributions of this paper are summarized as
follows:
• We first derive the exact closed-form and asymptotic
expressions for the SOP of the dual-hop RaF cognitive
wiretap networks with MRC/MRT scheme, in which
the analytical expressions are used to investigate the
performance of the MRC/MRT scheme with HD oper-
ation. The asymptotic secrecy diversity gain is investi-
gated, and we study two separate scenarios. Scenario I:
γB→∞ and fixed γE reveals that the MRC/MRT
scheme can achieve full secrecy diversity gain under the

1The RaF transmission protocol has been widely used for secure trans-
mission. The transmitter of each phase uses different codebooks to transmit
security information at the two separate transmissions. Due to the transmis-
sion heterogeneity of the transmitters of the two phases, the eavesdropper
cannot merge the common information of the two phases [25]–[27].

VOLUME 7, 2019 181611



Z. Shang et al.: Secure Spectrum-Sharing Wiretap Networks With FD Relaying

high signal-to-noise ratio (SNR), i.e., the eavesdropper
is located far away from the legitimate secondary users.
Scenario II: γB → ∞ and γE → ∞ reveals that the
MRC/MRT scheme can achieve zero secrecy diversity
gain under the high SNR, i.e., Relay and eavesdropper
are located close to the Alice, where γB and γE represent
the high SNR of themain channel and the eavesdropping
channel, respectively.

• We derive new closed-form and asymptotic expressions
for the SOP and non-zero secrecy rate with arbitrary
number of NR as well as the switched threshold, from
which the impact of key system parameters on the
secrecy performance of the dual-hop RaF cognitive
wiretap networks with the FD operation at Relay under
SC-ZFB/MRT and SC-ZFB/ZFB schemes can be readily
evaluated. Moreover, for both schemes, the asymptotic
secrecy diversity gain is investigated in the high SNR
regime under two different Scenarios, which reveals that
SC-ZFB/MRT can achieve full secrecy diversity under
Scenario I and zero secrecy diversity under Scenario II.

• Through the derivation and analysis of the SOP, we have
verified that the SC-ZFB/MRT and SC-ZFB/ZFB
schemes are better than MRC/MRT scheme in terms
of improving secrecy performance of the considered
networks. The secrecy performance of the considered
schemes with FD operation is mainly influenced by
the secrecy coding gain. Specifically, for the proposed
schemes, the SC-ZFB/ZFB scheme is beneficial to
improve secrecy performance when the eavesdropper’s
channel is better than the main channel, while the
MRC/MRT scheme will achieve better secrecy perfor-
mance when the main channel is much better than the
eavesdropper’s channel. Besides, increasing the number
of antennas of Relay and the interference threshold of
the primary network within a certain range can improve
the secrecy performance of the considered networks.
In addition, we also find that the RaF relaying strategy
achieves better secrecy performance than the DF relay-
ing strategy for dual-hop cognitive wiretap networks.

The remainder of the paper is organized as follows. The
system models are described in Section II. The expressions
of SOP of the considered system are analyzed in Section III.
In Section IV, we provide the high signal-to-noise ratio (SNR)
analysis for SOP. The numerical results and discussions are
presented in Section V. Finally, we conclude this paper in
Section VI.

II. SYSTEM MODEL
In this section, let us consider a dual-hop RaF cognitive wire-
tap networks as shown in Fig. 1, which consists of a secondary
transmitter (Alice), a secondary relay (Relay), a legitimate
receiver (Bob), a primary receiver (PU) and an eavesdrop-
per (Eve). In the considered networks, all users are equipped
with a single antenna, except that Relay has NR antennas.
As in [28], we assume that the primary transmitter (PT) is far

FIGURE 1. System model.

away from the secondary receiver, thus the interference from
the PT can be ignored at the secondary receivers. Both main
andwiretap channels experience quasi-static independent and
non-identical Rayleigh fading. The corresponding channel
coefficient of the nodesM → N is denoted as hMN , which is
an exponentially distributed random variable (RV) with zero
mean and variance λMN as denoted by CN (0, λMN ). Similar
to [28]–[30], the channel state information (CSI) between
Eve and Relay is gained at Relay2, while the CSI of Alice
to Eve link is not available at Alice. Multi-antenna relay can
operate both in HD and FD operation. Under FD operation,
Relay can receive the signals and transmit jamming signals
to eavesdropper simultaneously. For exploring the benefits
of multiple antennas, we investigate three different secure
transmission schemes, i.e., MRC/MRT with HD operation,
SC-ZFB/MRT and SC-ZFB/ZFB with FD operations.

A. MRC/MRT WITH HD SCENARIO
In the first phase, based on HD operation, Relay adopts the
MRC scheme to receive signals. Thus, we can write the
instantaneous SNR between Alice and Relay as

γAR,1=
PS
σ 2
R

‖hAR‖2, (1)

where hAR is an NR × 1 Alice-Relay channel link vector, σ 2
R

denotes the noise variance at Relay, and PS is the transmit
power of Alice, which must satisfy [28]

PS = min
(

Q

|hAP|2
,Pt

)
, (2)

where Pt is the maximum transmit power constraint at Alice,
and Q denotes the interference temperature constraint at the
PU, hAP is the channel coefficient for Alice to PU link.

2This case can be applied to the scenario where Eve plays dual roles as
legitimate one and eavesdropper one (e.g., in TDMA networks and heteroge-
nous networks). Therefore, the Relay can estimate the eavesdropper’s CSI
when the Eve participates in transmitting information as a legitimate user
[28]–[31].
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Similarly, the instantaneous SNR of the wiretap channel
between Alice and Eve can be written as

γAE,1=
PS |hAE |2

σ 2
E

, (3)

where hAE is the channel coefficient for Alice to Eve link, and
σ 2
E denotes the noise variance at Eve.
In the second phase, Relay adopts the MRT scheme to

forward signals, we can write the instantaneous SNR between
Relay and Bob as

γRB,1=
PR
σ 2
B

‖hRB‖2, (4)

where hRB is an NR × 1 channel link vector between Relay
and Bob, and σ 2

B denotes the noise variance at Bob. PR is the
transmit power of Relay and it must meet the requirement of
PR = min

(
Q
|hRP|2

,Pt
)
.

Similarly, the instantaneous SNR of the wiretap channel
between Relay and Eve as

γRE,1=
PR|hRE |2

σ 2
E

, (5)

where hRE is the channel coefficients for Relay to Eve link.

B. SC-ZFB/MRT WITH FD SCENARIO
In the first phase, based on FD operation, Relay can switch
jamming/receiving function between its antennas for enhanc-
ing security using SC-ZFB scheme. Specifically, relay first
selects the best antenna based on the CSI of the main chan-
nel, and utilizes the remaining NR − 1 antennas to send a
weighted jamming signal simultaneously. In order to meet the
constraints at PU, we use ZFB to avoid undesirable jamming
signals at PU.

The optimal weight vector wZF is the solution of the fol-
lowing optimization problem:

max
wZF

∣∣∣h†REwZF

∣∣∣
s.t.

∣∣∣h†RPwZF

∣∣∣&‖wZF‖F = 1, (6)

where † is the conjugate transpose operator, ‖·‖F denotes the
Frobenius norm, and hRE and hRP denote the (NR − 1) × 1
channel vectors between the remaining NR − 1 antennas of
the Relay and Eve, and the remaining NR − 1 antennas of the
Relay and PU, respectively. By using the projection matrix
theory [32], the wZF can be marked as

wZF=
T⊥hRE∥∥T⊥hRE∥∥ , (7)

where T⊥=
(
I− hRP

(
hRPh

†
RP

)−1
h†RP

)
is the projection

idempotent matrix with rank NR − 2. If the i-th antenna is
selected at Relay, the channel coefficient between Alice and
Relay can be expressed as hARi. As a result, the instantaneous

SNR3 of the main channel and the instantaneous signal-to-
interference-plus-noise ratio (SINR) of the wiretap channel
can be respectively expressed as

γAR,2=
PS
σ 2
R

max
i∈NR

(
|hARi|2

)
, (8)

and

γAE,2=
PS |hAE |2

PJ
∣∣∣h†REwZF

∣∣∣2 + σ 2
E

. (9)

where PJ is the interference power of Relay to Eve.
In the second phase, Relay adopts the MRT scheme to

forward signals, which is similar to the analysis of the second
phase of MRC/MRT scenario, i.e., Eq.(4) and Eq. (5). The
process won’t be proven here again, and the instantaneous
SNR of the main channel and the instantaneous SNR of the
wiretap channel can be respectively expressed as γRB,2 and
γRE,2.

C. SC-ZFB/ZFB WITH FD SCENARIO
In the first phase, Relay adopts the SC-ZFB with FD oper-
ation, which is similar to the analysis of the first phase of
SC-ZFB/MRT scheme and is no longer proven here,
i.e., Eq.(8) and Eq. (9). The instantaneous SNR of the main
channel and the instantaneous SINR of the wiretap channel
can be respectively expressed as γAR,3 and γAE,3.

In the second phase, Relay adopts the ZFB scheme to
forward signals. The goal of ZFB scheme is to maximize the
reception of SNR at Bob while avoiding the leakage of secu-
rity information to Eve and the interference to PU. Therefore,
the instantaneous SNR of Relay-Bob link is given by

γRB,3=
PR2
σ 2
B

‖hRBwZF2‖
2, (10)

where wZF2 is the weight vector, the transmit power of Relay
isPR2, which is not constrained by PU. hRB denotes theNR×1
channel vectors between Relay and Bob. Now, we first define
an NR × (1+1) channel matrix, i.e., HRZ = [HRP,HRE ],
where HRP, HRE are NR × 1, NR × 1 channel link matrices
between Relay and PU, Relay and Eve, respectively. For the
ZFB scheme, it requires NR > 2. Thus, the optimal weight
vector wZF2 is the solution of the following optimization
problem:

max
wZF2

∣∣∣h†RBwZF2

∣∣∣
s.t.

∣∣∣H†
RZwZF2

∣∣∣&‖wZF2‖F = 1. (11)

3It should be noted that for the FD mechanism, based on the self-
interference (SI) cancellation technology, the influence of SI at the Relay
is not taken into consideration as that in [22] and [33]. The assumption
that the SI can be canceled is widely used to explore the information-
theory oriented performance, i.e., outage probability and capacity [29], [34].
However, the full suppression of SI still cannot be realized even with the help
of latest techniques in [35].
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Therefore, by using knowledge provided in (7), the optimal
weight vector wZF2 can be marked as

wZF2=
4⊥hRB∥∥4⊥hRB∥∥ , (12)

where 4⊥=
(
I−HRZ

(
H†
RZHRZ

)−1
H†
RZ

)
is the projection

idempotent matrix with rank NR − 3.
Based on the above statement, γAR,j, γRB,j, γAE,j and γRE,j

are statistically dependent due to the presence of containing
the common RV , i.e., G = |hAP|2 and G1 = |hRP|2 in PS and
PR, where j ∈ (1, 2, 3) stand for scenario 1, scenario 2 and
scenario 3, respectively. To solve this problem, we adopt the
condition and average approach. Thus, we first present the
cumulative distribution function (CDF) of γAR,j, γRB,j and
probability density function (PDF) of γAE,j, γRE,j conditioned
on G and G1.
Based on RaF protocol, the SOPs of the two time-slots

are independent [25]. The instantaneous achievable secrecy
capacity of different physical scenes in two time-slots is
defined as [36]

CS,k = max (CBk − CEk , 0)+ , (13)

whereCBk andCEk are the capacities formain channel and the
eavesdropping channel, respectively, CBk= log2 (1+ γBk),
CEk= log2 (1+ γEk) and k = {1, 2} represents the first-hop
and the second-hop, respectively. In order to maximize the
secrecy capacity CSk , the CBk should be maximized and the
CEk should be minimized through the selection of antennas
at the Relay in two time-slots.
Two time-slots are independent transmission processes.

For more notational convenient analysis, we define µ = Q
Pt
,

ε = λRB
λAR

, η = λRE
λAE

, γZ =
PJ
σ 2
λJE , γB =

Pt
σ 2
λAR =

Q
µσ 2

λAR =
Pt
εσ 2
λRB =

Q
εµσ 2

λRB, γE =
Pt
σ 2
λAE =

Q
µσ 2

λAE =
Pt
ησ 2
λRE =

Q
ηµσ 2

λRE .

III. SECRECY PERFORMANCE ANALYSIS
In this section, we investigate the SOP of the dual-hop RaF
cognitive wiretap networks over Rayleigh fading channels
with MRC/MRC, SC-ZFB/MRT, SC-ZFB/ZFB schemes.
The SOP is defined as the probability of the secrecy capacity,
CS , being lower than a predetermined threshold, Rs. Based on
RaF protocol, the SOPs of the two time-slots are independent.
Therefore, it is only necessary to solve the SOP of different
physical scenes in two time-slots, and the expression can be
expressed as [25], [37], [38]

Pout (Rs) = Pr
(
CS,k < Rs

)
=

∫
∞

0
FγBk

(
2Rs (1+ y)− 1

)
fγEk (y) dy (14)

and

Pout (Rs)= 1− Pr
{
C♦S,1 > Rs

}
Pr
{
CℵS,2 > Rs

}
, (15)

where C♦S,1 and C
ℵ

S,2 denote the instantaneous secrecy capac-
ity of the first-hop and the second-hop, respectively, ♦ ∈
{MRC, SC−ZFB} in the first hop, ℵ ∈ {MRT ,ZFB} in
the second hop. The instantaneous secrecy capacity of the
first-hop can be expressed as

CMRC
S,1 = log2

1+ γAR,1
1+ γAE,1

= log2
1+min

(
Q
|hAP|2

,Pt
)
‖hAR‖2

σ 2R

1+min
(

Q
|hAP|2

,Pt
)
|hAE |2

σ 2E

, (16)

and

CSC−ZFB
S,1 = log2

1+ γAR,2
1+ γAE,2

= log2
1+min

(
Q
|hAP|2

,Pt
) max

i∈NR

(
|hARi|2

)
σ 2R

1+min
(

Q
|hAP|2

,Pt
)

|hAE |2

PJ
∣∣∣h†REwZF ∣∣∣2+σ 2E

. (17)

The instantaneous secrecy capacity of the second-hop can
be expressed as

CMRT
S,2 = log2

1+ γRB,1
1+ γRE,1

= log2
1+min

(
Q
|hRP|2

,Pt
)
‖hRB‖2

σ 2B

1+min
(

Q
|hRP|2

,Pt
)
|hRE |2

σ 2E

. (18)

The instantaneous secrecy capacity of the ZFB scheme can
be expressed as CZFB

S,2 . Since there is no eavesdropping link
CE2 in CZFB

S,2 , therefore CZFB
S,2 depends on the main link CB2.

And the solution process is given below in ZFB scheme of
the SC-ZFB/ZFB scenario.

Using Eqs. (15), (16), (17) and (18), we have

Pr
{
C♦S,1 > Rs

}
= 1− Pr

{
γ
♦

1 ≤ 2Rs
}
=1− F

γ
♦

1
(Rs), (19)

Pr
{
CℵS,2 > Rs

}
= 1− Pr

{
γ ℵ2 ≤ 2Rs

}
=1− Fγ ℵ2 (Rs) , (20)

and

γMRC
1
=

1+min
(

Q
|hAP|2

,Pt
)
‖hAR‖2

σ 2R

1+min
(

Q
|hAP|2

,Pt
)
|hAE |2

σ 2E

, (21)

with

γ SC−ZFB
1

=

1+min
(

Q
|hAP|2

,Pt
) max

i∈NR

(
|hARi|2

)
σ 2R

1+min
(

Q
|hAP|2

,Pt
)

|hAE |2

PJ
∣∣∣h†REwZF ∣∣∣2+σ 2E

, (22)

and

γMRT2 =

1+min
(

Q
|hRP|2

,Pt
)
‖hRB‖2

σ 2B

1+min
(

Q
|hRP|2

,Pt
)
|hRE |2

σ 2E

. (23)
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F
γ
♦

1
(Rs) and Fγ ℵ2 (Rs) are the CDF of γ♦1 and γ ℵ2 , respec-

tively.
When the secondary user transmission link CSI is perfect,

armed with (15), the SOP is expressed as

Pout (Rs)=Fγ♦1
(Rs)+ Fγ ℵ2 (

Rs)− Fγ♦1
(Rs)Fγ ℵ2 (

Rs) . (24)

Next, we will solve the SOP of three different schemes one
by one.

A. MRC/MRT WITH HD SCENARIO
In the first phase, on the basis of Eq. (1) and [22], the
conditional CDF of first time slot γAR,1 is given by

FγAR,1 (x|G) = 1− exp

(
−

σ 2
R

PSλAR
x

) NR−1∑
k=0

1
k!

(
σ 2
Rx

PSλAR

)k
.

(25)

Similarly, on the basis of (3), the conditional PDF of γAE,1
can be represented as

fγAE,1 (y|G) =
σ 2
E

PSλAE
exp

(
−

σ 2
E

PSλAE
y

)
. (26)

Then, substituting (25) and (26) into (14), we now give the
CDF of γMRC1 in the following Lemma.
Lemma 1: The CDF of γMRC1 can be readily written as

FγMRC1
(Rs)

= 1−
NR−1∑
k=0

1
k!

1

(γB)
kγE

k∑
i=0

(
k
i

)(
2Rs − 1

)k−i
×

(
2Rs
)i
i!
(

γBγE

2RsγE+γB

)i+1 [(
1− exp

(
−
µ

λAP

))
× exp

(
−
2Rs−1
γB

)
+
µ

λAP

(
γBλAP(

2Rs − 1
)
λAP + γBµ

)k−i+1

×0

(
k − i+ 1,

(
2Rs − 1

)
λAP + µγB

γBλAP

)]
, (27)

where 0 (·, ·), as defined in [39, Eq. (8.350.2)], is the incom-
plete gamma function.

Proof: See Appendix A.
In the second phase, the CDF of γMRT2 is similar to descrip-

tion process of the Eq. (27) and is not derived here, only with
the change of parameters, i.e., λAP → λRP, λAR → λRB,
λAE → λRE . The CDF of γMRT2 can be given as FγMRT2

(Rs).

Substituting the CDF of γMRC1 and γMRT2 into (24), the SOP
can be derived after a few simple mathematical calcula-
tions, Just replace ♦, ℵ with MRC and MRT in the (24),
respectively.

B. SC-ZFB/MRT WITH FD SCENARIO
In the first phase, on the basis of Eq. (8) and [38], the condi-
tional CDF of first time slot γAR,2 is given by

FγAR,2 (x|G)=1−
NR∑
n=1

(
NR
n

)
(−1)n−1 exp

(
−

σ 2
Rn

PSλAR
x

)
. (28)

Similarly, based on (9), the instantaneous SNR of the
eavesdropping link can be expressed as below Lemma.
Lemma 2: The PDF of γAE,2 can be computed as

fγAE,2 (y|G)

=
σ 2
E

PSλAE
exp

(
−

σ 2
Ey

PSλAE

)(
PSλAE

PJλJEy+ PSλAE

)NR−2
+exp

(
−

σ 2
Ey

PSλAE

)
(NR − 2)PJλJE (PSλAE )NR−2

(PJλJEy+ PSλAE )NR−1
. (29)

Proof: See Appendix B.
Then, armed with (28), (29) and (14), the CDF of γ SC−ZFB1

with SC-ZFB scheme can be expressed as below Theorem.
Theorem 1: The CDF of γ SC−ZFB1 can be expressed as

F
γ SC−ZFB1

(Rs)

= 1−
NR∑
n=1

(
NR
n

)
(−1)n−1

[
1
γZ

×9

(
1, 4− NR,

n2RsγE + γB
γBγZ

)
+ (NR − 2)

×9

(
1, 3− NR,

n2RsγE + γB
γBγZ

)]
×

[(
1− exp

(
−
µ

λAP

))
× exp

(
−
n
(
2Rs − 1

)
γB

)
+

µγB

n
(
2Rs − 1

)
λAP + µγB

× exp

(
−
n
(
2Rs − 1

)
λAP + µγB

γBλAP

)]
. (30)

We obtain (30) with the help of [39, Eq. (9.211.4)].
Proof: See Appendix C.

In the second phase, the CDF of γMRT2 with the MRT
scheme is similar to description process of the FγMRT2

(Rs) of
MRC/MRT scenario and is not derived here.

Substituting the CDF of γ SC−ZFB1 and γMRT2 into (24),
the SOP can be derived after a few simple mathematical
calculations. Just replace ♦, ℵ with SC-ZFB and MRT in the
(24), respectively.

C. SC-ZFB/ZFB WITH FD SCENARIO
In the first phase, Relay adopts the SC-ZFB scheme with
FD operation, which is similar to description process of the
Eq. (30) and is not derived here.

In the second phase, according to (10) and based on ZFB
scheme, the expression of CDF of main link transmission
channel can be expressed as Fγ ZFB2

.

Lemma 3: The CDF of γ ZFB2 with the ZFB scheme is given
by

Fγ ZFB2
(Rs)= Pr

(
γRB,3 <

(
2Rs − 1

))
= 1−exp

(
−

(
2Rs−1

)
γB

) NR−3∑
l=0

1
l!

((
2Rs−1

)
γB

)l
. (31)
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Substituting (30) and (31) into (24), the SOP of
SC-ZFB/ZFB scenario can be derived after a few simple
mathematical calculations. Just replace ♦, ℵ with SC-ZFB
and ZFB in the (24), respectively.

So far, we have completed the achievable secrecy per-
formance analysis of the MRC/MRT, SC-ZFB/MRT and
SC-ZFB/ZFB schemes. The following presents high SNR
analysis results of the MRC/MRT over the HD operation and
the SC-ZFB/MRT, SC-ZFB/ZFB schemes over FD operation.

IV. HIGH SNR ANALYSIS
The secrecy performance of the system can be verified based
on the derived closed-form expressions above. However,
the derivation of expression is complex and the analysis of
system secrecy performance is limited. Therefore, we gain
more insight on system secrecy performance by deriving high
SNR analysis expression. Thus, in this section, we will derive
and analyze the high SNR in a specific way. Specifically, con-
sidering two different scenarios: 1) Scenario I: γBJ →∞ and
fixed γEJ , that is a scenario where the eavesdropper is located
far away from the legitimate secondary users while the SNR
of the secondary user transmission link is significantly better
than the SNR of the wiretap channel link and 2) Scenario II:
γBJ → ∞ and γEJ → ∞, that is a scenario where Relay
and eavesdropper are located close to the Alice, i.e., both the
main channel link and the wiretap channel link have superior
SNR. Finally, the secrecy performance can be expressed,
which extract several key secrecy performance indicators by
the parameters of the expression, i.e., the high SNR slope,
the secrecy diversity gain and secrecy coding gain. In this
section, for γBJ and γEJ , J ∈ (1, 2, 3) stand for scenario 1,
scenario 2 and scenario 3, respectively.

A. SCENARIO I: γBJ → ∞ AND FIXED γEj
In this case, we use a new way to derive SOP in the following
Corollary.
1) MRC/MRT scheme:
Corollary 1: The SOP of the MRC/MRT scheme with HD

operation under γB1→∞ and fixed γE1 is approximated as

PMRC/MRTout (Rs) ≈ 1MRC/MRT

(
1
γB1

)NR
, (32)

where 1MRC/MRT is readily given by

1MRC/MRT

=

(
1+
(
1
ε

)NR)[(
1− exp

(
−
µ

λAP

))

×

 1
NR!

NR∑
q=0

(
NR
q

)(
2Rs − 1

)NR−q(
2Rs
)q
q!(γE1)q


+

NR∑
q=0

(
NR
q

)(
2Rs − 1

)NR−q(
2Rs
)q
q!

1
NR!

(
1
µ

)NR
× (γE1)

qλAP
NR0

(
NR + 1,

µ

λAP

)]
. (33)

Proof: See Appendix D.
2) SC-ZFB/MRT scheme:
Corollary 2: The SOP of the SC-ZFB/MRT scheme with

FD operation under γB2→∞ and fixed γE2 is approximated
as

PSC−ZFB/MRTout (Rs) ≈ 1SC−ZFB/MRT

(
1
γB2

)NR
, (34)

where 1SC−ZFB/MRT is given by

1SC−ZFB/MRT

= (31+32)

[(
1− exp

(
−
µ

λAP

))
+

(
1
µ

)NR
×

(
1
λAP

)−NR
0

(
NR + 1,

µ

λAP

)]
+

NR∑
q=0

(
NR
q

)(
2Rs
)q
q!

×

(
2Rs−1

)NR−q
(γE2)

q
(
1
ε

)NR 1
NR!

[(
1−exp

(
−
µ

λRP

))
+

(
1
µ

)NR
λRP

NR0

(
NR + 1,

µ

λRP

)]
, (35)

with 31 and 32 being expressed as

31 =

NR∑
q=0

(
NR
j

)(
2Rs − 1

)NR−q(
2Rs
)q 1
γE2

×

(
γE2

γZ

)q+1
0 (q+ 1)9

(
q+ 1, q+ 4− NR;

1
γZ

)
,

(36)

and

32 =

NR∑
q=0

(
NR
q

)(
2Rs − 1

)NR−q(
2Rs
)q
(NR − 2)

×

(
γE2

γZ

)q
0 (q+ 1)9

(
q+ 1, q+ 3− NR;

1
γZ

)
.

(37)

Proof: See Appendix E.
3) SC-ZFB/ZFB scheme:
Corollary 3: The SOP of the SC-ZFB/ZFB scheme with

FD operation under γB3→∞ and fixed γE3 is approximated
as

PSC−ZFB/ZFBout (Rs) ≈ 1SC−ZFB/ZFB

(
1
γB3

)NR−2
, (38)

where 1SC−ZFB/ZFB is given by

1SC−ZFB/ZFB =
1

(NR − 2)!

(
2Rs − 1

)NR−2
. (39)

Proof: See Appendix F.
Remark 1: In Scenario I, the MRC/MRT and SC-ZFB/

MRT schemes achieve NR secrecy diversity gain, the
SC-ZFB/ZFB scheme achieves NR−2 secrecy diversity gain,
which only depends on the number of the antennas of Relay.
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In addition, the quality of the main channel and eavesdrop-
per’s channel and the primary networks influence the secrecy
performance of the considered schemes through the coding
gain, i.e., Ga = 1MRC/MRT

−1/NR , Gb = 1SC−ZFB/MRT
−1/NR

and Gc = 1SC−ZFB/ZFB
−1/(NR−2). In addition, the secrecy

coding gain will mainly affects the secrecy performance of
the considered networks, which is verified in the simulation
section. We also find that the more relay antennas, the bet-
ter the system performance. Therefore, to improve secrecy
performance of the considered networks, the actual system
design should increase the number of the antennas at Relay
as much as possible.

B. SCENARIO II: γBJ → ∞ AND γEj → ∞

Now, we will begin to analyze the approximated SOP of FD
multi-antenna spectrum-sharing wiretap networks under the
scenario II.
1) MRC/MRT scheme:
Corollary 4: The approximated SOP of FD operation with

MRC/MRT scheme under γB1 →∞ and γE1 →∞ is given
by

PMRC/MRTout (Rs)

≈ 1−
(
1− FγMRC1

(Rs)
) (

1− FγMRT2
(Rs)

)
, (40)

where FγMRC1
(Rs) being expressed as

FγMRC1
(Rs)

≈

(
1− exp

(
−
µ

λAP

))
×

[
1−

NR−1∑
k=0

(
2Rs
)k

(γB1)
kγE1

(
γB1γE1

2RsγE1 + γB1

)k+1]

+ exp
(
−
µ

λAP

)
−

NR−1∑
k=0

(
2Rs
)k

(γB1)
kγE1

(
γB1γE1

2RsγE1 + γB1

)k+1
0

(
1,

µ

λAP

)
,

(41)

and just replace λAP→ λRP, λAR→ λRB, λAE → λRE in the
(41), which can be written as FγMRT2

(Rs).
Proof: From FγMRC1

(Rs) and FγMRT2
(Rs), when γB1 →

∞ and γE1 → ∞, the FγMRC1
(Rs) and FγMRT2

(Rs) can
be readily derived after a few simple mathematical calcula-
tions. Upon substituting FγMRC1

(Rs) and FγMRT2
(Rs) into (40),

the final result of MRC/MRT scheme is request.
2) SC-ZFB/MRT scheme:
Corollary 5: The approximated SOP of the SC-ZFB/MRT

scheme with FD operation under γB2→∞ and γE2→∞ is
given by

PSC−ZFB/MRTout (Rs)

≈ 1−
(
1− F

γ SC−ZFB1
(Rs)

) (
1− FγMRT2

(Rs)
)
, (42)

where F
γ SC−ZFB1

(Rs) being expressed as

F
γ SC−ZFB1

(Rs)

≈ 1−
NR∑
n=1

(
NR
n

)
(−1)n−1

×

[
1
γZ
9

(
1, 4− NR,

n2RsγE2 + γB2
γB2γZ

)
− (NR − 2)9

(
1, 3− NR,

n2RsγE2 + γB2
γB2γZ

)]
. (43)

AndFγMRT2
(Rs) is similar to description process of the second

phase of MRC/MRT scheme, and is not wrote here.
Proof: Upon substituting (43) and FγMRT2

(Rs) into (42),
the final result of SC-ZFB/MRT scheme is obtained.
3) SC-ZFB/ZFB scheme:
Corollary 6: The approximated SOP of the SC-ZFB/ZFB

scheme with FD operation under γB3→∞ and γE3→∞ is
given by

PSC−ZFB/ZFBout (Rs)

≈ 1−
(
1− F

γ SC−ZFB1
(Rs)

) (
1− Fγ ZFB2

(Rs)
)
, (44)

where F
γ SC−ZFB1

(Rs) is similar to Eq. (43) and is not wrote
here, and Fγ ZFB2

(Rs) being expressed as

Fγ ZFB2
(Rs) ≈

(
1
γB3

)NR−2 1
(NR − 2)!

(
2Rs − 1

)NR−2
. (45)

Proof: The derivation process is similar to Corollary 5
and will not be described in detail again.
Remark 2: On the contrary of Scenario I, three schemes

appear to be the secrecy outage floor when γBJ → ∞ and
γEJ → ∞, which shows that the secrecy diversity cannot
be gained. Therefore, the secrecy performance of the sys-
tem would be affected by the secrecy coding gain, and the
SC-ZFB/ZFB scheme achieves the best performance through
secrecy coding gain than the other two schemes.

V. NUMERICAL RESULTS
In this section, we present representative numerical results
to verify the analytical ones. Numerical results are provided
to validate analytical expressions, demonstrate the perfor-
mance of the MRC/MRT, SC-ZFB/MRT, and SC-ZFB/ZFB
schemes and investigate the impact of key system parameters
on their performances, i.e., the different number of antennas
and thresholds. Without loss of generality, we assume the
following simulation parameters for this section: Rs = 2,
σ 2
= σ 2

R = σ 2
B = σ 2

E = 1 and ε = η = 1. The distance
between any two nodes is normalized to 1. The theoretical
simulation curves in all the graphs are completely in confor-
mity with the Monte Carlo simulation results, which verify
the validity of the theory.We clearly found that the asymptotic
curves approximate the exact curve at high SNR. The secrecy
diversity order in the asymptotic analysis expressions are also
verified by the asymptotic curves.
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FIGURE 2. Secrecy outage probability of two different relaying strategies
for the three proposed schemes.

FIGURE 3. Secrecy outage probability of MRC/MRT scheme for different
number NR and Q.

Fig. 2 presents the SOP versusPt/σ 2 of two different relay-
ing strategies for the three proposed schemes when NR = 3,
Q = 20dB. From this figure, we find that the RaF relaying
strategy achieves better secrecy performance than the DF
relaying strategy for dual-hop cognitive wiretap networks
in improving secrecy performance of system. In addition,
the SOP of the considered system using RaF relaying strategy
becomes saturated due to the fixed interference temperature
constraint, which verifies the analytical results shown in (40),
(42) and (44). However, it is observed that the SOP first
decreases and then increases as Pt/σ 2 increases by using DF
relaying strategy. This is because the instantaneous SNR gap
between the main channel and the eavesdropper’s channel
depends on the interference threshold Q in the condition of
high SNR, and the instantaneous SNR gap will decrease by
increasing the SNR.

Figs. 3, 4 and 5 illustrate the SOPs of the MRC/MRT,
SC-ZFB/MRT and SC-ZFB/ZFB schemes for different
number NR and Q, respectively. The exact curves are
obtained from the SOP of MRC/MRT, SC-ZFB/MRT and
SC-ZFB/ZFB, respectively. As increasing NR, the SOPs in

FIGURE 4. Secrecy outage probability of SC-ZFB/MRT scheme for
different number NR and Q.

FIGURE 5. Secrecy outage probability of SC-ZFB/ZFB scheme for different
number NR and Q.

three schemes decreases. And in this section, three schemes
appear to be the secrecy outage floor when Pt/σ 2 increases.
This is because when the maximum transmit power Pt of
the secondary user transmitter increases to a certain range,
the interference temperature constraint Q of the primary user
becomes a major factor affecting the secrecy performance
of the system. In addition, when the number of NR and the
interference thresholds Q are fixed in this three schemes,
the FD technical operation scheme is better than HD opera-
tion to improve secrecy performance of considered system.
Thus, we analyze the cases of cognitive wiretap networks
with SC-ZFB/MRT and SC-ZFB/ZFB schemes to enhance
the secrecy performance of the FD CRNs in the harmful
invasion of the eavesdroppers at the illegitimate side. The SC-
ZFB/ZFB scheme obviously outperform the SC-ZFB/MRT
andMRC/MRT schemes to improve the secrecy performance
of wireless communications.

Fig. 6 plots the SOP versus SNR for the three proposed
schemes when the secondary user receiver is near to the
secondary user transmitter and the asymptotic expressions
curves of SOP are obtained from (32), (34) and (38) under
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FIGURE 6. Exact and asymptotic secrecy outage probability of MRC/MRT,
SC-ZFB/MRT, SC-ZFB/ZFB schemes under Scenario I when NR = 5 and
γEJ = 10 dB.

FIGURE 7. Exact and asymptotic secrecy outage probability of MRC/MRT,
SC-ZFB/MRT, SC-ZFB/ZFB schemes under Scenario II when NR = 5.

the γBJ → ∞ and fixed γEJ , respectively. The parallel
slope of the asymptote shows that the high SNR slope is
independent of the NR. The SOP of the system decreases as
the Q increases. Furthermore, we see that the SC-ZFB/ZFB
and SC-ZFB/MRT schemes with FD outperform MRC/MRT
scheme with HD, which indicates that using the SC-ZFB
scheme between Alice and Relay or by transmitting jamming
signals from a FD relay will improve the secrecy diversity
gain of the system compared to the MRC/MRT scheme under
Scenario I. The SC-ZFB/ZFB scheme achieves the lowest
secrecy diversity gain and the higher secrecy coding gain than
the other two schemes, which is demonstrated in Fig. 7.

Fig. 7 presents the SOP versus SNR of the three proposed
schemes when NR = 5, γBJ → ∞ and γEJ → ∞,
and γBJ/γEJ = 8 dB. The asymptotic expressions curves
of SOP are obtained from (40), (42) and (44) under the
γBJ → ∞ and γEJ → ∞, respectively. Through the analyt-
ical results, all schemes achieve better secrecy performance.
In addition, the SC-ZFB/MRT and SC-ZFB/ZFB schemes are
better than MRC/MRT scheme in terms of improving secrecy

FIGURE 8. Secrecy outage probability of all schemes for different
number NR .

FIGURE 9. Secrecy outage probability of all schemes for different
number NR .

performance of the considered networks. The secrecy perfor-
mance of the considered schemeswith FD operation ismainly
influenced by the secrecy coding gain. The SC-ZFB/ZFB
scheme achieves the best performance through secrecy cod-
ing gain than the other two schemes.

Fig. 8 presents the SOP versus SNR of all schemes for
different number NR and interference temperature constraint
Q = 10 dB. We can know that the SC-ZFB/ZFB scheme out-
performs the SC-ZFB/MRT and MRC/MRT schemes. In par-
ticular, the value of NR has a greater impact on the secrecy
performance of the system in the SC-ZFB/ZFB scheme than
in the SC-ZFB/MRT and MRC/MRT schemes. This is due
to the fact that the number of antennas at Relay has more
influence on secrecy coding gain of the SC-ZFB/ZFB scheme
than that of the other schemes. When the transmit power
reaches the certain range, the secrecy outage floor of system
tends to be stable, and theQ becomes themain factor affecting
the secrecy performance of the considered networks.

Figs. 9 and 10 illustrate the influence of the number of the
antennas, NR andQ on the secrecy outage performance of the
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FIGURE 10. Secrecy outage probability of all schemes for different
number Q.

FIGURE 11. Secrecy outage probability of all schemes for different α1.

three proposed schemes, respectively. In addition, we assume
the following simulation parameters: SNR=5dB and
Q = 20 dB in Fig. 9, SNR=5dB and NR = 5 in Fig. 10. It is
obvious from Fig. 8 that by increasing NR, the SOP can be
obviously reduced in these three schemes. This can be rather
intuitive because increasing NR provides additional secrecy
diversity or secrecy coding gain. Furthermore, when the Q
is large enough, the SC-ZFB/ZFB scheme will outperform
than the SC-ZFB/MRT and MRC/MRT schemes, albeit with
higher complexity. It is evident from Fig. 10 that by increas-
ing Q, the SOP can be significantly reduced for all schemes.
However, when Q is large enough, the SOP appears to be
the secrecy outage floor because the transmission power has
become the highest. At this point, we can improve the system
security by increasing NR. From these two figures, it can
be found that the secrecy performance can be improved by
increasing the number of NR or the interference threshold Q.

Fig. 11 shows the secrecy outage probability vs
α1 = λAR/λAE , and α2 = λRB/λRE = (ε/η) α1. When we set
the SNR=20dB, Q = 20 dB and NR = 5 in the first figure,

according to the simulation results, it can be seen from the
figure that when α1 is relative low, the SOP of all schemes
decreases with the increase of α1. When α1 is less than 18,
the SC-ZFB/ZFB scheme always attains better performance
than the SC-ZFB/MRT and MRC/MRT schemes. This is
because there is little difference between the main channel
and the eavesdropping channel. However, when α1 is more
than 18, the eavesdropper has weak eavesdropping ability and
the noise power is almost zero, so there is no eavesdropping
and interference object for SC-ZFB/MRT and SC-ZFB/ZFB
schemes. Therefore, the MRC/MRT scheme achieves bet-
ter performance than the SC-ZFB/MRT and SC-ZFB/ZFB
schemes. In particular, when α1 is large enough and the
difference between the main channel and the eavesdropping
channel is large, the SOP appears to be the secrecy outage
floor because of the non-existence of eavesdropper. When
we set the Q = 20 dB and NR = 5 in the second figure,
it shows that as the α1 increases, the SOP of all schemes
decreases. When α1 = 1, the MRC/MRT and SC-ZFB/MRT
schemes have less influence on the change of the system
performance. This is because the eavesdropper has strong
eavesdropping ability. When α1 = 10, it can be seen from
the figure that the SOP of all schemes have obvious influence
on the improvement of secrecy performance of system. In our
paper, we assume that eavesdropper has strong eavesdropping
ability. Therefore, in Figs. 3, 4 and 8, the SOP of MRC/MRT
and SC-ZFB/MRT schemes has less influence on the change
of the system performance.

VI. CONCLUSION
In this paper, we have analyzed the secrecy performance of
dual-hop RaF cognitive wiretap networks with MRC/MRT,
SC-ZFB/MRT and SC-ZFB/ZFB schemes, respectively.
To exploit the advantages of dual-hop RaF cognitive wiretap
networks, we have put forward three secure transmission
schemes with HD or FD operations at Relay. In doing so,
the exact closed-form expressions for the SOP of cognitive
relaying wiretap channels with MRC/MRT, SC-ZFB/MRT
and SC-ZFB/ZFB schemes were derived. Using these expres-
sions, we also investigated simple asymptotic approxima-
tions for the SOP in the high SNR under two different
scenarios. The closed-form expressions for the exact and
asymptotic SOP concisely characterized the secrecy diversity
gain and the secrecy coding gain. In addition, we found
that the SC-ZFB/ZFB scheme outperforms MRC/MRT and
SC-ZFB/MRT schemes, which verifies the validity of our
proposed schemes. We also found that the secrecy perfor-
mance of the proposed schemes with FD operation is mainly
influenced by the secrecy coding gain. Finally, the simulation
results that when the eavesdropping ability is strong, the FD
schemes is more effective than the HD scheme. On the con-
trary, if the eavesdropping ability is weak, the HD scheme
can achieve better performance than FD schemes. Motivated
by this, in our further works, we will consider a set of eaves-
droppers, as well as imperfect CSI which constitute a more
realistic configuration in multi-antenna-based traffic-aware

181620 VOLUME 7, 2019



Z. Shang et al.: Secure Spectrum-Sharing Wiretap Networks With FD Relaying

two-way relay systems with unavoidable CSI imperfections
at FD Relay nodes.

APPENDIXES
APPENDIX A
PROOF OF LEMMA 1
After conducting a few simple mathematical calculations,
the FγAR,1 (y|G) can be expressed as

FγAR,1 (y|G)

=

∫
∞

0
FγAR,1

(
2Rs (1+ y)− 1|G

)
fγAE,1 (y|G) dy

= 1− exp

(
−
σ 2
R

(
2Rs − 1

)
PSλAR

) NR−1∑
k=0

1
k!

(
σ 2
R

PSλAR

)k
σ 2
E

PSλAE

×

k∑
i=0

(
k
i

) (
2Rs
)i (

2Rs − 1
)k−i

× i!

(
PSλARPSλAE

σ 2
R

(
2RsPSλAE + PSλAR

))i+1 . (46)

Hence, the CDF of γAR,1 can be derived as

FMRCγAR,1
(Rs)

=

∫
∞

0

(
1− exp

(
−
σ 2
R

(
2Rs − 1

)
PSλAR

) NR−1∑
k=0

1
k!

×

(
σ 2
R

PSλAR

)k
σ 2
E

PSλAE

k∑
i=0

(
k
i

) (
2Rs
)i (

2Rs − 1
)k−i

i!

)

×

(
PSλARPSλAE

σ 2
R

(
2RsPSλAE + PSλAR

))i+1
 fG (g) dg. (47)

To this end, substituting the PDF of G into (47) and with
the help of [39, Eq. (3.381.3)], the desired CDF of γMRC1 with
the MRC scheme result can be derived after a few simple
algebraic calculations.

APPENDIX B
PROOF OF LEMMA 2

We first denote R1=
PJ
∣∣∣h†REwZF ∣∣∣2
σ 2

. Using Eq. (12) of [40],
the expression can be expressed as

fR1 (z) =
zNR−3 exp

(
−

σ 2z
PJλJE

)
(NR − 3)!

(
PJλJE/σ 2

)NR−2 ,NR ≥ 3. (48)

The γAE,2 can also be written as

γAE,2=
PS |hAE |2

PJ
∣∣∣h†REwZF ∣∣∣2 + σ 2

E

=
XE
z+1

. (49)

Then, FγAE,2 (y|G) can be derived as

FγAE,2 (y|G) = 1− exp

(
−

σ 2
Ey

PSλAE

)

×

(
PSλAE

PJλJEy+ PSλAE

)NR−2
. (50)

Finally, the conditional PDF of γAE,2 can be obtained by
taking a simple derivative.

APPENDIX C
PROOF OF THEOREM 1
Hence, the FγAR,2 (y|G) of the SC-ZFB scheme can be derived
as (51), shown at the bottom of this page.

FγAR,2 (y|G)

=

∫
∞

0
FγAR,2

(
2Rs (1+ y)− 1|G

)
fγAE,2 (y|G) dy

= 1−
NR∑
n=1

(
NR
n

)
(−1)n−1

∫
∞

0
exp

(
−

σ 2
R

PSλAR

(
2Rs (1+ y)− 1

)) σ 2
E

PsλAE
exp

(
−
σ 2
Ey

PsλAE

)(
PSλAE

PJλJEy+ PSλAE

)NR−2
dy︸ ︷︷ ︸

41

−

NR∑
n=1

(
NR
n

)
(−1)n−1

∫
∞

0
exp

(
−

σ 2
Rn

PSλAR

(
2Rs (1+ y)− 1

))
exp

(
−
σ 2
Ey

PsλAE

)
×
(NR − 2)PJλJE (PsλAE )NR−2

(PJλJEy+ PSλAE )NR−1
dy︸ ︷︷ ︸

42

. (51)

41 = exp

(
−
σ 2
Rn
(
2Rs − 1

)
PSλAR

)
σ 2

PJλJE
9

(
1, 4− NR,

σ 2
(
n2RsλAE + λAR

)
PRλJEλAR

)

42 = exp

(
−
σ 2
Rn
(
2Rs − 1

)
PSλAR

)
(NR − 2)9

(
1, 3− NR,

σ 2
(
n2RsλAE + λAR

)
λARPJλJE

)
. (52)
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Then, we can operate some simple mathematical manip-
ulations. 41 and 42 can be derived on the basis of [39,
Eq. (9.211.4)] as (52), shown at the bottom of the previous
page. Hence, the CDF of the γAR,2 can be derived as

FSC−ZFBγAR,2
(Rs) =

∫
∞

0

[
1−

NR∑
n=1

(
NR
n

)
(−1)n−141

−

NR∑
n=1

(
NR
n

)
(−1)n−142

]
fG (g) dg. (53)

Now, substituting PDF of averaging over G into (53)
and conducting a few simple mathematical calculations,
the desired CDF of γ SC−ZFB1 with the SC-ZFB scheme can
be obtained.

APPENDIX D
PROOF OF COROLLARY 1
According to MRC scheme, when γB1→∞, the conditional
CDF of γAR,1 can be approximated as

FγAR,1 (x|G) ≈
1
NR!

(
σ 2
Rx

PSλAR

)NR
. (54)

Also, the conditional PDF of γAE,1 can be given by

fγAE,1 (y|G) =
1
γE1

exp
(
−

1
γE1

y
)
. (55)

By substituting (54) and (55) into (46), the asymptotic
FγAR,1 (Rs|G) of MRC scheme conditioned on the RV G is
given by

FγAR,1 (Rs|G) =
1
NR!

(
σ 2
R

PSλAR

)NR

×

NR∑
q=0

(
NR
q

)(
2Rs − 1

)NR−q(
2Rs
)q
q!(γE1)q.

(56)

Now, according to RV G, the desired result can be derived
as (57), shown at the bottom of this page.

According to MRT scheme, the MRT scheme with HD
operation is similar to description process of the Eq. (57)
and is not derived here, only the change of parameters,
i.e., λAP → λRP, λAR → λRB, λAE → λRE , it can be easily
expressed as FγMRT2

.
By substituting (57) and FγMRT2

into (24), the high SNR
analysis of MRC/MRT scheme is given by (32).

APPENDIX E
PROOF OF COROLLARY 2
According to SC-ZFB scheme, when γB2 → ∞, the condi-
tional CDF of γAR,2 can be approximated as

FγAR,2 (x|G) ≈

(
σ 2
Rx

PSλAR

)NR
. (58)

Also, the conditional PDF of γAE,2 can be given by

fγAE,2 (y|G)=
1
γE2

exp
(
−

y
γE2

)(
γE2

γZ y+ γE2

)NR−2
+ exp

(
−

y
γE2

)
(NR − 2) γZ (γE2)NR−2

(γZ y+ γE2)NR−1
. (59)

Substituting (58) and (59) into (51), the asymptotic
FγAR,2 (Rs|G) of SC-ZFB scheme conditioned on the RV G
is given by (60), as shown at the bottom of this page.

Now, according to RV G, the desired result can be readily
derived as (61), shown at the top of the next page.

FγMRC1
(Rs) =

(
1
γB1

)NR  1
NR!

NR∑
q=0

(
NR
q

) (
2Rs − 1

)NR−q (
2Rs
)q
q! (γE1)q

(1− exp
(
−
µ

λAP

))

+

 1
NR!

(
1
µ

)NR NR∑
q=0

(
NR
q

) (
2Rs − 1

)NR−q (
2Rs
)q
q! (γE1)q

 λNRAP0 (NR + 1,
µ

λAP

) . (57)

FγAR,2 (Rs|G) =

(
σ 2
R

PSλAR

)NR
1
γE2

NR∑
q=0

(
NR
q

) (
2Rs − 1

)NR−q (
2Rs
)q (γE2

γZ

)q+1
0 (q+ 1)9

(
q+ 1, q+ 4− NR;

1
γZ

)
︸ ︷︷ ︸

ϒ1

+

(
σ 2
R

PSλAR

)NR NR∑
q=0

(
NR
q

) (
2Rs − 1

)NR−q (
2Rs
)q
(NR − 2)

(
γE2

γZ

)q
0 (q+ 1)9

(
q+ 1, q+ 3− NR;

1
γZ

)
︸ ︷︷ ︸

ϒ2

.

(60)
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F
γ SC−ZFB1

(Rs)

=

(
1
γB2

)NR


NR∑
q=0

(
NR
q

) (
2Rs − 1

)NR−q (
2Rs
)q 1
γE2

(
γE2

γZ

)q+1
0 (q+ 1)9

(
q+ 1, q+ 4− NR;

1
γZ

)
︸ ︷︷ ︸

31

+

NR∑
q=0

(
NR
q

) (
2Rs − 1

)NR−q (
2Rs
)q
(NR − 2)

(
γE2

γZ

)q
0 (q+ 1)9

(
q+ 1, q+ 3− NR;

1
γZ

)
︸ ︷︷ ︸

32


(
1− exp

(
−
µ

λAP

))

+


1
γE2

NR∑
q=0

(
NR
q

) (
2Rs − 1

)NR−q (
2Rs
)q (γE2

γZ

)q+1
0 (q+ 1)9

(
q+ 1, q+ 4− NR;

1
γZ

)
︸ ︷︷ ︸

31

+

NR∑
q=0

(
NR
q

) (
2Rs − 1

)NR−q (
2Rs
)q
(NR − 2)

(
γE2

γZ

)q
0 (q+ 1)9

(
q+ 1, q+ 3− NR;

1
γZ

)
︸ ︷︷ ︸

32


×

(
1

µγB2

)NR ( 1
λAP

)−NR
0

(
NR + 1,

µ

λAP

)
. (61)

Abbreviated as

F
γ SC−ZFB1

(Rs)

=

(
1
γB2

)NR [
(31+32)

(
1− exp

(
−
µ

λAP

))

+

(
1
µ

)NR
(31+32)

(
1
λAP

)−NR
0

(
NR + 1,

µ

λAP

)]
.

(62)

According to MRT scheme, the MRT scheme with HD
operation is similar to description process of the Eq. (57),
only the change of parameters, i.e., λAP→ λRP, λAR→ λRB,
λAE → λRE , and is not derived here. Substituting (62) and
FγMRT2

into (24), the high SNR analysis of SC-ZFB/MRT
scheme is given by (34).

APPENDIX F
PROOF OF COROLLARY 3
According to SC-ZFB scheme, the SC-ZFB scheme with FD
operation is similar to description process of the Eq. (62) and
is not derived here.

According to ZFB scheme, when γB3 → ∞, the condi-
tional CDF of γRB,3 can be approximated as

FγRB,3 (y|Rs) ≈
1

(NR − 2)!

(
y
γB3

)NR−2
. (63)

Because there is no eavesdropping line interference in ZFB
scheme, the desired result can be derived as

Fγ ZFB2
(Rs) =

(
1
γB3

)NR−2 1
(NR − 2)!

(
2Rs − 1

)NR−2
. (64)

Substituting (62) and (64) into (24), the high SNR analysis
of SC-ZFB/ZFB scheme is given by (38).
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