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ABSTRACT Bitcoin is an innovative decentralized cryptocurrency that records transactions in a public log,
termed the blockchain. Due to delays in the Bitcoin network, the Bitcoin blockchain has the potential for
forming forks. In this paper, we consider a mining strategy in which the player who created the fork can attract
other miners by posting rewards and the third party (other miners) has the ability to choose the fork based
on their interests. We provide a model to formalize the considered case and analyze its feasibility. Based on
certain game theoretical models, the best policies for two players, termed the creator of the fork and the third
party, are presented. Finally, some cases of the considered model are simulated, and the average revenue
of each player is compared with the theoretical revenue to verify the correctness of our strategy. When the
delay varies from O to 400 milliseconds, adopting our strategy can acquire 23% more revenue than adopting
the default strategy. The result shows that the default strategy of a miner is not always a good choice.

INDEX TERMS Bitcoin, blockchain, fork, game theory, incentive, security.

I. INTRODUCTION

Digital cryptocurrencies have generated considerable interest
in recent years, and Bitcoin comprises 90% of the market
capitalization [2]. Bitcoin is a decentralized digital cryptocur-
rency proposed by Nakamoto [21], and it became operational
in 2009. Bitcoin became a successful digital cryptocurrency
through its innovative solution to double spending and its
design of creating profits for participants [3].

Bitcoin records the transactions in a public log, called the
blockchain. The valid transactions in the blockchain arrive at
a consensus in a decentralized fashion [4]. All participants
in a Bitcoin network follow a consensus protocol, known as
the Nakamoto consensus [21]. With the Nakamoto consensus,
itis difficult to tamper with a transaction once it is sufficiently
deep in the blockchain, assuming that the attackers do not
possess a large fraction of the computational power within
the network [5], [7].

In the Bitcoin network, the participants, called miners,
contribute their computing power to solve a computationally
expensive puzzle, which is known as a proof-of-work (PoW),
a hash calculation that satisfies a specific requirement.
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A block is able to link to the blockchain when the hash-
ing value is less than a predetermined target threshold. The
blockchain is a distributed public ledger serializing all trans-
actions by time. A miner will broadcast its new block after
discovering the hash value. If the block passes the valida-
tions, the receivers/miners append the new block to their own
blockchains. Then, the miner who created this block will be
rewarded, including the newly minted Bitcoins (coinbase)
and transaction fees determined in the transactions [18].

To provide a smoother incentive to miners, many miners
are gathered together to form a mining pool, combining their
computing power [10], [15], [17]. In particular, each miner
in a pool will submit a valid PoW to the administrator to
demonstrate their workload [23]. When a miner identifies
a new block, the miner can either submit the block to the
administrator or conceal the block [24], [25]. Regardless of
the strategy used by the miner, only the pool can obtain a
reward via the new block.

The Nakamoto consensus does not guarantee that the
blockchains of all miners are the same at all points in time.
Thus, some conflicting chains may form, known as forks.
When a fork occurs, these blocks are usually created by
different creators, and these creators are in competition; thus,
only the creator in the longest chain can win the reward.

173935


https://orcid.org/0000-0002-5789-1348
https://orcid.org/0000-0002-6309-2876

IEEE Access

S. Cheng, S.-J. Lin: Mining Strategies for Completing the Longest Blockchain

In the Nakamoto consensus, miners only admit the blocks
in the longest chain, and the transactions in other forks
are invalid. In addition, when the longest chains are not
unique, miners usually follow the highest block they received
first. Figure 1 shows an example of a blockchain with the
Nakamoto consensus. In this example, the longest chain is
from the genesis block (AO) to the black leaf block (AS),
and other blocks in shorter forks are colored white. In this
example, the miners follow block (AS).
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FIGURE 1. An example of a Bitcoin blockchain.

When a fork occurs, the creators may attract other miners
to follow their block. In chapter 5 of [22], Narayanan et al.
pointed out that the creator can ‘“‘leave big tips in blocks on
the forking chain—big enough to cause miners to leave the
longest chain and work on the forking chain in hopes that it
will become the longest chain and they can collect the tips”.
However, the article [22] does not have a thorough discussion
of this topic. In this paper, we introduce a model for the topic
and verify its validity via game theory. Notably, the paper [18]
presents a similar model, termed whale attack. However, their
motivation [18] is to attack the Bitcoin blockchain via a large
transaction fee. In contrast, our motivation is not to attack
Bitcoin. The proposed model allows the creators to attract
other miners via announcing a bonus.

This paper consists of three parts. In the first part,
we present a model in which the fork creators can publish
a bonus via a smart contract to attract other miners, and these
miners have the ability to change their subsequent fork at
any time. In the second part, we analyze the mining strate-
gies under the above model via a series of game theoretical
models. In the final part, some simulations are given to verify
the analysis results. The contributions of this paper are as
follows.

1) We present a practical model in which the longest
chain forks and carry out a feasibility analysis on this
model.

2) With an analysis of the model, the best strategy for
miners/pools is given to optimize their profits.

3) A simulation is performed to verify the analysis results.

The rest of this paper is organized as follows. In Section II,
we briefly introduce a number of mining strategies.
In Section III, the proposed model is presented. In Section IV,
we analyze the model by game theoretical models and give
the best strategy. In Section V, some simulations are given to
verify the analysis results. In Section VI, we discuss the effect
of our mining strategy and present conclusions.
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Il. RELATED WORKS

There are many works concerning mining strategies. Eyal
and Sirer [12] presented a mining strategy, called selfish
mining, such that attackers can acquire a higher revenue than
their fair share. They showed that, unless certain assumptions
are made, selfish mining would be feasible in any size of
mining pools. They claimed that attackers require only 25%,
rather than 50%, of the whole computational power in this

case.

Sapirshtein and Sompolinsky [26] provided an efficient
algorithm that computes an optimal selfish mining policy.
They claimed that attackers with strictly less than 25% of
the computational power can still profit from selfish min-
ing. They also demonstrated how selfish miners can execute
double-spending attacks without any costs. Gobel et al. [13]
studied the effect of communication delays on the evolution
of the Bitcoin blockchain. They showed that the strategy
in [12] is not profitable under a model of delays changing
quickly. Moser and Bohme [20] analyzed transaction fees and
their externalities. Houy [14] and Kaskaloglu [16] analyzed
potential changes of transaction fees. Carlsten et al. [9] devel-
oped a new attack strategy and replayed the selfish mining
attack in the context of a transaction fee.

Some papers indicated that one can attack the Bitcoin
blockchain by bribing other miners. Liao and Katz [18] intro-
duced and formalized the whale attack, which demonstrates
that rationality should not be underestimated when evaluating
the security of cryptocurrencies. They established informal
upper bounds on the expected cost to carry out the whale
attack with 100% success probability. Bonneau [6] presented
various bribery attacks.

Ill. THE CONSIDERED MODEL

Initially, we introduce the smart contract, which is provided
by Bitcoin. Then, based on the smart contract, the considered
model is presented.

A. SMART CONTRACT OF BITCOIN

A smart contract is a computer protocol intended to dig-
itally facilitate, verify, or enforce contracts [8] [19]. The
Bitcoin system realizes the smart contract through its
scripts. There are three types of smart contracts in Bitcoin,
namely, multisignature applications, guaranteed contracts
and those relying on the prophecy [11]. Figure 2 shows the
flowchart of a smart contract, which consists of the following
states.

1) Predefined contract: In this state, the participants (min-
ers) of a smart contract come to an agreement. Then,
they publish the contract (scripts) and set the condition.

2) Event: A state that triggers the smart contract.

3) Verify: In this state, the scripts of the contract judge
whether the event satisfies the condition predefined in
the smart contract.

4) Execute: In this state, the scripts of the contract execute
their functions, which are predefined in smart contract.

5) Ends: In this state, the smart contract is closed.
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FIGURE 2. The flowchart of the smart contract in Bitcoin.

B. POSTING REWARDS VIA SMAART CONTRACT

This subsection presents the model used in the subsequent
analysis. As shown in Fig. 3, there are two players, termed as
B and S, among which B created the block B5 and S created
the block S5. The rest of the miners in the mining market are
denoted as a set of players E. In particular, it is assumed that
the mining strategy of each player P; € E will follow either
B5 or S5 to maximize its profit.

Player B

create

choose A set of Player E

< HE -

FIGURE 3. Graph representation of the considered model.

In the considered model, both B and S are able to post
rewards to attract E to follow their forks via the smart con-
tract introduced in Section III-A [27]. The smart contract
in our model combines a prophecy server [21] with secure
multiparty computations [1]. The prophecy server can receive
an address, generate a serial number and return the hashing
value of the serial number. Here, we assume that the prophecy
server is secure theoretically. The sponsor of the smart con-
tract is denoted as Q € {B, S}. The blocks generated by Q
and Q’s competitor are denoted as L, and L. respectively.
The height of L, is denoted as ¢. For each node/player X,
the address of X is denoted as X .add . The following provides
the initial steps of posting a reward by Q.
1) Initialization: For i = 1,2, ..., n, each player P; € E
holds P;.add and a pair of keys (P;.sk, P;.pk), where
P;.sk is the secret key and P;.pk is the public key.
Further, Q also holds Q.add and a pair of keys
(Q.sk, Q.pk).

2) Let hy = hash(Ly;) and h. = hash(L.). Then,
Q generates an evaluation function th,hc,t shown in

VOLUME 7, 2019

Algorithm 1, where GetLatestBlock() returns the latest
block in the blockchain, and newblock .BCAdd denotes
the output address of a basecoin in newblock.

Algorithm 1 f}, » he,:): Evaluation Procedure

Output: An address or NULL.
1: newblock < GetLatestBlock()
2: if newblock .height # t + 1 then
3 return NULL
4: end if
5. if newblock .parenthash = h. then
6
7
8
9

: return Q.add
. end if
. if newblock .parenthash = h, then
: return newblock.BCAdd
10: end if
11: return NULL

3) Let hashy = hash(th,hh,) denote the hashing value
Of fn,.h.t- Q creates a prophecy server PS that stores
hashgy. Q sends PS Q.add. Then, PS generates a serial
number sg and calculates hg = hash(sg). PS stores
(Q.add, sp) and sends Q the hashing value hy.

4) Each P; sends P;.pk to Q. Then, Q sends P; the address
PS.add and the evaluation function fu, p:-

5) P; sends PS its address P;.add. Then, PS generates a
serial number s; and calculates h; = hash(s;). PS stores
(Pj.add, s;) and sends P; the hashing value %;. Then,
each P; sends Q the value A;.

6) Q creates a transaction 7X1, whose input(s) 7X 1.in
are given by Q and the output 7X 1.out is an address
randomly chosen by Q. In addition, 7X 1 also includes
the scriptSig and the scriptPubKey. The scriptSig is the
signature of the unredeemed transactions correspond-
ing to TX1.in signed by Q.sk. The scriptPubKey is
described as

((hash(s) = ho /\ ver(TX1,0.pk) \/ ...
\/(hash(s) =h; /\ ver(TX1, P;.pk)) \/ ...
\/(hash(s) = hy [\ ver(TX1, Pupk))). (1)

which uses the notations introduced in [1], for i =
1,2,...,n In (1), s denotes the serial number, and
ver(TX1, o) is a signature of 7X 1 by e. Then, Q broad-
casts TX 1.

7) When a P; € E received TX1, P; verifies TX 1 by the
scriptSig and the scriptPubKey of 7X 1. If TX 1 passes
the verification, P; will trust the bounty. Otherwise, P;
will quit the smart contract.

After the initial steps, the prophecy server PS can verify the
new blocks generated by Q or each P; € E via the following
steps.

1) When a player p € {Q} U E obtains a new block,

p broadcasts the block.
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2) p sends PS the evaluation function fj, ,,,h,;,t()' Then, PS
performs the evaluation steps shown in Algorithm 2.
If the evaluation passed, PS will send p a serial
number s.

Algorithm 2 Evaluation Steps in a Prophecy Server

Input: The evaluation function fj, gohe. 0.
Output: The result of the verification or a string.
1: if hash(ﬁ,q,hc,,()) = hashgy orth’hc,,() = NULL then
2 return false
3: end if
4. if Q.add = fy, p...() then
5. return so
6: end if
7: for eachi € [1, n] do
8 if Pi.add = f, n.:() then
9: return s;
10:  end if
11: end for
12: return false

3) pcreates atransaction 7X 2, whose input(s) are 7X 1.out
and the output is the address given by p. In addi-
tion, 7X?2 also has the scriptSig and the scriptPubKey,
where the scriptSig includes a signature of 7X 1 signed
by p.sk, and the serial number s; the scriptPubKey
includes the signature of 7X?2 by p.sk.

4) p broadcasts TX2 and s. If p is the first one generating
the new block, the s given by PS corresponds to p.add.
Other players can verify 7X?2 by scriptSig in 7X?2, and
TX2 will be included in a block. Then, p can obtains
the reward.

C. ANALYSIS

1) FEASIBILITY

The proposed model uses the prophecy servers [21] and the
secure multiparty computations [1]. To apply this model,
the system shall possess the following conditions.

1) The player B (or §) can judge whether the highest
blocks of the blockchain have forks.

2) The player in E can accept the smart contract for the
bounty.

3) The player B (or S) can increase the bounty amount
after perceiving other smart contracts posted by the
competitors.

For the first condition, as the proposed model is applied
on the Bitcoin system, each player maintains a local copy
of the blockchain. Thus, each player can detect the exis-
tence of forks when there are more than two blocks with the
same height. For the second condition, when a player wants
to post a reward, the player will create a transaction 7X1
(see Step 6 of Section III-B) and broadcast it. Then, other
players will receive the transaction 7X 1, and the player can
identify 7X1 as a posted reward by checking the content of
scriptPubKey (1). For the final condition, the player can post
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another reward to increase the bounty amount. In summary,
the proposed model is feasible.

2) STABILITY

The proposed model is applied on the blockchain system.
With the proposed model, £ can choose a fork to follow,
depending on the computing power and the network delay.
However, in the proposed model, E cannot change their
strategies before increasing the height of the longest chain.
Thus, the proposed model is stable.

IV. GAME THEORETICAL ANALYSIS
As shown in Figure 3, a mining network is associated with a
set of parameters

FZ(M7P7U’D’)\'7T)’ (2)
where M = {B, S, E} denotes the set of mining pools;
P = {ps, ps, pe} denotes the ratios of computing power

of B, S and E; and 1 = pp + ps + pg. Without loss of
generality, assume that pp > ps. Furthermore, o = {op, o5}
denotes the rewards posted by B and S, respectively. D is the
delay between any two mining pools. A denotes the expected
number of new blocks per second, and this value is A =
1/600 according to the Bitcoin specification. The coinbase
is T (miners receive T Bitcoins for generating a new block
through mining). In addition, we assume that changing the
mining strategy is cost-free for B, S and E.

In this section, we analyze the profits of S, B and E. The
block BS5 is generated at the time 71, and S5 is generated at the
time #,. If t; > 1, S will always follow BS due to pg > ps,
and thus, we only discuss #; < #,. In this section, we analyze
the profits of S, B and E in terms of two assumptions. First,
we consider that the communication between any two pools
does not have delay D = 0. Second, we consider D > 0.

A. BASELINE MODEL WITHOUT DELAY

We consider D = 0 in (2), which means there is no delay
within the mining network. As D = 0, we have tj ~ 1,
or else S will follow B5 to continue the mining work. The
following shows the profits of B and S via the strategies they
adopted.

1) If S adopts the default mining strategy, B can also adopt
the default mining strategy. In this case, the profit of B

is given by
DB+ PE ¥ T. 3)
pB+ps +PE
and the profit of S is given by
P T &)
DB +Ps +PE

2) If S posts a reward via the method in Section III-B,
while B adopts the default mining strategy, then the
profit of B is given by

PB

—_ x T, 5)
pPB t+ps +PE

VOLUME 7, 2019



S. Cheng, S.-J. Lin: Mining Strategies for Completing the Longest Blockchain

IEEE Access

TABLE 1. Profits of S and B without network delay.

B
Default strategy Posting a reward
Ps PBTPE
S Default strategy ppfsz ey Shtp +£E xT I I
3 S B — B S E — B E —
Posting a reward rnipstog X (T US)’PB+PS+PE x T vhipsting > (T O-S)’PB+PS+PE X (T —opB)

and the profit of S is given by
Ds +DE
PB +Ps + Pk

3) If both § and B post rewards via the method in
Section III-B, the profit of B is given by

X (T — o). (6)

pPB + PE
————— x (I —op), N
PB + Pps + PE
and the profit of S is given by
Ps + PE
————— x (T —oy). ®)
PB +Ps + PE

4) If S adopts the default mining strategy, the players in
E will follow B, which has higher computing power
than S. Thus, B does not need to post a reward.

The profit of each player is summarized in Table 1. The
following provides the Nash equilibrium of this case.
Theorem 1: The best strategy for S is to post a reward
between % and pEXp E In this case, B can follow the
default strategy, and E will follow the block that provides the
best reward.
Proof: If B adopts the default strategy, posting a reward

is the best strategy for S, if

_PSEPE ey — P57 (9
PB +Ps +PE PB +PDs +PE
Then, we have
T
oy < —PE (10)
PE +Ps

If S posts a reward, the best strategy for B is also posting a
reward, if

_petrE x (T — op) > __ P 7 (11)
pB +ps +PE pPB +Pps +PE
Then, we have
x T
op < LEZ (12)
pE+pB

From (10) and (12), if 22X < o¢ < IXPE the strict Nash
o : PE+DB PE+DS .
equilibrium provides that S can post a reward while B can

adopt the default strategy. This completes the proof. 0

B. BASELINE MODEL WITH NETWORK DELAY

We consider D > 0 in (2). In this case, we have t; — t; < D,
or else § will follow B5 to continue the mining work. At the
time 1 + D, both S and E receive BS, and then S immediately
posts a reward via the method in Section III-B. Given a miner
network I', y; = y(I") € [0, 1] denotes the probability that a
block belonging to the longest chain was mined by the miner
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(see [17] for more details), and 8 = B(I') denotes the rate
of the block added to the longest chain per second (see [26]
for more details). From [26], we have that B has a greater
advantage than S and that, as D increases, the advantage of B
extends. The following provides the profit of E by following
B5 and S5, respectively.
Lemma 1: If E follows BS, the profit of E, denoted as E\,

is given by

B('sE)
B(TpE)+ B(Ts)

Proof: In this case, the mining network I' can be divided
into two networks I's = (S, ps,o05,D,As,T) and 'p =
(B, E}, {pB, pE}, 0B, D, rBE,T), where Ag + ABE = A
From Eq. (2) of [17], the probability that a block in I'p g
belonging to the longest chain was mined by E is given by

E; = xT xy(TpE)E.

2 2Dn 2DMpE +pp)-1
Pre€ PE —pEpp(2 2DIpE 2D -
y(Tp.E)E= Lt (13)
’ p2 eZD)\[?E _ p2 eZD)\pB

From Theorem 9 of [26], the rate of a block added to the
longest chain in I'g per second is given by

B(Ls)

and the rate of a block added to the longest chain in I'p g
per second is given by

(hpi)*e?PME — (hpp)*e2Pire
)\.pE€2D)"pE _ )LpBe2D)»p3

=ps X ks (14)

B('E) =

15)

Then, the probability that a block is added to the longest chain
belonging to I'p g is given by ﬁ(rg(rB'E> From (13), (14)

E)+B(Ts)”
and (15), we have

B('B.E)
El= Pt T xyTppe.  (16)
B(Ts.E) + B(Ts)
This completes the proof. |

Lemma 2: If E follows S5, the profit of E, denoted as E»,
is given by
_ Psp)
B(Ts k) + B(T'p)
Proof: In this case, the mining network I can be divided
into two networks I's = (B, pp, o, D, Ap, T) and I's
(S, E}, {ps.pe}, 0s,D, As g, T), where Ap + As g = A.
From Eq. (2) of [17], the probability that a block in I's g
belonging to the longest chain was mined by E is given by

E, = xy(Tse)e xT.

2P Mpgtrs) 1
2kaE+e2D)LpS 2

2 e2DAps

2 2Di,
ppe” " — peps(2
2 EZD)L[)[;

y(Ts,p)E= (17)

PE —Ps
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TABLE 2. Profits of S and B with network delay.

B
Default strategy Posting a reward
B(Ts) B(T'B,E)
g | Defaultstrategy UNDESIW) *Tarmisacs X1 S S
. S,E _ B(CR) S,E _ B,E _
Postingareward | 5 yt505) X (T~ 98) swsmtscs XL | sCsmisas XL~ 98) 5w, miscs X (T~ oB)

From Theorem 9 of [26], the rate of a block added to the
longest chain in I'p per second is given by

B('B) = pp X A, (18)

and the rate of a block added to the longest chain in I's g
per second is given by

(App)*e?PPPE — (hps)*e?PHrs
PTs.e) = 2D} 2D}
Apge“PPE — ApgethPs

19)

Then, the probability that a block is added to the longest chain
belonging to I'p £ is given by % From (17), (18)
and (19), we have '

B(s.E)
Ey = —————— xysp)e xT. (20)
B(T's.E) + B(T'p)
This completes the proof. 0

To attract other miners, from (16) and (20), the o posted
by S must satisfy

os > E1 — Ep. 21

Figure 4 shows the curve E;/E; with various values
of (pp, ps,pe) for a network delay of less than 35 msec.
As shown in Figure 4, each curve gives a threshold D', which
isapointat E1/E> = 1. We can see that E1/E> < 1 when the
delay is less than D'. In this case, we have the bounty o = 0;
otherwise, S shall post a reward larger than E; — E; to attract
miners. In addition, we have D’ = 0 when pg > 0.5. For
pe < 0.5 and smaller (pg — ps), D’ becomes larger.

16

0.2,0.1,0.7)
0.3,0.1, 0.6)

PB, pS, pE)=(
(
(0.4,0.1,0.5)
(
(

_( ):
(PB, pS, pE)=
(B, pS, pE)=
( )=

_( ):

PB, pS, pE)=(0.4, 0.15, 0.45)

pB, pS, pE)=(0.35, 0.25, 0.4)

0 5 10 15 20 25 30 35
delay(msec)

FIGURE 4. The ratio E, /E,, where 1 = 5/3 (per msec).

Then, we discuss the profits of S and B via the strategies
they adopted.
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1) If S adopts the default strategy, B can also adopt
the default strategy. In this case, from (14) and (15),
the profit of B is given by

B('s,E) T, 22)
B(Cp.E) + B(Ts)
and the profit of S is given by
B(T's) 23)

BT+ B(Ts)

2) If S posts a reward while B adopts the default strategy,
from (18) and (19), the profit of B is given by

__F® (24)
B(s,g)+ B(p)
and the profit of S is given by
B('s k)
- T — . 25
BTs.) + pry <7 2

3) If both S and B post rewards, from (15) and (19),
the profit of B is given by

B(I's,E)
B(T'p.e) + B(Ts)
and the profit of S is the same as (25).
4) If S adopts the default mining strategy, the players in E

will follow B, which has higher computing power than
S. Thus, B does not need to post a reward.

x (T — o), (26)

The profits are summarized in Table 2. We can obtain
the Nash equilibrium of this case as in Section IV-A. From
Table 2, we have a corollary as follows.

Corollary 1: We have the following observations.

1) The profits of B, S and E are determined by their
computing powers.

2) The increasing/decreasing rate of the profits are deter-
mined by pp — ps.

Proof: For the first point, when there is no delay within
the mining network, (7) and (8) show that the profits of B, §
and E are determined by pp, ps and pg. When E chooses S
and D — oo, the profit of B is

PEPB + PBDS

3 o) xT,
Pg tPEPS + Ps + PEPB + PBDS
and the profit of S is
2 2
+ +
Pg T PEPS T Py < T.

P + pEps + p: + pEPB + PBDS

Hence, the profits of B, S and E are determined by pp, ps
and pg.
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For the second point, when pg decreased and pp increased,
the profit of S decreased, and the profit of B increased.
From Figure 4, the threshold D’ decreases when pg — ps
increases. These findings show that the increasing/decreasing
rate of the profits becomes faster when pp — pgs increases.
When E chooses B, we obtain similar results. Hence,
the increasing/decreasing rates of the profits are determined

by pg — ps. O

V. SIMULATION

This section presents a number of simulations to verify our
results. In following simulations, the computing power of S, B
and E are ps = 0.25, pp = 0.35, and pg = 0.40, respectively.
Figure 5 shows the locations of 1000 nodes in a network,
and each node has a unit of computing power. Thus, these
nodes are classified as three pools S, B and E, and the size
of each pool is determined by its computing power. In each
pool, anode is chosen as the administrator. In the simulations,
the administrators of S, B and E are at (971, 494), (477, 963)
and (488,912) in Figure 5, respectively. The simulations
follow the following conditions.
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FIGURE 5. The distribution of nodes.

« At the instants of a Poisson process, blocks were mined
by the randomly selected nodes. On average, a block was
added to the longest chain every ten minutes.

« Every node maintains a local copy of the blockchain.

o The simulation terminates when S or B fails the compe-
tition.

o The delay is defined as Delay = Coef_Delay x
Distance, where Coef _Delay € [0.002, 0.04] is a real
number and Distance is determined by the Euclidean
distance between two nodes. In particular, for the delay
between any two pools, Distance is the distance between
the administrators of two pools. For the delay of a node
in a pool, Distance is the distance between the node and
its administrator.

o Given each Coef_Delay € [0.002, 0.04], we run the
simulation 1000 times and record the revenue of S, B
and E.

The following discusses the simulation results.
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A. SIMULATION WITHOUT DELAY

In this simulation, we simulated 10 rounds without delay
between any two pools. In each round, we simulated 1000
times to compute the average profit of S. Figure 6 shows
the average profits of S without any delay when S adopts
posting a reward and the default strategy. Notably, each point
in Figure 6 (and Figures 7 and 8) represents the average of
1000 simulation results. We can see that S can always obtain
a higher profit by posting a reward.
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FIGURE 6. The average profit of S without delay.
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FIGURE 7. The average profit of S and B with delay.
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B. SIMULATION WITH DELAY
In this simulation, we simulated 20 rounds and Coef _Delay €
[0.002, 0.04]. Figure 7 shows the profits of B and S with
different strategies. In Figure 7, the solid and dotted lines
are used to represent the events describing “E choosing B”
and “E choosing S, respectively. The black and yellow lines
represent the profits of B and S, respectively. From Figure 7,
one can see when E has a higher computing power than S
and B, and the increasing amount of the profit of S is almost
equal to that of B. This implication can be explained by the
following analysis.
When D — oo, from (23), the profit of S adopting the
default strategy is
PBPS + PEPS

PE +ph + PEPB + PBPS + PEPS

From (25), the profit of S posting a reward is
P% + pg ~+ PEPS

PE + P§ + PEPB + PBPS + PEDPS

From (24), the profit of B adopting the default strategy is
PBPE + PEPS

Pt + % + PEPB + PBDS + PEPS

From (26), the profit of B posting a reward is

xT. 27)

xT. (28)

xT. (29)

P% + %+ pEPB
Pi— + Plzg + PEPB + PBPS + PEDS
The difference of (27) and (28) is equal to the difference of
(29) and (30). However, the denominator in (27) is smaller,
and thus, S has a higher profit increasing ratio than B. This
answers the implication stated above.

In Figure 8, we use pg = 0.10. We can see that when the
computing power of E is less than S and B, it is better for £
to choose S when the delay is short; otherwise, it is better to
choose B.

x T. (30)

VI. CONCLUSION

In this paper, a new mining strategy for miners/pools that
considers the occurrence of forks in the longest chain is
discussed. In the considered model, there are three players:
two of them are the creators of the forks, and the other player
will choose one of the forks to follow. The practicality of the
model in the Bitcoin network is discussed. In the analysis,
two models are considered, where the first model does not
have a network delay and the second one does. Then, some
results are provided. First, if the delay in the Bitcoin network
is less than a threshold, it is better for other miners or pools
to follow the fork whose creator has a smaller computing
power; otherwise, the larger pool’s fork is a better choice.
Second, for the two pools that created the forks, the pool with
a smaller computing power may post a larger reward to attract
other miners. There are some extensions of our work in the
future. To enhance the reality of the considered model, we can
consider models with more miners/pools. In addition, we can
consider the best mining policy for an unstable network.
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