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ABSTRACT Key distribution is the foundation for protecting users’ privacy and communication security
in cloud environment. Information hiding is an effective manner to hide the transmission behavior of secret
information such as keys, and thus it makes the secure key distribution possible. However, the traditional
information hiding systems usually embed the secret information by modifying the carrier, which inevitably
leaves modification traces on the carrier. Thus, they cannot resist the detection of the steganalysis algorithm
effectively. To avoid this issue, the coverless information hiding technique has been proposed accordingly,
in which the original images of which features can express the secret information are directly used as stego-
images. Since the existing coverless information hidingmethods use the low-level handcrafted image features
to express secret information, it is hard for them to realize desirable robustness against common image
attacks. Moreover, their hiding capacity is limited. To conquer these problems, we design a novel robust
image coverless information hiding system using Faster Region-based Convolutional Neural Networks
(Faster-RCNN). We employ Faster-RCNN to detect and locate objects in images and utilize the labels of
these objects to express secret information. Since the original images without any modification are used as
stego-images, the proposed method can effectively resist steganalysis and will not cause attackers’ suspicion.
The experimental results demonstrate that the proposed system has higher performance in terms of robustness
and capacity compared to the typical coverless information hiding methods.

INDEX TERMS Coverless information hiding, image steganography, object detection, faster-RCNN, key
distribution.

I. INTRODUCTION
With the rapid development of network communication and
information technology, information security and privacy
protection have become research hotspots in cloud envi-
ronment [1]–[3]. The current mainstream privacy protec-
tion approaches usually encrypt secret messages before they
are transmitted. In this case, the security of communication
depends on whether the key is secure. For wired connected
devices, key distribution and updates can be performed on
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a secure communication channel constructed between these
devices. However, in wireless environment, it is difficult to
establish a secure channel [1]. Even if the initial key is
obtained by physical means, it is difficult to securely update
the key. Since secret information such as keys transmitted
in wireless environment easily cause attackers’ suspicions,
it is easy to capture or intercept. Thus, how to implement
transmission of secret messages such as keys on the public
channel without causing attackers’ suspicions is a challenging
problem. Information hiding technique provides an alterna-
tive solution to this problem, since it can hide the behavior of
secret information transmission.
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In the literature, the traditional information hiding sys-
tems generally hide information by modifying the carrier
slightly [5]. As an adversary of information hiding, steganal-
ysis aims to detect the presence or absence of secret infor-
mation in a suspicious carrier based on the modification
traces left on the carrier. The steganalysis methods are mainly
based on statistical features. For example, Fridrich et al. [6]
proposed Spatial RichModels (SRM) based on a combination
of rich image models and an integrated classifier. Although it
is hard to detect the secret information hidden in the carrier
by human eyes, the steganalysis methods may successfully
detect the existence of hidden secret information based on the
modification traces.

In order to fundamentally resist the steganalysis methods,
the coverless information hiding technique has been proposed
accordingly. Different from the traditional information hiding
systems, the concept of coverless information hiding is to use
the original images of which features can express the secret
information as stego-images [6]. The existing coverless infor-
mation hiding systems rely on low-level handcrafted features
of images to express secret information. Because the inherent
features of the images are directly used to represent the secret
information and the images are not modified, these methods
can effectively resist the detection of the steganalysis algo-
rithms. However, low-level handcrafted features are easily
affected by various intentional or unintentional image attacks
such as compression and noise addition during communica-
tion, which makes these systems less robust. In addition, it is
difficult to express relatively long secret information using
these features in a single stego-image, which results in very
low capacity of these methods.

To address the above issues of the existing coverless infor-
mation hiding systems, this paper propose a robust cover-
less information hiding system using Faster Region-based
Convolutional Neural Networks (Faster-RCNN) [9]. We first
used the Faster-RCNN algorithm to detect and locate the
objects in each image, and then used high-level semantic
features of the objects to represent the secret information.
Compared with the low-level features, high-level semantic
features, i.e., the label information of the objects are less
likely to be affected by common image attacks, and thus
the proposed system achieves higher robustness. Moreover,
the use of high-level semantic features can also increase the
hiding capacity. In addition, the system can realize the covert
transmission of important information such as keys when a
secure communication channel is not established in advance.

The rest of this paper is organized as follows. Related work
is introduced in Section II. The proposed method is described
in Section III. The experimental results and analysis are given
in Section IV. Section V draws a conclusion.

II. RELATE WORK
A. FASTER RCNN
Object detection is one of basic tasks in the field of com-
puter vision. In recent years, with the rapid development of
deep learning technology, the research attention of object

detection has been shifted from the traditional handcrafted
feature-based algorithms to the deep neural network-based
algorithms. Faster RCNN [9] employs a Region Proposal Net-
work (RPN) which shares full-image convolutional features
with the detection network, thereby achieving almost real-
time detection of region proposals. It’s worth noting that a
Region Proposal Network is a fully convolutional network
that predicts both object’s bounds and scores for each position
at the same time. In this paper, we use objects detected by
Faster RCNN to express secret information.

B. COVERLESS INFORMATION HIDING
In the literature, many coverless information hiding systems
have been proposed based on text or image files. In the
text-based coverless information hiding systems, the text that
contains the same characters as the secret information is used
as stego-text, and the certain attributes of the characters is
used to mark the position of secret information in the stego-
text. In [10], the components of Chinese characters are used
as labels to mark the location of the secret information in the
stego-text. In [11], the authors employed the least significant
bits (LSBs) of the character’s Unicode as location labels.
Sun et al. [12] utilized named entities to express and transmit
messages, and Zhang et al. [13] adopted rank map to obtain
the stego-texts. In the literature [14], Zhou et al. proposed a
method that a stego-text can convey more than one character.
The above text-based coverless information hiding methods
have high resistance to the detection of steganalysis methods,
since these methods directly employ original text to transmit
secret information.

Like the text-based coverless information hiding meth-
ods, the image-based coverless information hiding methods
use the inherent features of the image to express the secret
information for secret communication. In general, the exist-
ing coverless information hiding methods employed image
retrieval methods [14] to find the images of which features
can represent or already contain the secret information as
stego-images for secret communication. Fridrich et al. [18]
first proposed the concept of coverless information hiding
based on carrier selection, which selects specific natural
images as stego-images according to certain feature mapping
rules. Subsequently, Zhou et al. [19] proposed a coverless
information hiding method, in which the hash sequences
based on image pixel differences are extracted to represent
and transmit secret information. In order to improve the
hidden capacity, some other researchers [19] extracted dif-
ferent features to express and transmit the secret messages.
In addition, Wu et al. [24] first employed the gray gra-
dient co-occurrence matrix to encode the image, and then
constructed the mapping relationship between the matrix
and the random number to represent the secret information.
In [25], Zhou et al. proposed a novel coverless information
hiding system, which aims to hide a secret image into a
set of carrier images. Specifically, the partial duplicates of
the secret image in the database are retrieved and used as
stego-images, each of which shares one or several visually

179892 VOLUME 7, 2019



Z. Zhou et al.: Faster-RCNN-Based Robust Coverless Information Hiding System in Cloud Environment

FIGURE 1. The framework of the proposed coverless information hiding
system.

similar patches with the secret image for secret communi-
cation. Recently, Cao et al. [26] proposed a dynamic content
selection framework for image coverless information hid-
ing, which dynamically selects natural images to represent
and transmit secret messages according to certain mapping
rules constructed between secret messages and user identity.
In [27], Discrete Cosine Transformation (DCT) coefficients
are used to represent secret information.

All the above coverless information hiding methods
employed the low-level features to represent secret informa-
tion. Although they can effectively resist the steganalysis,
they suffer from the robustness problem and their hiding
capacity is very low. Thus, it is hard to apply them in real-
world scenarios. Inspired by the above, by using object char-
acteristics detected by Faster RCNN algorithm, we propose
a novel robust coverless information hiding method that uses
the original images of which features can express the secret
information as stego-images to represent and transmit secret
information.

III. PROPOSED METHOD
The framework of the proposed system is illustrated by
Fig. 1. In the system, there is no modification trace left
in the stego-images, since we directly find proper original
images as stego-images to transmit secret messages. Before
the image selection, we establish the mapping dictionary
between binary sequences and the labels of objects. Then,
we use Faster-RCNN to detect and locate the objects in
images from the database, and construct amulti-level inverted
index file.

To generate the stego-images, the sender first converts the
secret message into a set of binary sequences. Then, by look-
ing up the constructed index file, he finds the corresponding
images of which object can represent the binary sequences
according to the mapping dictionary.

TABLE 1. The established mapping dictionary.

After receiving the stego-images, the receiver uses the
Faster-RCNN algorithm to detect the object regions from
the stego-images and obtain their labels, and then he trans-
forms the labels to secret message according to the mapping
dictionary.

A. MAPPING DICTIONARY ESTABLISHING
In order to achieve coverless information hiding, we need
to establish a mapping dictionary between secret binary
sequences and the features of original images. In this paper,
we employ the object labels to represent the secret messages,
and thus we convert the secret message to binary sequences
and use the Faster-RCNN algorithm to detect the objects and
their labels for establishing the mapping dictionary.

There are a set of object labels detected by the Faster-
RCNN algorithm. If we divide the object labels into 2n

categories, each object can represent n-bit message. As
shown in Table 1, we establish a mapping dictionary,
denoted asM . In this mapping dictionary, labels are divided
into 25 categories.
Since we use the object labels to represent the secret mes-

sages, we need to determine the order of object labels used
to represent the secret information. In our system, we use the
Faster-RCNN algorithm to detect objects and its labels from
images. Each object is denoted as (x, y, h,w), where x and y
mean the coordinates of central points of object region, and
h and w represents the height and width of the object region,
respectively. Then, we sort the objects according to their area
values, i.e., h × w in ascending order to express the secret
messages. According to Table 1, every object represents 5-bit
message. Before secret communication, we convert secret
message into a N -bit binary string. If N is not divisible
by 5, we add several zeros at the end of the binary string
to ensure the number of bits can be divisible by 5. At the
same time, a 5-bit binary message indicating the number of
bits is added in front of the binary sequence. For example,
as shown in Fig. 2, the binary sequence represented by the
image is [00011 11111 00000 00011 11000], and the actual
valid message is [11111 00000 00011 11].

VOLUME 7, 2019 179893



Z. Zhou et al.: Faster-RCNN-Based Robust Coverless Information Hiding System in Cloud Environment

FIGURE 2. The secret information represented by object labels.

FIGURE 3. The constructed multi-level inverted index file.

B. INVERTED INDEX FILE
It is very time-consuming to directly find an image of which
object labels can represent a given secret information in a
large-scale image database. Therefore, in order to achieve an
efficient coverless information hiding, we attempt to design a
multi-level inverted index structure as shown in Fig. 3. To this
end, we first employ Faster-RCNN algorithm to detect the
objects and their labels in each image from database and sort
these in ascending order, and then convert these labels to a
binary sequence according to the mapping dictionary. Next,
we store the IDs of image list in the index file according to
the index values. For example, the image in Fig. 2 should be
stored in the image list under themulti-level index values, i.e.,
00011, 11111, 00000, 00011, 11000, 00011, and 00000.

C. INFORMATION HIDING PROCESS
The proposed method uses the object labels of the images
to represent and transmit the binary sequences. As shown
in Fig. 4, the process of information hiding aims to find an
original image that can represent a secret message. The hiding
steps are given as follows.

Step (1): In proposed method, to improve the security,
different users will adopt different mapping dictionaries, and
the same user will also adopt different dictionaries at different
time. Before information hiding, we need to determine the
mapping dictionaryM ′ for the current secret communication,

FIGURE 4. The information hiding process.

and M ′ is defined as follows:

M ′ = M × fid (ID)× ft (T ) (1)

where M is the initial mapping dictionary, fid (ID) and ft (T )
are randomized functions, ID is the user identity, and T is the
time interval, respectively.

Step (2): The secret message is converted to a binary string.
Suppose that the total length of the secret information is
n -bits, and every object represents n-bit binary. If N cannot
be divisible by n, we add several zeros after the binary string
until the length of the secret information can be divided
by n. At the same time, a n-bit binary number indicating the
number of bits is added in front of the binary string. Then,
secret information is partitioned into m binary information
segments, where the number of segments m is determined
by Eq. 2. Thus, secret message can be denoted as B =
{B1,B2,B3, . . . ,Bm}.

m =


N
n
+ 1 if N mod n = 0⌊
N
n

⌋
+ 2 if N mod n 6= 0

(2)

Step (3): The set of IDs of corresponding objects
O = {O1,O2,O3, . . . ,Om} is obtained according to the
mapping M ′.
Step (4): By looking up the index file, a candidate image set

is obtained, and then the stego-images are selected from the
candidate set according to the user’s identity. That is, if there
are many images in the candidate set, we randomly select an
image according to the user’s identity, so as to ensure different
users use different stego-images to hide and transmit a same
secret message.

Step (5): Finally, the stego-images are obtained and used
to transmit secret image in a hidden manner.

D. INFORMATION EXTRACTION PROCESS
In our method, compared to the information hiding process of
the sender, and the receiver’s information extraction process
is relatively simple. As shown in Fig. 5, the steps of informa-
tion extraction process are given as follows.
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FIGURE 5. The information extraction process.

TABLE 2. The experimental result of the hiding capacity.

Step (1): The sender receives stego-images from a public
channel.

Step (2): The sender uses the Faster-RCNN algorithm to
detect the objectsO = {O1,O2,O3, . . . ,Om} and their labels
in the stego-images and then sort them according to the area
values of these object regions in ascending order.

Step (3): The sender obtains the corresponding binary
sequence B = {B1,B2,B3, . . . ,Bm} according to the map-
ping dictionaryM ′ determined by the step (1) of Section II-C.

Step (4): All the segments are concatenated to form the
secret binary sequence, and the first n-bits in the front of the
binary sequence and a number of 0 at the end of the binary
sequence are removed. Then, the binary secret sequence is
converted to the secret information.

IV. EXPERIMENTAL RESULTS AND ANALYSIS
The environment of our experiments is given as follows. Sys-
tem: Ubuntu 16.04 LTS, RAM: 48GB DDR4, CPU: i5-8500
3.0GHz, GPU: NVIDIA GTX 1080Ti; Software platform:
Tensorflow v1.2, python 3.6. The experiment is implemented
based on the code of [9] and the database of PASCAL VOC
2007 [28] and VOC 2012 [29]. The experimental results and
analysis focus on three aspects: hiding capacity, robustness
and security.

A. HIDING CAPACITY
The proposed information hiding system uses the object
labels of the images to transmit binary bit sequences. In the
experiment, every object represents 5-bit information. There-
fore, the hidden capacity of each stego-image depends on
the number of objects it contains. Suppose that the average
number of objects contained in the stego-images is q. In this
section, we test the hiding capacity of different methods. The
experimental results are as follows.

As shown in the table 2, the hiding capacity of this method
increases as q increases. However, with the increase of q, the
images that can represent the secret information will be more
difficult to find. Moreover, since we use multiple objects
in a stego-image to represent secret information, the hidden
capacity of the proposed method is higher compared to the
previous methods.

B. ROBUSTNESS ANALYSIS
Robustness is an important factor to evaluate the performance
of coverless information hiding, which determines whether
the receiver can correctly extract secret messages. Several
kinds of attacks applied to the stego-images are listed below.

a. Rotation. The rotation angles are 10◦, 30◦, and 50◦,
respectively.

b. Scaling. The scaling ratios are 0.3, 0.5, 0.75, 1.5, and
3, respectively.

c. Gaussian noise. The variances σ are 0.001 and 0.005,
respectively.

d. Salt and pepper noise. The variances σ are 0.001 and
0.005, respectively.

e. Speckle noise. The variances
f. σ are 0.01, 0.05, and 0.1, respectively.
g. Median filtering. The template sizes are 3 × 3, 5 × 5,

and 7× 7, respectively.
h. Mean filtering. The template sizes are 3×3, 5×5, and

7× 7, respectively.
i. Mean filtering. The template sizes are 3×3, 5×5, and

7× 7, respectively.
In this paper, Bit Error Rate (BER) is introduced tomeasure

the robustness of the algorithm in the communication process.
The BER is defined as follows:

BER =

m∑
i=1

pi ⊕ qi

m
(3)

where pi represents the embedded bits and qi represents the
corresponding extracted bits. As shown in Table 3, the exper-
imental results show that, compared with the literature [20],
the proposed method is more robust against both geometric
attacks and noise attacks. This is mainly because we use high-
level features, i.e., object labels in the image to represent
secret information, and it is difficult for a general attack to
affect the object labels. This also demonstrates that high-
level semantic features are more robust than the low-level
handcraft features.

C. SECURITY ANALYSIS
In the proposed coverless information hiding system,
the objects in the original images detected by Faster RCNN
algorithm are used as stego-images to convey the secret mes-
sage. There is no modification in the stego-images, so the
proposed system can fundamentally resist the detection by
the existing steganalysis methods and human eyes. These
stego-images transmitted on the public channel generally will
not easily cause attackers’ suspicion. Even if the attackers
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TABLE 3. Bit error rate comparison between proposed method and the
related method [20].

suspect that an image contains secret message, it is very hard
for them to obtain the parameters of the Faster-RCNN and
mapping dictionary. In summary, the proposed system has a
good security, and it is very difficult for malicious attackers
to crack the system.

V. CONCLUSION
This paper introduces a robust coverless information hiding
system based on Faster RCNN algorithm for key distribu-
tion in cloud environment. It uses the high-level semantic
features of images to express secret message and finds the
images of which object labels can represent secret message
as stego-images for secret communication. Compared with
the existing coverless information hiding method using low-
level handcraft features, the proposedmethod canmore easily
find stego-images. In addition, this system provides a solution
for the covert communication with a small amount of data
such as keys in cloud environment. The theoretical and exper-
imental results show that, compared to the existing systems,
the proposed coverless information hiding system has higher
robustness and capacity. In future, wewill focus on improving
the hiding capacity of coverless information hiding.
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