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ABSTRACT With the digitalization of information, a lot of multimedia data are under attack, information
security has become a key issue of public concern. Image steganography, aiming at using cover images
to convey secret information has become one of the most challenge and important subjects in the field
of information security recently. Different from the traditional image steganography, coverless image
steganography does not need to employ the designated cover image for embedding the secret data but
directly transfers secret information through its own properties such as pixel brightness value, color, texture,
edge, contour and high-level semantics. Therefore, it radically resist the detection of steganalysis tools and
significantly improves the security of the image. Its basic idea is to analyze the attributes of the image
and map them to the secret information according to certain rules based on the characteristics of the
attributes. This paper includes more than 50 key contributions to provide a comprehensive survey in this
field, covers the main aspects of coverless image steganography research: the fundamental frameworks, pre-
processing, feature extraction, generation of hash sequence and mapping relationships. The existing methods
are evaluated and the prospect of future work is also summarized.

INDEX TERMS Steganography, coverless image steganography, information hiding, information security.

I. INTRODUCTION
Due to the multimedia data may contain private, valuable
even confidential information, the popularization of personal
computers and the proliferation of multimedia data on the
internet provided convenient conditions for the disclosure of
personal privacy. In addition, the published information also
faces some potential threats such as illegal tampering, copy
and distribute. In order to achieve hidden communication and
copyright protection, image steganography has become an
imminent problem.

The traditional image steganography designates a cover
image and embeds the secret information into the carrier
data(digital image) with the slight modification [1]. The com-
mon steganography methods are divided into two types: spa-
tial domain-based and transform domain-based methods [2].
The spatial domain-based method is more widely used and
influential than the transform domain-based methods, and
they are the adaptive LSB hiding method [3], [4], the spatial
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adaptive steganography algorithm HUGO [5], WOW [6],
S-UNIWARD [7], HILL-CMD [8] and so on. The trans-
form domain method is improved on the basis of the for-
mer to enhance the robustness against attacks, it includes
quantization table (QT) [9], the hidden method in DWT
(discrete wavelet transform) domain [10], DFT (discrete
Fourier transform) domain [11], DCT (discrete cosine
transform) domain [12] and IWT (integer wavelet trans-
form) [13]. Embedding secret information in cover images
requires intensive computations, designing steganography
on hardware improves the speed and makes steganogra-
phy widely used [14]. However, these modification caused
by the embedding will be left in the cover image, which
will make the detection technology for hidden informa-
tion successful, this detection technology is also called ste-
ganalysis. The basic approach to steganalysis is based on
feature extractors [15], such as SPAM [16], SRM [17],
etc. The traditional machine learning classifiers are also
important, such as SVM, decision trees, ensembles etc. With
the optimization of deep neural networks recently, steganaly-
sis methods based on neural networks [15] have been rapidly
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FIGURE 1. A natural image shares one similar patch with the secret
image, information hidden in secret images can be transmitted through
natural images.

developed. For example, using the deep convolutional neural
network (CNN) [18] for steganalysis becomes very popular,
and the experimental results show that CNN can signifi-
cantly improve the classification accuracy by replacing usual
classifiers.

As an emerging and challenging problem in information
security, image steganography has recently become an active
research field. In order to radically resist the detection of
steganalysis and improve the robustness of steganography,
Bilal et al. proposed ‘‘Zero-steganography’’ in 2013 [19].
In order to improve the security, Zhou et al. proposed the new
concept of ‘‘coverless’’ in May 2014 [20]. Compared with
the traditional image steganography, ‘‘coverless’’ still needs
carriers. It emphasizes that it does not need other carriers but
directly uses secret information as the driving force to ‘‘gen-
erate/acquire’’ cryptographic carriers. Zhou et al. have done
some research on the algorithm of this idea. In 2015, they
proposed image-based and text-based coverless information
hiding, which opened the curtain of coverless information
hiding technology in China. The image itself already contains
a lot of feature information, such as pixel brightness value,
color, texture, edge, contour and high-level semantics. It is
possible to generate some relationships between these feature
information and secret information for information hidden
with a proper feature description. It can generate the same
information data as the secret image by sending the gener-
ated image which is independent of the secret information.
As shown in Fig.1, the transmitted image is only a nature
image instead of the image embedded with any information
of the secret image, and it has the same effect as trans-
ferring the secret image [21]. The method first establishes
the mapping relationship between the cover image and the
secret image, generates the current position label sequence
according to the initial position label sequence, and finally
retrieves the corresponding image in the image set according
to the position label and mapping relationship. This method
can effectively resist the attack of steganalysis tools, and
significantly improves the security of the secret information.

The rest of this paper is organized as the following
sections: Section II presents the related works including

the traditional image steganography, steganalysis, coverless
image steganography, the progress in the past five years
and key challenges. We present some fundamental frame-
works of the coverless image steganography in Section III.
Some important sub-problems such as pre-processing, feature
extraction, generation of hash sequence and mapping rela-
tionships will be described in Section IV. A summarization
of performance of existing coverless steganography is given
in Section V. Finally, the paper is discussed with several
directions worthy of further development in Section VI.

II. BACKGROUND
A. TRADITIONAL IMAGE STEGANOGRAPHY
The most popular and easy-to-implement algorithm of
information hiding is the Least Significan Bit (LSB)
algorithm [15]. There are other algorithms for information
hiding derived from the critical ideas of LSB algorithm:
HUGO [5], WOW [6], UNIWARD [22], and others. Then
many transform domain steganography methods have been
proposed, such as the hidden method in DWT (discrete
wavelet transform) [10], DFT (discrete Fourier transform)
[11], DCT (discrete cosine transform) domain [12] and
IWT (integer wavelet transform) [13]. As shown in Table.1,
we briefly introduced the central idea of the above core
steganography algorithm. Based on them, many steganog-
raphy algorithms with higher security have been derived in
recent years, the latest IWT steganography based on 3D
sine chaotic map which has high security and acceptable
robustness [23]. The combination with hardware, especially
FPGA(field programmable gate array), can further improve
the security [24]. Nevertheless, it is not difficult to find out
that traditional image steganography modifies the content
of the image to some extent so that it is hard to resist the
detection of image steganalysis tools.

B. STEGANALYSIS
Steganalysis includes steganography detection and secret
information extraction. Different from steganography,
it reveals the existence of secret information in the image and
tries to point out the secret information in the image [25].
The steganalysis methods are mainly aim at the LSB tools
in spatial domain [3], [4] and the tools in DCT transform
domain [12]. The method is based on the statistical anomaly
of the carrier data caused by information embedding to deter-
mine whether the secret information exists. The steganalysis
tools mainly analyze the influence of secret information
embedding on the statistical characteristics of the image, such
as SPAM [16], SRM [17], and its several variants [26], [27].
With the popularization of deep neural networks recently,
new steganalysis methods based on neural networks arouse
strong public concern [15]. The first attempt to use CNNs
for hidden analysis was made by Qian et al. who proposed a
Gaussian Neural Convolutional Neural Network (GNCNN)
for image steganography in the spatial domain [28]. By using
Gaussian function instead of ReLU or sigmoid in traditional
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TABLE 1. Summarization of traditional image steganography methods.

CNNs as the activation function, GNCNN [29] achieves the
same performance as SRM [17]. Xu et al. studied the CNN
structure design for the application of image steganalysis, and
the results showed that well-designed CNN has the potential
to provide better detection performance in steganography
analysis. Ye et al. developed a specific steganalysis applica-
tion to supervise CNN model [30] which has achieved better
experimental results than SRM. In addition, Chen et al. [31]
proposed a phaseaware CNN for JPEG images steganalysis
through designing phase separation model to achieve high-
precision steganalysis detection. These methods are used to
test the anti- steganalysis ability of coverless steganography
will be described in Section V.

C. COVERLESS IMAGE STEGANOGRAPHY
Coverless image steganography, which has been proposed
in recent years has great potential for development with not
readable and invisible [32]. Coverless image steganography
does not mean that the carrier is not used, but the carrier
is not modified. Its own properties such as pixel brightness
value, color, texture, edge, contour and high-level seman-
tics are used to represent the secret information. It bypasses
the process of forming the camouflage carrier in the tradi-
tional steganography method and directly passes the carrier
(the secret information). The basic idea of coverless image
steganography is to analyze the attributes of the carrier and
map them to the secret information according to certain
rules based on the characteristics of the attributes. In this
way, the carrier can directly represent the secret informa-
tion. In summary, the major contributions of coverless image
steganography are as below:

• The covert communication can be realized without mod-
ifying the stego-image.

• Because the stego-image has not been modified,
the existing steganalysis tools can not detect secret infor-
mation.

D. PROGRESS IN THE PAST FIVE YEARS
Since the concept of ‘‘coverless’’ was proposed in 2014, cov-
erless image steganography has developed rapidly. As shown
in Fig.2, Zhou et al. proposed a new image steganography
framework called coverless image steganography based on
the image gray value in 2015 [33]. In this framework, they
select a series of appropriate images that already contain
secret data directly from a constructed database. In 2016,
Zhou et al. proposed a coverless information hiding algo-
rithm based on the BOW (Bag-of-words) model; this method
extracts the visual keywords in the model to express the
secret information [20]. Volkhonskiy et al. proposed a new
model for generating image-like containers based on Deep
Convolutional Generative Adversarial Networks (DCGAN
[34]) called Steganographic Generative Adversarial Net-
works (SGAN), opened a new field for applications of GAN.
This approach allows to generate more steganalysis message
embedding and improve the security of the image using
standard steganography algorithms in 2017 [15]. Twomonths
later, Zhou et al. proposed a new steganography approach
based on histograms of oriented gradients (HOGs)-based
hashing algorithm [35]. In this method, the original images
whose hash sequences equal to the secret information are
directly selected from a large-scale database, which can be
used as the stego-images for secret communication. In July of

171374 VOLUME 7, 2019



J. Qin et al.: Coverless Image Steganography: A Survey

FIGURE 2. The summary of recent developments in coverless image steganography.

the same year, Ruan and Qin proposed a coverless covert
communication method based on GIF (Graphics Interchange
Format) image with a larger embedding rate due to it pro-
posed a way to use multidimensional extension attributes of
the image [36]. At the same time, Zheng et al. proposed a
new coverless steganography method based on robust image
hashing with higher capacity, robustness, and security than
the method proposed in [33], which is also based on image
hash [37]. In order to improve the discriminability of the
BOW (Bag-of-words)model combinedwith contextual clues,
Zhou et al. proposed a multiple contextual clue encoding
approach for partial-duplicate image retrieval in August [38].
A new coverless information hidingmethod based on the gen-
erative model was proposed by Duan and Song in 2018, this
is the first time to propose information hiding method based
on the generativemodel that can effectively resist steganalysis
tools [39]. In June, Hu et al. proposed a novel image steganog-
raphy method via deep convolutional generative adversarial
networks which is the first approach in this direction. The
secret information is mapped into a noise vector and the
trained generator neural network model is used to generate
the carrier image based on the noise vector [40]. Zhou et al.
proposed a novel coverless steganographic approach without
any modification for transmitting the secret image by a set of
partial duplicates of the given secret image as stego-images
[20], which are retrieved from a natural image database in
the meantime [21]. Zou et al. proposed a novel coverless
information hiding method based on the average pixel values
of sub-images to improve the information hiding capacity
by generating hash sequences and realizing the secret infor-
mation hiding [41]. A novel coverless image steganogra-
phy algorithm based on discrete cosine transform and latent
Dirichlet allocation (LDA) topic classification was proposed
by Zhang et al. to improve the robustness and capability of
resisting image steganalysis, which has great potential appli-
cation in secure communication of big data environment [42].
On the basis of Zhou et al. [21], Luo et al. proposed a
coverless real-time image information hiding based on dense

convolutional network in September 2019 [43]. The capac-
ity, accuracy and robustness have been improved in the this
method, which proves that convolutional neural network can
be well applied to coverless steganography.

E. KEY CHALLENGES
Coverless image steganography aims at secret information
hiding which needs to be noted in some aspects: Firstly,
the feature used cannot be single. Otherwise, the capacity and
efficiency of data transmission will be insufficient. Secondly,
to send messages quickly and accurately, the sender usually
need to prepare image data set formed by a large number
of nature images in advance, and these images have a wide
range of sources and cannot correctly meet the ideal situation.
Thirdly, the method must be able to resist steganalysis tools
and attackers. To sum up, coverless image steganography
faces three challenges: high capacity, high accuracy, and
security, as illustrated in the following sections.

1) HIGH CAPACITY
Although the image itself already contains a lot of feature
information, such as pixel brightness value, color, texture,
edge, contour and high-level semantics. The standard method
of information hiding is constructing a robust image hashwith
SIFT [44] to protect the secret data. Since the hash sequence is
generated based on the mapping relationships between secret
information and nature images, the capacity of coverless
steganography is limited by the length of the image hash.
This phenomenon is inevitable so that the size of coverless
steganography is distinctly less than that of traditional image
steganography. The capacity is usually measured by bits per
pixel which means the average number of bits concealed into
each pixel of the cover image.

2) HIGH ACCURACY
High accuracy requires that the whole image steganogra-
phy process can transfer complete and correct informa-
tion smoothly. Information hidden in secret images can
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FIGURE 3. The flow chart of the steganography framework based on the gray image.

be transmitted through natural images by coverless image
steganography. To send messages accurately, it is usually
necessary to prepare an image data set composed of a large
number of natural images, which are from a wide range of
sources and cannot accurately meet the needs. Deviation of
natural image selection or imperfect establishment of the
inverted index structure will both lead to incomplete or wrong
information transmission. At the same time, if the image is
attacked in the process of transmission, the accuracy will be
reduced.

3) SECURITY
The security of steganography includes two aspects: resis-
tance to steganalysis tools and the security to attackers.
As everyone knows, most of the different steganalysis tools
are working on the modification traces and the ideal image
steganography method has complete resistance to all types
of steganalysis tools. Meanwhile, since coverless image
steganography directly uses secret information as the driving
force to ‘‘generate/acquire’’ cryptographic carriers. The most
methods is to establish the mapping relationship between
the cover image and the secret image, generate the current
position label sequence according to the initial position label
sequence, and finally retrieve the corresponding image in the
image set according to the position label and mapping rela-
tionship. If the attackers discover these mapping and image
data set, they can quickly get the information we want to
hide, and the secret information will be easily destroyed, even
wrong information will be transmitted. Therefore, the resis-
tance to the attackers is also important. These evaluation
indexes are essential to evaluate the existing coverless image
steganography and will be used in Section V.

III. FUNDAMENTAL FRAMEWORK
There has been steady progress in coverless image steganog-
raphy, as evidenced by Fig.2, The ‘‘coverless’’ strategy will

be the mainstream. Therefore, the design of efficient fun-
damental framework plays a key role. At the same time,
the feature extraction algorithm and the mapping relationship
are also very important, which will be explained in detail
in section 4. In this section, we describe the fundamental
milestone framework of coverless image steganography since
‘‘coverless’’ entered the field, as listed in Fig.2 and summa-
rized in Table.2. Nearly all frameworks proposed are based on
Zhou’method and attempt to improve it in one or more areas.

A. COVERLESS IMAGE STEGANOGRAPHY BASED ON THE
GRAY IMAGE
As we know, any original image contains a lot of information.
In this framework, the image database is first constructed by
collecting a large number of images from the network. And
then, for each image in the database, its hash sequence is gen-
erated by a robust hashing algorithm. Afterward, all of these
images are indexed according to their hash sequences to build
an inverted index structure. To communicate the secret infor-
mation, the sender first transforms the secret information to
a bit string and divides it into several equal length segments.
Afterward, a series of images associated with the coverless
image steganography through index structure, which can be
regarded as stego-images, are acquired and then transmitted
to the receiver. On the receiver, the hash sequence of these
received images is generated by the same hash algorithm.
Because these hash sequences are the same as the secret
information segments, the receiver can concatenate them to
recover the secret information [33]. The flow chart of the
steganography framework can be found in Fig.3. Experimen-
tal results show this method has high safety. According to
the above content, the main components of this framework
mainly consists of the following four parts:

1) Hash sequence generation by a robust hashing algo-
rithm. Firstly, the complete image would be trans-
formed to the gray-level image and divide the image
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TABLE 2. The main coverless image steganography.

into 3 × 3 secret image patches and the average gray
value of each region is calculated. The second step is
to concatenate the values in a zigzag order to a vector.
The difference in gray value between the former region
and the latter region (if the gray value of the former
region is greater than that of the latter region, the value
is 1, otherwise is 0) is the information so that an image
can represent 8-bits of information.

2) Establishment of the inverted index structure. To
speed up the search, we first index all the images from
the database according to their hash sequence. Then,
we build an inverted index structure, namely lookup
table, for all the hash sequences. The lookup table
contains all possible 8-bits hash sequences as entries.
From Fig.4, it is simple to find that each entry points to
a list storing of all the IDs that the images whose hash
sequence is the same as the entry.

3) Finding appropriate images by searching for the
segments in the inverted index structure. The sender
first transforms the secret data needed to be sent to a
bit string and then divides it into plenty of segments
with the equal length, namely 8-bits. Each segment
is then used as a query to obtain all images with the
same hash sequence as that segment. Only one image
is randomly selected from the image for transmission.
Finally, a series of images are obtained by searching the
inverse index structure.

4) Transmission of the secret information. For the
sender, those images are transmitted to the receiver one
by one in order. For the receiver, all of the images
are also received in order. Depending on the order
of the received images, the receiver concatenates all
the hash sequences of the images to restore the secret
information.
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FIGURE 4. The inverted index structure.

FIGURE 5. The flow chart of the steganography framework based on the BOW.

B. COVERLESS INFORMATION HIDING BASED ON THE
BOW (BAG-OF-WORDS) MODEL
This method uses the bag-of-words model (BOW) [45] model
to extract the visual words (VW) to express the text informa-
tion to be hidden, so as to realize the hiding of text infor-
mation in the image. As shown in Fig.5, firstly, the BOW
model is used to extract visual words in the image set, and the
mapping relationship between keywords and visual words in
text information is established. Then each image is divided
into several sub-images. For each sub-image, a histogram
of visual words is calculated, and the visual words have the
largest values in the histogram selected to represent the sub-
image. According to themapping relation, a set of sub-images
with visual words related to the text information is found. The
images containing these sub-images are used as stego-images
[20] for secret communication. The experimental results and
analysis show that the method has good performance. The
coverless information hiding method based on image BOW
model mainly consists of the following parts:

1) Mapping relational library for visual words and text
keywords. The first step is to extract the SIFT features
[44] of images, then uses the K-means [46] cluster to

receive the codebook. The location of visual words in
the dictionary is numbered and used as the ordinal ID
of visual words. Then the mapping relation library of
visual words and text keywords are established so that
the text information to be hidden can be converted into
the corresponding visual words lists [47]. As shown
in Fig.6, text information and visual words can be
inversely converted by both using the same mapping
relational library.

2) Multilevel inverted index structure. To ensure effi-
cient and accurate search, a multilevel inverted index
containing visual words ordinal number information,
sub-image location, and visual words frequency infor-
mation is established.

3) Hiding and extraction algorithms. When hiding,
the secret information shall be cut into words or words
existing in the dictionary. Then, through the hash func-
tion agreed by the receiver and the sender in advance,
the shared position tag sequence is randomly processed
with the identity ID of the receiver to generate the posi-
tion tag sequence for this communication. According
to the location tag and mapping relation, the sub-image
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FIGURE 6. Relationship between visual words and text keywords.

set which has mapping relation with the secret infor-
mation fragment is retrieved from the image library.
Only the image containing these sub-images is passed
as a dense image without any other information. When
extracting, the direction and scale of the received image
are normalized. Then the position label sequence of this
communication is obtained by the same method. Then,
visual words sequences corresponding to sub-image
positions are extracted by the same feature extraction
method. Finally, the text information hidden in the
image is obtained according to the mapping relation-
ship. The specific process is shown in Fig.7.

C. COVERLESS COVERT COMMUNICATION METHOD
BASED ON GIF
For the purpose of hiding the secret information, this method
quantifies eachGIF image in the existing carrier image library
and extracts the attribute value of its extension [36]. For
an extension attribute, according to the distribution of its
attribute values in the carrier image library, the attribute val-
ues can be divided into multiple categories, and each category
can be mapped into a secret message. Then, the classification
of attribute values of multiple extension is combined and
their completeness is verified to obtain a mapping space of
secret messages to GIF images and the classification of multi-
dimensional attributes that can be used as keys. The receiver
analyzes the GIF image and the received key, reconstructs
multiple categories of multi-dimensional extension attribute
values, and then extracts the hidden information. Compared
with [33], the proposed method has a larger embedding rate,
because it proposes a way to use multidimensional extension
attributes of the image. At the same time, since the cover
library is combined with the theoretical analysis, this method
can adapt to different cover libraries in the actual use of the
scene. Fig.8 shows the flow of this method based on GIF
which mainly consists of the following parts:

1) Data hiding. First of all, it is necessary to quantify the
L extension attributes of each GIF image and obtain
the extension attribute values of each GIF image in
image data set. Ma center values are generated between
its maximum and minimum values. Based on these
central values, categories can be constructed on the
attribute value domain and then mapped to bits. So,

an extension attribute has M categories, and any class
is generated into a set of multi-dimensional class com-
binations so that at least one image attribute value in
the carrier image library is in this combined category
set. Finally, the sender generates the secret key, and the
package contains the maximum and minimum values
of L extension attributes, as well as the set of values of
L extension attributes.

2) Data extraction. The key is used to identify the clas-
sification of each dimension of the generality of a mul-
tidimensional extension attributes. What the receiver
received is a collection of GIF images and critical infor-
mation. According to these central values, the attribute
range is divided into M categories, so that bits can be
extracted for the extension attributes properties of each
image. The bit-string extracted from each attribute is
spliced in order to obtain the transmitted information.

D. COVERLESS COVERT COMMUNICATION METHOD
BASED ON HOGS-BASED HASHING ALGORITHM
This method is similar to Method.1, as shown in Fig.9, its
flow chart is the same as Method.1. It can be regarded as an
extended version of the previous works of Method.1. Since
histograms of oriented gradients (HOGs) have shown the
robustness to a variety of common image attacks. Unlike
Method.1, for each image in this approach, we divide it
into some non-overlapping blocks and obtain each block’
hash sequence by using the HOG-based hashing algorithm.
Therefore, this coverless image steganography approach for
secret communication includes three main components:

1) Generation of hash sequences by using the HOGs-
based hashing algorithm. There are three steps in the
procedure of the generation of the hash sequences. For
each database image, it is transformed to gray-level
image and then it is split into 4 × 4 non-overlapping
blocks. For each block, we compute its HOGs. In the
histogram, the value of each entry is compared to the
mean value of all the entries to generate the hash
sequence of the block (if the HOGs of the block is
greater than the mean value, the value is 1, otherwise
is 0). This method is described in detail in section 4.

2) Construction of two-level inverted index file. Similar
to Method.1, each image is firstly indexed according
to their blocks’ hash sequences. A two-level inverted
index file is constructed by using all blocks’ hash
sequences of the images. The first level of table T
contains all possible block positions as entries, and
the second level includes all possible sequences.

3) Communication of secret information. To implement
the communication of secret information, the HOGs-
based hashing algorithm and a block position P are
needed to be shared between the sender and receiver
beforehand. InMethod.1, the block position P is set as a
constant value. As shown in Fig.9, to improve the secu-
rity, we use the one-time pad technique, which shifts
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FIGURE 7. (a) Secret information hiding (b) Secret information extraction.

the block position P for each transmission, to choose
the images.

E. COVERLESS STEGANOGRAPHY BASED ON ROBUST
IMAGE HASHING
As shown in Fig.10, an effective and stable image hash by
using the orientation information of the SIFT feature [44]
points is proposed which can extract 18-bits binary sequences
as the robust hash value from each image. Then a local image

database is created and the corresponding hash values of these
images in the database are calculated. Secondly, the secret
message is divided into segments of the same length as the
hash sequence. A series of images are selected from the image
database by matching all the secret information segments
and hash sequences. The information containing the binary
secret data length and the direct correspondence between
the hash sequences and the image is hidden in another
image picked randomly from the image database with LSB
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FIGURE 8. The flow chart of the steganography framework based on GIF.

FIGURE 9. The flow chart of the steganography framework based on HOGs-based hashing algorithm.

algorithm [3], [4]. Thus, the images containing secret infor-
mation are actually a series of images without being embed-
ded and one containing additional information. The receiver
accepts these images in turn and gets some necessary infor-
mation from the additional image firstly, then extracts secret
information from the other images using the shared hash
algorithm. In addition, the proposedmethod is compared with
state-of-art coverless steganography method proposed in [33]
which also based on image hash, and results show that this
method has higher capacity, robustness, and security. This
method consists of the following three parts:

1) Robust image hashing method. 512 × 512 image is
obtained through image normalization, and then the
images are divided into 3×3 segments. For each stable
point extracted on image blocks which are chosen by
adjusting the threshold, the appropriate size of a win-
dow is selected around the point (circular area). The
gradient directions of all the sampling points in the
window are accumulated to form a histogram. Then if

the max one locates between 0◦ and 90◦, the hash value
of this image block is set to 00; otherwise, if the max
one locates between 90◦ and 180◦, the hash value is set
to 01, and so on. The orientation information of selected
obvious extreme points of each block is counted, and
the hash values of nine segments are connected in
certain order to form final image hash. This method is
described in detail in section 4.

2) Inverted index of quadtree structure. In order to
improve the retrieval and matching efficiency of this
hash system, an inverted index of quadtree structure
is designed. As shown in Fig.11, the height of this
quadtree is 10; each node has four child nodes whose
values are 00, 01, 10, 11, corresponding to four dif-
ferent values of image blocks. There is a list in each
leaf node respectively to store the information about
images, the hash sequences of which in some particular
order of blocks is the same as the current secret infor-
mation segment. To Protect secret information from
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FIGURE 10. The flow chart of the steganography framework based on robust image hashing.

detection, there are at least two images information
stored in each leaf node.

3) The process of information hiding and extraction.
The secret information must be divided into n secret
binary segments. Supposing the length of secret data is
L, n, and L satisfy the following relationship:

n =


L
18

, if L%18 = 0

L
18
+ 1, otherwises

(1)

Matching inverted index quadtree structure with every
two bits of these secret data segments computed by
the previous step. Each segment will correspond to a
leaf node. And each image stored in the leaf node can
be used as the carrier of this confidential data seg-
ment. An image is selected randomly from the image
database, then the information that the block orders of
these images matched from Step 2 and the length of
secret information L is hidden into this image with LSB
replacement steganography. The receiver sequentially
receives all images and extracts the information that
the order of image blocks and the length of secret data
from the additional image. To protect the integrity of
confidential information, the data length s contained in
the last image is computed as follows:

n =

{
18, if L%18 = 0
L%18, otherwises

(2)

F. COVERLESS IMAGE INFORMATION HIDING BASED ON
GENERATIVE MODEL
This framework is the first one to propose the coverless image
information hiding method based on a generative model [39].
The secret image is input into the generative model database
to generate normal and independent images with different

FIGURE 11. The inverted index of the quadtree structure.

meanings from the secret image. Then the receiver receives
the generated image, and the generated image is input into
the model database to generate another image that is the same
as the secret image. The sender and receiver share the same
data set and the same parameters. Therefore, we only need
to transmit the mean standard image which is independent of
the secret image to achieve the same effect as the secret image
transmission.

1) Training process. WGAN (Wasserstein Generative
Adversarial Networks) [48] is an improvement to GAN
and is used to guarantee trainning stability. We keep
train the generativemodel database through theWGAN
until it can generate ameaning-normal and independent
image which is not related to the secret image. We feed
the secret image into the generative model, creating the
meaning-normal and independent IMGwhich has noth-
ing to do with the hidden image that we’re transmitting.
For example, as shown in Fig.12, we choose ‘‘guitar’’
as the secret image, it can generate the IMG visu-
ally the same as ‘‘elephant’’ that we want to transmit.
In the meantime, we also train ‘‘elephant’’ to generate
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FIGURE 12. The training process.

FIGURE 13. The flow chart of the steganography framework based on
generative model.

the IMG visually the same as ‘‘guitar’’ through the
WGAN. We save the corresponding generated mod-
els G1 and G2 as visual generated ‘‘elephant’’ and
‘‘guitar’’ respectively. Using the same method, we take
more images as the secret images to experiment respec-
tively and save the corresponding generative models,
and apply them to the next experiment. We put the
generative model G1, G2, etc. of generating visually
the same as ‘‘elephant’’, ‘‘guitar’’, etc. in a database
respectively so that the generative model database is
built.

2) The process of information hiding and extraction.
Since both the sender and the receiver train well the
generative model database, the sender and receiver
share the same dataset and the same parameters.
As shown in Fig.13, we only need to deliver a meaning-
normal image which is not related to the secret image to
the receiver, so that the receiver can generate an image
visually the same as the secret image.

G. COVERLESS INFORMATION HIDING BASED ON DCGAN
Volkhonskiy et al. proposed a new model for generating
image-like containers based on Deep Convolutional Gener-
ative Adversarial Networks (DCGAN [34]) called Stegano-
graphic Generative Adversarial Networks (SGAN), which
opened a new field for applications of GAN. As shown
in Fig.14, in DCGANs, the Stego image is generated by the

generator based on the pre-processed secret information, and
no information is embedded in the Stego image. While in
this method, DCGANs is used to generate a cover image
which itself already contained secret information. DCGANs
is carefully trained at different stages, and the confidential
information is mapped into a noise vector [40]. To sum up,
the mapped noise vectors are trained into stego images, then
the DCGANs is trained to extract the noise vectors from the
stego images. This coverless steganography method based on
DCGAN consists of the following parts:

1) Stego image generation. The secret information is
divided into segments, and several bits (two or three)
of the segment are mapped to a noise vector. DCGANs
is trained on an image set generator and G is obtained
after DCGANs convergence. The stego images are pro-
duced by G which consists of a fully connected layer
and four deconvolution layers and it is used to fit the
data distribution of the real images in the training set
to generate an artificial image. Note that the larger
the dimension of noise, the richer the details in the
generated image.

2) Training of the extractor. Based on the recovery
errors from a large number of random noise vec-
tors, a CNNs model is trained, called the extractor E.
E has four convolutional layers, a leak-Relu activa-
tion function and batch normalization are used in each
layer which has no pooling layer or dropout operation.
In addition, a fully connected layer is used after the
last convolutional layer. The generator produces stego
images as the input of the extractor with dimensions of
64 × 64 × 3 according to these noise vectors, and the
output is a noise vector with dimensions of 1 × 100.
When the loss of training is sufficiently small or the
network of E is convergent, E is used to recover the
secret data from the stego image generated by G.

3) Secret communication. After training the DCGANs,
the sender and receiver own the network and param-
eters of G and E respectively. The sender divides
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FIGURE 14. The flow chart of the steganography framework based on DCGANs.

the secret information into segments according to the
capacity of steganographic image, and generates stego
images through G according to noise z. The receiver
receives the stego images, extracts the noise vectors by
E, and restores the secret data according to the reverse
mapping rules.

H. COVERLESS STEGANOGRAPHIC BASED ON PARTIAL
DUPLICATES OF A GIVEN SECRET IMAGE AS
STEGO-IMAGES
This approach needn’t any modification for transmitting the
secret color image [21]. Firstly, a large number of images is
collected to construct a large-scale database from networks.
Then, each image is divided into a number of non-overlapping
patches and the label for each patch of a given image is
computed by using a robust hashing algorithm. The label is
used as the location information. The location information
of the image indicates which patch of the image is used
for hiding secret information. Note that the location infor-
mation is shared as a secret key between the sender and
receiver. The feature from each image patch is extracted and
an inverted index structure is built by using the hierarchical
BOW. To conceal the secret image, the first step is to divide
the image into several patches with the same size. Then,
for each patch, the partial-duplicate image that contains the
similar patches with the secret image is retrieved by using
the inverted index files. Afterward, a number of partial-
duplicate images are obtained, which can be considered as
stego-images. Then, those stego-images are transmitted to the
receiver. At the receiver end, the location information is used

to extract those patches from the stego-images. Because the
secret image and its partial duplicates share one or several
similar patches, the secret image can be recovered by stitch-
ing those patches together. As shown in Fig.15, there are three
important steps, which are as follows:

1) Index process. The sender divides the image into sev-
eral image patches and extract feature for each image
patch construction of inverted index files.

2) Hiding process. For a given secret image needed to be
hidden, similar to the process of the database image,
it can be divided into a set of patches. The location
information is employed for hiding the secret message.
At the same time, the secret key is defined, which is
shared between the sender and receiver in advance.
Then, according to the new set of the label, many partial
duplicates from the image database can be obtained
by using the index files. The final partial-duplicate
image which represent the secret image patch is the
smallest distance between the secret image patch and
candidates by computing Euclidean distance. The par-
tial duplicates should be displaced by their original
images.

3) Extracting process. The receiver can obtain the same
location information as the embedding process through
the key. The first sub-step is that receiver obtain each
partial duplicate from the original image using the
location information. The second is to give a blank area
which size is the same to the secret image. Finally,
the receiver place these duplicates in the blank area one
by one to generate an image, which is visually similar
to the secret image.
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FIGURE 15. The flow chart of the steganography framework based on partial duplicates.

I. COVERLESS INFORMATION HIDING BASED ON THE
AVERAGE PIXEL VALUES OF SUB-IMAGES
In the framework of coverless information hiding based on the
average pixel values of sub-images, the secret information is
segmented according to the structure of a Chinese sentence.
And then the position of each segment could be got accord-
ing to the dictionary and the label information of the hash
sequence in each part of the hash array of images can be
received according to the position of each secret information
segment. Then the stego-image that randomly selected from
the corresponding images is sent to the receiver. After receiv-
ing the image, the receiver blocks the image and gets the sub-
images at first and generates a hash sequence by the average
pixel values of sub-images. Then the receiver partitions the
hash sequence and gets the label information according to
each segment of the hash sequence and the hash array. And
then the receiver can get corresponding position information
of each segment of secret information. Finally, each segment
of secret information can be extracted according to the posi-
tion information [41]. The complete flow of this method can
be seen in Fig.16, the entire process consists of the following
parts:

1) Building data sets. A Chinese dictionary and a
50968 × 80 hash array are built. The Chinese dictio-
nary is composed of four parts, including the subjects,
the predicates, the objects, and the prepositions and
each part of them contains 8 different Chinese words.
To communicate with the dictionary, the 50968 × 80
hash array is divided into four 50968× 20 hash arrays,
which are marked as {M1,M2,M3,M4} respectively.

2) Mapping the secret information. Equivalent to the
Chinese dictionary, every 20-bit hash sequence in the
four 50968× 20 hash arrays is labeled according to its
decimal of 20-bits hash. The position information of

each segment in the dictionary can be received through
segmenting the secret information into four segments.
The label information will be obtained because of the
match between the position information and the hash
label. Then the corresponding hash sequences which
according to the relationship of the label and corre-
sponding binary decimal and the decimal of 20-bits
hash can be got.

3) Multi-level index structure. As shown in Fig.15,
the 20-bits hash sequences marked as B1s, B2s, B3s,
and B4s respectively are obtained from the previous
label information section. Then, the Image1s that con-
tain B1s in M1 are retrieved from the image database.
Then, the Image2s that contain B2s in M2 are searched
from Image1s. Then, the Image3s that contain B3s in
M3 are retrieved from Image2s. Finally, the Image4s
that contain B4s in M4 are searched from Image3s is
the Stego-images.

4) Information hiding. The secret information is divided
into four segments according to the subject, the pred-
icate, the object, and the proposition. The label of the
20-bits hash sequence can be obtained through themap-
ping relationship and the corresponding 20-bits hash
sequences can be obtained through the hash array. With
the index method in Fig.17, it is easy to get all the
corresponding stego-images from the image database.

5) Information extraction. The receiver divides the
received stego-image into 80 sub-images and calculates
the average pixel value of each sub-image firstly, and
then obtain an 80-bits hash sequence by the hashing
algorithm. The 80-bits hash sequence will be seg-
mented into four 20-bits hash sequences, and the label
is added to each 20-bits hash sequence. The receiver
could get the position information of secret information
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FIGURE 16. The flow chart of the steganography framework based on the average pixel values of sub-images.

FIGURE 17. Multi-level index structure.

according to the mapping relationship. Finally, the four
segments of secret information can be extracted accord-
ing to the position information and be combined to get
the secret information.

J. COVERLESS IMAGE STEGANOGRAPHY BASED ON
DISCRETE COSINE TRANSFORM AND LATENT DIRICHLET
ALLOCATION (LDA) TOPIC CLASSIFICATION
The sender extracts the features of the images in the database
by processing the image set using the LDA topic model, picks
a topic at random and processes these images by 8×8 blocks
discrete cosine transform. Then the robust feature sequence
is generated by the relation between direct current coeffi-
cients in the adjacent blocks. Finally, create an inverted index
containing the feature sequence, DC, location coordinates,
and image path. At the same time, the secret information is
converted into binary sequence and divided into segments,
and the image whose feature sequence is equal to the secret
information segment is selected as the cover image according
to the index. At the receiver, the feature sequence is calculated

by the DC coefficients, and all feature sequences are concate-
nated to obtain the secret information [42]. The specific steps
can be found in Fig.18 which consist of the following four
parts:

1) Topic classification of image database. BOF is used
to extract features and calculate word frequency of all
images in the image database. LDA topic model is
used to calculate the topic distribution of images. After
obtaining the topic probability distribution, by compar-
ing the probability of each topic, the image is classified
into the topic prompt with the maximum probability,
and the above steps are repeated until all images are
classified into the corresponding topic.

2) Extraction of feature sequence. The size of all images
is unified to N × N and partitioned to N×N

l×l blocks.
For each block, it is converted to YUV color space and
Y channel of the blocks are partitioned into 16 sub-
blocks. 8×8 DCT transform is done to each sub-block.
Each bit of feature sequence belonged to each block is
obtained according to the adjacent sub-blocks. Repeat
the above steps to obtain the feature sequences of all
sub-blocks in each image.

3) Establishment of an inverted index. As seen from
Fig.19, each feature sequence corresponds to a list of
three columns in an inverted index. DC is used to
determine the order in which images are received will
be computed and stored in the first column of the list.
Details on defining DC values can be found in [30].
For example, if DC of the previous image is 804.78,
the selected item can be the first one and the image path
is ID (fish). The sub-block location coordinate p is (1,1)
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FIGURE 18. The flow chart of the steganography framework based on the discrete cosine
transform and LDA topic classification.

FIGURE 19. The flow chart of the inverted index.

and DC is 1032.87. Record the location coordinate p
as side information and select the image according to
the image path. Edge information and images are then
sent to the receiver for secret communication. Each bit
of the feature sequence belonged to the sub-block is
calculated. Repeat the above steps to obtain the feature
sequence of each image, so that the secret information
is obtained.

4) Coverless image steganography and secret informa-
tion extraction. Secret information is first divided into
M binary information segments. The image database

is trained and the feature sequences of each sub-block
are obtained. Then, a reverse exponential is established.
For the secret information segment, the image with the
same feature sequence is retrieved. Repeat the previous
step to get all overwritten images of the secret informa-
tion. Record the number of zeros filled in the last para-
graph and convert it to a binary sequence with M bits.
Search the image using the previous method and add it
to the cover image. If feature sequences are extracted at
full size, there is no need to record location information.
Otherwise, all position coordinates are stored in the
matrix and encrypted by the AES encryption algorithm.
At the receiver, the geometric calibration algorithm is
used to correct the image, and then the order of the
image containing secret information is obtained from
the dc. Decrypt the matrix to obtain the sub-block posi-
tion coordinates of each image. 8 × 8 DCT transform
is performed to sub-block.

K. COVERLESS IMAGE INFORMATION HIDING BASED ON
IMAGE BLOCK MATCHING AND DENSE CONVOLUTIONAL
NETWORK
Similar to Method.8, this method transfers a set of stego-
images which share one or several visually similar blocks
with the given secret image [43]. It is worthmentioning that in
this method, the supervised learning of deep learning is used
to extract the high-level semantic features of image blocks.
At the same time, DC coefficient is used to generate robust
hash sequences. The secret information can be transmitted by
matching and splicing the image blocks. As shown in Fig.20,
this method includes three important steps:

1) Pre-processing. A large number of images on the net-
work are searched and downloaded. Then, these images
are divided into several non-overlapping blocks,
the high-level semantic features of each block are

VOLUME 7, 2019 171387



J. Qin et al.: Coverless Image Steganography: Survey

FIGURE 20. The flow chart of the steganography framework based on image block matching and dense
convolutional network.

extracted with DenseNet for feature matching. Based
on this, DCT is used to generate a robust hash sequence
through the DC coefficients between adjacent image
blocks and the inverted index structure is constructed.

2) Sending processing. The secret image is divided into
blocks and the similar image blocks are matched by
index structure. The most suitable image block are
selected through Euclidean distance for transmission.

3) Receiving processing. The location information is
used to obtain similar blocks from the stego-image.
Next, a blank area of the same size as the secret image
is given. Finally, these image blocks are placed into the
blank area to generate an image similar to the secret
image.

IV. SUB-PROBLEMS
In this section, wewill introduce some sub-problems in cover-
less image steganography. All steganography frameworks are
developed around these problems, and better steganography
methods can be improved based on them, including pre-
processing, feature extraction, generation of hash sequence
and mapping relationships.

A. PRE-PROCESSING
In order to transmit secret information more accurately and
quickly, the pre-processing is essential. Recently, in addition
to segmenting secret information in advance, coverless image
steganography approaches often construct own image data
set by processing a large number of images in the same
way to realize pre-processing. For example, Method.8 and

Method.11 collected a lot of natural images, unified their
size, cut them in the same proportion, extracted features from
each image block to generate sequence codes, and when
matching them, it could quickly match the required images
only through the index instead of the natural data set without
treatment [21], [43]. The mentioned feature extraction, gen-
eration of hash sequence and mapping relationships will be
introduced detailedly in the following sections. Meanwhile,
coverless steganography based on convolutional neural net-
work often train deep learning net-work fully in advance to
ensure the accuracy. InMethod.11, the DenseNet121 network
is trained previously through ImageNet data set [43]. As for
the generative adversarial networks network, because of the
antagonism between the generativemodel and the discrimina-
tive model [40], it is more necessary to train it. Method.6 and
Method.7 both trained the generativemodel and the extractive
model [39]. Because the pre-processing is very important, it is
the key to innovation in the field of coverless steganography.

B. FEATURE EXTRACTION
As shown in the Fig.21, the most common method of pro-
cessing image is to divide the image evenly into 9 small
blocks and extract features of each block separately which
are recorded as {fk1, fk2, . . . , fk9}. Then the final feature of
the image is recorded as FK ={fk1, fk2, . . . , fk9}. As the
most commonly used feature, average gray value is used in
Method.1 and Method.4. As we all know, SIFT features [44]
are more stable, which is usually detected at the edges of
the image and some areas where brightness changes signifi-
cantly. Therefore, SIFT features will not disappear with these
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FIGURE 21. The process of extracting the final feature of an image.

FIGURE 22. The initial process of generating the hash sequence.

various content changes, such as luminance change, contrast
enhancement, JPEG compression, rescaling, noise adding
and so on. In Method.2 and Method.5, the SIFT features
are used to form the robust image hash. At the same time,
Method.2 uses the bag-of-words model (BOW) [45] model
to extract the visual words (VW) of the image to express the
text information to be hidden. Encoding contextual clues into
the BOWrepresentation is a common technique to improve its
recognition [38]. In addition, DCT [49] is also a commonway
to form the robust image hash in Method.10 and Method. 11.

C. GENERATION OF HASH SEQUENCE
During the communication, the stego-images could bemanip-
ulated by various typical attacks, such as rescaling, lumi-
nance change, contrast enhancement, JPEG compression and
noise. Therefore, in order to ensure the secret information
can be transmitted reliably and correctly with few losses
and differences, the hash sequence of the image should
not be changed during the communication. In this section,
we mainly describe three common robust hash algorithms for
steganography.

Fig.22 shows a simple hash algorithm. The complete
image is converted into gray, and the image is divided into
m x n patches and the average gray value of each region
is calculated according to {V1,V2, . . . ,Vm∗n}. These val-
ues are zigzagged to a hash sequence which denoted as
{W1,W2, . . . ,Wm∗n−1}through the following formula (3).
Therefore, an image can represent m*n-1-bits information.{

Wi = 1 if Vi ≥ Vi+1
Wi = 0 otherwises,

1 ≤ i ≤ n− 1 (3)

On this basis, an improved robust hash algorithm is
proposed in Method.5, which can extract 18-bits binary
sequences from each image. As shown in Fig.23, the local
extreme point of each layer of the image difference pyra-

FIGURE 23. The improved process of generating the hash sequence.

mid is calculated on each image block. For each stable
point extracted on image blocks by adjusting the threshold,
the appropriate size of a window is selected around the point
(circular area). The gradient directions of all the sampling
points in the window are accumulated to form a histogram.
Then the max one of all the values are selected and marked
as Mi, the hash value of this image block (Vi) is set through
(4). The max value in this histogram is illustrated by the
red arrows. We count the orientation information of selected
obvious extreme points of each block and connect the hash
values of nine segments in order to form final image hash.{

Vi = 00 if 0◦ ≤ Mi ≤ 90◦

Vi = 01 if 90◦ ≤ Mi ≤ 180◦
(4)

At the same time, there is another algorithm to generate
the hash sequence code, as shown in Fig.24. This algorithm is
used in Method.4. For each image, the algorithm transformed
it to gray-level image and then split it into 3× 3 nonoverlap-
ping blocks. For each block, we compute its HOGs. Specially,
each pixel’s gradient magnitude and gradient orientation in
the block are computed, and these gradient magnitudes are
put into a histogram with N orientation bins. Then, each
histogram bin is normalized. The histogram is denoted as
H(i,j) = {h1(i,j), h

2
(i,j), . . . , h

N
(i,j)}. In the histogram H(i,j) of

block b(i,j), the value of each entry hk(i,j) is compared to the
mean value of all the entries to generate the hash sequence of
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FIGURE 24. Generation of hash sequence by Using the HOGs.

the block denoted as {S1,S2, . . .,Sk, . . .,SN} by Eq.(5) where
H(i,j) is the mean value of all the entries of H(i,j).

{
Sk = 1 if hk(i,j) ≥ H(i,j)

Sk = 0 otherwises,
1 ≤ k ≤ N (5)

D. MAPPING RELATIONSHIPS
This is well known that the reason why coverless image
steganography is so popular is that it skips the steps of mod-
ifying images and directly uses natural images as carriers to
convey secret information. Therefore, it is a key to establish
the mapping relationship between secret information and
natural images. Since the advent of coverless image steganog-
raphy, the most common mapping relationships are based on
the hash sequences and the secret information segments. The
establishment process is described in the previous section.
For example, by matching the secret information fragments
and hash sequences, a series of images are selected from the
image database in Method.1 and Method.5.

At the same time, there is another special dictionary-based
mapping relationship. As shown in Method.2, the location
of visual words in the dictionary is numbered and used as
the ordinal ID of visual words so that the text information
to be hidden can be converted into the corresponding visual
words lists. A novel mapping relationship based on the binary
sequences is proposed in Method.9 which includes a dictio-
nary and a hash array. Then, the dictionary and the hash array
are matched through themapping relationship. To be specific,
the secret information is divided according to the structure
of a Chinese sentence, and the location of each part can be
obtained according to the dictionary. Then the hash sequence
label information in each part of the hash array in images is
obtained for information transmission.

V. PERFORMANCE EVALUATION
In this section, we compared coverless image steganogra-
phy with traditional image steganography and analyzed the
performance of the existing coverless image steganography.
The existing coverless image steganography can be divided
into two categories: One is to transfer secret information
based on the original attributes of the image through feature
mapping such as Method.1, Method.2, Method.3, Method.5,
Method.8, Method.9 and Method.10, the other is to transmit
secret information by training Generative Adversarial Net-
works such as Method.6 and Method.7. The performance of
these two types of steganography will be analyzed respec-
tively. The results will be presented as pictures and tables.

FIGURE 25. The ROC curves of LSB replacement and method.1.

A. COMPARISON WITH TRADITIONAL STEGANOGRAPHY
In this section, we compared coverless steganography with
traditional steganography mainly from the advantages and
disadvantages. It is worth noting that the robustness of image
steganography should be evaluated according to its specific
framework and algorithm, which is not directly related to
whether the method is coverless steganography. Therefore,
robustness is not discussed too much in this section, and
details are listed in the next section.

Advantages: The greatest advantage of coverless image
steganography is that it can resist the existing steganalysis
tools to a great extent. The Receiver Operating Characteristic
(ROC) curve is used to test the resistance of different methods
to steganalysis tools. Since most of the existing coverless
steganography is improved on Method.1, the performance of
them are better than that of method.1. Therefore, we apply
standard steganalysis tools, namely improved standard Pairs
method to detect LSB replacement and Method.1 respec-
tively. We use 10% LSB steganography (i.e. 0.1 bits per
pixel). From Fig.25, we can see visually that coverless
method has a perfect performance for resisting the standard
steganalysis tools, and outperforms the traditional steganog-
raphy methods.

Disadvantages: Since the direct mapping from secret
information to hash sequences is the key of coverless image
steganography, its greatest disadvantage is that the stegano-
graphic capacity is limited by the length of the image
hash [33]. Although longer hash sequences can be generated
to hide more secret information, the image database needs to
be expanded at the same time. Otherwise, the larger the capac-
ity, the worse the security. Among all coverless steganogra-
phies, Luo’s method [43] has a relatively large capacity
of 800(bits per pixel) which is very small volume compared
to traditional steganography. High embedding capacity is one
of traditional steganography advantages [13].

B. COVERLESS IMAGE STEGANOGRAPHY BASED ON THE
ATTRIBUTES OF THE IMAGE
Since anti-steganography analysis was discussed in the pre-
vious section. For the coverless image steganography based
on the attributes of the image, we mainly analyze it from two
indicators: capacity and robustness.
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TABLE 3. The capacity of proposed methods.

FIGURE 26. The attack ways on the image.

Capacity: Although coverless steganography has many
advantages, compared with traditional steganography, it is
still short of capacity. Meanwhile, according to KEY CHAL-
LENGE, capacity has become a very important evaluation
index. As can be seen from the Table.3, with the development
of coverless image steganography, its capacity is also gradu-
ally increasing. It is worth noting that the mapping relation of
the Method.2 is based on text and image so that its capacity
is the sub-image corresponding to the length of words. Its
specific parameter information can be seen in Table.4. At the
same time, since the Method.3 expands the image attributes,
its capacity increases with the expanded dimensions.

Robustness: In the transmission process, images will
inevitably encounter some kinds of content damage, such
as image noise, JPEG compression, rescaling, luminance
change, contrast enhancement, and so on. The information
extracted from the image must be able to resist these attacks.
The success rate of secret data extraction is used to eval-
uate the robustness [50] of these methods. The results are
shown in Table.4. Due to the particularity of Method.2 and
Method.3, their main attacks are slightly different from those
attacks, so they are listed separately in Table.5 and Table.6.
Fig.26 shows the attacks on images, and their parameters are
as follows:

1) Rescaling to 25 %;
2) Luminance change by adding the intensity of image

pixels with 15;
3) Contrast change by multiplying the intensity of the

image pixels with a fact of 1.4;
4) JPEG compression with a fact of 90%;
5) Gaussian noise adding with 0.5.

FIGURE 27. The structure of GAN.

C. COVERLESS IMAGE STEGANOGRAPHY BASED ON
GENERATIVE ADVERSARIAL NETWORKS
GenerativeAdversarial Networks (GAN), proposed byGood-
fellow et al. [51] in 2014, is a recent approach to deep unsu-
pervised learning. The structure of GAN is shown in Fig.27.
Two-person zero-sum game is the core idea of GAN. Any dif-
ferentiable function can represent the main structure of GAN:
generator (G) and discriminator (D) [52]. The main idea of
this method is to train two neural networks simultaneously.

Method.6 is based on the WGANmodel(Wasserstein Gen-
erative Adversarial Networks) [48] which is an improvement
to GAN and is used to guarantee training stability. As shown
in Method.6, we have successfully achieved the effect of
coverless image information hiding based on a generative
model. By feeding a secret image inWGAN, we can generate
a meaning-normal image and transmit it.

Method.7 is based on GAN, it maps the secret information
into a noise vector and the trains generator neural network
model to generate the carrier image based on the noise vector.
The index to evaluate the capacity is relative capacity (Rela-
tive capacity = Absolute capacity / The size of the image).
In this method, the absolute capacity is greater than 37.5 (bits
per pixel), the size of the image is 64×64 so that the relative
capacity is 9.16e−3 (bits per pixel) which can meet the need.

In the proposed methods, there is no way to reveal the
secret information except the extractor. Assuming that an
attacker suspects that the transmitted image contains confi-
dential information, it is difficult to extract the confidential
information from the image, because it does not have the
same GAN model as the communicator. In Method.7, even
if the attacker accidentally extracts the secret information,
it does not know the combination of dictionary and category
label so that it can not decode the secret information into the
original text information. Method.6 and Method.7 can resist
detection of all the existing steganalysis tools.

It is worth noting that these two methods embed informa-
tion directly in the generated image based on GAN. They
guarantees the complexity of image texture, but not the
integrity and quality of image.
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TABLE 4. The success rate of extraction of different methods.

TABLE 5. The success rate of method.2.

TABLE 6. The success rate of method.3.

VI. CONCLUSION AND FUTURE WORK
Image steganography is an important and challenging prob-
lem in information security and has received considerable
attention. Thanks to ‘‘coverless’’, coverless image steganog-
raphy can resist the developed steganalysis algorithm. As a
comprehensive survey on coverless image steganography,
this paper focuses on the stego image which hides secret
information, highlights the recent achievements, provides a
description for the framework of these methods and discusses
performance for the most representative methods. Despite the
tremendous successes achieved of coverless image steganog-
raphy in the past several years, there remains a huge mar-
gin for improvement, especially in terms of the following
domains:

1) Improve the capacity. We can divide the image into
more sub-images according to actual needs, or produce
a longer hash sequence to achieve higher information
hiding capacity. However, when generating longer hash
sequence to hide more secret information, the image
database should be enlarged at the same time. Oth-
erwise, the capacity is larger, the security and the
invisibility will be worse. We should focus on how to
enlarge the capacity of steganography while ensuring
the retrieval accuracy and security. At the same time,
we can construct a more effective inverted index, such
as quadtree etc.

2) Extend the image’s other attribute information.
The embedding rate can be improved by using multi-
dimensional image attributes. For example, multiple
images can be connected to produce a GIF, how-
ever, the attributes of the GIF image extension mod-
ule are limited. The next work will not only focus
on the extension of GIF image modules, but also
consider other attributes of images and increase the
efficiency.

3) Use amore sophisticatedWassersteinGAN(WGAN).
In this paper, we described a new generative coverless
stenography method based on generative adversarial

networks. The resulting information resolution is still
need to be improved. The next step is focused on creat-
ing a more realistic and clear natural information with
a more sophisticatedWasserstein GAN (W-GAN) [48].

4) Extend the nature image database. In order to bet-
ter convey secret information through natural images,
our future work should extend our image database to
improve the quality of the recovered image. We also
pay more attention to the increase of hiding capacities.

5) Improve robustness to against attack. Existing cov-
erless image steganography based on DCT transform
can achieve good performance in subjective and objec-
tive detection resistance, and it is robust against most
image processing attacks and geometric attacks. The
following work will be devoted to the robustness
against attacks of rotation and the content loss.

6) Strengthen the implementation on hardware. The
reconfigurable device is becoming increasingly impor-
tant for image processing and computer vision tasks.
There are few hardware contribution techniques on
steganography, thesework on FPGA implementation of
steganography offer higher speed and better throughput
[14]. It is necessary to strengthen the implementation of
coverless image steganography on hardware to increase
the throughput of steganography system and protect
more information.
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