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ABSTRACT For the self-energy recycling (SER) untrusted relay network, a two-phase destination-based
jamming (DBJ) protocol is proposed, in which the destination transmits the jamming signal to reduce the
received SNR of the untrusted relay node in the first phase and the relay node operated in full-duplex
(FD) mode for simultaneous energy transfer and information relaying in the second phase. In addition,
the loopback interference (LI) generated by FD relay node can be reused as part of energy. To satisfy
some practical application scenarios, we consider the imperfect channel estimation error at the destination.
Considering the total power constraint and the quality of service (QoS) requirement at the destination,
the secrecy rate maximization problem is formulated by optimizing the transmission power of source and
destination. However, the formulated problem is non-convex and difficult to solve directly. To cope with
this difficulty, an iterative power allocation algorithm is proposed. The key idea of the proposed algorithm
first integrates the non-convex constraint into the objective function by the exact penalty method. Then
the difference of convex functions (DC) programming can be utilized to convert the non-convex objective
function into the approximate convex function and the sub-optimal transmission power of source and
destination can be obtained by the traditional convex programming. Simulation results show the superiority
security performance of the proposed scheme with the traditional schemes.

INDEX TERMS Physical layer security, self-energy recycling, power allocation, imperfect channel estima-

tion error, secrecy rate.

I. INTRODUCTION

To achieve long-distance communication transmission, dis-
tributed cooperative systems have been applied to many
different communication scenarios. However, the auxiliary
transmission of relay nodes changes the communication pro-
cess from one-time slot to two-time slots or even multiple-
time slots, which lead to serious information leakage. The
existing encryption and decryption techniques at the expense
of the computational complexity, cannot be adapted to the
nodes with a simple upper layer protocol stack. As an alter-
native to complex cryptographic techniques, physical layer
security (PLS) is emerging as a promising paradigm to protect
wireless cooperative networks from eavesdropping attacks.
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The basis of PLS was first proposed by Wyner, who intro-
duced the eavesdropping channel and the legitimate chan-
nel [1], [2]. Then the Wyner’s theory was applied to broadcast
channel [3] and Gaussian channel [4], respectively.

Another pivotal issue in distributed cooperative systems is
the continuous powering of relay nodes. Since the relay nodes
are solely powered by batteries and placed into the dangerous
environment, changing batteries are expensive and unrealis-
tic. Therefore, energy harvesting (EH) technology was pro-
posed to solve the power constraint of the relay nodes [5].
There were two major EH relay protocols, which were named
as time-switching relay (TSR) protocol and power splitting
relay (PSR) protocol [6]-[8]. However, these two relay proto-
cols utilize additional time or the energy of the useful signals
to help the relay node harvest energy. To achieve uninter-
rupted information transmission and self-interference (SI)
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reuse, a novel two-phase relay protocol named as SER relay
protocol was proposed, in which the relay node was oper-
ated in FD mode to achieve simultaneous information relay-
ing and energy transfer [9]. As the extension of [9], the
wireless-powered relay nodes were equipped with multi-
antenna in [10], [11]. Subsequently, the closed forms of out-
age probability and optimal power allocation were formulated
with decode-and-forward SER relay protocol [12].

For the distributed cooperative systems, external eaves-
droppers and unauthorized relay nodes are the two main
threats [13]. When there was an external eavesdropper,
the PLS of SER relay protocol was studied to maximize the
worst-case secrecy rate, and the security performance of the
SER system was analyzed [14]. Except for external eaves-
droppers, the relay nodes may not have the same security
clearance as the source and the destination in sensor and
cognitive cooperative networks, which means that the relay
nodes were trusted at the service level but were untrusted at
information level [15]. Since the unauthorized relay nodes
can process confidential information directly, the problem of
untrusted relays is more serious in the cooperative system
than in the case of external eavesdroppers. Currently, a major
method to increase security performance in the untrusted
relay network is to weaken the ability of eavesdropper to
decode confidential information by utilizing controlled jam-
ming or artificial noise [16]-[18]. Using the friendly jam-
mer, a joint cooperative beamforming, jamming and power
allocation policy was proposed to safeguard the confiden-
tial information [19]. Without EH in [19], it is difficult for
an unauthorized relay node or jammer to consume its own
energy to assist interference. Then the EH jammers and relay
nodes are integrated into the two-way relay system [20], [21].
To simplify the system model and reduce additional overhead,
destination-based jamming (DBJ) was proposed to guar-
antee security transmission in wireless-powered relay net-
works [23]-[27]. In [23], [24], the resource division factors
were optimized to improve the secrecy rate. And the outage
performance was analyzed in [25]. Subsequently, traditional
single-destination node was expanded into multi-destination
nodes [26], [27].

Without EH technologies, power allocation is an effec-
tive method to further improve security performance in
cooperative systems [28]-[35]. To optimize the transmis-
sion power of source and relay nodes, the power allocation
algorithms nesting mixed-integer programming, fractional
programming, dual decomposition, alternative search, exact
penalty and DC programming were proposed [28]-[32].
And the PLS issues in cooperative systems and the above
power allocation algorithms were summarized in [33]. In the
wireless-powered untrusted cooperative networks, the trans-
mission power of source and destination are joint optimized
based on the exact penalty method or alternative search
method to maximize the secrecy rate [34], [35]. In summary,
the above algorithms can be effectively utilized to solve the
non-convex power allocation problem in untrusted SER relay
systems.
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In general, the key contributions of this work can be sum-
marized as follows:

Different from [14], the situation of the untrusted relay is
first considered in SER relay networks. To achieve the secure
transmission of confidential information, we first integrate
the DBJ protocol to enhance the security performance of
the SER untrusted relay system. In the proposed two-phase
DBJ protocol, the destination transmits jamming to reduce
the received SNR of untrusted relay node in the first phase.
And during the second phase, the relay node is operated in
FD mode to achieve simultaneous energy and information
transmission. In addition, the untrusted relay node can har-
vest more energy from the LI generated by the FD opera-
tion. To guarantee the total power constraint and the QoS
requirement at the destination, the secrecy rate maximization
problem is formulated with consideration of the imperfect
self-interference cancellation (SIC) at the destination. Then
a power allocation algorithm based on the exact penalty
method and DC programming is proposed to obtain the
sub-optimal transmission power of source and destination,
in which the original non-convex optimization problem can
be transformed into an approximate convex problem. Simu-
lation results show the significant secrecy rate gain achieved
by our proposed design.

The rest of this paper is organized as follows:
Section 2 describes the proposed two-phase DBJ wireless-
powered relay network with SER, and the secrecy rate
maximization problem is formulated with the total power
constraint and the minimum information rate requirement
at the destination. To solve the non-convex optimization of
secrecy rate maximization, the iterative algorithm based on
the exact penalty method and DC programming is proposed
in Section 3. In Section 4, simulation results are presented
to verify the effectiveness of the proposed scheme and algo-
rithm. Finally, Section 5 concludes the key idea of the paper.

Il. SYSTEM MODEL AND PROBLEM FORMULATION

A. THE PROPOSED TWO-PHASE DBJ
WIRELESS-POWERED RELAY NETWORK

As shown in Figure. 1 and Figure. 2, we propose a two-
phase DBJ protocol for the SER untrusted relay network, in
which a source S transmits confidential signals to a legal
receiver D with the help of a untrusted wireless-powered
relay R. Although the relay assists the information transmis-
sion, the source and the destination still keep the information
secret from the relay [15]. The relay node is operated in
amplify-and-forward (AF) protocol for information relaying,
i.e., the relay node does not need to decode the source signal
and just amplifies and forwards the received signal using
the harvested energy. We assume that there is no direct link
between the source and the destination node due to severe
path loss and shadow fading. All channels are quasi-static
flat Rayleigh fading and statistically independent from each
other. The whole transmission process T is divided into two
equal phases. In the first phase duration 7 /2, the single
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FIGURE 1. The system model of full-duplex wireless-powered relay
networks.
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FIGURE 2. The transmission process of the proposed full-duplex
wireless-powered relay networks.
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FIGURE 3. The architecture of wireless-powered relay node.

antenna source and the single antenna destination simulta-
neously transmit the confidential signal and the jamming
signal to the relay node. In the remaining duration 7' /2,
the relay is operated in FD mode to achieve simultaneous
energy transmission from source to relay and the ampli-
fied information transmission from the relay to destination,
in which the LI generated by the FD relay node can also be
harvested as energy for information transmission. Therefore,
the relay does not require additional energy supply. As shown
in Figure. 3, the antenna 1 of the relay node is used for
information and jamming reception in the first phase and EH
in the second phase, while antenna 2 is used for the relaying
of the amplified signal in the second phase.

In the first phase, R receives the confidential signal trans-
mitted from S and the jamming signal transmitted from D
simultaneously. The received signal at R during the first phase
can be presented as

vk = /Pshsgx 4+ v/Pphprj + ng, (1

where Pg and Pp denote the transmission power of S and D,
respectively. x and j are the information-bearing symbol and
jamming-bearing symbol with unit power. The channel gains
from § to R and from D to R are hsg and hpg, whose
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distributions follow CN (0, o'2). The additive white Gaussian
noise (AWGN) at the relay R is represented as ng with
zero mean and variance Ny. In the high SNR, the signal-
to-interference-plus-noise ratio (SINR) at R can be approx-
imated as

__ Pslhsgl> _ Pslhsel?
“ " Pplhprl? +No  Pplhpl?’
In the second phase, the relay node is operated in FD mode
to harvest energy from S and transfer the amplified infor-
mation to D. Particularly, the relay node not only harvests
the dedicated energy sent from S, but also recycles a part of

its own transmitted energy via a loopback channel expressed
as f. The received signals at R can be expressed as

v: = /Pshspxp + /PrfGyg + ng, (3)

where xg denotes the energy-bearing signal sent by S during
the second phase; Pg is the transmission power of R. Since R
adopts AF protocol, G is the normalization coefficient, which
can be expressed as

(@)

1
a \/PS |hsg|> + Pp lhprl* + No

Based on linear EH model, the total harvested energy at the
relay node can be given by

“

T 2 2 2 12
ER—E’? Pg |hsg|” + PRIfI G°E | |yg

r 2 2
~ =1 (Ps lhsl® + PR 7). )

where n € (0, 1) denotes the energy conversion efficiency.
Here, the power of noise can be ignored, since it is much
smaller than the energy signal. In addition, we assume that the
total harvested energy is used to forward the scaled version of
the overlapped signal. Therefore, the expression of Pg can be
expressed as

_ nPs lhsel®
L—nlf?
Following the equations (1), the received signal at the desti-
nation can be written as

yp = /PrGhrpyk + np
= \/ITRGhRD\/EhSRx + \/}TRGhRDnR

++/ PrGhrp+/Pphpgj + np, @)

where hgp denote the channel gain from R to D and np is the
AWGN at destination with power Ny. Note that, due to the
assumption of channel reciprocity, we can obtain that hgp =
hpgr [18]. In equation (7), j is the jamming signal transmitted
by D itself in the first phase, in which the self-interference
term «/PrGhrp~/Pphprj can be exactly eliminated when D
has perfect channel state information.

For more practical scenarios where the channel state infor-
mation cannot perfectly be known at D. Only some statistical
information about channel estimation error is available to D,

(6)
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which means that SIC only eliminates the statistical part
of «/PrRGhrp~/Pphpgj at the destination node [32]. Since
we only perform SIC operations at the destination node,
the channel estimation error of igg can be ignored. Therefore,
the imperfect channel state information can be modelled as

AN
two parts, i.e., a known part 4 and an additive probabilistic
term h,, which can be expressed as

A
hpr = h+he, (8)

AN
where h denotes the estimated channel gain between D
and R, and %, denotes the channel error of #pg. In addition,

N
the expectation of hpg and h, are E [hpr] = hand E [h.] = O,
respectively. Substituting the imperfect channel model (8)
into the equation (7), we have

yp = /PrGhrp+/Pshsgx + v/PrGhrpng

2
+/PrG/Pp (2 +he> j+np. (9

After the non-perfect self-interference cancellation, the
remaining received signal at D can be given by

v = v/PrGhrpy/Pshsgx + /PrGhrpng

N
++/PrGy/Pp <2hhg + hZ)j +np.  (10)
The equation (10) can be re-represented as

yp = v/PrGhrpy/Pshsgx + /PrGhrpng
+/PrGy/Pp (ZhehDR - hg)j tap. (1)

Substituting the equations (4) and (6) into (11), the SINR at
D can be formulated as
Jp— Ps |hsk|* Pg |hep?
(PrPp |2k — 12 + Pr lhep | No+No/G?
N nP§ |hsrl* Ihrp|® /No

(PsPpl/No+(®+n|hgpl?) Ps |hsg|>+®Pp [hpgl*)
(12)

2
where I = 1 |hsgl? [2hehpr — h2|” and @ = 1 — n|f|*
Furthermore, the instantaneous information rates at R and D

can be expressed as

1 1 Ps |hsg|?
Rr = —1lo 1+ =—1lo 1+—], 13
R = log (1+yp) = 5 g2< TS (13)

1
Rp = Elogz(l + vp)

AP /N
= —log, {1+ 3 .
2 (PsPpl/N;+BPs/No+CPp/No)
(14)

where A = n|hsgl* |hgp|®, B = (® + nlhgp|?) |hsg|* and
C =@ |hpgl*.
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B. SECRECY RATE MAXIMIZATION PROBLEM

For the untrusted relay networks, the achieved secrecy rate
is defined as the difference between the information rate
achieved by D and R. Thus, the instantaneous secrecy rate of
the considered network can be given by

Rsee = [Rp — RR]+

1 +
3 [logy (1+yp) —logy (1 +yr)]" . (15)

where [x]T = max (0, x). Therefore, it must satisfy the
condition of yp > yp to guarantee the positive secrecy
rate. The factor 1/2 in (15) is because the whole information
transmission from S to D is divided into two phases. With
the consideration of the total power constraint and the QoS
requirement at the destination, the secrecy rate maximization
problem with respect to Ps and Pp can be formulated as

max Rgec (Ps, Pp)
Ps.Pp

s.t. Rp (Ps, Pp) > Ry,
P+ Pp < Pr
Ps >0, Pp=>0, (16)

where Ry, is the minimum information rate requirement at D
and Pr is the total power constraint.

Ill. POWER ALLOCATION ALGORITHM FOR SECRECY

RATE MAXIMIZATION PROBLEM
As shown in (16), the optimization problem with respect

to Ps and Pp is non-convex because of the non-convex
objective function R (Ps, Pp) and non-convex constraint
Rp (Ps, Pp) > Ryy. To solve the non-convexity, we proposed
an iterative algorithm based on the exact penalty method and
DC programming. The exact penalty can be used to integrate
non-convex constraints into the objective function. By using
DC programming, the non-convex objective function can
be converted to the approximate convex problem. Finally,
the convex programming can be used to obtain the sub-
optimal transmission power of source and destination.

A. EXACT PENALTY METHOD FOR
NON-CONVEX CONSTRAINT
The tricky problem of the optimization is that both the
objective function and constraint are non-convex. To further
address the problem, we merge the minimum information
rate requirement into the objective function by the exact
penalty method. The initial feasible domain in (16) can be
expressed as

Q- { (Ps, Pp) : Rp (Ps, Pp) = R, } a7

Ps+Pp <Pr,Ps>0,Pp>0]|"

From [31], we utilize the exact penalty method to convert the
non-convex constraint Rp (Ps, Pp) > Ry, into the objective
function by the penalty factor, which can be expressed as

min _{H (Ps, Pp)2 ~Ruc (Ps, Po)+0uR* (Ps, Pn) |
Ps,PpeQ
(18)
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where Q@ = {(Ps,Pp):Ps+ Pp <Pr,Ps>0,Pp >0}
is the changed feasible domain; oy, is the suitable penalty
factor. The key idea of the exact penalty method is as fol-
lows. When the solutions Pg and Pp go out of the feasible
domain, a penalty term is imposed forcing the iteration point
to approach the feasible domain step by step. The difficulty is
to choose a suitable oy, while a too large o, may lead to more
difficult to solve the penalty function. Thus, we first choose
a small initial value op, and then the penalty can be scaled
by a factor ¢ > 1. Furthermore, the penalty function can be
constructed as

R* (Ps, Pp) = max {—Rp (Ps, Pp) + R, 0} . (19)

By decomposing the equation (15), we rewrite the penalty
function as

R (Ps, Pp) = max {—f (Ps, Pp) + Rin, —g (Ps, Pp)}
+g(Ps,Pp), (20

where

1 APZ/N? + PsPpl/N?
Ps,Pp) = =1 s/70 0 21
/(P Po) =5 0g2(+BPS/N0+CPD/N0 @b

and

1 PsPpl/N? + BPg /N,
g(Ps,PD)=§log2< sPpl/Ng s/No') | (22)

+CPp/No

Then the auxiliary variable + € R is introduced to further
process the optimization problem. The optimization problem
can be reformulated as
min {—Rgec (Ps, Pp) + 0y (t + g (Ps, Pp))}
Pgs,Pp,t
st. — f(Ps,Pp)+ Ry, <t

— gWPs,Pp) <t
Ps, PpeQ. (23)

It is easy to prove that the first-order and second-
order sequential principal minors of H[—f (Ps, Pp)] and
H[—g (Ps, Pp)] are positive, where H [e] denotes the Hes-
sian Matrix. In addition, it can be proved that the changed
feasible domain is a convex set, which can be written as

~ (PS’PD’t)_f(P57PD)+Rl‘h§ta
Q'={ —g(Ps,Pp) <t, (24)
Ps+Pp < Pr,Ps>0,Pp > 0.

Proposition 1: The sequence of R' (Ps,Pp) with the
updated penalty factor oy, is decreasing.

Proof: For simplicity, let (Ps, Pp)°" denotes the optimal
solutions with the obtained o;,. According to the expression
(18) with the given o,41 and o, we conclude
—Ryec (Ps, Pp)™ + GmR+ (Ps, Pp)7"

< —Riec (Ps, Pp)™*' + 0wR" (Ps, Pp)™*' . (25)

Furthermore, we also have that

—Rgec (PSa PD)Jerl + Um+lR+ (PS» PD)Gm+1
< —Ryec (Ps, Pp)™ + Um+1R+ (Ps, Pp)°™" (26)
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Algorithm 1 Exact Penalty Algorithm
Input and Initialization: Given an initial value oy, con-
vergence tolerance & and set m = 0;
Output: P, Pj);
1: Repeat
2: For the given o, obtain the solutions (Pg, Pp)°™ of (23)
by DC programming;
3: Calculate 0,,R™ (Ps, Pp)°™ and update 0,11 = cop;
dm=m+1;
5: Until 0,,— | RT (Ps, Pp)°"-! < &;
6: Return P§ = PJ" and P}, = P}

Adding (24) to (25), we can obtain
RT (Ps, Pp)™' < R* (Pg, Pp)™" . (27)

Therefore, Proposition 1 can be proved. U

By the above exact penalty method, the original optimiza-
tion problem (16) is converted into (23) with the updated o,.
The exact penalty algorithm is shown in Algorithm 1, where
m and £ denote the index number and convergence toler-
ance, respectively. Although the feasible domain (24) is a
convex set, the objection function in (23) is still non-convex.
Therefore, we utilize DC programming to obtain the sub-
optimal transmission power of source and destination, which
is present in the next sub-section.

B. DC PROGRAMMING FOR SUB-OPTIMAL
TRANSMISSION POWER WITH THE FIXED om
With the given oy, the optimization (23) is still a non-convex
function. Therefore, we use DC programming to convert the
non-convex problem into an approximate convex function.
Then the traditional convex programming can be used to
obtain the transmission power of source and destination.
The standard DC optimization problem can be modeled as

min {F (x) = Fi (x) = F2 (1)}, (28)

where X is the convex feasible domain; F'; (x) and F; (x) are
two convex components. From [36], the optimization can be
solved iteratively by solving a sequential convex problem

min {F1 () —F2 (x (m)—(VF2 (x (m) ,x —x (n))}, (29)

where x (n) is the optimal solution at n — 1th iteration;
VF; (x (n)) is the gradient of F» (x) at x (n).

By decomposing the expression (13), the instantaneous
information rate at R can be re-expressed as

1 Ps |hsgl?
Re = > 1o, [1+ s | SRI2
2 Pp |hpg|

= u (Ps, Pp) — v (Ps, Pp), (30)

where

1 2 2
 (Ps. Pp) = > log, (Ps hsel” + P lhorl?) (D)

VOLUME 7, 2019



S. Xu et al.: Secrecy Transmission for SER Untrusted Relay Networks With Imperfect Channel State Information

IEEE Access

and

1
v (Ps. Pp) = 5 log (PD |hDR|2) . (32)

To utilize the DC programming and solve the non-convex
objective function in (23), the objective function in (23) can
be rewritten as

min _ {G (Ps, Pp,t)=Gi (Ps, Pp,t)—G2 (Ps, Pp)},
P, Pp,1e9
(33)

where
Gi (Ps, Pp,t)=—f (Ps, Pp) —v(Ps, Pp) + ot (34)
and
G2 (Ps, Pp)=—(om + 1) g (Ps, Pp) —u(Ps, Pp). (35)

It is obvious that both —u (Ps, Pp) and —v (Ps, Pp) are con-
vex functions. Moreover, —f (Ps, Pp) and — (o, + 1) g(Ps,
Pp) are convex functions. o, is an affine function. Based
on [37], the sum of the two convex functions is still a convex
function. Therefore, the expressions of (34) and (35) are two
convex functions.

Since the equations (34) and (35) are two convex functions,
the objective function of (23) has been transferred to the
subtraction form of two convex functions, which corresponds
to the standard form of DC programming. Based on DC
programming, the objective function in (23) can be solved
iteratively by solving convex function

o~ (Ps, Pp)
=Gy (Ps (k). Pp (k) .1)— Gy (Ps (k—1) . Pp (k—1))
090G, (Ps, Pp (k—1
_ 96 s Po(k=1) (Ps (k)—Ps (k—1))

Ps Ps (k1)
Y@ =D, Po) (Pp (k)—Pp (k—1))
dPp Pp(k—1) ’

(36)

where k is the iteration number. With the given o, the partial
derivative about Pg (k) can be calculated as
G2 (Ps, Pp)
oPg
3 (om + 1) (PpI/NE + B/No)
"~ 2In(2) (PsPpl/NZ + BPs/No + CPp/No)
B |hs|*
21n(2) (Ps |hsg|* + Pp [hpr|*)’
Likewise, the partial derivative about Pp (k) can be calcu-

lated as
0G> (Ps, Pp)

aPp

(37

B (om + 1) (PsI/NZ + C/No)
"~ 2In(2) (PsPpl/NZ + BPs/No + CPp/No)
B |hpr!?
21n(2) (Ps skl + Pp |hprl*)

(38)
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Moreover, the optimal solutions at k + 1th iteration can be
updated by
A
(Ps (k+1),Pp(k+1)= min Q" (Ps(k),Pp (k).
Pg,Pp,teQ!
(39

Proposition 2: For a given penalty factor o,,, the sequence
of F (Ps, Pp) with the updated optimal solutions Pg (k) and
Pp (k) are decreasing.

Proof: Since F, (Ps (k), Pp (k)) is a convex function,
we can obtain that

Gy (Ps (k+1),Pp(k+ 1))
> Gy (Ps (k) , Pp (k))
n G2 (Ps, Pp (k))
dPg
n 0G2 (Ps (k) , Pp)
oPp

(Ps (k + 1)—Ps (k))

Pg=Ps (k)

(Pp (k + 1)—Pp (k)) .
Pp=Pp(k)

(40)

At the k + 1th iterations, Ps (k 4+ 1) and Pp (k + 1) denote
the optimal solutions of (36) while Pg (k) and Pp (k) are only
the feasible solutions. Thus, we have

Gi (Ps(k+1),Pp(k+1),t) — G2 (Ps (k), Pp (k))
0G, (Pg, Pp (k
9G, (Ps, Pp (k) (Ps (k + 1) — Ps (k)

dPs Ps(k)
_ 3G (Ps (k), Pp) Pp (k + 1) — Pp (k)
dPp Pp(k)
< G(Ps (k), Pp (k)) (41)

Adding the inequalities (40) to (41), we can obtain that
GPs(k+1),Pp(k+1) <G(Ps(k),Pp(k)). (42)

The above formulation implies that the sequence of
G (Ps (k) , Pp (k)) is monotonic decreasing. O

The transmission power of source and destination can be
obtained by Algorithm 2, where k and @ denote the index
number and convergence tolerance, respectively.

IV. SIMULATION RESULTS
In this section, the simulation results are presented to evalu-
ate the secrecy rate performance of the proposed wireless-
powered network with imperfect channel state information
and the proposed algorithm. For simplicity, we assume the
source, the destination and the untrusted relay are placed on
a horizontal line, where dsg and dgp denote the distances
of source-relay and relay-destination. The distance between
the source and the destination is fixed at 80m. Furthermore,
the mean channel power gains Agg and Agp of the exponen-
tial random variables |hsg|> and |hpg|? are d;Rp and dlgg ,
respectively, where p denotes the path-loss exponent [25].
The specific simulation parameters are shown in Table 1.
The convergence of the secrecy rate with different min-
imum information rate requirements Ry at the destination
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Algorithm 2 DC Programming With the Given oy,
Input and Initialization: Given the initial value Pg (0) and
Pp (0), convergence tolerance & and set k = 0;
Output: P§ and Pj);
1: Calculate F (Ps (k) , Pp (k));
2: Repeat
3: Solve (36) to update Ps (k + 1) and Pp (k + 1) by con-
vex programming;
4: Calculate F (Ps (k) , Pp (k));
5:k=k+1;
6: Until
w;

7: Return P: = Pg (k) and P¥, = Pp (k).

TABLE 1. Simulation parameters.

Parameter Value
Path loss exponent p 3
The distance between source and
destination d g, 80m
Noise power density N, -100dBm
Energy conversion efficiencyn 0.5
Channel estimation error Gf 0.01
Strength of LI|f|2 0.8
Total transmission power 30dBm

of the proposed power allocation algorithm can be observed
in Figure 4. The distance between the source and the relay is
fixed at 40m. As illustrated in Figure 4, the minimum infor-
mation rate threshold has an impact on the achievable secrecy
rate and the proposed algorithm converges within 14 itera-
tions, which shows the proposed iterative algorithm has lower
computational complexity. The achievable secrecy rate of
the proposed algorithm has the same values when Ry =
2bps/Hz and R;, = 3bps/Hz, while the achievable secrecy
rate with Ry, = 5.5bps/Hz reducing to 4.39bps/Hz. How-
ever, the achievable secrecy rate is always equal to O when
R, = 6bps/Hz. The reason is that the information rate at the
destination is always less than the threshold.

For investigating the effect on the security performance
caused by different system parameters and the convergence
behavior, the achievable secrecy rate of the proposed algo-
rithm can be observed in Figure 5, Figure 6 and Figure 7 by
contrast with exhaustive search. From Figure 5, Figure 6 and
Figure 7, the exhaustive search method can always achieve a
higher secrecy rate value compared with the proposed algo-
rithm. However, there is a very small performance loss of the
proposed algorithm. Besides, the proposed iterative algorithm
only requires 14 iterations in Figure 4, which proves the effec-
tiveness of the proposed algorithm with lower computational
complexity.

Figure 5 shows the achievable secrecy rate of the pro-
posed algorithm and the exhaustive search when the distance
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FIGURE 4. The achievable secrecy rate evolution of the proposed
algorithm versus the total iterations with different minimum information
rate requirements.
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FIGURE 5. Achievable secrecy rate of two algorithms versus the distance
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—<}— The proposed algorithm fr§=0
4.8

Exhaustive search ag =0

—O— The proposed algorithm u§=0,03

Exhaustive search uz =0.03

4 > 4
The proposed algorithm ¢2=0.05 ,/;\]/1’5
e =
—B— Exhaustive search ¢2=0.05 41

4.6

»
IS

Achievable secrecy rate
IS
S N

3.8

I
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

The strength of LI

FIGURE 6. Achievable secrecy rate versus the strength of LI between

source and relay with different imperfect channel errors ¢2.

between the source and relay varies from 30m to 60m,
in which the different path-loss exponents are p = 2.8,
p = 3 and p = 3.5. The information rate threshold is
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FIGURE 7. Achievable secrecy rate versus the strength of LI between

source and relay with different imperfect channel errors ¢2.

set R;;, = 3bps/Hz, and the other parameters are the same
as Table 1. The six curves in Figure 5 have the same trend.
Meanwhile, it can be observed that the secrecy rate increases
when the distance between the source and the relay increases.
The reason is that the jamming signal has more of an effect
on decreasing yg when the relay is close to the destina-
tion. However, we can see that, the achievable secrecy rate
decreases as pass-loss exponent increases.

In Figure 6, the achievable secrecy rate of the proposed
algorithm and the exhaustive search with different imperfect
channel estimation errors Uez =0, aez = 0.03 and Uez = 0.05.
Particularly, it means that perfect self-interference cancella-
tion at the destination when o> = 0. The achievable secrecy
rate increases with the strength of LI varying from 0.1 to 1.
When the strength of LI approaches 1, it means that almost
all the energy transmitted by the relay can be recycled, and
large performance improvement can be achieved. As shown
in Figure 6, the proposed algorithm and the exhaustive search
method have the best output performance when 062 = 0.
That is because the influence of the jamming signal on the
destination node is completely eliminated. With the increas-
ing of imperfect channel estimation error, the secrecy rate
is decreasing. For example, the achievable secrecy rate of
the proposed algorithm can achieve about 3.789bps/Hz when
02 =0.05and [f|> = 0.5.

When the energy conversion efficiency varying from 0.1 to
0.9, Figure 7 displays the achievable secrecy rate of the
proposed algorithm and the exhaustive search with differ-
ent imperfect channel estimation error. It can be seen as
we found earlier, the security performance of the proposed
algorithm remains very close to that of exhaustive search in
all cases. In addition, the imperfect channel estimation error
has a negative impact on security performance. One may note
that the output performance monotonously increases with the
energy conversion efficiency increases. The reason is that
more energy can be harvested by the relay node for infor-
mation transmission. For example, the security performance
can achieve 4.333bps/Hz when aez =0.03 and |f]*> = 0.6.
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FIGURE 8. The proposed secrecy rate maximization scheme versus
half-duplex DBJ schemes with different time switching factor « power
splitting factor g.

For examining the advantage of the proposed system and
the proposed algorithm, we compare with the half-duplex
(HD) DBIJ schemes in [25] over different locations of the
relay node. In [25], the relay node can harvest energy from
the source by two methods named as time switching (TS) and
power splitting (PS). Since the PS factor and the TS factor are
not optimized, we choose the TS factor and PS factor to be
0.4 and 0.2 with the total power constraint. From Figure 8§,
it is obvious that the proposed scheme has the best output
security performance, which shows that the proposed scheme
can achieve simultaneous wireless information and energy
transfer in the same phase. In addition, the four curves have
some intersections, which indicate that the HD TS scheme
and HD PS scheme have their own advantages region.

With the different total power constraints, we compare
the achievable secrecy rate of the proposed algorithm with
equal power allocation scheme, secrecy rate maximization
scheme in [34] and the no cooperative jamming (CJ) scheme
in [8], which is shown in Figure 9. The equal power alloca-
tion scheme divides the total power P7 into two equal parts
Ps = Pr/2 and Pp = Pr /2. The secrecy rate maximization
scheme in [34] divides the power of the source and the
destination into energy stream and information stream with
different factors 6 and ¢. Besides, the relay harvests energy
by TS protocol and the TS factor is fixed as « = 1/3. The
sub-optimal power splitting factor can be obtained by the
alternative search method. The no CJ SER scheme in [8] is
the original system model of SER. The relay can harvest more
energy from LI and the source, but the relay node is consid-
ered as untrusted and the full power is allocated to the source.
From Figure 9, the comparison of the proposed scheme and
the equal power allocation scheme prove the improvement of
the secrecy rate of the proposed power allocation scheme.
Moreover, the proposed scheme is better than the schemes
in [34] with different TS factor « = 1/2, « = 1/3 and
o = 1/5. However, the achievable secrecy rate of the no
CJ SER scheme is equal to Obps/Hz. The reason is that the
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FIGURE 9. The proposed secrecy rate maximization scheme versus other
algorithms.

SNR of the relay node is always bigger than the SNR of the
destination.

V. CONCLUSION

In this paper, a two-phase DBJ relay protocol for a SER
untrusted relay network is proposed to guarantee secure
information and energy transmission. With the considera-
tion of the total power constraint and the QoS requirement,
the maximization secrecy rate optimization is formulated
with the imperfect channel estimation error at the destination.
To solve the non-convex constraint and objective function,
we proposed an iterative power allocation algorithm based
on the exact penalty method and DC programming. The exact
penalty can handle the non-convex constraint and the DC pro-
gramming can convert the non-convex objective function into
approximate convex optimization. Finally, the sub-optimal
transmission power can be obtained by convex programming.
Simulation results show that the proposed scheme and algo-
rithm significantly improve the secrecy rate in comparison to
the traditional schemes. In the future network, we will extend
the relay node to the multi-antenna structure and study the
scenarios where both external eavesdroppers and untrusted
relay exist.
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