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ABSTRACT Themedicalmultimedia information system (MMIS), which integrates all availablemultimedia
sources (such as videos of endoscopes, CT scans) to support diagnosis, inspection, surgery, and reporting, has
greatly facilitated users (including patients and healthcare providers). What’s more, MMIS enables patients
to obtain diagnostic information at home and eliminates geographical restrictions between patients and
hospitals. However, a large amount of sensitive medical multimedia information in MMIS, such as surgical
video, may be leaked during the transmission on the public channel. Therefore, authentication and key
agreement (AKA) protocols are urgently needed to provide protection forMMIS. Specifically, authentication
can prevent illegal users from accessing the MMIS, while key agreement can derive session keys to protect
the sensitive data in transit from eavesdropping and interception. Recently, Zhang et al. presented a dynamic
three-factor AKA scheme for privacy protection in the healthcare system which provides user untraceability
by dynamic identity. However, we find that Zhang et al.’s scheme cannot withstand offline password guessing
attacks and denial of service attacks. Besides, their scheme does not provide password and biometric change
phase. To address these shortcomings, an enhanced scheme using Rabin cryptosystem and fuzzy verifier is
proposed for MMIS. The analysis of both security and performance demonstrates that the enhanced AKA
scheme is better than previous schemes proposed for MMIS.

INDEX TERMS Authentication, multimedia, healthcare, privacy protection, Rabin cryptosystem, dynamic
verification.

I. INTRODUCTION
The adoption of information and communication tech-
nologies has brought tremendous reforms in the medi-
cal service industry, and medical multimedia information
system (MMIS) comes into being. MMIS can eliminate the
geographical distance between patients and hospitals, since
patients can remotely access to medical resources, such as,
electrocardiogram, disease diagnosis, video of inspection,
etc. and even get medical service outside the hospital [1].
Specifically, after the examination, the patient does not need
to wait for the result in the hospital for a long time, nor
does he/she need to commute between hospitals and homes
to obtain the diagnosis result. Moreover, MMIS can greatly
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save the time of both patients and healthcare providers, so that
patients can get timely medical treatments before their condi-
tion worsens. Hence, MMIS can reduce the patient’s time and
transportation costs and significantly improve the healthcare
provider efficiency and patient satisfaction.

In MMIS, as shown in Figure 1, a patient first registers
his/her basic information on a mobile phone [2], [3] or per-
sonal computer with the medical multimedia server (MMS).
After the patient has finished the examination and diagno-
sis in the hospital, various medical multimedia information
will be uploaded to MMS by healthcare providers. Later,
the patient will be able to obtain results fromMMS at home or
workplace remotely. In this process, the MMIS will process
a large amount of sensitive data (such as medical multimedia
information and personal information). In addition, these sen-
sitive informationmust be transmitted via the Internet [4]–[6].
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FIGURE 1. The system model of MMIS.

However, the Internet is vulnerable to attacks owing to
its open nature [7]–[9], which leads to the MMIS running
over the Internet becoming insecure. As a result, the sensitive
medical multimedia information in MMIS may be acquired
by an adversary [10]. Specifically, the adversary can intercept
the medical multimedia information transmitted by patients
through the open channel, then he/she performs data analysis
or data mining, and obtains relevant sensitive information,
such as the genetic history of the family disease. The dis-
closure of these private data will cause great trouble to the
patients’ daily life [11], [12]. Moreover, the adversary may
interact with the healthcare provider by impersonating as
a legitimate user to obtain private information, and make
profit from it, or he/she can counterfeit a legitimate healthcare
provider based on the information obtained, and defraud the
patient. The adversary may also launch a tampering attack
on the MMIS. He/she may alter symptoms submitted by a
patient to the doctor, causing the doctor to obtain wrong
patient information and thus make a wrong diagnosis; or
he/she counterfeits the doctor’s prescription for the patient.
In either case, the patient’s condition will not be diagnosed
or treated correctly, and it will affect the recovery of the
patient’s physical condition and even endanger the patient’s
life.

Therefore, the provision of a protection scheme to ensure
secure data transmission is crucial in MMIS [13]. Specifi-
cally, the first step is to prevent illegal users from logging
into the system, accessing sensitive data or sending illegal
messages. Secondly, it is essential to protect the transmit-
ted information among parties and prevent the adversary
from learning the content of the medical multimedia infor-
mation. The first one can be solved by the authentication
mechanism, which plays an important role in enforcing
only authorized visitors to obtain access permission to the
server [14], [15], [17]. There are several ways to achieve
authentication: one-time password, public key encryption,
and digital signatures [16]. The security of the transmitted
data can be guaranteed by data encryption using the key
negotiated from key agreement, thus realizing data confiden-
tiality and integrity [17], [18]. Therefore, the proposal of an
authentication and key agreement (AKA) for the MMIS is a

necessity to provide security protection for sensitive medical
multimedia information. However, the past works [19]–[29]
have shown that designing a secure AKA protocol for MMIS
is not trivial.

A. RELATED WORKS
Initially, the single-factor authentication protocol based on
the password has been widely adopted to authenticate users.
In this case, users enter their usernames and the correspond-
ing passwords to prove their own identities to the system.
After successful verification, they can access the data and
enjoy the services provided by the system. However, user
often prefers low-entropy password which is picked from a
dictionary, which may be too weak to resist the exhaustive
enumeration of the adversary. As a result, this type of proto-
cols is subject to offline password guessing attacks. As for
long and high-entropy passwords which may be selected
randomly, their user friendliness is low in practice since users
can only accurately remember and reliably enter relatively
short password [34].

According to the above analysis, password-based schemes
do not meet the security and user friendliness requirements at
the same time. To overcome these issues, a mass of two-factor
schemes which introduce the something the user owns (like
smart card and security token) as the second factor have been
proposed later [30]. Shiuh-Jeng and Jin-Fu [19] proposed a
password authentication scheme using smart card in 1996.
Then Li et al. [20] also gave a two-factor scheme for elec-
tronic healthcare (e-healthcare) which we mainly concern.
Nevertheless, the smart card may be lost and stolen, and the
secret data in it will be extracted by an adversary through
side-channel attacks as long as he/she holds the smart card
for enough time. The adversary can break the two-factor
schemes based on the password and smart card with obtained
information from the smart card. Thus, two-factor schemes
need further enhancement.

To this end, three-factor authentication (3FA) schemes are
put forward which combine what the user knows (password),
what the user owns (the smart card, the security token) and
what the users is (biometrics like iris, fingerprint and face)
to provide satisfactory security attributes [31], [32]. To log
in to a system, a user inserts the smart card into a terminal
device and inputs his/her identity and password, then imprints
biological data. Only all these three factors are valid can the
user be validated as a legal one. In short, the 3FA scheme
provides stronger security strength than previous two types
of schemes.

In 2013, Das and Goswami put forward a 3FA scheme
for healthcare [21] which is stated to be able to withstand
many kinds of attacks. However, Amin et al. [22] indicated
that Das et al.’s scheme is susceptible to offline password
guessing attacks, smart card stolen attacks, server/user imper-
sonation attacks, and doesn’t provide session key privacy and
user anonymity. To address flaws in [21], they introduced an
anonymity preserving 3FA scheme. Though this scheme [22]
is designed elaborately, Li et al. [24] pointed out Amin et al.’s
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scheme lacks the step of verifying passwords of users, which
may cause denial of service (DoS) attacks when the user
changes his/her password incautiously.

Since there are a large amount of data generated in
e-healthcare, clouds are introduced to deal with the high
volume of data. Accordingly, in 2016, Jiang et al. [23] came
up with a privacy preserving 3FA scheme for electronic
health (e-health) clouds, and the concept of fuzzy extrac-
tor is adopted to preserve the biometrics privacy. In 2015
Mir and Nikooghadam [25] proposed a 3FA protocol for
Telecare Medicine Information System (TMIS) which uses
lightweight operations and is claimed to be secure. However,
in 2018, Chaudhry et al. [26] pointed Mir et al.’s scheme can-
not resist smart card stolen attacks and anonymity violation
attacks, and came up with an enhanced one. Ruhul et al. [27]
presented a mutual authentication protocol in a single server
scenario, and proved their scheme is immune to active and
passive attacks. But later, Irshad et al. [28] revealed [27]
has several security weaknesses which cannot counteract user
phishing attacks and server masquerade attacks.

Most recently, Zhang et al. [29] presented a 3FA scheme
for protecting the privacy of e-health system. They use the
dynamic identity (ID) to achieve user untraceability and adopt
3FA to against adversaries. Nonetheless, after careful analy-
sis, we found their scheme has several weaknesses.

B. OUR CONTRIBUTIONS
The above analyses indicate that designing a 3FA solution
for MMIS that can withstand various known attacks while
satisfying desired security attributes remains a huge chal-
lenge. In this paper, we present an enhanced 3FA scheme
for MMIS. The following contributions are made in this
paper.
• First, we review the 3FA scheme of Zhang et al. [29] and
demonstrate its security flaws. To be specific, we find
that the user’s password can be guessed by an adver-
sary via offline exhaustive enumeration if the adversary
gets the sensitive information in the smart card and
eavesdrops all messages transmitted in public channel.
Additionally, the protocol suffers from DoS attacks if
an adversary logs in to the device with a victim’s infor-
mation intercepted from the public channel. Besides,
no local validation is provided in their scheme, so the
scheme does not achieve efficiency and user friendli-
ness.

• Second, we come up with an efficient and secure scheme
which contains five phases for MMIS. The improved
dynamic verification table and fuzzy verifier are adopted
in the proposed scheme to prevent illegal access to
the MMIS. The enhanced scheme is based on Rabin
cryptosystemwhose computation cost of encryption and
decryption is asymmetric.

• Third, we present a formal verification by the automatic
tool ProVerif and show that the proposed protocol is
immune to multiple attacks including offline password
attacks and DoS attacks which exist in Zhang et al.’s

protocol. After that, we also analytically state that
the proposed protocol can fulfill the expected security
attributes. Additionally, efficiency analysis manifests
that our improved protocol is a practical and efficient
solution for MMIS.

The rest of this paper is organized as follows. Section II
gives the basics of Biohash and Rabin cryptosystem.
In Section III, we review Zhang et al.’s 3FA protocol [29]
and discuss the security of it in Section IV. Section V intro-
duces a novel 3FA protocol with dynamic verification for
MMIS. In Section VI, both formal and informal verification
are given. Section VII presents efficiency analysis of our
protocol. In Section VIII, we conclude the paper.

II. PRELIMINARY
A. BIOHASH
As mentioned earlier, the factors in the 3FA protocol refer
to passwords, smart cards, and biometrics. Biometric infor-
mation has many advantages such as: uniqueness, portability.
Besides, it is difficult to forge and guess correctly. So it can
be used in authentication protocols. Many methods have been
put forward constantly to protect the privacy of biometric
data [33]–[36].

The basic idea of biohash is to convert the original biomet-
rics into feature vectors, and then iterate the inner product
to transform the feature vectors into a set of pseudo-random
numbers stored in the user identity token. The result is
binarized by selecting a threshold to obtain a set of binary
sequences corresponding to a particular user. In the authen-
tication phase, the legitimacy of the user is confirmed by
comparing the binary sequences.

In this paper, biohash [36], [37] is adopted to protect the
biometric privacy. At registration stage, the biohash hBio(·)
takes a random secret key K and biometric template T
imprinted by user as parameters to generate specific pseudo
random coding hBio(K ⊕ T ) for this user. Later the random
result is transmitted to server rather than the single T to
prevent server from obtaining the exact value about user’s
biometric information.

By mixing random numbers and user’s biometric data (fea-
tures vectors), biohash protects the privacy of user’s biometric
data via a very simple way. Because the user’s biometric data
and identity token cannot be obtained, the adversary has no
way to get the specific user’s binary sequence, biohash can
be considered secure [36].

B. RABIN CRYPTOSYSTEM
The Rabin cryptosystem [38], [39] is based on the hard prob-
lem of large integer decomposition which is characterized
by the fact that the same ciphertext may correspond to two
or more plaintexts. It is mainly composed of key generation
algorithm, encryption and decryption algorithms.
Key Generation: We select two large distinct primes p, q

which satisfy p ≡ q ≡ 3 mod 4, and then compute n = p×q.
Then we keep n as the public key, and p, q as the private key.
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TABLE 1. Notations.

Encryption: The ciphertext c is produced by computing
c = m2 mod n where m is the plaintext.
Decryption: To decrypt the ciphertext c, we should solve

the equation x2 ≡ c mod n which is equivalent to{
x2 ≡ c mod p
x2 ≡ c mod q

If the equation x2 ≡ y mod n has a root x, then y is a
quadratic residue mod n. The quadratic residue problem can
be defined as: let QRn be the set of all quadratic residues
mod n, given y ∈ QRn, it is computationally infeasible to find
x without knowing p and q due to the hardness of factoring n
[40].

With the knowledge of the private key p, q, four possible
plaintexts {m1,m2,m3,m4} with the Chinese remainder the-
orem can be derived. In order to determine the correct plain-
text, additional information can be added to the plaintext,
such as the identity of sender or recipient, date, and time.

III. REVIEW OF ZHANG ET AL.’S PROTOCOL
Now, we simply review Zhang et al.’s 3FA scheme [29].
It contains three phases which are registration phase, login
phase and authentication phase. For ease of understand-
ing, notations we used in this paper is similar to those in
Zhang et al.’s protocol which are listed in Table 1.

A. REGISTRATION PHASE
A new user Ui needs to carry out the following steps to
register with the medical server S to be a legal user.
Step R1: Ui chooses his/her own identity IDi, pass-

word PWi and imprints biometric template Ti into the
terminal device, and then the terminal device computes
C1 = h(IDi||PWi||hBio(Ti)) and C2 = Ti ⊕ r1.

Finally, the device sends {C1,C2} to the medical multimedia
server S.
Step R2: S computes M = h(hBio(C2||s)) with its master

key s. Then, S selects a random integer r2 and computes
W = h(hBio(C2 ⊕ r2)), X = h(IDSC ||C1||M ) and Y =
M ⊕ C1. Next, S writes {IDSC , h(·), hBio(·),X ,Y } into a SC
and distributes it toUi. Finally, S stores the item {C2,W0,W }
into its database where W0 is NULL.
Step R3: Ui writes Z = r1 ⊕ hBio(Ti) into SC .

B. LOGIN PHASE
If Ui intends to get information or related service from S, Ui
needs to execute following operations.
Step L1: Ui should insert SC into the terminal device, and

inputs identity IDi, password PWi, and imprints the biometric
data Bi.
Step L2: SC computes C∗1 = h(IDi||PWi||hBio(Bi)), M∗ =

Y ⊕ C∗1 , r
∗

2 = X ⊕ h(IDSC ||C∗1 ||M
∗) and r∗1 = Z ⊕ hBio(Bi)

using the secrets kept in it.
Step L3: SC computes C3 = hBio(Bi ⊕ r∗1 ⊕ r∗2 ), C4 =

Bi⊕ r∗1 ⊕ h(M
∗
||r3), and C5 = r3⊕ hBio(Bi⊕ r∗1 ) then sends

{C3,C4,C5} to the MMIS server S.

C. AUTHENTICATION PHASE
After Ui implements the login phase, S receives the login
request and conducts following steps to authenticate the Ui
and negotiates a shared session key with Ui.
Step A1: S calculates W ∗ = h(C3) and seeks W ∗ in the

dynamic verification table to obtain the corresponding C2.
Step A2: S computes M ′ = h(hBio(C2)||s), r∗3 = C5 ⊕

hBio(C2), Bi ⊕ r∗1 = C4 ⊕ h(M ′||r∗3 ). Then it examines if
1(Bi⊕r∗1 ,C2) ≤ τ . If it holds, S computes C6 = r4⊕h(Bi⊕
r∗1 ), C7 = h((Bi ⊕ r∗1 )||r

∗

3 ||r4) and sends {C6,C7} to Ui, else,
S terminates the session immediately.
Step A3: Ui computes r∗4 = C6 ⊕ h(Bi ⊕ r∗1 ), and

checks if C7? = h(h(Bi ⊕ r∗1 )||r3||r
∗

4 ). If it holds, Ui com-
putes the shared session key SK = h(M ′||r∗3 ||r4), Xnew =
h(IDSC ||C∗1 ||M

∗)⊕ r∗4 and C8 = h(hBio(Bi⊕ r∗1 ⊕ r
∗

4 )⊕ r
∗

4 ).
Then, Ui sends {C8} to S.
Step A4: S checks if C8? = h(hBio(Bi⊕ r∗1 ⊕ r4)⊕ r4). If it

holds, S admits the common session key SK = h(M ′||r∗3 ||r4),
and calculates Wnew = h(hBio(C2 ⊕ r4)), C9 = h(SK ||r4).
Then, S replaces (W0,W ) with (W ,Wnew). Finally, S sends
{C9} to Ui.
Step A5: Ui checksC9? = h(SK ||r∗4 ). If it holds,Ui accepts

SK and replaces X with Xnew.

IV. WEAKNESSES OF THE PROTOCOL BY ZHANG ET AL.
This scheme is claimed to be not affected by man-
in-the-middle attacks, offline password guessing attacks,
de-synchronization attacks, and stolen verifier attacks, insider
attacks as well as guaranteeing known key security, perfect
forward secrecy, biometric protection and user anonymity
including the untraceability. However, we observe that their
scheme has some vulnerabilities.
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Before demonstrating the Zhang et al.’s protocol’s crypt-
analysis, we first show the adversarial model [40].

1) The adversary A has the capability to offline enumer-
ate the Cartesian product Did × Dpw where Did ,Dpw
represent the space of ID and PW respectively.

2) A can get one or two of three factors which are the sen-
sitive data in the smart card, the legal user’s password,
and the biometric data of the legal user. But not all of
them at the same time.

3) A can eavesdrop, block, intercept, modify, replay, and
falsify all messages on the public channel.

A. OFFLINE PASSWORD GUESSING ATTACKS
Normally, it is thoughtful to have consideration for that
the adversary A can obtain two of the three factors and
then attacks the scheme when analyzing the security of a
3FA protocol. So, treating user’s biometrics information as
a known value is more feasible, and the adversary has got
the victim’s SC somehow and retrieves the secret data in
card by side-channel attacks. Through the above hypothe-
ses, after careful analysis, we found that the adversary can
launch offline password guessing attacks through the follow-
ing steps:

First, A computes r ′1 = Z ⊕ hBio(B′i) = r1 ⊕ hBio(Ti) ⊕
hBio(B′i) with the obtained biometric data B′i.
Then, A computes r ′2 = X ⊕ h(IDSC ||C ′1||M

′) = X ⊕
h(IDSC ||h(ID′i||PW

′
i ||hBio(B

′
i))||(Y ⊕ C

′

1)).
Next, A computes C ′3 = hBio(B′i ⊕ r ′1 ⊕ r ′2) = hBio(B′i =
⊕(Z ⊕hBio(B′i))⊕ (X ⊕h(IDSC ||h(ID′i||PW

′
i ||hBio(B

′
i))||(Y ⊕

h(IDsc||h(ID′i||PW
′
i ||hBio(B

′
i))) where {IDSC ,X ,Y ,Z } are

retrieved from SC .
According to the above calculation, if B′i and Ti are close

enough, r ′1 = r1 = r∗1 . Then, r
′

2 = r2 = r∗2 . Thus, A
can guess ID′i, PW

′
i by comparing C ′3? = C3, where C3 is

intercepted from public channel.

B. DENIAL OF SERVICE ATTACKS
Zhang et al. proclaimed that their scheme can defend a
lot of attacks, but we have discovered that after the user’s
authentication phase is completed, if the adversary sends
the old message which intercepted during login phase of
victim’s, it will mislead the server to refuse service for the
legal user when this user logs in with updated informa-
tion. Since after this attempt of A, the server cannot find
the corresponding fresh item in its dynamic verification
table when the victim logs in next time. The details are as
follows:

After completing the hole login-authentication phase,
Xnew = h(IDSC ||C1||M )⊕ r4, the user replaces X with Xnew,
the server updates its dynamic verification table simultane-
ously as shown in Table 2.

When the user logs in again, r∗2 = X ⊕ h(IDSC ||C1||M ) =
r4, so C3 = hBio(Bi ⊕ r1 ⊕ r∗2 ) = hBio(Bi ⊕ r1 ⊕ r4), S can
find W ∗ = h(hBio(Bi ⊕ r1 ⊕ r4)) in column W of Table 2.
But when A uses the messages {C3,C4,C5} intercepted

TABLE 2. The server’s database after the authentication.

TABLE 3. The server’s database after the attack.

during the victim’s last login to impersonate the victim, where
C3 = hBio(Bi ⊕ r1 ⊕ r∗2 ) = hBio(Bi ⊕ r1 ⊕ r2), S can find
W ∗ = h(hBio(Bi⊕r1⊕r2)) in columnW0 of Table 2, and then
S setsW = W0 according to the update rules of Zhang et al.’s
protocol. The updated dynamic verification table is shown
in Table 3.

Thus, when the victim wants to login again, S cannot find
the entry according the receiving message C3 = hBio(Bi ⊕
r1⊕ r∗2 ) = hBio(Bi⊕ r1⊕ r4). So, S confirms this user illegal
and terminates this session. In a word, Zhang et al.’s scheme
cannot resist DoS attacks.

C. NO LOCAL VERIFICATION
In Zhang et al.’s protocol, since SC doesn’t verify the infor-
mation which user input, it’s not effcient or user friendliness.
Regardless of whether the password entered by the user is
correct, SC will send it to server without consideration to
let the server perform the calculation and then determination
about whether the password is legitimate or not is performed
by S. This will definitely cause useless calculation of S and
add the S’s burden.

V. THE PROPOSED AUTHENTICATION PROTOCOL
We enhance Zhang et al.’s protocol from the following
aspects:

(1) The public key primitive Rabin cryptosystem and the
fuzzy verifier are introduced to avoid offline password
guessing attacks;

(2) The dynamic verification table is improved and sim-
plified to avoid DoS attacks and de-synchronization
attacks;

(3) The password change phase and biometric change
phase are added to complete the protocol.

Therefore, the proposed protocol contains five phases: reg-
istration phase, login phase, authentication phase, password
change phase and biometric change phase.

A. REGISTRATION PHASE
Ui performs following steps with the medical server S to be
a legitimate member of MMIS, as shown in Figure 2.
Step R1: Ui chooses the identity IDi, password PWi, and

imprints his/her biometric data Ti into the terminal device
as a biometric template. Then the terminal device computes
C1 = h(IDi||PWi||hBio(Ti)),C2 = Ti⊕r1 with a high-entropy
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FIGURE 2. Registration phase of the proposed protocol.

random number r1. Finally, the device sends {C1,C2, IDi} to
S through the secure channel.
Step R2: After receiving the message from Ui, S selects

a high-entropy random number s as its master key, and pro-
duces two large primes p and q to compute n = pq. S
takes (p, q) as the private key and selects an integer l ∈
[24, 28] as the parameter of fuzzy verifier. Then, S computes
M = h(hBio(C2||s)), X = h(C1 mod l), Y = M ⊕ C1,
W = C2, and writes {IDSC , h(·), hBio(·),X ,Y , l, n} into SC
and delivers it to Ui. Finally, S stores {IDi,W0,W } into the
dynamic verification table where W0 = NULL.
Step R3: Ui writes Z = r1⊕hBio(Ti) into SC after receiving

SC .

B. LOGIN PHASE
If the user Ui wants to learn something from MMIS, he/she
needs to execute the steps described below to forward a login
request to the medical server S, as shown in Figure 3.
Step L1: Ui inserts SC into the terminal device and inputs

his/her identity IDi, password PWi, and imprints his/her bio-
metric information Bi.
Step L2: SC picks a random number r2, computes C∗1 =

h(IDi||PWi||hBio(Bi)) with the information in it, and checks
X∗(= h(C∗1 mod l))? = X . If these two values are equal,
SC computes r∗1 = Z ⊕ hBio(Bi), C3 = (IDi||r2||Bi ⊕
r∗1 )

2 mod n. Finally, SC sends {C3} to S through a public
channel.

C. AUTHENTICATION PHASE
After getting the login request fromUi, S implements follow-
ing steps to complete the mutual authentication with user Ui,
as shown in Figure 3.
Step A1: S decryptsC3 to obtain ID∗i , r

∗

2 and B∗i ⊕r
∗

1 . Then,
S searches {W0,W } in the verification table according to

FIGURE 3. Login phase and authentication phase of our protocol.

FIGURE 4. Password change phase of our protocol.

FIGURE 5. Biometrics change phase of our protocol.

the ID∗i . After that, S first judges whether1(B∗i ⊕r
∗

1 ,W ) ≤ τ
holds. If it holds, S setsW0 = W . If it is not, S checks whether
1(B∗i ⊕ r∗1 ,W0) is within the predefined threshold τ . If it is
not, S refuses to communicate withUi. Otherwise, S produces
a random number r3 and computesM ′ = h(hBio(B∗i ⊕ r

∗

1 )||s),
C4 = r3 ⊕ h(B∗i ⊕ r∗1 ), C5 = h((B∗i ⊕ r∗1 )||r

∗

2 ||r3) and
SK = h(M ′||r∗2 ||r3). Finally, S sends {C4,C5} to Ui.
Step A2: Ui computes r∗3 = C5⊕h(Bi⊕ r∗1 ) after receiving

the message {C4,C5}, and checks C5? = h((Bi⊕ r∗1 )||r2||r
∗

3 ).
If it holds, Ui computes SK = h(M∗||r2||r∗3 ). Thus, Ui
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FIGURE 6. Declarations.

and S have mutually authenticated and negotiated a common
session key SK .

D. PASSWORD CHANGE PHASE
Zhang et al.’s protocol does not contain the password change
phase, so their scheme cannot provide efficiency and user
friendliness. Since in real life, if users’ passwords are leaked
somehow, they need to update their passwords to protect their
privacy; otherwise, it will cause further loss to users. Thus,
we introduce the local password change phase, see Figure 4.
Step P1: Ui inserts SC into the terminal device and inputs

the IDi, PWi, and imprints Bi.
Step P2: SC computes C∗1 = h(IDi||PWi||hBio(Bi)), and

checks whether X∗(= h(C∗1 mod l))? = X . If it holds, Ui
picks a new password PW new

i and sends it to SC . SC calcu-
lates Cnew

1 = h(IDi||PW new
i ||hBio(Bi)), X

new
= h(Cnew

1 mod
l), Y new = Y⊕C∗1⊕C

new
1 and replaces X ,Y with Xnew,Y new.

E. BIOMETRIC CHANGE PHASE
During the change of biometrics phase, the user has to
interact with MMS in the public channel. Since the server
has to calculate a new value M and sends it to the user
for user’s subsequent calculations. Meanwhile, S has to
update the dynamic verification table in its database. There-
fore, in order to ensure the transmitted data’s security,
symmetric encryption is introduced to protect the transmit-
ted data. The detailed biometrics change phase is shown
in Figure 5.

After a successful mutual authentication between the user
Ui and the medical multimedia server S. Ui and S negotiate
a shared session key SK = h(M∗||r2||r∗3 ) = h(M ′||r∗2 ||r3).
Now we can use a symmetric encryption/decryption with this
key.

Step B1: Ui imprints a new biometric template T newi , and
computes C6 = ESK (T newi ⊕ r∗1 ) where r

∗

1 is generated in
early stage. Finally, Ui transmits message {C6} to S.
Step B2: After obtaining {C6}, S decrypts C6 with SK to

obtain some useful information. Next, S computes Mnew
=

h(hBio(T ∗i ⊕ r∗1 )||s) with master key s and sets W new
=

T ∗i ⊕ r∗1 . Then, S selects a number r4 and sends C7 =

ESK (Mnew
||r4) to Ui. At last, S updates the verification table

by setting W = W new.
Step B3: Ui decrypts C7 with SK , then computes Cnew

1 =

h(IDi||PWi||hBio(T newi )), Xnew = h(Cnew
1 mod l), Y new =

Mnew
⊕ Cnew

1 and Znew = r∗1 ⊕ hBio(T
new
i ), replaces X ,Y ,Z

with Xnew,Y new,Znew.

VI. SECURITY ANALYSIS
This section depicts the security of our enhanced scheme.
We use an automated tool ProVerif which has a large number
of built-in encryption, decryption algorithms and some func-
tions to prove the security properties of the proposed scheme
and informal analysis is presented later.

A. FORMAL VERIFICATION WITH PROVERIF
ProVerif [41] is a widely used validation tool to verify the
protocol and its input language is a variant of pi calculus.
A protocol’s ProVerif model consists of three parts: decla-
rations, process macros and a main process.

The declaration is shown in Figure 6. The channel which
used for communication between user and server is modeled
by c. The UInSTable indicates the server’s verification table
which stores the users’ identities and encrypted biometrics.

Next, we model the user process processUser and the
server process processServer as two parties to complete the
interaction in our protocol. Specifically, the processUser is
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FIGURE 7. The process of user.

FIGURE 8. The process of server.

modeled as shown in Figure 7. The process of processServer
is modeled as shown in Figure 8. Themain process ismodeled
as shown in Figure 9. The user’s identity, password and
biometrics are denoted by IDi, PWi and Bi, respectively.
SK indicates the secret key negotiated between user and
server and s is the master key for server.

The verification result is shown in Figure 10.
The above result indicates that our scheme can achieve the

shared secret key secrecy and mutual authentication.

B. ANALYSIS OF SECURITY PROPERTIES
1) RESISTING OFFLINE PASSWORD GUESSING ATTACKS
Suppose an adversary A has intercepted all the messages
{C3,C4,C5} in public channel and then he/she launches an
offline password guessing attack. Awill fail, since none of the
messages intercepted from public channel contains the user’s
password PWi.

Then we further allow A to hold SC and extract the secret
data {IDSC , h(·), hBio(·),X ,Y ,Z , l, n} from SC by side-
channel attacks or other ways, and A also owns the user’s bio-
metric data Bi. Only the message C1 = h(IDi||PWi||hBio(Bi))
contains the password, A can only obtain C1 by X =

h(C1 mod l). Because of the fuzzy verifier l and the one-way
hash function h(·), A cannot get the exact value of C1. So, A
cannot determine whether the guessed PWi is right. Hence, A
cannot perform offline password guessing attacks even he/she
gets SC , the biometric data and all messages.

2) RESISTING DOS ATTACKS
In our protocol, the rules updating for dynamic verification
table are improved as follows: if S finds the item in column
W , then sets W0 = W , and if it in column W0, S doesn’t
change anything in the table. These rules are completely
opposite to Zhang et al.’s rules. As previously analyzed,
if A launches an attack with old messages, S will find the
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FIGURE 9. The main process.

FIGURE 10. The result of verification.

corresponding item in columnW0 with updating nothing. So,
when the legal user logs in with new parameters later, S can
find the item in column W without any doubt and then sets
W0 = W . So, whenever the legitimate user wants to log in
to the system, he/she can be verified by the MMIS server
successfully as long as he/she inputs the correct information.
If A logs in with old messages after this stage, S cannot find
the corresponding item and will refuse to communicate with
this user ( A ). Thus, our protocol is immune to DoS attacks
and implements access control.

3) RESISTING USER IMPERSONATION ATTACKS
The adversary A is unable to impersonate as a legal user to
negotiate a session key with the medical server in our scheme.

To impersonate as the user Ui, A needs to calculate the
right value of {C3}. Assume A intercepts message {C3} sent

by Ui in public channel before. If A counterfeits the user by
replaying the intercepted login message, the medical server
S can search an IDi and then computes {C4,C5}. However,
after getting the message from S, A cannot generate a valid
session key SK . Since A is unable to get or guess the correct
high-entropy random numbers r2 and r3 which are unique in
each session.

Considering another situation: A counterfeits the user by
modifying the intercepted login message. Then he/she can-
not pass the S’s verification since S cannot find W0 or W
according the forged IDi decrypted frommodifiedC3. Hence,
the improved protocol can counteract user impersonation
attacks.

4) RESISTING SERVER IMPERSONATION ATTACKS
Assume that A impersonates the medical multimedia server
S to pass the user’s verification and then tries to negotiate a
session key with this user. After gaining the login message
from user, A needs to decrypt C3 to obtain the user’s iden-
tity IDi. He/she will fail to get the right one without other
useful information since the hard problem of large integer
decomposition. Similarly, he cannot get r∗2 andB

∗
i ⊕r

∗

1 , either.
So, A is unable to pass the user’s verification successfully.

5) RESISTING STOLEN SMART CARD ATTACKS
Assume the adversary A somehow catches SC and extracts
the pivotal information in SC by side-channel attacks. If A
wants to negotiate a session key SK = h(M ||r2||r3) with
the user, he/she has to get M first. Then, A should obtain
C1 to compute C1 ⊕ Y = C1 ⊕ M ⊕ C1 = M . However,
only X = h(C1 mod l) contains the message C1, and C1 is
protected by fuzzy verifier in X . It’s almost impossible for A
to obtain C1 with X , l. Even A gets the correct C1, computing
a right session key SK for A is also impossible, since both r2
and r3 are high-entropy random numbers. So, the proposed
protocol can withstand stolen smart card attacks.

6) RESISTING MODIFICATION ATTACKS
In the improved protocol, no adversary A can successfully be
authenticated by server after distorting any message transmit-
ted between the user Ui and the medical server S. Suppose
an adversary A intercepts all these messages of the login and
authentication phase {C3,C4,C5}.
In login phase, if Amodifies C3 = (IDi||r2 ||Bi⊕ r∗1 )

2 mod
n to C ′3 = (ID′i||r

′

2||B
′
i ⊕ r ′1)

2 mod n and sends it to medical
server S. S decrypts C ′3 to obtain ID

′
i and searches {W0,W } in

the verification table. Since ID′i 6= IDi, S cannot find any item
according to ID′i. Then, S will terminate the current session. If
the ID′i which Amodified is equal to IDi coincidentally, S can
find {W0,W }. However, the comparison of B′i ⊕ r

′

1 andW or
W0 will exceed the predefined threshold definitely. Since r∗1
is a high-entropy random number, A can hardly guess a right
one. S will terminate the current session immediately.
As for authentication phase, assumeA replacesC4,C5 with

C ′4,C
′

5 and sends them to Ui. Ui computes r ′3 with C ′4, then
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TABLE 4. The dynamic verification table after updating.

compares C ′5 to h((Bi ⊕ r∗1 )||r2||r
′

3). It is difficult to equal
because of r2. As a result, the adversary cannot launch the
modification attacks successfully.

7) RESISTING REPLAY ATTACKS
Suppose A tries to lunch replay attacks with messages he/she
intercepted from previous sessions between the user Ui and
the server S. He/shewill fail. The reason for this resembles the
analysis of impersonation attacks. Since A cannot negotiate a
correct session key SK with the medical multimedia server S
even he/she can pass the verification of the S. What’s more,
A cannot generate a key SKwith Ui by replaying old message
sent by S, either. So, the proposed protocol can resist replay
attacks.

8) RESISTING DE-SYNCHRONIZATION ATTACKS
In the proposed protocol, the existence of the dynamic verifi-
cation table mechanism can resist de-synchronization attacks.
The details are as follows:

The server has updated the data in the dynamic verification
table after authentication phase as shown in Table 4. However,
the user does not update the relevant data in SC since the
message C7 does not be transmitted to the user successfully
due to network delay or other issues. Thus, the user has to
log in with the old data (Ti⊕ r1). In our dynamic verification
table, the old data is stored in the column W0, so S can find
item in it, and Ui can pass the verification.

9) MUTUAL AUTHENTICATION
In authentication phase, S authenticates Ui by verifying
whether 1(B∗i ⊕ r∗1 ,W ) ≤ τ or 1(B∗i ⊕ r∗1 ,W0) ≤ τ .
Then,Ui authenticates S by verifying the correctness ofC5 =

h((Bi ⊕ r∗1 )||r2||r
∗

3 ). Thus, mutual authentication is achieved
in our improved protocol between S and Ui.

10) SESSION KEY AGREEMENT
At the end of authentication phase, the medical server S
and the user Ui negotiate a secret session key SK =

h(M ′||r∗2 ||r3) = h(M∗||r2||r∗3 ) for the subsequent session
after the mutual authentication. It is worth noting that the
randomness of numbers involved in the protocol and the
secrecy of the S’s master key s determinate the secrecy of
the session key. Hence, session key agreement is provided in
our protocol and it is secure enough.

11) USER ANONYMITY
As mentioned earlier, privacy is critical for the MMIS. Since
the identity of the user is encrypted by Rabin cryptosystem,
it does not reveal user’s identity and the adversary is unable to

guess the identity of the user. Even though the medical server
S is compromised, an adversary A obtains the verification
table which stores the identity of all registered users. A cannot
get information about which user is communicating with
him/her, since the identity is connected with the high-entropy
number r2 and encrypted by Rabin cryptosystem. Without
knowledge of other vital information, A can hardly obtain
user’s identity from receiving messages. Thus, our protocol
achieves user anonymity.

12) USER UNTRACEABILITY
The encryption of user’s identity with the integer r2 will
realize user’s anonymity, since r2 is a high-entropy ran-
dom number and is unique in each session. Thus, C3 =

(IDi||r2 ||Bi ⊕ r∗1 )
2 mod n is also totally different in every

session. Therefore, the adversary A cannot trackUi according
the message C3. As for other messages transmitted in public
channel, they do not involve the user’s identity. So, A cannot
trace the user successfully.

13) BIOMETRIC DATA PRIVACY
In the enhanced protocol, the biometric Bi is computed by
biohash function hBio(·) and protected by r1 through the login
and authentication phase. Since r1 is a high-entropy random
number, it is impossible for A to guess an exact biometric
data. Thus, A cannot get the user’s biometric data, and bio-
metric data privacy is provided in our protocol.

14) USER FRIENDLINESS AND EFFICIENT PASSWORD
CHANGE PHASE
In the proposed protocol, SC verifies the validity of the input
data during the login phase, which speeds up the response
and reduces the computational overhead of the server and
the communication overhead when the input data are invalid.
Besides, our protocol allows users change password locally
at any time.

15) PERFECT FORWARD SECRECY
If a protocol dose not reveal previous session keys even both
of the medical server S and the user Ui are compromised,
the protocol holds perfect forward secrecy. In the proposed
protocol, the adversary A cannot gain a right session key
though the password PWi of user, the secret key s of server
and the data in SC are all disclosed, since r2 and r3 in
SK = h(M ||r2||r3) are high-entropy random numbers and are
different in each session, A can hardly guess them exactly.
Thus, A cannot compute previous session keys and perfect
forward secrecy is achieved in our protocol.

C. COMPARISON OF SECURITY FEATURES
The Table 5 lists comparisons among the enhanced protocol
and other protocols according to some security features. It is
worth noting in Table 5 that Amin’s scheme is fragile to
replay attacks and does not achieve user anonymity. As pre-
viously analyzed, Zhang et al.’s scheme is defective in offline
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TABLE 5. Comparisons of the security features.

TABLE 6. The comparisons of computational cost.

TABLE 7. The comparisons of communication cost.

password guessing attacks and DoS attacks, and is not user
friendly.

VII. EFFICIENCY ANALYSIS
This section illustrates the efficiency of our protocol by com-
paring it and some related schemes for MMIS [22], [29]. The
comparison includes computational overhead and communi-
cation cost.

The Table 6 lists comparison results of the computational
cost of our protocol and other similar protocols (Amin et al.’s
scheme [22], Zhang et al.’s scheme [29]). In order to con-
trast the computational overhead of these schemes intuitively,
we mainly count the total required calculation cost of all
types of operations, such as the one-way hash function,
the biometric hash function, the modular operation, and the
encryption/decryption operation. Compared to other opera-
tions, the time spent on XOR and concatenation operations is
negligible, so we have omitted it.

By observing the comparison in Table 6, we find that
the computational cost in our scheme are much lower than
the two others and is more suitable for resource-constrained
devices.

In Table 7, we provide comparisons of communication cost
of all three protocols. For convenience, we set the identity,
password, biometrics, output of the one-way hash function,
and random numbers to 160 bits each. We set the output of
the biohash function and the result of themodular operation to
256 bits. As for symmetric encryption/decryption algorithm,
we adopt AES which is 128 bits. In the table, we can draw
the conclusion that our protocol communication overhead is
a little higher than the others but acceptable. However, it is
worth paying attention to that the proposed protocol includes
the password change phase and the biometric change phase,
so it’s more complete than others.

The above three types of analyses (including the
section VI.C) show that the proposed protocol can provide
many security features within a reasonable computation and
communication cost that provides.

VIII. CONCLUSION
In this paper, we have briefly reviewed Zhang et al.’s protocol
and revealed its flaws. Their scheme is far from practical
use and suffers from offline password guessing attacks and
DoS attacks. Besides, no local validation is provided in their
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scheme. Thus, we have proposed an enhanced protocol which
adopts the Rabin cryptosystem and fuzzy verifier. Moreover,
we have improved the dynamic verification table to prevent
illegal access and de-synchronization attacks. In addition,
we introduced the password change phase and the biometric
change phase to improve the usability of the proposed proto-
col. We conducted a comprehensive analysis of security fea-
tures to state that our scheme can resist many known attacks
and solve the flaws in the scheme of Zhang et al. By com-
paring the proposed protocol and other related schemes,
we showed that our protocol has more security features,
and the computational cost and communication overhead are
within a reasonable range.
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