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ABSTRACT Sharing photos on an open social platform with one-to-many features increases the leakage risk
of information of the shared photos. Ciphertext-policy attribute-based encryption (CP-ABE) is a one-to-many
public key cryptosystem, and its access policy can be set by data owners. Therefore, if we share the protected
image on the social platform and encrypt the restoration parameters of the shared image with CP-ABE,
then only the accessor whose attribute set satisfies the access policy of CP-ABE can decrypt the ciphertext
corresponding to his/her attribute level and then restore the image with the corresponding sharpness level.
Consequently, image information protection is realized in a one-to-many scenario. However, for the existing
CP-ABE, only when further shortening its ciphertext, reducing the number of bilinear pairing calculations
during decryption, and ensuring flexible access policies is it beneficial for CP-ABE to be widely used in
popular smart terminals that can run social software. Furthermore, existing algorithms for restoring images
also have room for improvement in terms of time and space requirements. For this reason, we propose a
progressive image restoration strategy based on the improved CP-ABE in this paper. For the improvement
of CP-ABE, we design a new encryption scheme to achieve a shorter constant-size ciphertext, construct an
auxiliary function to help the independent authority centers generate private keys for users in new ways,
design a decryption algorithm with only one bilinear pairing calculation, and provide the update algorithms
for attribute revocation. Subsequently, we build a distributed CP-ABE based on our improved CP-ABE, and
the correctness and security of the proposed CP-ABE algorithm are also proven. In addition, we follow
the tree access policy to support the access policy, including AND, OR, NOT and threshold operations
simultaneously, to adapt to the requirement of some user attributes that undergo frequent changes. Moreover,
based on the atmospheric scattering model, we adopt three algorithms to restore the protected image in the
dehazing mode according to the sharpness parameters. Compared with the existing literature, we provide
users with not only a flexible and efficient access control strategy, shorter constant-size ciphertext and fewer
bilinear calculations but also multiple algorithms for restoring images. The experimental results for six
privilege levels demonstrate the superiority of our algorithms in protecting image information.

INDEX TERMS CP-ABE, constant-size ciphertext, bilinear pairing calculation, progressive image restora-
tion, atmospheric scattering model.

I. INTRODUCTION

Currently, more social software can run on smart devices, and
an increasing number of functions are endowed to various
social software, such as Twitter, QQ, and WeChat. This ability
makes it possible for people to share images, videos, and
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even very private items on social platforms at any time using
smart devices, even when at work, which obviously increases
the risk of information leakage because of the openness of
social platforms. However, if the data owner can control the
set of accessors and their privileges independently [2]-[5] and
restore the image information (progressively clear) by grada-
tion according to the accessors’ level of privilege [6]-[14],
it will more effectively protect the security of the image or
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video shared on a social platform. CP-ABE is a one-to-many
public key cryptosystem, and its access policy can be set
by the data owner to achieve fine-grained access control.
Therefore, if the picture is first protected and then shared
on the social platform, and then the sharpness parameters of
the picture are encrypted by CP-ABE, then only the acces-
sor who has the attribute set satisfying the access policy of
CP-ABE can decrypt the ciphertext of sharpness parameters
corresponding to his/her privilege level. Then, the algorithm
can be called for restoring the image to the corresponding
sharpness; thus, the security of shared image information can
be more reasonably guaranteed based on CP-ABE.

However, due to the large-scale bilinear pairing calcula-
tions and long ciphertext for the CP-ABE proposed in [1],
the application of CP-ABE on smart devices is limited, even
though the tree access policy proposed in [1] can support a
flexible access structure. Therefore, even though CP-ABE
is used in [2], [3], the performance of the algorithms they
proposed is restricted due to the high complexity of CP-ABE
in terms of time and space. In addition, the performance
of existing algorithms for restoring images also needs to be
improved in terms of time and space.

Many researchers have proposed CP-ABEs with novel
access strategies and (or) constant-size ciphertexts to expand
their application scopes, for example, the CP-ABE supporting
linear secret-sharing schemes (LSSS) [15]-[18], the CP-ABE
supporting conjunctive normal form (CNF) [19], the CP-ABE
supporting the threshold policy [20], [21], and the
CP-ABE supporting the AND-gate policy [22]-[28].

However, to the best of our knowledge, in the existing
literature, the access control strategies can still be further
perfected because the algorithms with the shorter cipher-
text and the smaller number of bilinear pairing calcula-
tions either support AND, OR, NOT, and the wildcard
policy but not the threshold policy [19]; support only the
threshold policy [20], [21]; or support only the AND-gate
policy [22]-[28]. In addition, in the practical application of
an access control strategy, there are scenarios in which AND,
OR, NOT, and the threshold operation appear simultaneously.
For example, as shown in Fig. 1, these operations are included
in the attribute policy that must be satisfied by people who
want to access the photo, where the node ‘“Schoolmate”
extends the definition of classmate-friend (that is, university
friends but not classmates, or desk mates but not in uni-
versity) through its three subnodes, so that the meaning of
classmate-friend better matches real life relationships and
“= Friends of B Group” can be more targeted to remove
the access privileges of some people from classmate-friends
(here, — means non). Moreover, the algorithms that can sup-
port AND, OR, NOT, and threshold operations simultane-
ously can further shorten their ciphertext lengths (whether
using a tree access structure [1], [29], [30] or a policy matrix
(M, p) [151-[18)).

Therefore, to further expand the application scope
of CP-ABE, especially the use in intelligent terminals,
a lightweight CP-ABE is needed to support AND, OR,
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FIGURE 1. Attribute policy that should be satisfied by the attributes of
legal photo accessors.

NOT, and the threshold policies (called the perfect access
control strategy in this paper), and it should have shorter
ciphertext and fewer bilinear pairing calculations during
decryption.

To this end, in this paper, an improved CP-ABE with
constant-size ciphertext and a constant number of bilinear
pairing calculations is first proposed based on the CP-ABE
in [1]. Then, a distributed CP-ABE is built based on our
improvement, and the update algorithms for attribute revo-
cation are also provided. Then, we prove the correctness
and security of the proposed CP-ABE algorithm. Next, after
providing three algorithms for restoring the image, we design
a progressively clear image restoration algorithm based on
our distributed CP-ABE and the algorithms for restoring the
image to protect the security of image information shared on
a social platform. Moreover, this algorithm takes the image
sharpness parameter as the plaintext of our CP-ABE. There-
fore, when the accessors request the image, this algorithm
first decrypts the corresponding image sharpness parameters
based on the accessor’s attribute set, and then restores the
images with the corresponding sharpness using an algorithm
for restoring the image. For the improvement of CP-ABE,
we design a new encryption scheme that can generate a
shorter ciphertext, and propose an auxiliary function to help
the authority centers generate private keys for image acces-
sors. Additionally, we design a new method to generate the
private keys, and in response to the above algorithms, design
a new scheme without the bilinear pairing calculations to
determine the privilege level of the image accessor when we
decrypt according to the tree access policy. Consequently,
there is only one bilinear pairing calculation during decryp-
tion. Moreover, we design the update algorithms for the
attribute revocation, build a distributed CP-ABE based on our
improved CP-ABE, and prove the correctness and security of
the proposed CP-ABE algorithm. To progressively restore an
image, considering the shortcomings of existing algorithms in
terms of restoration accuracy and storage space requirements,
three algorithms are provided to perform loss or lossless
image restoration in dehazing mode based on the atmospheric
scattering model.
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The algorithms proposed by us better adapt our image shar-
ing to the current context in which people interact on social
platform anytime and anywhere using smart devices because
the attributes of image accessors may change at any time in
this case. More than 6000 experiments demonstrate that our
algorithms achieve the correct access control (that is, restore
the corresponding sharpness parameters of images for users)
and have a shorter constant-size ciphertext, constant bilin-
ear pairing calculation during decryption, and good image
restoration effect. Compared to the existing algorithms, our
algorithms have better performance.

The main contributions of this article are as follows:

1) A distributed CP-ABE is built based on our improved
CP-ABE, which has a shorter constant-size ciphertext and
only one bilinear pairing calculation when decrypting, and the
update algorithms are provided to realize attribute revocation
under the distributed CP-ABE scheme.

2) The correctness and security of the proposed CP-ABE
algorithm are proven.

3) Three algorithms are provided for progressively and
clearly restoring images.

4) A progressively clear image restoration algorithm is
designed based on our distributed CP-ABE scheme and the
algorithms for restoring images, in which the distributed
CP-ABE is applied to progressive image restoration for the
first time.

The rest of this paper is organized as follows. Related
works are discussed in Section II. Background knowledge
is provided in Section III. The system model, system frame-
work, and security model of CP-ABE proposed in this paper
are introduced in Section IV. Our proposed CP-ABE is dis-
cussed in Section V. The correctness and security of our
CP-ABE method are demonstrated in Section VI. We design
a progressively clear restoration scheme for an image based
on our CP-ABE scheme and the algorithms for progres-
sively and clearly restoring the images in Section VII. The
experiments implemented and discussed are in Section VIII.
Finally, Section IX finishes this article with the conclusion
and suggestions for future work.

Il. RELATED WORK

To ensure that the confidentiality of the data is not compro-
mised, Bethencourt et al. [1] proposed the CP-ABE to realize
complex access control on encrypted data, and their methods
were secure against collusion attacks. Since CP-ABE was
proposed, this algorithm has been continuously improved and
applied in image information restoration. For this reason,
next, we provide the related work in two areas: image restora-
tion and CP-ABE.

A. IMAGE RESTORATION

To solve the problem of information security for shared
images on social platforms, Yuan et al. [2] proposed using
traditional public key cryptography and CP-ABE to realize
privacy-preserving JPEG image sharing, in which only those
people accessing the image whose attribute sets satisfy the
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CP-ABE access policy can view the original appearance of
the disturbed region of interest (ROI) in the image. Con-
sidering the use of Diaspora as a distributed social net-
work, Picazo-Sanchez ef al. [3] provided a multi-authority
attribute-based encryption (MA-ABE) and allowed access
control by attaching policies to photos based on their
MA-ABE. Sun et al. [5] proposed hiding the information in
the ROI out of the ROI area and then generating an image
mosaic in the ROI area. When an accessor is accessing the
image information, with the help of CP-ABE, the system
first calculates the privilege level of the accessor according
to his or her attribute set and then adaptively restores the
corresponding mosaic blocks according to the privilege level,
thus reasonably restoring the secret information of the image.
In addition, the author also set up a vote attribute (VA) to
achieve rapid user revocation. It can be seen that CP-ABE is
used to restore images in all the literature mentioned above,
but it has not achieved progressive image restoration.

For progressive image restoration, Zhai et al. [6] pro-
posed a unified framework to implement progressive image
restoration based on mixed Laplace regular regression.
Wang et al. [7] designed a generative adversarial network to
improve the quality of restored images synchronously with
the progressive multi-level design principle. Wang et al. 8]
designed a Laplacian-pyramid-based convolutional network
architecture to predict, under different resolutions, the data
of the missing region in a face image, and constructed a
new residual learning network that progressively removed
the color difference between the missing area and the
surrounding area to gradually improve the facial image.
Some current algorithms have good performance only
when restoring fixed corruption-level images; to address
this, Gao and Grauman [9] proposed an on-demand learn-
ing algorithm based on a convolutional neural network
to train the image restoration model, thus self-generating
the training instances for different difficulty levels using a
feedback mechanism. Knaus and Zwicker [10] used deter-
ministic annealing techniques to progressively denoise the
image through a simple physical process.

The loss image restoration techniques provided by the
abovementioned literature all have good performance. How-
ever, some researchers have studied progressive image
restoration techniques without distortion. For example,
Yan et al. [11] derived three progressive secret image shar-
ing (PSIS) algorithms from the traditional secret image shar-
ing (SIS) scheme using the threshold mechanism: (k, )
PSIS, (k1, n) PSIS, and (k1, k2, n) PSIS. These algorithms
first divided the secret image into k, k1, or k1, k2 blocks
and then gradually restored them according to the corre-
sponding threshold policy. These algorithms do not intro-
duce pixel expansion as the traditional SIS algorithms
do, and their main concern is global progressiveness.
Chao and Fan [12] proposed a random-grid-based progres-
sive visualization secret-sharing scheme; in this scheme, each
user participating in the secret sharing could adjust the pri-
ority of the shared image block according to their security

VOLUME 7, 2019



H. Sun et al.: Progressive Image Restoration Based on CP-ABE

IEEE Access

decision level. During restoration, the secret image could
be restored to different extents based on the priority of the
stacked shares. At the same time, the priority level of each
shared image block could not be distinguished according to
the average light transmission of the reconstructed image
block, thereby ensuring the security of the image information.
Liu et al. [13] proposed an SIS mechanism in which the
threshold was alterable, and each participant needed only
to keep one initial shadow. When reconstructing an image,
the dealer determined the threshold (k, n) based on the secu-
rity level. If the threshold was unchanged, then the image
could be restored with greater than or equal to k initial shad-
ows; if the threshold was increased or decreased, the dealer
needed to post additional information, and each participant
needed to update their shadows accordingly, so that the
updated threshold of the shadows could be changed accord-
ingly. Their solution met the demand for a dynamic security
environment and could selectively restore the shadows of an
image. It can be seen that although the specific methods are
different, the schemes used in the above studies all belong to
the SIS scheme of the (k, n) threshold type, and the original
image can be recovered when the number of shadow images
reaches or exceeds k. However, this method requires multiple
shadow images as the raw material to restore different degrees
of image sharpness for users, which obviously increases the
space requirements of the algorithm.

Of course, the algorithm provided in [14] did not require
the shadow images. The receiver of their algorithm extracted
the bits of three least significant bit (LSB)-layers from the
pixel sets divided into the square set, the triangle set and
the circle set, using the embedded secret key for progressive
image restoration. The algorithm could restore the original
image after three rounds of extraction. However, when per-
forming their algorithm, the secret information needed to
be extracted progressively from the encrypted carrier image,
which would cause decryption loss for the encrypted image
due to the inappropriate parameters, and the maximal embed-
ding rate of this algorithm was only 0.033 bpp.

B. CP-ABE

Cheng et al. [15] provided a CP-ABE that supported
improved access strategies and demonstrated that their con-
struction method satisfied selective security under the deci-
sional bilinear Diffie-Hellman assumption. Yang et al. [17]
implemented a CP-ABE that could be efficiently updated
by an outsourcing strategy that updates to the server. They
also designed effective policy update algorithms for the
access structures of Boolean formulas, LSSS structure, and
access tree types, which enabled more efficient access control
for big data stored in the cloud. Dong et al. [18] used an
LSSS access structure (M, p) to provide an efficient, scal-
able and privacy-preserving semantic security strategy by
using CP-ABE in combination with identity-based encryp-
tion (IBE) technology. In addition to protecting the security of
large-scale shared data, their policy could protect the privacy
of cloud users and support efficient and secure dynamic
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operations such as user revocation and attribute modification.
The algorithms provided in the above literature can support
the perfect access control strategy, but their ciphertexts are
not of constant size.

There are some algorithms that provide constant-size
ciphertext. For example, Canard and Trinh [19] proposed a
private CP-ABE that supported the CNF access policy, which
had only one restriction: the single attribute could appear at
most k;,q times in the access formula. The authors of [19]
provided two schemes, namely, a scheme that satisfied the
basic selective security in the standard model and a scheme
that satisfied the chosen ciphertext attack security in the
random oracle model; the lengths of the ciphertexts under
both schemes were all of constant size. However, we find that
such a policy is similar to the AND-gate policy. Nevertheless,
in real life, the length of a CNF formula is uncertain, and
formulas with the same length do not always correspond to
the same access privilege.

Moreover, considering that ciphertext size depended lin-
early on the number of attributes contained in the access
policy, Herranz et al. [20] proposed a threshold-based ABE
that required accessors to have at least ¢ attributes of the
universe attribute set if the accessors wanted to successfully
decrypt the ciphertext, and the ciphertext was of constant
size. To address the situation in which the entire system may
crash after an attack on the trusted authorization center of
the centralized MA-ABE, Lin et al. [21] proposed a thresh-
old multi-authority fuzzy identity-based encryption scheme.
Their scheme did not have a central authority, but it required
atleastr + 1(r < %) authority centers to be honest, and the
user must have at least di attributes of the given attribute
set to decrypt the ciphertext. The ciphertext they provided
has a constant size. Zhang et al. [24] proposed hierarchi-
cal MA-ABE on prime order groups. They constructed an
AND-gate access structure, used wildcards to represent some
“don’t care” attributes of the user and provided constant-size
ciphertext. Li et al. [26] proposed an attribute-based access
control scheme with two-factor protection for data sharing
in a multi-authority cloud storage system. The scheme they
proposed adopted an AND-gate access structure, provided
constant-size ciphertext and incurred low computation cost.
Odelu et al. [27] designed an RSA-based CP-ABE scheme
with AND-gate access structures that had a constant-size
secret key and ciphertext. The time complexity of decryption
and encryption was O(1), and RSA was used to generate
the large integers used in their CP-ABE. There were no
bilinear pairing calculations in their algorithm. In addition,
Xiong et al. [28] used an AND-gate access structure with
wildcards to construct their CP-ABE access policy, but the
ciphertext output from their algorithm was not constant in
size.

In addition to this, Ostrovsky et al. [29] constructed an
ABE scheme with non-monotonic access structures that
allowed a user’s private key to be expressed according to any
access formula over attributes. To improve the performance
and efficiency of CP-ABE, Li et al. [30] changed the access
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TABLE 1. The symbols used in this article and their meanings.

Symbols | Meanings
SY(S) A set of attributes that requires the value of the attribute to be distinguished when it is being used.
£(4,7) The light propagation rate in the atmospheric scattering model
GP The global public key of the CP-ABE system
PKarp | The public key issued by AC AID
SKarp | The secret key kept by AC AID
Uarp The set of all the attributes governed by AC AI D
SAID The attribute set of some data accessor governed by AC AI D
SKuser | The secret key of some data accessor

* For ease of understanding, next, we use S to represent the set of attributes in this article, and no longer emphasize
the v in SV. However, when using the concrete attribute, we still distinguish the values of different attributes.

structure in CP-ABE, and presented a new CP-ABE system
based on the ordered binary decision diagram. However, their
ciphertexts are not of constant-size.

Ill. PRELIMINARIES
In this section, we provide the basic knowledge used in this
article.

A. SYMBOLS AND THEIR MEANINGS

In this section, we provide the symbols used in this article and
their meanings, as shown in Table 1, where AID refers to the
identity of the authority center (AC).

B. BILINEAR MAPS

Let G; and G, be the multiplicative cyclic groups whose
orders are prime p, g is the generator of G, and e is a bilinear
map: G1 X G1 — G». e has the following characteristics:

1. Bilinearity: for all u,v € G| and a,b € Z,, there is
e(u®, vP) = e(u, v)®.

2. Non-degeneracy: e(g, g) # 1.

3. Computability: the group operation and bilinear map e :
G1 x G1 — G; on G can be effectively calculated, and then
G; is called a bilinear group.

4. e has the following symmetry: e(g%, g*) = e(g, ) =
e(g”, g%).

C. ACCESS STRUCTURE

Definition I (Monotone Access Structure [1]): Let {Pq,
Py, ..., P,} be a set of parties. For VB, C, if 3B € A and
B C C,then C € A, and then the collection A € 2P1:P2--.Pn)
is monotonic.

An access structure (especially a monotone access struc-
ture) is a collection (monotone collection) A of the non-empty
subsets of {P1, P>, ..., P,},suchas A C 2{P1.P2,...Pu} \ {9}.
The sets in collection A are called the authorization sets, and
the sets not in A are called the unauthorized sets.

Definition 2 (LSSS Structure [29], [31]): A secret-sharing
scheme W on the collection of parties is called linear(over Zp)
if

1. The sharing provided for each party forms a vector
on Zp.

2. There is a share-generating matrix M for ¥, and it has /
rows and n+ 1 columns. Foralli = 1,2, ..., , the i row of
M is marked by one of p(i), where p is a mapping function
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from {1, 2, ..., [} to Z,. When we consider the column vector
Vv=1(s,71,72,...,F,), Where s € Z, is the secret to be shared
andry, 2, ...,y € Z, arerandomly selected, then MY is the
vector of [ shares of s according to W.

Definition 3 (Access Tree Structure [1], [17]): An access
tree is defined as tree 7, where each non-leaf node x repre-
sents a trapdoor (ky, num,) (numy is the number of children
of the non-leaf node), and each leaf node x is described by
an attribute att(x) and a threshold k,. The function parent(x)
represents the parent node of x in the access tree. 7 also
defines a sequence number for each child node, and the
function index(x) returns the sequence number of node x.

In our construction, the internal nodes of the access tree can
be AND-gate, OR-gate, NOT-gate, or threshold operations.
In this article, we do not consider the access policy tree that
supports wildcards (also called ““don’t care’”); we believe that
since the wildcard policy is also called “don’t care”, even if
the access policy tree contains a set of attributes expressed by
a wildcard policy, there is no need to care about the impact of
these attributes on the user’s privilege.

Satisfying an Access Tree: Let T denote an access tree
whose root is R, and 7 represent the subtree rooted at node
x in T therefore, 7 can be expressed as 7, . If the attribute
set S satisfies the access tree 7T, we denote it by 7(S) = 1.
We calculate 7, (S) recursively as follows:

If x is a non-leaf node, then the value of 7,/(S) of the child
node x” of node x is evaluated according to the operational
characteristics of x; if x is a leaf node, then 7,(S) = 1 if and
only if art(x) € S.

In this paper, when establishing the access control strat-
egy, we allow image accessors to have negative attributes.
For example, among the students who belong to some high
school, only those whose attribute sets satisfy the conditions
“(height > 175cm A age <20 years old A graduating students)
Vv (height > 170cm A age < 18 years old A —graduating
students) Vv (—graduating students, often exercise, age >15,
2of 3)”, are allowed to visit this sport photo exhibition to
prepare for the next sporting event.

D. DECISIONAL Q-BILINEAR DIFFIE-HELLMAN
EXPONENT (Q-BDHE) ASSUMPTION

G and G are p-order cyclic groups (p is a prime), g is a
generator of G1, and e : G; x G1 — Gy is a bilinear map.
Randomly select two elements a and s from Z,, and calculate
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Yeaq = {8 &, &% g“z, o gv, g“ﬁz, ... ,g“zq}. If no algo-
rithm can distinguish e(g, g)”qﬂs and a random element exists
in G, with non-negligible probability in polynomial time,

then the decisional q-BDHE assumption is true.

E. LAGRANGE COEFFICIENT
Given n + 1 points (x;, y;), we can uniquely determine an
n-order polynomial f that is calculated as follows:

[T == (1)

X X,
I<j<ntl,j#i "t 7

n+1

fO =Y i
i=1
Fori € Z,,S C Z,, we define the Lagrange coefficient as

_ x-J
%(x)- [l —

jesgi ' Y
F. ATMOSPHERIC SCATTERING MODEL
To facilitate an understanding of the algorithms for restor-
ing an image, which is based on the atmospheric scattering
model, we apply this model to a specific image [32], [33] as
follows:

1, J) = J (@, J) % §( ) + Aco * (1 = £(i, ))), ()]

where (i,j) represents the spatial coordinate of an image
pixel, 1(i, j) is the observed foggy image; J(i, ) is the clear
fog-free image; Ao is the atmospheric light intensity at
infinity, which is usually a global constant and unrelated to
spatial coordinates; and £(i, j) denotes the propagation rate
of light, and its value is in [0, 1]. In a homogeneous medium,
the propagation rate of light can be expressed as

£(, j) = e ¥ W) ?3)

where ¢(i,j) is the depth of field of the scene, and ¢ is
the scattering coefficient of the atmosphere. When hazing
an image, hazing effects with different concentrations are
realized by the different values of ¢.

G. CP-ABE IN [1]

In this section, to facilitate an understanding of the content
we have provided in CP-ABE, we introduce the CP-ABE
proposed in [1] in detail.

CP-ABE uses a tree-type policy to specify the accessors
who have privilege to access the private data, and the pol-
icy tree can contain AND, OR, NOT, and threshold opera-
tions, thus making it easy to develop various types of access
policies.

There are four basic algorithms in CP-ABE, in which
Setup() is used to generate the public key and the master
key, and Encrypt() is used to encrypt the plaintext, but the
ciphertext length is linear with the number of attributes in the
policy tree. KeyGen() is used to generate a private key for an
accessor. Decrypt() is used to decrypt the ciphertext for the
accessor whose attribute set satisfies the access policy, but
in the decryption process, when an attribute is a leaf node of
the policy tree, the algorithm needs to execute two bilinear
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pairing operations. A fifth algorithm, Delegate(), can also
be selected, which is used to re-randomize the key directly
received from the authority. In addition, CP-ABE builds the
system in a central architecture.

Analogous to KP-ABE, CP-ABE is also an extension algo-
rithm for attribute-based encryption. However, in KP-ABE,
the key issuer controls the users who can access the data,
whereas in CP-ABE, the encryptor decides who can access
the encrypted data. Therefore, CP-ABE is more in line with
the actual requirements.

IV. THE SYSTEM MODEL, SYSTEM FRAMEWORK

AND SECURITY MODEL OF CP-ABE

In this section, we present the system model, system frame-
work, and security model for CP-ABE proposed in this paper.

A. SYSTEM MODEL

In this article, we consider a cloud storage system with mul-
tiple ACs. The system model includes the following entities:
trusted third party (TTP), attribute ACs, servers, data owners
(owners), and data accessors (users, that is, the image acces-
sors as mentioned above)

1) TRUSTED THIRD PARTY

The TTP generates the global parameters, and based on the
random numbers saved on it, performs policy tree-based user
privilege determination; this determination is the foundation
of the final decryption.

2) AUTHORITY CENTER

Each attribute authority center is independent and is respon-
sible for the attribute management in its own domain. Simul-
taneously, they also generate the public/private key pairs for
each attribute in their management domain and generate the
private keys for each user based on his/her attributes.

3) SERVER

The server stores the data coming from the data owner and
provides data access services to the user. It is also responsible
for updating the ciphertext from that corresponding to the
old access policy to that corresponding to the new access
policy. Moreover, the server is also required to update the
access policy corresponding to the encrypted data stored in
the cloud.

4) OWNER

The data owner defines the access policy and encrypts the
data under that access policy before depositing the data to the
cloud. At the same time, the data owner generates an auxiliary
function and asks each attribute AC to use this auxiliary
function to generate the private key for the user. The data
owner also sets the corresponding number of access policies
according to the privilege levels he or she set and stores them
on the server for a policy update including attribute revoca-
tion. Additionally, the data owner stores the random number
used in the encryption process to the TTP for the calculation
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during the policy tree-based privilege determination before
the final decryption.

5) USER

Each user (data accessor) can obtain the ciphertext from
the server. When decrypting, the TTP determines privileges
before the final decryption. We do not set a globally unique
identity for the user in the server but instead determine
whether the user has the privilege to decrypt the data based
on his or her attributes, whose values are variable at any time.
We assume in this paper that the attribute set does not have
a one-to-one correspondence with the level of privilege held
by the user. That is, the privilege level of the user may not be
high, although his/her attribute set contains many elements.
Of course, for the same user, more attributes will mean a
higher access privilege. Since a certain attribute set must
correspond to a specific privilege level, we use the attribute
level and privilege level indiscriminately below.

B. SYSTEM FRAMEWORK

The algorithms included in the proposed system frame-
work can be divided into two categories: basic algorithms
and update algorithms when attributes are revoked, where
GSetup(), AuthSetup(), SEncrypt(), conSekey(), SKeyGen(),
and SDecrypt() are applied to the basic encryption and
decryption; for example, SEncrypt() and SDecrypt() are used
for encryption and decryption, SKeyGen() is used to generate
a private key, and conSekey() is used as an auxiliary algorithm
for SKeyGen(). UPPolicy(), UPconSekey(), UPKeyGen(), and
CTUpdate() are applied to the update operation when the
attributes are revoked. For example, UPPolicy() is used to
update the old policy tree to the new policy tree, and feedback
the update results to the algorithms that need these results;
UPKeyGen() and CTUpdate() are used for private key update
and ciphertext update after attribute revocation, respectively;
and UPconSekey() is an update algorithm of conSekey(),
which is used as an auxiliary algorithm for UPKeyGen().
Next, we give an introduction to them. Their implementation
processes are provided in Section V.

1) GSetup(1*) — GP

The global setup algorithm for the CP-ABE system. It takes
as input the global safety parameter 1*, and sets the global
public key GP.

2) AuthSetup(GP, UAID) — (PKAIDa SKAID)

The setup algorithm for the AC. Each of the ACs generates a
public/private key pair (PKaip, SKaip) for itself based on the
global public key GP and the attribute set Uy;p governed by
its own identity AID.

3) SEncrypt(GP, {PKaip}, M, T) — CT

The encryption algorithm. It takes as input the global pub-
lic key GP, the public key set {PK4;p} belonging to some
ACs, the message M (represented by a long integer or
a string) representing the parameter of image sharpness
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level, and the access policy 7, and outputs the ciphertext
CT = {T,C,C’}. Then, the encryptor generates N ran-
dom numbers r; € Z, to construct an auxiliary function
conSekey(GP, {PKaip}, S¢, tag). Here, N represents the num-
ber of attributes contained in the policy tree; S. denotes the
set of attributes to be processed by the function conSekey();
tag is the tag of user’s attributes, which is used to help
record the number of attributes with the same rag that are
processed within a given period of time when the private key
is calculated for the users’ attribute. When the time period
expires, the function conSekey() sends the expression A} of
the access policy (which also corresponds to the attribute
level), to which the attribute set marked by the rag should
belong, to the governor of the last attribute while sending the
private keys.

4) SKeyGen(GP, Spip, SKaip, Suser, AID) — SKAID.

The algorithm for generating the private keys. Each AC runs
this algorithm independently to generate private keys for the
attributes of the user it manages. The algorithm takes as input
the global public key GP, the attribute set Sq;p of the user
governed by the independent AC, the system private key
SK4ip governed by the independent AC, and the attribute
set Syuser submitted by the user. It generates the private key
SKAID corresponding to the attribute set of the user by the
authorization center AID. Because we study the distributed
CP-ABE in this paper, the attributes of each user may be
managed by multiple authorization centers.

5) SDecrypt(CT, SKyser) —> M

The decryption algorithm. It takes as input the ciphertext CT
and the attribute private key SK, . of the user. When the
attributes of users satisfy the access policy tree corresponding
to the ciphertext, the decryption algorithm outputs the plain-
text M. Otherwise, it fails to decrypt.

6) UPPolicy(Sap,H, T, Atty, Co-, R) —

(h,R, T, T Atty, Cf,?/)

The dynamic policy updating algorithm, which is run by the
server. It takes as input the attribute policy set S, the hash
function H, the current policy 7, the attribute set Att7 con-
tained in the current policy 7, the tuples C7- (the same as Cp,
below) in ciphertext C’ corresponding to the attributes in the
current policy 7, and the attribute revocation list R;. It then
generates h, R;, T, T, Attg+, and Cllel’ where i = (hy, h}).
is used to denote the attribute level of the current policy 7,
and /| is used to indicate the attribute level of the updated pol-
icy 7. At represents a set of attributes corresponding to the
updated policy 7', while C 1’31 denotes the tuples correspond-

ing to the attributes in R; such as (H (atti’“))gﬁ"*’ i, and they
have been used to generate the original ciphertext C’. Here,
the expression /) of the attribute set generated by the hash
function H is used to ensure the security of the access policy
and the correct policy mapping when decrypting. We consider
only two kinds of demands for policy updating: (I) after the
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attributes are revoked, the new attribute set corresponds to
new access policy already existing in the system, and the
new access policy corresponds to a different privilege level
from the old one (for the demand of the policy updating,
we have stored the corresponding access policies for different
privilege levels in the system and generate the random data
r{’ and qwl{(O) for this updating); (II) the new attribute set
does not change the privilege level of the users after the
attributes are revoked. For example, revoking an attribute
from the “OR” structure may not change the access privilege
because the set of attributes that remain may still satisfy the
policy tree with the same level of privilege. When attribute
revocation affects the access privilege of users and there is
no corresponding policy tree in policy set S7 after attribute
revocation, we call this case the common attribute revocation;
this case is beyond the scope of this paper and will be studied
later.

7) UPconSekey (GP, {PKaip}, RI'C, Att4'P . h) — (Ryp, Wyp)
The updating algorithm of the auxiliary function. It is reset
by the data owner. It takes as input the global public key GP,
the public keys {PK4jp} issued by the ACs, the set R’;‘ID of
AID-managed attributes in R;, the setAttﬁ}I,D of AID-managed
attributes in 7”, and the parameter / representing the attribute
level. Based on this input, it generates the parameters
(Ryp, Wyp) that AID uses to grant the updated private key
to the elements in the attribute revocation list R; and (or) 7.
Here, the generated (Rg,, Wg,) in (Ryp, Wyp) for R‘I‘HD ren-
ders correct use of the revoked attribute parameters to decrypt
the ciphertext impossible.

8) UPKeyGen(GP. Sap. SKaip. h. R Atty, AID) — SKAID'
The private key updating algorithm. This algorithm is run by
the independent AC. It takes as input the global public key
GP, the set Syjp of attributes governed by the AC AID, the pri-
vate key SK4/p of the AC AID, h, the attribute revocation list
Ry, the attribute set Azt~ that belongs to 7, and the identity
AID of the AC, and returns the updated private key SKA/'
managed by AID.

9) CTUpdate(CT.h,R;, T, T, C;;,/) - CT’

The ciphertext updating algorithm. This algorithm is run by
the cloud server. It takes as input the previous ciphertext CT,
h, the revocation list R;, the original policy 7, the updated
policy 77, and the tuples C 1/61 corresponding to the attributes
in R}, and generates the new ciphertext CT’ corresponding to
the new access policy 7.

C. SECURITY MODEL

Suppose that the cloud server is curious but honest, while the
AC can be corrupted or compromised by an attacker. How-
ever, it is assumed that the attacker can corrupt the AC only
statically, and the key query can be performed adaptively.
In addition, we assume that the server may send owner data
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to users who do not have access privileges, but the data owner
is completely trusted.

Users are assumed to be dishonest; for example, they may
collude to access unauthorized data.

We describe the security model by presenting a game
between the challenger and the attacker as follows:

Init. The attacker submits an access structure A* to the
challenger.

Setup. The attacker specifies a set of AC S, C Sy that have
been corrupted. The challenger generates the public/private
key pairs by running the setup algorithms charged by the AC
(suppose the global parameters GP have been given). For AC
Sa-S) that are not corrupted, the challenger sends only their
public keys to the attacker. For the AC S that have been
corrupted, the challenger sends their public and private keys
to the attacker.

Phase 1. The attacker submits an attribute set S =
{S1,82,...,84} to the challenger for a private key query.
The challenger generates the corresponding private key SK
for the attacker. Here, S is required to not satisfy the access
structure A* submitted by the attacker; that is, the attacker
does not obtain any key that can be used for decryption from
these attributes, even if she/he combines effort with the AC
that has been corrupted.

Challenge. The attacker submits two messages Mg, M
of equal length. The challenger randomly flips coin b, and
encrypts M, under the access structure A*, and then sends
ciphertext CT* to the attacker.

Phase 2. The attacker may query more private keys as long
as the set Sy, 11, S4,42, . .., S24 of attributes provided by the
attacker does not satisfy access structure A*. The attacker
can also generate an update key query by submitting some
attribute sets Sq/l , Sq/z, R Sq;’ and the simulator returns the
update key to the attacker.

Guess. The attacker outputs a guess b’ of b.

In this game, the advantage of the attacker is defined as
Plb=b1-1/2.

Definition 4: Suppose that the decisional q-BDHE
assumption is true; then, the CP-ABE method proposed by
us is safe only if all polynomial time attackers have at most a
negligible advantage in the above security game.

V. OUR CONSTRUCTION OF CP-ABE

In this section, we present the construction of our improved
CP-ABE and use 7 to represent the access policy based on
the tree access structure used in this paper.

A. GSetup(1*) — GP

The global setup algorithm for the CP-ABE system. This
algorithm is run by a TTP. It takes as input the global security
parameter 1* and chooses the p-order multiplicative cyclic
group G1, G, a bilinear map e : G; x G; — Gy, and the
generator g of Gy. It also defines the Lagrangian coefficient
A; s for an element set § € Z, in Z, and i € Z,, such that
Ajs(x) = H/es,j;ti fT_]J At the same time, a hash function
H : {0,1}* — G is defined, and it is agreed that the
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hash value of the attribute art; is H(att;)(i = 1,2, ...,n) if
the attribute of the user is not cut; if the attribute att; is cut
(called the negative attribute —art; in this paper), the hash
value is H(—attj)(j =n+1,n+2, ..., 2n). In addition, this
hash function is required to be strong and collision-free; even
for the same attribute att;, it must satisfy that H(art;)” and
H (att;)"" are collision-free in G;. Herei = 1,2, ..., n,and n
represents the size of the system-managed attribute set, and
r # r’ are random numbers that are different from each other.
Then, the global public key of the system is

GP ={G1,G2,p,e, g, H, e(g, 2)°)

and the global master private key is MK = {A, g“}.

B. AuthSetup(GP, UAID) g (PKAID’ SKAID)

The setup algorithm for the distributed AC. Each AC runs
its own setup algorithm independently to generate its own
public/private key pairs. Let Ugjp represent the set of
all attributes managed by the AC AID. For each attribute
att; € Uapp, the AC selects the random number 8; € Z, and
issues the public key as follows:

PKaip = (8P Wamevum

and the system private key of the AC is

SKaip = {BilvaricUnp -

C. SEncrypt(GP, {PKgip}, M, T) — CT

the encryption algorithm. Suppose the set of leaf nodes con-
tained in the policy tree 7 is €2, and its modulus is N; then,
there is

C = Me(g, 9)*",
N Bixer;
¢ =[] Harp)".

Therefore, CT = {7,C,C'}. Here, s, ri € Z,(i =
1,2,...,N) are randomly selected by the encryptor (that is,
the owner of image). azt’ means that the attribute we want
to calculate is either a positive attribute atf; or a negative
attribute —art;. Next, the data owner constructs a black box
function conSekey(GP, {PKaip}, S¢, tag) shared with each
independent AC. The function is used as the basic mate-
rial by the AC to generate the attribute private key for the
user. For this purpose, using the same method as in [1],
we first select the polynomial g, for each node x in the
policy tree. Suppose that we select random number s for
root node R, and set gg,(0) = s. For other nodes, we set
qx(0) = Gparent(x)(index(x)). In addition, we choose the
random number g,,(0) for the leaf node (w; € £ may
be positive or negative attributes). Assume that the func-
tion conSekey(GP, {PKaip}, Sc, tag) has initialized the two-
tuple—-the hash value H(w;) of each element in 2 and
qw;(0) corresponding to w; such as in [1]—and randomly
disturbed the order of the two-tuple. | * | denotes the number
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of elements in set * (the same as below). Then, the implemen-
tation process of conSekey(GP, {PKaip}, Sc, tag) is shown
in Alg. 1.

Algorithm 1 conSekey(GP, {PKaip}, S¢, tag)
Input: GP, {PKajp}, the set S, of attribute to be processed
(IS¢I= n.), and tag for the current attribute set of the user.
Output: A number set pair (Rs,, Wgs, ) corresponding to each
element in S, i generated when the attribute set of
the user is calculated completely, and the additional
parameter hy.
1: 11 = Time. I/ Time is the time slot set by the data owner
for tag.
2: Tgior = Tior + trag. /1t is the sum of time #,,, spent on all
attributes tagged with rag
3: At = {An, Séag}. /IA new attribute set S-*¢ is incorpo-
rated into the attribute set Azz.

4: for j=1 to n. do

5: fori=1toN do

6: if (S. == w;) then

7: Ry = H (01)¢"*i//Here, g# and r; are the data
selected above.

8: WS,C- = g7y, ¢ Z, is a random number
chosen by the data owner.

9: end if

10:  end for

11: end for

12: if (Tyjor == 115%) then

13:  hy = h} = H(p * rand()) // This means that /1 and /)
are the Cl(lash values of random numbers within p.

14: hy = g7

15:  return {(Rs,, Ws,), h}, ha}

16: else

17:  return (Rs,., Ws,)

18: end if

We state that if the execution time of the algorithm for the
tag exceeds the time slot, then each attribute corresponding
to the tag is considered to have been generated with a private
key such that the flag /] for the attribute level can be issued
for the attribute set Atf. Moreover, S means the attribute set
S. marked by tag; h; is fed back to the data owner and saved
on the TTP. .

In this paper, to obtain g» but not leak the %lobal master

private key g%, the image owner first sends g7 to tEe TTP
through the secure channel, and then the TTP sends g7 to the
image owner, which is equivalent to the discrete logarithm
problem, so it can be guaranteed that the value of g% will not
to be leaked to the image owner. Of course, « is also safe
from any other third parties because y is arbitrarily chosen by
the image owner, and the image owner will not disclose his
or her own data. i) can give each rag that calls conSekey(),
or the tag that last calls conSekey() because the value of &y
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remains unchanged. In this article, we use the latter method,
and take 5 as a global parameter.

In addition, we provide the following functions to deter-
mine the characteristics of attribute revocation, following the
method in [5],

L if(att} is a VA)

R 4)
0 if(ant] is not a VA).

flattl) =

The VA here represents a key attribute in the attribute set
of the user. If a user attribute is a VA (that is, this attribute
satisfies the condition set by the data owner for VA), then
f (atti*) = 1, with no user revocation. In addition, this attribute
may not be the identity(such as the ID number) of the user in
the system. For example, at some point, the data owner may
have the address as the VA.

D. SKeyGen(GP, Saip, SKaip, Suser, AID) — SK1D,

the private key generation algorithm. Each authority center
AC; (i = 1,2, ..., w, suppose a total of w ACs exist) needs
to call this algorithm to generate private keys for users with
the help of conSekey() as shown in Alg. 2. Here, mod denotes
a modular function (the same as below). tag corresponds to
Suser- Ti 1s a random number selected by AID.

Algorithm 2 SKeyGen(GP, SAIDa SKAIDv Susers AID)
Input: GP, SAID, SKA[D, Suser’ AID.
Output: The private key SKA/D of the user.
1: [RSAID’ WSAID’ hll , ho] = conSekey(GP, {PKAID}s
SAID, tag)
2: for i=1 to |S,ser| do
3:  forj=1to |Sap| do

4 if(Sky, == Shyp and mod(RY,  H(Sky,)¢")==0)
then ' )

> Di = (W{?Am)grl * R]SAID

6: D; =g"

7 end if

8:  end for

9: end for

10: return SKD = (W), o, D;, Dl,i=1,2,...,|Sampl}

Therefore, the private key of user SK e, = {h, h2, D, D'},
where D and D' are the set of D; and D}, respectively.

E. SDecrypt(CT, SKyser) > M

the decryption algorithm. When decrypting, the value of the
VA is first obtained by Eq.(4). If the value of the VA is 1,
then we continue to perform the decryption operation; oth-
erwise, the decryption algorithm terminates. During decryp-
tion, according to the policy tree, our method is the same as
that used in [1]. If we let w; € €2, and r; formally denotes a
random number corresponding to the attribute wg, which may
be rq, ry, or any other random number r;, then the algorithm
performs the following calculations recursively:
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When x is a leaf node, we first calculate

SDecryptNode(CT , SKyser, X)
= SDecryptNode(CT , SKyser , ws)
C/
= Do
Bixr;
I
(W)™ * Ry
l_[f'vzl(H(att[*))gﬂi*ri
B g)/*qwx(O)*gTi * H(a)s)gﬁi*rx '

&)

According to the encryption process and the private key
generation process, when attribute w; of the user is a leaf
node of the policy tree, the rg in the denominator H (a)s)gﬁ’*’s
in Eq.(5) is definitely an element r; in the set of random
numbers {ry, r2, ..., ry}. In addition, we have identified the
strong collision-free nature of the hash function when defin-
ing it. Therefore, it is perfectly possible to remove H (a)s)gﬂ’ s
from the numf/:srator and denominator and not affect the num-
bers H(att¥)$'*'i related to other attributes, so that only
gV *os (0%8™ ig left in the denominator. Then, we compute
(g *4os (0)xgTi )D,’-
— gy*qms(o)*g’f*g*”
— gV*‘st(O)_ (6)

If x is not a leaf node, then
SDecryptNode(CT, SKyser, x) = L.

When a node x is a non-leaf node, for all child nodes ¢ of x,
it calls

SDecryptNode(CT , SKyser, )

and saves the output as f.. Let S, be an arbitrary k,-sized
set of child nodes ¢ such that f. #.; then, the following
can be computed by resorting to the Lagrange interpolation
polynomial Eq.(1) and construction in SEncrypt():

A s (0)
Sfe = ch >

ceSy

— 1_[ (g7 *4x (0))Ai.s; (©)

ceSy
— 1_[ (gV*Qparenr(c) (index(c)))Ai‘S;( ©)

ceSy

— 1_[ (g " (i))Ai,s; (©)

cESy
¢y (0
=g’ 4x(0)

Here, i = index(c), S, = {index(c) : ¢ € Sy}. If the set of
user attributes satisfies the policy tree, then we will ultimately
obtain g¥* when starting from the root node. Therefore,
the user needs only to perform the following calculation to
obtain the plaintext M,

C C C

e(ha, 87%)  o(gv, grsy €8 Q%
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F. UPPolicy(Sap,H, T, AttT, C%_, R;,) = (h, Ry, T,

T, Attr, Cl’!PR, )

the dynamic policy updating algorithm, which is run by the
server. According to the type of attribute revocation provided
in this paper, we consider only two policy update cases (I)
and (IT) proposed in Sec.IV-B; the implementation process as
shown in Alg. 3.

Algorithm 3 UPPolicy(Sy,, H, T, Attt C%—, R)
Input: S,,, H, T, AttT, Cir, Ry.
Output: h, R;, T, T, Att1, Cllel'
1: T/ =T — R; // This formally denotes that the attributes
in attribute list R; are revoked from the current policy 7.

. if (77 € S4p) then

kind=(T) // It means that the kind of revocation is (I).
hy = hyt

W, =h7 =H(T")

Obtain Art7+ based on T~

Extract CI/QI from Cé— based on R;.

. end if

. if (T & Sgp) then

kind= (II) // It means that the kind of revocation is (II).

R AR RN

—_
e

11: hy =hr

12: hll = hT

13:  Att77 = & // & means an empty set.
14:  Extract Cl/el from C%- based on R;.
15: end if

16: return {h, R;, T, T, Atty, C;e,}

Here, h, R;, and Att77 are given to UPKeyGen(), and h, Ry,
T, 7T, and Cl/?/ are given to CTUpdate(). The hash value hy
of current policy 7 has been computed in Alg. 1, and the new
value of i will be recorded by the data owner. In practical
applications, for attribute security, some disturbing attributes
are usually added into Azt7.

G. UPconSekey (GP, (PKap}, R'P, Att2'P, h) —

(Rup, Wyp)

the auxiliary function updating algorithm. Let (R R WR,I-) and
(RAtr;_/’
the attributes in Rf” D and Att?-’,D , respectively. This algorithm
is run by the image owner, as shown in Alg. 4.

In the algorithm above, the attribute revocation would be
the Type(I) revocation when h; # h’l; otherwise, it is the
Type (II) revocation. Atté—I,D being a non-empty set means that
the basic materials corresponding to it need to be updated,
SO RA”T’ and WA"T’ returned are not empty; otherwise, RA,,T,
and WA”T’ are all empty sets. Moreover, gﬂi and rl./ have the
same meanings as earlier, but rl.’ > r; needs to be reselected
to avoid having the same parameter value as the original one
and, at the same time, ensure that R R/ cannot participate in the

W,/ ) represent the basic materials generated for
!

1
decryption calculation correctly. y’, y” € Z, is the random

167042

Algorithm 4 UPconSekey(GP, {PKamp}, R}V, AP, h)

Input: GP, {PKam}, RMP, AttfiP i
Qutput: the number set pair (Ryp, Wyp)

1: Obtain the leaf node sets 27~ and Q7 of the policy trees

corresponding to /1 and /) in h, respectively.

2: for j=1 to |RMP| do

3 for i=1 to |Q27| do

4 if (R) == w;) then

5 RR; = H(a)i)gﬂ"*’i///R; € RMP
6 Wy = g"*4i O i e Qr
7: end if
8
9

end for
: end for
10: for j=1 to |Ar4'P| do
11:  for i=1to [Q27| do

12: if (At} == o)) then
. A rngPixr! j AID

13: RA”]T/ = H(w)) IAtty, € At
¥"%q,(0)

14: WAtt’,Zg i //a)l/-GQT/

15: end if

16:  end for

17: end for

18: Ryp = {RAttTH RRI}
19: Wyp = {WAttTH Wr,}
20: return (Ryp, Wyp)

number chosen by the data owner, and ¢,/(0) should be
distinguished from its original random value for the specific
attribute.

H. UPKeyGen(GP, Saip> SKaip, h, Ry,

Attr, AID) — SKAID/

the private key updating algorithm. Let D;g, and D R, Tepre-
sent the updated private keys generated for the i attribute
in R‘[‘”D; then, the algorithm is shown in Alg. 5.

In addition, Att%‘-I/D being a non-empty set means that
the private keys corresponding to it need to be updated, so
D and D’ returned are not empty; otherwise, D and D’ are all
empty sets. Moreover, the new value of 4 will be returned to
the user according to its original path.

According to Alg. 5, the private keys of the attributes
that have not been revoked do not need to be updated when
hy = h}.

I CTUpdate(CT,h,R;, T, T",Cp) — CT’
the ciphertext updating algorithm, and the implementation
process of the algorithm is as follows:

If hy # K, then let the data owner generate the new C and
C' for the access policy 7" corresponding to /).

If hy = k), then let

N hoor [R Bour:

C'=[[H@" /] [Har )"

i=1 j=1
ﬁ. r .
based on the data H (att]f")g ™ C1/e,’ andlet 7' =T.
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Algorithm 5 UPKeyGen(GP, Saip, SKamp, h, Ry, Att']‘/, AID)
Input: GP, Saip, SKaip, h, Ry, Atty, AID.
Output: The updated private key SKL‘ZIED,/ for users governed
by AID.
1: Based on the AID, extract the attribute sets R;”D and
ArtZiP from R; and Atr7, respectively.

2 [Rup, Wypl = UPconSekey(GP, {PKaip}, R)P,
Attﬁ‘rI,D,h).

3: if (hy # h)) then

4.  Extract (RA”T”WA”T/) and (Rg,, Wg,) from

(Ryp, Wup)
5: else
6 Extract only (RR1 s WR]) from (Ryp, Wyp).
7: end if
8: for i=1 to |RMP| do
9 for j=1to [Saip| do

10: if (mod(Rf . H(S},,)¢")==0) then

1 Dig, = (Wj )" Rl

12: Dip = g " //The value of random number 7/ is
different from t;’s earlier.

13: end if

14:  end for

15: end for

16: for i = 1 to |At4’P| do
17:  for j=1to |S4p| do

18 i (mod(R,, , H(S) )¢ )==0) then
19: Di = (W}, , ) R,

20: Di=g"

21: end if

22:  end for

23: end for

24: return SKAD = ((D;, D)), (Dig,, Dip)}

user

Therefore, the output of this algorithm is CT' =
{T",C,C'}.

J. REVOCATION

In this paper, we use the VA to achieve user revocation.
Before decryption, we first determine whether to revoke the
user based on the value of the VA. For attribute revocation,
in this paper, we study two types of revocation corresponding
to the two cases discussed in the policy update algorithm:
(i) attribute revocation causes the privilege level of the user
to be reduced to a lower level; (ii) attribute revocation simply
revokes some attributes that have no effect on the privilege of
the user.

The algorithm implementation process when the attribute
is revoked is: first, the data owner initiates the attribute
revocation request by passing R;, 7, and C%- to the server,
and then the server executes the algorithm UPPolicy() to
complete the policy update; next, the algorithms UPKeyGen()
and CTUpdate() complete the private key update and the
ciphertext update. It can be seen from the implementation
process of the policy update algorithm that for the (i)-type
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revocation, we must issue a new private key to the user; while
for the (ii)-type revocation, using the algorithm provided in
this article, only the affected attribute’s private key must
be updated so that it cannot participate in the calculation
correctly.

VI. PROOF OF THE CORRECTNESS AND SECURITY
OF OUR PROPOSED CP-ABE
A. PROOF OF CORRECTNESS

Theorem 1: Our CP-ABE scheme is correct.

Proof: First, from the implementation process for the
decryption algorithm before updating, when an attribute is
a leaf node, we can calculate gV*qw-v(O). When a node x is a
non-leaf node, based on the Lagrange interpolation polyno-
mial Eq.(1) and the construction in SEncrypt(), g¥"*%© for
the node x can also be calculated on all the child nodes ¢
of x. In a similar fashion, when the attribute set of the user
satisfies the policy tree, the g¥** for the root node can finally
be calculated. Then, we can perform the bilinear pairing
calculations as follows:

elhy, g*) = e(g7, g"*) = e(g. g)**'.

Therefore,

C _ Mxe(g, 9" M
e(g, g)*s - e(g, g)o*s -

Second, from the updated ciphertext structure, policy tree
structure, and private key composition, regardless of the
Type (I) update or the Type (II) update, the judgment regard-
ing the privilege level of the user can be implemented based
on the non-revoked attributes, and these attributes enable the
corresponding g?*9s® to be obtained from calculation of the
policy tree by Eq.(5) and (6), so that the correct decryption
operation can be achieved.

In conclusion, our proposed CP-ABE scheme is correct. B

B. PROOF FOR SECURITY

To realize the distributed attribute-based encryption, in this
paper, we set a TTP to generate the GP. Each AC then uses the
GP to independently generate the corresponding private keys
for the attributes they are responsible for. At the same time,
the data owner encrypts the plaintext using the GP and the
public keys issued by the AC. It should be noted that the TTP
designed in this paper is not responsible for the authorization.
It is responsible for determining the accessor privilege before
formal decryption and for the setup of the master system
parameters.

As mentioned earlier, the ACs are honest but curious; they
do not actively attack the received data but simply view it.
In addition, they are attacked only statically, that is, they will
not actively cooperate with adversaries to attack the system
before being corrupted. Suppose the adversary can attack the
AC, thereby obtaining the private key SK4p issued by the AC
having identity AID. If the adversary breaks through some
AC, the centers will send the data returned by conSekey()
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to the adversary. Based on this scenario, we provide Theo-
rem 2 and its proof process as follows.

Theorem 2: Suppose that the decisional q-BDHE assump-
tion is true. Then, no adversary can selectively break
through our scheme in polynomial time with a non-negligible
advantage.

Proof: Assuming that adversary .4 can win the security
game with the advantage of ¢, then we can construct a chal-
lenger Cha to solve the decisional g-BDHE problem with a
non-negligible advantage ¢ /2, thus distinguishing e(g, g)‘qurl §
and arandom element in G». The security game between Cha
and A is as follows:

Suppose the challenger Cha inputs a q-BDHE instance
Yg a4 and Z,, either Z, = e(g, g)“qﬂs, or Z, is a random
number in G,.

Without loss of generality, we assume that only AC is not
corrupted by adversary .A. Before the game starts, .A submits
a challenge access policy tree 7€ to the challenger. There
are |Q.| attributes in the policy tree 7¢, and they satisfy
Q* = U [ # 9. The space size of system attributes is
|[U| = NN.

1) SETUP
Cha randomly selects i* € {ilatt; € Q*} and a random
number ﬁ{ € Z,,i=1,2,...,NN. Cha then calculates the
following numbers.

First, for the public parameter e(g, 9)¥ = e(g™, g% *
e(g, 9)%, Cha confidentially sets « = o + a9t!. At the

same time, Cha also confidentially sets S = ,31{* +
ZaneQx j#ir a9t
Then Cha computes
ghi=gfr =gl T ggr1 )

ateQ* jAi*

-
where we set gg11-j = g“q+ ' the same as below.
For i € {i|att; € Q*/{att}}}, calculate

g =glg s

In other cases, Cha calculates gfi = gﬂt{ .

Moreover, to construct the auxiliary function, Cha ran-
domly generates {r/,i = 1,2,... NN } and generates the cor-
responding polynomials for each node in the tree according to
the access policy tree challenged by the adversary, and finally
generates {qﬁuv(O), y=1,2,...,]|2|} for the leaf node set.
Assuming that the set of attributes to be processed is S/,
then Cha can construct the auxiliary function SPconSekey()
as shown in Alg. 6.

where gﬁf is the same as Eq.(7) when i € {i|att; € Q*}; and

/
c _ ¢
rp=r % ||

att; e j£i*

GO0+ >

atteQ* j£i

gq+17j’

. 1—j
45,(0) a1,
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Algorithm 6 SPconSekey(GP, {PKap}, S.)

Input: GP, {PKyp}, and the attribute set S.., where |S.| = ¢.
Qutput: %y, and the number set pairs (ng. ,ng,) corre-
sponding to the elements in S...
1: for j=1tot do
2. for y=1to |Q2.| do

3: if ((S)); == a);) then

4: Ry, = H (w;)gﬂi*’ i /lgPi and r{ have the same
meaning as Cin lAlg. 1.

5 Wsry, = g *q4, (0)

6: end if

7:  end for

8: end for,

9: hy =gv

10: return {(Rg:, Ws),ha}

,.
I

v i
ic tic + Z anr] ’ ’

ateQ* j£i*

c yc’ + Z

ateQ* j#i*

at1=i,

ﬁ
Il

For i € {ilatt; € Q*/{att}}}, set
r{ =rf % &qt1—js
C _ C’ +1_‘
45, (0) = g5, (0) +a”"'7,
c I q+1—j
i =T td )
y< =y +att

ﬁ
Il

For the other i, set r{ = ri"/, quv(O) = qj);(O), 7 = ri"/,
y© = ycl. Here, c is used to indicate that these data are related
to 7°.

The challenger sends (p, G1, G2, e, Yg,4,9). {gﬁflatti e U},
{z/, Bilatt; € U/U,} even {(Rs:, Ws1),2} to adversary A
(assuming that these data correspond to the corrupted ACs,
but the data belonging to the uncorrupted authorization center

AC are not sent to adversary A).

2) PHASE 1
Adversary A can adaptively implement any key query to Cha
with any set ' of attributes and requires only that the attribute

set €’ does not satisfy the policy tree 7¢ challenged by .A.
Ifi =¥,

D} = (WZXID)gi *RféllD

/
/ ! T.
— 9w Oy xg'i 3
=g s ( | | 8q+1—j)
ateQ* j#i*
B2 T greqr jix @l
* g J > Xr
*H(wj) Z,
O P 4 -1
Df =g =g« [] s

ateQ* j£it
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For i # i*, att] € Q*/{i = i*},
. * .
e NG
Di = (Wyp) *RillD
’
"xq’ (0)xg'i 3
— g)/ qa)l( )%g (gq+1—j)
* ﬁ;*rf*( )2
*H(a)j )g i % 8a+1—j ,
;-1 T —1
Di=g " =8 %81
: % ’
Fori # i*,and att; € U /Uy,
w8 J
Di = (Wyp) *RQID
7/ /
= gl O

T/

D;:g_rizg_i.

Here, 7/, ', and ¢,, (0) are randomly selected by Cha; they
are related to Q" and let private keys meet the requirements
of random distribution; and they can be calculated.

3) CHALLENGE
At some point, adversary .4 submits to Cha two equal-length
messages Mgy and M1, and Cha randomly selects b € {0, 1}
to calculate:
C =Myx*e(g, g% =M, xe(g®, g
= M, * e(g“q+] * g“/, g5
= My % e(g, 90" x e(g, @)
Bi ser:
C'= ] Hps™"
att; e

:((H(wj)gﬁ’{ « [ He* )

att;eQ* j#i*

B L
«Hwp '« [  Hy)e-y
att;e2* | ii*

Bl
c 1 e,

att; e/ Q*

when Z, = e(g, g)“qﬂs, C is the legal ciphertext of plaintext
Mj),. Otherwise, in the eyes of the adversary, C is a random
number of G,.

4) PHASE 2
Same as Phase 1.

5) GUESS
The adversary A outputs the guess value b’ of b. If ¥’ = b,
Cha outputs 0; otherwise, the output is 1.

Analysis:

1) When Cha outputs 0, C is a legal ciphertext. In this case,
the adversary can exert its full attack advantage. Assuming
that the attack advantage of adversary A is ¢ = P[b = b'] —
1/2, it is easy to see that P[b = b'] = P[b = b'|b = 0],
so when b = 0, the probability that Cha wins is

Plb=b|b=01=Plb=>b]=c+1/2.
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2) When b = 1, Z, is an element randomly selected
from Gy, so for the adversary A, C is only a random element
in G, and does not contain any message of plaintext Mj.
In this case, A loses its attack advantage. Thus, P[b # b'] =
1/2. It is easy to see that P[b # b'] = P[b = b'|b = 1].
Therefore, when b = 1, the probability that Cha wins is

Plb £b]=Plb=0bb=1] = 1)2.

Finally, Cha's advantage in solving the decisional g-BDHE
hypothesis is as follows:

P[b=b1—1/2 = P[b = b'|b = 0]  P[b = 0]
+Pb=bb=1xPb=1]-1/2
= (e+1/2) % 1/24+1/2%1/2—1/2 = ¢/2.

Therefore, if the adversary can break through the encryption
scheme above with the advantage of ¢, then the challenger
can solve the decisional q-BDHE problem with the advan-
tage of ¢/2. Obviously, this is impossible, so the assump-
tion is not true. Thus, no adversary can selectively break
through our scheme in polynomial time with a non-negligible
advantage. [ ]

VIi. A PROGRESSIVELY CLEAR IMAGE RESTORATION
ALGORITHM BASED ON CP-ABE

A distributed CP-ABE with a shorter constant-size ciphertext
and only one bilinear pairing calculation is provided above,
and its correctness and security are proven. This opens up
the possibilities for its application on smart terminals with
limited storage and calculation power. In this section, we will
provide an image progressive restoration algorithm based on
our CP-ABE. For this purpose, we first provide the algorithm
for restoring images with reference to the atmospheric scat-
tering model, and then provide an image restoration algorithm
based on our proposed CP-ABE and the algorithms for restor-
ing images.

A. THE ALGORITHM FOR PROGRESSIVELY AND CLEARLY
RESTORING AN IMAGE BASED ON THE ATMOSPHERIC
SCATTERING MODEL

Although the algorithms proposed in [34] (denoi-
sing), [35]-[37] (image restoration), [38] (inpainting),
and [39] (dehazing) have high restoring performance, none
of these algorithms can restore the images with progressive
clarity. Moreover, it is known from related work that some
studies provide algorithms that can achieve progressively
clear image restoration, but these algorithms still require
further improvement in the peak signal to noise ratio (PSNR)
of the ultimately restored image, especially when the original
clear image needs to be restored; for example, medical images
require lossless restoration for a correct diagnosis. For the
methods of lossless restoration, the algorithms in [11]-[13]
are not the best choice due to their high storage costs, even if
they can completely restore the original image. The algorithm
in [14] means that the encrypted image (as the carrier) is not
restored completely; and the hiding rate (bpp) of this type
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of algorithm is very low; therefore it is not favorable for the
restoration of large-size images.

Therefore, in this section, we provide three algorithms
that rely only on the image itself for progressive restora-
tion of the image in dehazing mode with reference to the
atmospheric scattering model: the loss progressively clear
image restoration algorithm, the lossless progressively clear
image restoration algorithm, and the reversible convolution
transformation (RCT) plus lossless progressively clear image
restoration algorithm.

1) THE LOSS PROGRESSIVELY CLEAR IMAGE

RESTORATION ALGORITHM

We first provide the algorithm for loss progressively clear
image restoration. The principle of this algorithm is as fol-
lows: first, the original image is hazed with a given density of
haze based on Eq.(2); then, for the hazed image, the inverse
process of hazing is used to restore the image with progressive
clarity. The specific restoration process is shown in Alg. 7.

Algorithm 7 The Loss Progressively Clear Image Restora-
tion Algorithm

Input: The hazed color image data /, parameters AOO, ©,
the formula for the depth of field ¢ (i, j), and the attribute
level L,,, of the user.

Output: The image data /;; with sharpness corresponding
to the attribute level of the user.

1: for [=1to 3 do

2 for i=1 to I,,,, do

3 for j=1 to I.opumn do

4 £, )) = e~ 9*¢ ()

5 Iy, G o D) = (UG j, D= Aoo (1=, )D)/EG, )
6 end for

7 end for

8: end for

It can be seen from Eq.(3) that the value of £(i,j) is a
floating-point number, and then the image hazing and restor-
ing processes described above are both lost; therefore, Alg. 7
is mainly applied to the progressively clear restoration of the
image with a loss format such as jpg.

2) THE LOSSLESS PROGRESSIVELY CLEAR IMAGE
RESTORATION ALGORITHM

There are some cases that require the lossless restoration of
the image, such as medical images. To this end, we pro-
vide a lossless progressively clear image restoration algo-
rithm using the atmospheric scattering model. Here, based on
Eq.(2), we propose Eq.(8) to generate a multilayer scrambled
image as the basic data for lossless progressively clear image
restoration.

1(i, j) = mod(J (i, )) — Acc * Lan + ¢ % (G — § (i, J)), 256),
®)
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where £(i, j) = mod(2™°4 %) « ¢ ¢). Ly indicates the
disturbance intensity, which corresponds to the attribute level
of the user; G, ¢; and ¢, can all be used to control the
disturbance intensity of the image. We add these factors to the
atmospheric scattering model. The meanings of the remaining
parameters are the same as in the earlier atmospheric scatter-
ing model. Since we are implementing distortion-free image
restoration, the parameters used here are all integers.

Given the above scrambling formula, we provide Alg. 8 to
progressively restore the protected images without distortion.
Here, £(i, j)1,, represents the value of £ (i, j) corresponding to
the scrambling level Ly, and Ly is the highest attribute
level.

Algorithm 8 The Lossless Progressively Clear Image
Restoration Algorithm

Input: The protected color image data I, parameters A ., ¢,
G, ¢1 and ¢, and the attribute level L/, of the user.
Output: The image data [;; with sharpness corresponding

to the attribute level of the user.

1: for /=1to 3 do

2 for i=1 to I,,,, do

3: for j=1 to I.oumn do

4 £(i,j) = mod QmWH9D s ¢, b))

5 Iy G, 1) = mod(J(@,j, 1) + Aso * L, +

(Llargest — @) *x (G — &G, J) — Lay * (G —
§W, J)Lyy))s 256)

6: end for
7:  end for
8: end for

3) THE RCT PLUS LOSSLESS PROGRESSIVELY CLEAR

IMAGE RESTORATION ALGORITHM

Due to the strong restoring capacity of the existing image
restoration algorithms, if only one method is used to protect
image information, then the image remains extremely vul-
nerable to image restoration attacks. Therefore, we provide
a novel algorithm in this section—the RCT plus lossless
progressively clear image restoration algorithm. In this algo-
rithm, the RCT is first performed on the original image data.
Then, the transformed data are scrambled, and the scrambled
image data are finally used as the basic data for the pro-
gressively clear restoration of the image. Its implementation
process is shown in Alg. 9.

It is worth noting that in the process of implementing
the algorithm, to ensure that the image after convolution
has a certain degree of readability, the selected convolu-
tion kernel should minimize change to the original image
data, and simultaneously, it should be implemented accu-
rately. Therefore, the selection of a convolution kernel is
very important. The convolution kernel used in this exper-
iment is a two-dimensional matrix (1 0; 1 1), and it is
used as part of the image sharpness parameter. Moreover,
the process of obtaining the basic data for progressively
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Algorithm 9 The RCT Plus Lossless Progressively Clear
Image Restoration Algorithm

Input: The parameters /\ 00> @> G, ¢1 and @7, and the attribute
level L/, of the user. The protected color image data /
after convolutional transformation.

Output: The image data [;; ~with sharpness corresponding
to the attribute level of the user.

1: for /[=1to3 do

2 for i=1 to I,,,, do

3: for j=1 to I.opumn do

4 £(i, j) = mod (Mol PD) x ¢, ¢y)

5 ILém(i,j, ) = mod(J(,j,1) + As * L), +

(Llargest - 90) * (g - 5(1,])) — Loy * (g -
§ (s Lo ))> 256)

6: end for
7:  end for
8: end for

9: If the original image needs to be restored, then a deconvo-
lution transform is performed; otherwise, the algorithm
terminates.

clear image restoration is the same as that for Alg. 8 after
convolution.

Given the current state of the art, no image restoration
(or repairing) algorithm can completely restore the disturbed
image without the original image data. In this way, even if an
image restoration algorithm can restore a higher sharpness
image and can guess the convolution kernel used, it cannot
completely recover the original image used in the algorithm.
Because an attack on lossless scrambling does not completely
restore the disturbed image data to the original state after
convolution, the attacker can implement inverse convolution
only on the wrong data. Thus, this image protection method
using multilevel scrambling is better at protecting image
information security.

B. THE PROGRESSIVELY CLEAR IMAGE RESTORATION
ALGORITHM USING OUR CP-ABE
In this section, we present a progressively clear image restora-
tion algorithm based on our proposed CP-ABE and the algo-
rithms for restoring images, as shown in Alg. 10. Here,
the plaintext encrypted by CP-ABE is the image sharpness
parameter, which is used to restore the protected image to the
corresponding sharpness.

Obviously, as the policy level corresponding to the attribute
set of the user increases, the image he or she receives will
become increasingly clear.

VIIl. EXPERIMENT AND DISCUSSION

The computer used in our experiments is equipped with
Win 10 OS and an Intel(R) Celer-on(R) CPU with a frequency
of 2.81 GHz. The algorithm runs on Java 7. In the exper-
iments, we use 600 policies, each of which corresponds to
10 plaintexts. Additionally, the experiments are carried out
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Algorithm 10 The Progressively Clear Image Restoration
Algorithm Based on Our CP-ABE Scheme and the Algo-
rithms for Restoring Images

Input: The private key SK,;. of the user, the ciphertext CT,
and the protected image with our algorithms.

Output: An image whose sharpness matches the attribute
level of the user.

1: Obtain parameter h’1 from SK,., and match it with A
held by the TTP.

2: Obtain the corresponding policy according to the
attribute set to which (41, h’l) belongs, and then obtain
the ciphertext encrypted by this policy.

3: Decrypt the ciphertext with the user’s private key SKj;ser
and obtain the image sharpness parameters (such as
Ao, ¢, and the convolution kernel) corresponding to the
attribute level of the user.

4: if the image sharpness parameters are all floating-point
numbers then

5. Call Alg. 7 to restore the image.

6: end if

7: if the image sharpness parameters are all the integer
numbers then

8:  ifthereis no convolution kernel in the parameters then

9: Call Alg. 8 to restore the image.
10:  else
11: Call Alg. 9 to restore the image.
12:  endif
13: end if

on 200 images (100 jpg images and 100 png images), each of
which is 256%256 in size. On the whole, we implement more
than 6000 experiments about the loss and lossless restoration.
During the experiment, we first test the performance of the
proposed algorithm by the time cost. Then, based on the
restored image, we examine the image restoration capability
of the proposed algorithm. Finally, we analyze the advantages
of our algorithms by comparison with other algorithms on the
quality of image restoration, the size of ciphertext, and the
number of bilinear pairing calculations. Detailed experimen-
tal results are given below.

A. DEMONSTRATION OF THE PERFORMANCE

OF THE IMPROVED CP-ABE ALGORITHM

In this section, we demonstrate the performance of the
improved CP-ABE algorithm by verifying two time costs:
encryption time and decryption time. In these experiments,
we change the attribute combinations to reflect the same
level but different policies. In addition, when transforming
attribute combinations, we use the positive and negative
attributes in each attribute combination. For different pol-
icy levels, we change the number of attributes on the one
hand, and change the number of operation types on the other
hand, thereby changing the complexity of the attribute policy.
Furthermore, we emphasize the following considerations.
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Our improvements are based on the CP-ABE in [1], and the
algorithms in [40], [41] are all the improved algorithms of
CP-ABE; at the same time, the scheme in [40] had the idea
of hierarchical access control, the scheme in [41] discussed
the constant-size ciphertext and the distributed CP-ABE, and
these are basically the same as the idea in this paper. There-
fore, we here compare the two average time costs with the
schemes in [1], [40], [41] to illustrate the good performance
of our scheme as shown below.

1) ENCRYPTION TIME VERIFICATION

In this experiment, we verify the cost of the encryption time
using 6 levels of image sharpness. In addition, we design
100 different policies for each level of sharpness. Then,
the encryptions for 10 different plaintexts are performed for
each policy. The experimental results are shown in Fig. 2.

Scheme in [1]
Scheme in [40]

—
£ -e-Scheme in [41]
o ——

gos ours
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FIGURE 2. The experimental results of encryption time.

It can be seen from Fig. 2 that our encryption time cost is
smaller than that provided in [1], generally higher than that
provided in [41], and equivalent to that provided in [40].

2) DECRYPTION TIME VERIFICATION
We complete this experiment using the same scheme as
above. The experimental results are shown in Fig. 3.

0.18 Scheme in [1]

Scheme in [40]
—6—Scheme in [41]
0.14 ——ours

0.129
0.1

Time for Decryption(s)

— + + —F
6

1 2 5

3 4
Policy Tree at Each Level

FIGURE 3. The experimental results of decryption time.

As can be seen from Fig. 3, the decryption time of our
improved CP-ABE is less than the time cost of the algorithms
provided in [1], [40], [41].

Notably, in the experiment, the numbers of attributes corre-
sponding to the six image sharpness levels we selected are 5,
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10, 14, 16, 20, and 23, respectively. The plaintext encrypted
by the CP-ABE algorithm is the image sharpness parame-
ters, which contain approximately 30 float data. However,
we found that when the composition of the policy is not
complicated, even though it contains more attributes, the time
spent on decryption calculation will be lower. The time costs
of level 3 and 5 in Fig. 3 are lower than that of level 1 for this
reason.

In a word, as shown in Figs. 2 and 3, the advantages in
time cost of our proposed CP-ABE can be seen from more
than 6,000 experimental results.

B. DEMONSTRATION OF THE IMAGE RESTORATION
PERFORMANCE OF OUR STRATEGY

In this section, we demonstrate the performance of our strat-
egy in progressively clear restoration of images by present-
ing practical restored images. In the VIII-A experiments,
for convenient observation, only 6 levels for progressively
clear restoring are designed. We then use 6 levels of the
attribute policy to correspond to the 6 levels of clarity. That
is, if the attribute set of the user satisfies the first attribute
level (the lowest attribute level), then a restoration result of
clarity level 1 for the image is shown to the accessor; if
the attribute set of the user meets the sixth attribute level
(the highest level), then a restoration result of clarity level 6
(original image) is shown to the accessor. We use 100 images
to correspond to the 100 strategies in each level, and the
plaintexts under the same privilege level correspond to dif-
ferent combinations of the sharpness parameters. We perform
the experiments in two classes: overall image restoration
and restoration of the hazed ROIs in the image, and verify
only the ROI restoration in the loss situation because the
lossless ROI restorations are similar to the loss restoration.
For the three algorithms adopted in this paper, we provide the
corresponding experiments as follows.

1) LOSS PROGRESSIVE RESTORATION FOR THE IMAGE

In this section, we present only the test results cor-
responding to these parameters A, = 0.8, ¢ =
[0, 0.05,0.10, 0.15, 0.20, 0.25], and ¢ (i, j) = —0.05 % j + 20,
and we show the four images out of 100 jpg images as repre-
sented in Fig. 4, where “in(output 1)”” means the input image
and its sharpness is the lowest; at the same time, this image
is also the output image of level 1. “output i’ represents
the image restored by Alg.7; here “i”’ corresponds to the
user’s attribute level. The larger the value of “i”, the higher
the level is, and the sharpness of the restored image is also
higher. In the experiment, we use the input image as the image
restored for the user with the lowest privilege level (the same
is true below).

As shown in Fig. 4, the algorithm we provide restores
clearly and progressively the protected images.

In Fig. 5, the size of the selected ROIs is 64 * 64, and the
values of other parameters are the same as those in Fig. 4.
It can be seen from Figs. 4 and 5 that, with our provided
algorithms, we can protect both the entirety and parts of
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(a)in(output 1)  (b) output 2

FIGURE 4. Overall image restoration results for 6 levels.

(c) output 3

(a)in(output 1)

(b) output 2

(c) output 3

(d) output4  (e) output5  (f) output 6

FIGURE 5. The image restoration results of 6 levels for ROIs in the image.

an image. Moreover, the fully restored images have high
PSNR relative to the original clear images (see Table 2).

2) LOSSLESS PROGRESSIVELY CLEAR IMAGE RESTORATION
In this section, we present only the experimental results of
the full image progressive restoration, as shown in Fig. 6.

VOLUME 7, 2019

The sharpness parameters are Ao, = [0, 2,4,6,8,10],
@ =30,g =20, ¢ = 17 and ¢, = 25, and L'**" = 6.
We save the lossless image in png format similar to the
experimental image.

As shown in Fig. 6, our algorithm can achieve progres-
sively clear image restoration. In addition, our test results for
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(a)in(output 1)  (b) output2  (c) output 3

FIGURE 6. The result images for lossless progressive restoration.

(a) output 1 (b) output 2

(c) output 3

(d) output 4

FIGURE 7. The images resulting from RCT+progressively clear restoration.

the PSNR show that the restored images are all identical to
the original images.

3) REVERSIBLE CONVOLUTION TRANSFORMATION +
PROGRESSIVELY CLEAR IMAGE RESTORATION

This experiment adds an inverse convolution transformation
to the previous experiment, so each case needs to display
7 images, which increases the need for page space. To save
space, we only display six restored images in Fig. 7 with
“output i”’, and make them correspond to the six privilege
levels of the user. Here, the input image is more blurred than
the image of “‘output 1.

As shown in Column 5 (output 5) of Fig. 7, under the
condition of lossless full restoration, some noise still remains
in the image. To completely remove this noise (as shown
in Column 6), an inverse convolution transformation must
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be performed. Therefore, our method that protects the secu-
rity of image information using noise in multiple ways has a
better protection effect on image information.

4) EFFECTS OF SOME CLASSIC ATTACKING ALGORITHMS
ON THE PROTECTED IMAGES

For the progressively clear image restoration algorithms used
above, it is natural to think of their anti-attack capabilities.
To this end, we use two classic dehazing algorithms and two
classic denoising algorithms to test the anti-attack capabili-
ties of the algorithms provided in this paper. These classic
algorithms are the multi-scale Retinex with color restora-
tion (MSRCR) algorithm, the dehazing algorithm based on
the dark channel prior, the Wiener filtering algorithm, and
the inverse filtering algorithm. Below, we take the level 5
(““output 5 in Figs. 4, 6, and 7) circuit image and aircraft
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(a) result images of Fig. 4

(b) result images of Fig. 6

FIGURE 8. The image restoration results based on MSRCR.

;i

(a) result images of Fig. 4

(b) result images of Fig. 6

FIGURE 9. The image restoration results based on the dark channel prior.

(a) result images of Fig. 4

(b) result images of Fig. 6

E

FIGURE 10. The image restoration results based on Wiener filtering.

(a) result images of Fig. 4

(b) result images of Fig. 6

T

g, V!

(c) result images of Fig. 7

FIGURE 11. The image restoration results based on inverse filtering.

image as the input images to show the restoration ability of
these four classic algorithms, as shown in Figs. 8-11, where
(a), (b), and (c) are the restoration results of the input images,
respectively.

As shown in Figs. 8 and 9, the dehazing algorithm based on
MSRCR and the dark channel prior cannot restore the hazed
image to the original image. According to our test results,
their highest PSNRs of each channel of the dehazed image
are 25.184B and 25.28dB, respectively.

To investigate the anti-attack capability of our algorithms,
we further tested the dehazing intensity of these two algo-
rithms. Based on the 0.05-level haze density we use in the
experiments, from a visual point of view, the MSRCR-based
algorithm can remove approximately 1/2 layer of haze, and
the algorithm based on the dark channel prior can remove
approximately two layers of haze. Therefore, by thickening
the density of each level of haze, our loss image restoration
strategy can effectively resist the dehazing attacks of these
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TABLE 2. Comparison of PSNRs with the existing literature.

Study | Restoration scheme PSNR(dB)
[6] Hybrid graph Laplacian regularization 30.28
[7] Based on generative adversarial network 33.92
[8] Based on Laplacian pyramid adversarial network 23.70
9] On-demand learning under convolutional neural network | 31.32
[10] Deterministic annealing 34.92
[42] An unequal power allocation method (4 layers) 34.29
[43] Progressive transmission of JPEG2000 (30 layers) 36.76
[44] Progressive transmission of JPEG2000 3761
+ link adaption strategy for system parameters (4 layers) )
Ours Based on the inverse process of atmospheric scattering 49.88

two dehazing algorithms. Further experimental results con-
firm our analysis, which will not be shown here.

In addition, as shown by the experimental results in Figs. 8
and 9, the dehazing algorithms based on MSRCR and the
dark channel prior are basically ineffective for the 57 level
(output 5) images generated by our other two algorithms.
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TABLE 3. A comparison with the existing literature with image display.

Scheme Access L_ength of Size of ciphertext . _Number_ qf Multiple
structure | private key bilinear pairings centers

Yuan’s [2] tree 2n+1)G1 | Cn+1)G1+1G2 | 2n No

SE i 31| Lsss (2n)G4 381G+ (1+ )Gy | 4l Yes

Ma’s [4] tree 2n+1)G1 | Cn+1)G1+1G2 | 2n No

Ours tree 2n+2)G1 | 1G1 +1G2 1 Yes

Note: n represents the number of attributes selected by the user; [ refers to the number of rows of the
policy matrix (M, p). In addition, since the multi-authority CP-ABE in [45] is used in [3], when we
compare it with the algorithm in [3], the real comparison work is the multi-authority CP-ABE in [45].

We also see that Wiener filtering and inverse filtering do
not produce an effective denoising effect regardless of which
algorithm we use.

It should be noted that, in order to distinguish images with
different sharpness, this paper presents only six restoration
results at different sharpness levels. We also perform experi-
ments with image restoration at other sharpness levels. From
the experimental results, the lower the sharpness level of
the input image is, the higher the computational cost when
restoring to the state of complete clarity. Nevertheless, due to
the different levels of privileges of different users, sometimes
it is not necessary to restore to a completely clear state for
protecting images. For example, taking the parameters of
Fig. 4 as an example, if 100 sharpness levels are set (the low-
est level is 1), then when the image with level 1 of sharpness
is input, the image is still blurred enough when it is restored to
the 50" level; when it is restored to the 907 level, it has only a
weak display effect; and when it is restored to the 96” level,
it is roughly equivalent to the 3" level (output 3) in Fig. 4.
Obviously, the more levels of sharpness, the better it is to
protect image information security. Moreover, the greater
the difference between the two different levels of sharpness,
the more resistant the protected image is to various types of
image restoring attacks.

C. COMPARISON WITH THE EXISTING ALGORITHMS

In this section, we compare our algorithms with other ones
in two aspects, namely, PSNR and CP-ABE performance.
Among them, the comparisons on PSNR are aimed at the
performance of existing progressive restoration algorithms,
while for CP-ABE, we compare the performance of the
CP-ABE algorithm proposed in this paper with other algo-
rithms. We first show the comparison results for PSNRs.

1) COMPARISON ON PSNR
Only the PSNR value of the last restored image is measured
here.

In Table 2, we mainly compare it with the progres-
sive image restoration algorithm with loss. The progres-
sive restoration technologies are used in [6]-[10], and we
also compare our algorithm with the methods using pro-
gressive transmission technology [42]-[44] for completeness.
As shown in Table 2, in the case of loss restoration, the PSNR
that we provide is at least 32.62% higher than those provided
by the comparison objects.
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2) PERFORMANCE COMPARISON FOR THE

IMPROVED CP-ABE ALGORITHMS

Here, we divide the existing literature to be compared into two
categories, studies with image display and studies without
image display because the ideas in the literature with image
display are basically consistent with ours. The reason that
we compare our algorithm with the literature without image
display is to show the good performance of our CP-ABE
algorithm in terms of the ciphertext length, the number
of bilinear pairing calculations, and the flexibility of the
access policy. In Table 3, we provide a comparison with
the existing literature with image display. The comparison
results for the literature without image display are shown
in Table 4.

As seen in Table 3, our solution can implement a flex-
ible access policy and has constant-size ciphertext and
constant bilinear pairing calculations; thus, the perfor-
mance of our solution is better than that of the others in
these aspects. For those people who upload images to a
social platform using smart devices anytime and anywhere,
this level of protection would satisfy their demands very
well.

As shown in Table 4, to make the comparison results
more comprehensive, we select these access structures: tree
type, LSSS type, AND-gate type, AND, NOT-gate type, and
extended LSSS type [31], [46]; we then add (t, s)-threshold
type [47]. These structures are all commonly used at present.
Among these structures, the tree structure, especially that
in [1], can support AND, OR, NOT, and threshold operations.
Although we can convert the tree-type structure to the struc-
ture of the LSSS type, based on the results of [19] and our
knowledge, the ciphertext generated by such access structures
is not a constant size.

In summary, our algorithm is superior to the algorithms
without image restoration in the performance of CP-ABE.
For example, our ciphertext length is the smallest. For
the algorithms with bilinear pairing calculations, we have
the fewest bilinear pairings. At the same time, our algo-
rithm can support AND, OR, NOT, and threshold opera-
tion. Although the CP-ABE algorithm in [27] constructed
by RSA has no bilinear pairing calculation, the length of
its constant-size ciphertext is not short, and it is debat-
able whether the CP-ABE without the bilinear pairing cal-
culation is consistent with the original design intention of
CP-ABE.
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TABLE 4. A comparison with the existing literature without image display.

Scheme Access structure L;ngth of Size of ciphertext . 'Number' O.f Multiple
private key bilinear pairings centers
BSW [1] tree 2n+1)G1 | Cn+1)Gy 2n No
Yang’s [17] LSSS nG1 21G1 + I+ 1)G2 21 Yes
Han’s [25] AND,NOT-gate (n+1)G1 3G1 + 1G2 2 No
Odelu’s [27] | AND-gate 26, 3G + L 0 No
Xiong’s [28] | LSSS (5n+2)G1 | (6l +3)G1 3 No
Han’s [31] LSSS (n+6)G1 | (2l +3)n G1 +1G2 | (21 + 4)n Yes
Ohtake’s [46] | LSSS n+2)C: | @+ DG1 +1Gs 20+ 1 No
Susilo’s [47] (¢, s)-threshold (n+m)G1 | 2G1 + 1G2 2 No
Ours tree 2n+2)G1 | 1G1 + 1G2 1 Yes

Note: n represents the number of attributes selected by the user; ! refers to the number of rows of the policy
’
matrix (M, p). L represents the length of the plaintext; n denotes the number of selected AC; m refers to the

maximum number of attributes to be encrypted.

IX. CONCLUSION AND FUTURE WORK
With the increasing in social software use, there are more

cases of people uploading images to social platforms at
any time. To effectively control the degree to which users
can acquire image information, based on the characteris-
tics of CP-ABE, we propose a strategy for restoring an
image corresponding to a level of sharpness based on the
accessor’s attribute level. In our strategy, we improve the
original CP-ABE in [1] and provide methods that progres-
sively restore the protected image for the user. Our improved
CP-ABE not only supports AND-gate, OR-gate, NOT-gate,
and threshold operations but also allows the data accessors
to store shorter ciphertexts and offers a constant number of
bilinear pairings that need to be calculated when decrypting.
In addition, we offer corresponding policy updating algo-
rithms for attribute revocation, prove the correctness and
security of our proposed CP-ABE, and provide the algo-
rithms for progressively and clearly restoring images. Finally,
we propose a progressively clear image restoration strategy
based on our proposed CP-ABE method and the algorithms
for restoring images. Both the experimental results and the
theoretical analysis demonstrate the superior performance of
our algorithms in terms of progressively clear image restora-
tion and attribute-based access control for protecting image
information security.

In the future, we will develop a system that can be run on
smart terminals such as mobile phones, and conduct research
on the ABE in heterogeneous environments. In addition,
we will study the common attribute revocation and the accom-
panying attribute revocation. Moreover, we will also study a
lossless progressively clear image restoration scheme based
on the algorithm proposed in this paper that can make the
images of different sharpness have a finer and smoother
display.
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