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ABSTRACT In this paper, a novel encryption algorithm based on quantum chaotic map and four-wing
complex system is proposed. Dynamical performances of the two system are revealed by phase portraits,
Lyapunov exponent spectrum, bifurcation diagram analyses and complexity entropy. Based on these anal-
yses, an encryption algorithm is designed by the two chaotic system and DNA coding. Firstly, in process
of permutation operation, quantum logistic map is utilized to generate chaotic sequences for disrupting the
position of each pixel point combine with Arnold transformation. Then, using the complex hyperchaotic
system, the value of each pixel is diffused through mathematical operation and DNA encoding. Finally,
security performance is analyzed. Simulation results demonstrate that the algorithm has good robustness
and high-quality performance, and it can effectively protect the subject image and resist conventional attack.
This encryption scheme can provide a new realization method for security transmission and protection of
image information.

INDEX TERMS Quantum logistic chaotic map, complex hyperchaotic system, arnold matrix, image
encryption.

I. INTRODUCTION
With fast development of information technology and the
scale of the communication network, digital information is
generated, transmitted and stored frequently. Among them,
digital images including a large amount of private informa-
tion, if this information is stolen or unauthorized access,
which may cause a lot of damage. The digital image has
significant characteristics such as large data capacity, high
redundancy and strong correlation among adjacent pixel.
Thus, traditional encryption scheme such as DES algo-
rithm isn’t suitable to protect the digital image information.
Therefore, search for high performance encryption algorithm
has become a hot research field [1]–[4].

Chaotic systems have many noteworthy features, including
the highly sensitive of initial value, pseudo randomness and
ergodicity, low cost in the computer operation system and
microprocessor [5]–[7]. Hence chaotic system is quite match-
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ing for cryptography. In recent years, some image encryption
algorithms based on the chaotic system have proposed. Such
as Arnold matrix or zigzag transformation is used to calculate
new pixel point position for scrambling image matrix by
using chaotic system [8]–[11]. Chaotic sequence was used
to shift the order of the image matrix [12]–[14]. Because of
DNA theory and chaotic sequence, some encryption scheme
is designed [13]–[24]. Chai and her research team used
DNA theory and SHA256 hash function to encrypt digital
image [20], [21]. Yang et al. employed discrete chaotic map
combines with DNA theory to obtain encrypted image [14].
In the optical image processing area, Ref. [25]–[27] pro-
posed the image encryption scheme based on the discrete
chaotic system and nonlinear transform. Such as Ref. [25]
is adopted the RSA public-key cryptographic algorithm in
encryption flow. Ref. [26] is proposed the method of image
encryption by phase truncation and phase reservation in
the two-dimensional linear canonical transform (2D LCT)
domain. In Ref. [27], Phase-truncated short-time fractional
Fourier transform (PTSTFrFT) and wave-based permutation
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is combined for encoding the plaintext image. Meanwhile,
neural network theory and compressive sensing are adopted
for enhancing the security performance [28]–[31].

However, currently chaos-based encryption schemes still
have weakness in different aspect need to overcome. Firstly,
most encryption algorithm is still used single chaotic system
for encrypt operation. These schemes may can’t resist brute-
force attack efficiently as their key space is small. Moreover,
single chaotic system only has few chaotic sequences can
be applied. Conversely, Double chaotic system has multi
chaotic sequence as secret key can select and combine.
Hence, attacker can’t knowledge which sequence is adapted
to scramble or diffusion. Besides, double chaotic system can
expand the key space and enhance the performance of resist
brute-force attack. In addition, double chaotic system isn’t
widely used for encryption algorithm.

Secondly, as seed system in encryption algorithm, Discrete
chaotic systems are often adopted [14], [18], [19], [22],
[24], [32]–[37]. However, these systems not have complex
dynamical behaviors, making their sequence can be easily
predicted. Moreover, discrete system has simple structure,
so the system parameter can be easily estimated. Compare
with discrete chaotic map, some chaos-based encryption
algorithm is applied real variable continuous chaotic system
as seed system [21], [31], [38], [39]. These systems have
more complex structure and more highly dimension than
discrete chaotic map. However, it is a significant weakness
that the variables space is small. These systems don’t have
complex dynamical behaviors either. Hence, complex vari-
ables chaotic system is applied in encryption algorithm for
improving the security performance. As a result of complex
chaotic system has real number domain and complex number
domain [40]–[42]. It can expand the variable space of the sys-
tem and improve dynamics characteristics. Moreover, it can
effectively add the key space and improve the ability of resist
brute-force attack. In encryption algorithm, complex chaotic
system can provide different sequence for select and combine.
It will increase the difficult of malicious encoding. Therefore,
the complex chaotic system can enhance the security perfor-
mance of different attack.

Quantum chaotic systems are the quantized of classical
chaotic system. Such as quantum logistic system is con-
structed by classical logistic system. This system has high-
dimension and more complex dynamic behavior [43]–[45].
Moreover, quantum chaotic system has high sensitivity with
parameters. This property is very important for the cryptog-
raphy. Hence, quantum logistic system is suitable as seed
system in encryption algorithm. There are numerous research
papers based on the quantum logistic system [33], [46], [47].

Based on the above this analysis, this work proposes a
novel encryption algorithm combining the double chaotic
system and complex chaotic system. The architecture of this
algorithm is scrambling and diffusion is adopted. Firstly,
the secret sequence generated by quantum logistic system
in scrambling operation. Moreover, in different scrambling
round, the elements of Arnold matrix are different. Therefore,

the position of pixel can become more random and uncertain.
Secondly, according to the advantage of complex chaotic
system, a novel complex chaotic system is applied in diffu-
sion operation. Because of the complex chaotic system has
high dimension compared with real domain variables chaotic
system. Hence, many combinations of chaotic sequence can
be applied.

The rest sections of this paper are organized as follows.
In Sec. 2, dynamic character analyses of quantum logistic
system and complex chaotic system are carried out respec-
tively, and display the corresponding analysis results. Then,
the encryption algorithm and decryption algorithm work-
flow are described respectively in Sec. 3. The encryption
and decryption image are shown in the end of this section.
Sec. 4 illustrates the results of security performance and
relevant technical indexes. The important conclusion is drawn
in Sec. 5.

II. BASIC BACKGROUND OF THE PROPOSED
CRYPTOSYSTEM
A. QUANTUM CHAOTIC MAP
Based on the classical logistic map and the effect of quantum
correlations on the a dissipative system [45], a new quantum
chaotic map could be described as Eq. (1)
xn+1 = r∗(xn − |xn|2)− r∗yn
yn+1 = −yn∗e−2β + e−βr[(2− 2xn)yn − 2xnzn]
zn+1 = −zn∗e−2β + e−βr[(2(1− xn)zn − 2xnyn − xn]

(1)

where system parameter β represent dissipation parameter
and γ is control parameter.

B. DYNAMICS PROPERTIES OF QUANTUM LOGISTIC
SYSTEM
The phase diagram of quantum logistic map is demonstrated
in Fig. 1. Setting system parameters γ = 3.99, β = 30,
the initial value (x0, y0, z0) = (0.463442265, 0.04532285,
0.002136285). Where the step size is 0.01, the corresponding
Lyapunov exponents are LE1 = 0.63516, LE2 = −5.234,
LE3 = −6.3083, and the Lyapunov dimension is 1.1214.
It can illustrate that the quantum logistic system is chaotic
state.

Fixed the initial value and system parameter β, set system
parameter γ ∈[3,4]. the max Lyapunov exponent spectrum is
shown in Fig 2 (a). Fig 2 (b) is demonstrate the bifurcation
diagram of system variable x.
Obviously, quantum logistic system is chaotic when γ ∈

[3.57, 3.99]. However, in the region γ ∈ [3.627, 3.633] ∪
[3.739, 3.744] ∪ [3.829, 3.844], quantum logistic system
shows periodic behavior. The system enters chaos by period
doubling bifurcation. In order to better reflect the random
performance of chaotic sequence better, the permutation
entropy (PE) of quantum logistic system is shown in Fig. 2(c).
Theoretically, the closer the value of PE is to 1, the better
randomness of chaotic sequence.
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FIGURE 1. The Phase diagram of quantum logistic map (a) x-y (b) x-z (c) y-z.

FIGURE 2. Dynamical properties analysis of quantum logistic system (γ ∈ [3, 4], β = 30) (a) Lyapunov exponent
spectrum (b) The bifurcation diagram (c) Permutation entropy complexity.

FIGURE 3. Dynamical properties analysis of quantum logistic system (γ = 3.99, β ∈ [2.5,7.5]) (a) Lyapunov exponent
spectrum (b) The bifurcation diagram (c) Permutation entropy complexity.

When system parameter β ∈ [2.5, 7.5], γ = 3.99. The
corresponding Lyapunov exponent spectrum, bifurcation dia-
gram and complexity entropy are shown in Fig. 3.

It clears that in the Fig. 3(a) and (b), chaotic state of
quantum logistic system can be observed when β ∈(3.1,30).
Fig. 3(c) is shown that the value of PE is very high when the
β ∈(3.1,30). It can prove that quantum logistic system can
generate more random sequence.

As the seed system in the proposed algorithm, quantum
logistic system must satisfy some requirements such as long
period and a high degree of complexity. Therefore, for testing
the randomness of chaotic sequence, the NIST SP 800-22 test
software package is utilized.

The NIST test has two methods for measuring random-
ness of sequence. The first method is the pass proportion
of the statistical test. Given the result of a statistical test,
compute the pass proportion of test sample. For instance,
if 1000 binary sequences were tested, the significance level
α = 0.01, and 998 binary sequences had P-value≥0.1. The
pass proportion is 0.9960. The range of acceptable propor-
tions is determined using the confidence interval defined
as

P̂ =

√
P̂(1− P̂)

m
. (2)
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where P̂ = 1-α, and m is the sample size. If the proportion
fall outside of this interval, it can illustrate this sample is
nonrandom.

The second method is the P-value of statistical test. It is
obtained according to the Eq. (3)

χ2
=

10∑
i=1

(Fi − 0.1s)2

0.1s
. (3)

where Fi is the value of P-value in subinterval i. If the
P-value ≥ 0.001, then the sequence can be considered to
randomness.

To carry on this test, NIST test suit evaluates around the
200 million of random numbers, 228MByte of data. The
result of NIST test is shown in the TABLE 1 to 2.

The analysis results can prove that the quantum logis-
tic system has good dynamical properties and randomness.
which means this chaotic system is suitable to apply in
encryption algorithm. Also, quantum logistic system has
big parameter space. However, the phenomenon of quantum
logistic system should be noticed, when system parameter
β → ∞, the quantum logistic system will reduce to the
classical one-dimension logistic system. Therefore, the value
of parameter β has a certain range of keeping dynamical
properties.

C. FOUR-WING HYPERCHAOTIC COMPLEX SYSTEM
A novel Complex Hyperchaotic System[42] will be adopt as
the core element of image processing algorithm, which is

TABLE 1. Result of the NIST SP800-22 test suit for quantum logistic chaotic sequence.

TABLE 2. Result of the NIST SP800-22 test suit for generated keystreams.
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FIGURE 4. The Phase diagram of Complex hyperchaotic system (a) u1-u3 (b) u3-u5 (c) u2-u4.

FIGURE 5. Lyapunov Exponent and Bifurcation diagram of Four-Wing Complex System (a) The Lyapunov
exponent (b) The bifurcation diagram (c) The complex rate.

expressed as Eq. (2)

ẋ = ax − yz+ w
ẏ = xz− by

ż =
1
2
[x̄(y+ w)+ x(ȳ+ w̄)]− cz

ẇ = −
1
2
(y+ ȳ).

(4)

where x = u1+i∗u2, y= u3+i∗u4 are complex state variables,
z = u5, w = u6 are real variables, the system parameter
a, b and c are real variables. According to mathematical
calculation, the four-wing complex system can be expressed
as Eq. (3) 

u̇1 = au1 − u3u5 + u6
u̇2 = au2 − u4u5
u̇3 = u1u5 − bu3
u̇4 = u2u5 − bu4
u̇5 = u1(u3 + u5)+ u2u4 − cu5
u̇6 = −u3.

(5)

D. DYNAMIC PROPERTIES OF COMPLEX CHAOTIC SYSTEM
The system phase diagram is shown in Fig. 4. It obtained
by setting a = 10, b = 40, c = 14.9, initial value (u1, u2,
u3, u4, u5, u6) = [10, 1, 10, 1, 10, 1]. The Lyapunov expo-
nent distribution LE = (2.97791, 0.709212, 0, −0.0838536,
−29.9592, −48.5238), and the Lyapunov dimension is
4.1158, which means that the complex chaotic system is
hyperchaotic.

Fix the initial value and system parameters a b. The
system parameter c is varied. The dynamic characteris-
tics of the complex chaotic system are studied through
Lyapunov exponent spectrum and the bifurcation diagram
shown in Fig. 5(a) and (b), respectively. When c is belongs to
in region [7], [28], this system in hyperchaotic state. In addi-
tion, the randomness of chaotic sequence can be expressed by
SE complexity in Fig 5(c).

Therefore, the complex hyperchaotic system has complex
dynamics behavior, and this system can adopt in encryption
algorithm for enhance the security performance.

III. ENCRYPTION SCHEME DESIGN
A. ENCRYPTION ALGORITHM ARCHITECTURE
In this work, the quantum logistic system combines with
Arnold matrix to disorder the image matrix for decreasing
the correlation, complex hyperchaotic system used to change
the value of pixel point with XOR operation and DNA coding
operation. The specific encryption process is shown in Fig 6.
The detail encryption steps are as follows.

1) PIXEL POSITION SCRAMBLING
Step 1: Assume the size of plain image I is H × W , where
H and W are represent the number of rows and columns.
Then, inputting the plain image, nd set s as disturbance
variable calculated by Eq. (4)

s =

H∑
i=1

W∑
j=1

I (i, j)

1010
. (6)
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FIGURE 6. The architecture of encryption algorithm.

Hence, the initial value of the quantum logistic chaotic
system is obtained from Eq. (5)

x ′0 = x0 + s
y′0 = y0 + s
z′0 = z0 + s.

(7)

In encryption algorithm, variable s has two functions.
Firstly, variable s could change the original initial value for
generated a new chaotic sequence. Secondly, variable s is
obtained by the plaintext image. When plaintext image is
changed, the value of s is different, the chaotic sequence is
different.

Step 2: When N =H∗W, using s to change the initial value
of quantum logistic system. The changed value is used to
iterative Eq. (1) (m + N ) times in order to get the chaotic
sequence. Then, throw out the first m values for enhance the
sensitivity of the initial value.

Step 3: According to chaotic sequence, the pseudo-number
matrix S obtained as follow

Cx = mod(
⌊
Cx∗H∗W ∗105

⌋
, 256)

Cy = mod(
⌊
Cy∗H∗W ∗1030

⌋
, 256)

Cz = mod(
⌊
Cz∗H∗W ∗1020

⌋
, 256).

(8)

In addition, the values of Cx, Cy and Cz are used to scram-
ble position of pixels.

Step 4: Here consider S as parameter of Arnoldmatrix used
to generate new coordinate of pixel point. It has three different
format Arnold matrixes as follow in Eq. (7) to Eq. (9)[

x ′

y′

]
=

[
1 0
S 1

] [
x
y

]
mod (N ) (9)[

x ′

y′

]
=

[
1 254
S (254∗S)+ 1

] [
x
y

]
mod (N ) (10)[

x ′

y′

]
=

[
1 254
0 1

] [
x
y

]
mod (N ). (11)

where S can be obtained from

S = [Cx,Cy,Cz]. (12)

On the first round, the scrambling matrix is subject to Eq. (9),
and each round f the Arnold matrix is different. When itera-
tion time is 6, the permutation is finish. The image scrambling
matrix TR is obtained.

2) PIXEL VALUE DIFFUSION
Step 5: Set N = H∗W, updating chaotic sequence generator
as complex hyperchaotic system. Firstly, inputting the initial
value and system parameter, and iterative Eq. (3) is iterated
for N times to get the chaotic sequence u. Then, the pseudo-
random number sequence is obtained as follow

v = mod(u(i)∗216, 256) (13)

Step 6: the bit-level manipulation diffusion is defined{
B(i, j) = TR(i, j)⊕ v(i, j)
D(i, j) = B(i, j)⊕ v(i, j)

(14)

B is the diffusion image matrix. D represents the new diffu-
sion image matrix in Eq. (12).

Step 7: Repeating the step 4 to step 6 again, and the new
diffusion image matrix is obtained.

3) DNA LEVEL DIFFUSION
In this section, the DNA coding rules based on the DNA
calculation theory is described briefly. According to DNA
theory, each DNA sequence consists of four nucleic acid
bases. All nuclear acid is subject to the principle of base
complementary pairing, the specific content as follows:
Adenine (A) is associated with Thymine (T). Cytosine (C)
pairs with Guanine (G). Corresponding to a digital image,
the pixel point can be encoded by four nucleic acid bases.
Therefore, the coding rule has 4! = 24 kinds. However, only
eight encode rule can satisfy the Watson-Crick complemen-
tary rule as shown in the TABLE.3.

TABLE 3. Table of DNA encode rule.

The law of addition and subtraction of the four basic ele-
ments of DNA are shown in the following TABLE.4.

TABLE 4. Table of DNA addition and subtraction rule.

There DNA diffusion encryption flow is decreased as
follows.

Step 8: The numerical matrix is changed into binary matrix
before DNA encryption operation. Then, the binary matrix
is converted to the DNA matrix S1 and the matrix size is
H×4×W . At same time, the sequence v is transformed into
DNA sequence K1.
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Step 9: In DNA encryption operation, principle of base
complementary pairing is performed for scrambling the com-
bination of original DNAmatrix. After scrambling operation,
a new DNA matrix D is obtained.
Step 10: The diffusionmatrixC1 is generated byDNA level

diffusion used the matrix D and the DNA sequence.
Step 11: the final matrix C2 is obtained by repeating the

step 10.
Step 12: The matrix C2 is decode and then recovering the

binary format.
Step 13: Output the encryption results and the cipher image

is obtained.

B. DECRYPTION ALGORITHM FLOW
The decryption algorithm is the inverse process of the encryp-
tion algorithm. Firstly, receiver gets the encrypted image.
Then, the secret key sequence is used to reconstruct plain
image and the final decrypted image can be obtained. The
specific decryption process is shown in Fig 7.

FIGURE 7. The architecture chart of decryption algorithm.

Step 1: Before decryption operation is start, the size of
cipher image is measured as H ×W . Then, the image matrix
is encoded through the DNA encoding rule to obtain DNA
matrix with size is H × 4×W .
Step 2: Restore the diffusion matrix. At first, Eq. (3) is used

to generate decryption key for restore the DNAmatrix. In the
process of reconstruction, the flow of rebuild the diffusion
matrix is inverse compare with DNA level diffusion. After
step 2, the diffusion matrix is obtained.

Step 3: In this stage, other pseudo random number
sequence generated by Eq. (3) are used to recover the value
of diffusion matrix. The bit manipulation diffusion is defined
as follow {

TR(i, j) = B(i, j)⊕ Ur (i, j) r = 1
B(i, j) = D(i, j)⊕ Ur (i, j) r 6= 1,

(15)

According to Eq. (13), the diffusion operation in decryp-
tion process is inverse operation compare with encryption
algorithm. When iteration time is 6, the scrambling matrix
is obtained.

Step 4: on the basic of step 3, the scrambling opera-
tion through Arnold matrix to calculate the original posi-
tion of pixel point. Where, S is pseudo random number

sequence generated by quantum logistic map. The transfor-
mation matrix has three formats as follow in Eq. (14) to
Eq. (16)[

x ′

y′

]
=

[
1 254
0 1

] [
x
y

]
mod (N ) (16)[

x ′

y′

]
=

[
1 254
S (254∗S)+ 1

] [
x
y

]
mod (N ) (17)[

x ′

y′

]
=

[
1 0
S 1

] [
x
y

]
mod (N ). (18)

Compare with encryption algorithm, the scrambling oper-
ation is reverse process. When iteration time is 6, the scram-
bling operation is finish. The incomplete decrypted image
matrix is obtained.

Step 5: the decrypted imagematrix is obtained by repeating
the step 4 and step 5.

C. ALGORITHM SIMULATION
Take the digital image Lena, pepper and baboon as the
encryption image, Set quantum logistic map system parame-
ters γ = 1, β = 2π , initial value (x0, y0, z0) = [0.3,0.5,0.6].
The Complex chaotic system parameters a = 8, b = 40, c =
14.9 and initial value (u1, u2, u3, u4, u5, u6) = [10, 1, 10,
1, 10, 1]. The encryption and decryption results are shown
in Fig 8.

IV. ENCRYPTION PERFORMANCE ANALYSIS
A. KEY SPACE ANALYSIS
The key space of image encryption algorithm should be large
enough for resisting brute force attack. According to the algo-
rithm structure, the secret key format should consist of: (1) the
quantum logistic map parameter: γ ,β, and initial value: x0,
y0, z0. (2) The parameters of complex hyperchaotic system:
a, b, c, and original variables: [u1 u2 u3 u4 u5 u6]. (3) The
DNA encoding part include of initial deoxynucleotide c0,
calculation rule α and β, and DNA coding rules Li. When
the computer computational accuracy is 10−15, the key space
of this algorithm can approach 2685, it can be illustrated that
the algorithm can resist brute-force attack.

TABLE.5 compare with nother encryption algorithm.
Obviously, the encryption algorithm proposed in this study
has larger key

B. KEY SENSITIVITY ANALYSIS
In a cryptosystem, the secret key should be very sensitivity
to slight change for resisting brute-force attack. In order to
test the key sensitivity, decrypt the encrypted image with
new secret key obtained by changing the initial value of
chaotic system. The decryption results are presented in Fig 9.
It shown that the hacker cannot get the correct plaintext image
when the secret key has slight change. Meanwhile, differ-
ences between error decryption image and original image are
shown in TABLE.6.

Obviously, the plaintext image can’t be recovered by
using the slightly changed secret key. We can get form
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FIGURE 8. Encryption Simulation test results (a) Original image (b) Encryption image (c) Decryption image.

TABLE 5. Table of key space.

TABLE 6. Different of error decrypted image and plain image.

the TABLE.6 that more than 99% of the pixel values are
different between error decryption image and original image.
Therefore, the secret key of algorithm is highly sensitivity to
slight changed.

C. STATISTICAL PERFORMANCE ANALYSIS
In this section, the statistical performance of the encryption
algorithm is analyzed for measure the degree of confidential-
ity of the image information.

1) PIXEL DISTRIBUTION ANALYSIS
The histogram chart reflects the distribution of pixel values in
the image. It can illustrate that the statistical information in
image. The histogram of plaintext image and encrypted image
is shown in Fig 10.

Where, the abscissa reflects pixel value, and the ordinate
reflects distribution of pixel point in the image. As shown in
Fig. 10(a), the distribution of the plaintext image is relatively
concentrated in some areas. By comparing with Fig. 10(b),
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FIGURE 9. Simulation test results (a) Error decryption image (x + 10−15) (b) Error decryption image (y + 10−15)
(c) Error decryption image (z + 10−5) (d) Error decryption image (u1 + 10−15) (e) Error decryption image
(u2 + 10−15) (f) Error decryption image (u3 + 10−14) (g) Error decryption image (u4 + 10−15) (h) Error decryption
image (u5 + 10−14) (i) Error decryption image (u6 + 10−15).

FIGURE 10. Histogram analysis results (a) Original picture histogram
(b) encryption picture histogram.

it can be considered that the cipher image is uniformly
distributed. The chi-square test is another method for mea-
suring the uniformity. The critical value of freedom with

10%, 5% and 1% probability is 284.3360, 293.2478 and
310.4574 respectively. TABLE.7 shows that the chi-square
value of different plaintext images. The results of χ2 -values
are smaller than the critical value of different probability.
Therefore, the hypothesis is correct about the histogram of
cipher image is uniform distribution Consequently, the pro-
posed image encryption scheme could resist the statistical
analysis attack.

2) ADJACENT PIXEL POINT CORRELATION ANALYSIS
For verify the correlation between the encrypted image and
the original image. The image correlation coefficient is
obtained as following.

rxy =
cov(x, y)
√
D(X )D(Y )

, (19)

cov(x, y) = E {[x − E(x)][y− E(y)]} , (20)

E(x) =
1
N

N∑
i=1

xi, (21)

D(x) =
1
N

N∑
i=1

[xi − E(x)]2, (22)

where, E(x) and D(x) are the expectation and variance of
variable x respectively, and cov (x, y) is represent covariance.
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TABLE 7. Chi-square result of different plaintext image.

TABLE 8. Table of correlation coefficient.

FIGURE 11. The correlation coefficient analysis results (a) the adjacent pixel distribution of a plaintext in horizontal
direction, (b) the adjacent pixel distribution of a plaintext in vertical direction (c) the adjacent pixel distribution of a
plaintext in diagonal direction (d) the adjacent pixel distribution of a ciphertext in horizontal direction (e) the
adjacent pixel distribution of a ciphertext in vertical direction (f) the adjacent pixel distribution of a ciphertext in
diagonal direction.

The correlation of two adjacent positions between the plain-
text image and the encrypted image are illustrated in Fig 11.

TABLE.8 shows the correlation coefficient of cipher
image. As can be seen from TABLE.8, the original image
has strong correlation in different direction. Fig. 11(a-c)
demonstrated that the distributed of pixel point is intensive.
Conversely, the encryption image has low correlation, almost
close to 0. Therefore, each pixel point of the encryption image
does not have correlation.

TABLE.9 shows the compare results with another encryp-
tion scheme. Comparing with other encryption algorithm,
the proposed algorithm can reduce the correlation in adjacent
position effective.

TABLE 9. Table of compare with another scheme.

D. ANTI-NOISE ATTACK PERFORMANCE ANALYSIS
In this work, mean squared error (MSE) and peak signal-to-
noise ratio are adopted to calculate the data when the cipher
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image has interfered by noise signal. Those data are related
to the quality of decrypted image. The formula of MSE and
PSNR is as follows:

MSE =

n∑
i=1

(yi − xi)2

H∗W
, (23)

PSNR = 10 lg
2552

MSE
. (24)

where xi and yi are the pixel value of plaintext image and
cipher respectively. After simulation test, the spectrum of
MSE and PSNR are shown in the Fig 12.

FIGURE 12. The spectrum of MSE and PSNR (a) MSE (b) PSNR.

Obviously, when the encrypted image is attacked by
Gaussian white noise with an average value of 0 and a vari-
ance within the range of (0, 30), the value of MSE is grown
and the value of PSNR decrease. The distribution ofMSE and
PSNR display that noise signal could affect the decryption
progress and the quality of decrypted image is decline.

The other mathematical measure about image quality is
cosine similarity, it used to calculate the similarity between
the decrypted image which interfered by noise signal and
original image. The equation of cosine similarity as follows.

COSθ =

n∑
i=1

(xi, yi)√
n∑
i=1

x2i

√
n∑
i=1

y2i

, (25)

where xi is the decrypted image without any noise signal, and
yi is decrypted image with Gaussian noise signal. In ideal
condition, the result of cosine similarity should be 1. The
value of cosine similarity decrease is show that the noise
signal influenced the cipher image. The quality of decrypted
image is reduced.

The cosine similarity is demonstrated in the Fig 13, when
cipher image affects by Gaussian white noise signal, the qual-
ity of decrypted image is broken. However, in simulation test,
the decrypted image is obtained by proposed algorithm still
can recognize the characteristic of plain image as show in
the Fig 14.

FIGURE 13. The spectrum of cosine similarity.

The decrypted image is obtained by cipher image which
influence by 4% salt and pepper noise ignal, MSE is
1105.4708, PSNR is 17.6953, and the value of cosine similar-
ity is 0.96796. The decrypted image is shown in the Fig 15.

E. INFORMATION ENTROPY ANALYSIS
Information entropy as a quantum of randomness is
reflects the uncertainty of image information. Theoretically,
the higher value of the entropy can prove the higher random-
ness for cipher image. The calculation of information entropy
is

H (m) =
L−1∑
i=1

p(m) log2
1

p(mi)
. (26)

where L represents the gray level. The p(m) is the probability
of gray value is appearing in the image matrix. For 8-bit gray
image, denote L = 256, the theoretical value of information
entropy should be close to 8. TABLE.10 is illustrated the
value of information entropy in different image.

According to the TABLE.10 the information entropy
of all encrypted image is close to the theoretical value
8. In order to measure the randomness more accurately,
Wu et al. have proposed the modified Shannon entropy
measure named local Shannon entropy and another research
work is adopted [49]–[51]. It is obtained by computing non-
overlapping blocks by randomly selected. The test results of
local entropy are listed in TABLE.10. Based on the result
of TABLE.10, the global entropy is close to theorical value
and local entropy is acceptable in different significant level.
TABLE.11 shows the comparison analyzes of proposed algo-
rithm with other proposed algorithms.
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TABLE 10. Table of information entropy.

FIGURE 14. The decrypted image influence by white noise.

As shown in the TABLE.11, the proposed algorithm has
great performance between other algorithms in cover infor-
mation of plaintext image. It is means that the encrypted
image obtained through proposed algorithm can’t be decoded
by attacker.

FIGURE 15. The decrypted image influence by salt & pepper noise.

TABLE 11. Table of information entropy.

TABLE 12. The plain image in different position.

TABLE 13. NPCR Values of different plaintext images.

F. QUANTITATIVE ANALYSIS OF ANTI DIFFERENTIAL
ATTACK
NPCR andUACI always are used tomeasure the performance
for resisting the differential attack of this algorithm. The
specific calculation method is shown as follows

NPCR =

∑
i,j
D(i, j)

L
× 100%, (27)

UACI =
1
L

∑
i,j

|C(i, j)− C1(i, j)|
256

× 100%. (28)
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TABLE 14. Table of anti-difference attack analyze.

where C(i, j) and C1(i, j) are the cipher images before and
after one pixel of the plain image is changed, and W and H
are the number of pixel point of row and column in image
matrix respectively. D(i, j) is symbolic function, the value of
D(i, j) is determined by equation (27)

D(i, j) =

{
1 C(i, j) 6= C1(i, j)
0 C(i, j) = C1(i, j).

(29)

The theoretical values of NPCR and UACI are 99.61% and
33.43%. For a plain image, the mean value of NCPR and
UACI can be calculated by repeated calculation for 20 times,
the value of pixel of plain image is changed randomly
each time. The analysis results are given in TABLE.12 and
TABLE.14 respectively.

According to the Ref. [25]–[27], [53], strictly critical
NPCR and UACI score were adopted. Given a significance
level a, the critical NPCR score is obtained as follows:

N
∗

a =
G−81(α)

√
G
L

G+ 1
. (30)

where G is the number of pixels in an image, L indicates the
largest allowed pixel value. If NPCR value is greater than
N∗ a. This result can prove encryption scheme has ability to
resist difference attack. The critical value of UACI with given
a can be obtained from

u
∗
−
a = µu −8

−1(
α

2
)σu

u
∗
+
a = µu +8

−1(
α

2
)σu,

(31)

where

µu =
G+ 2
3G+ 3

, (32)

And

σu =
(G+ 2)(G2

+ 2G+ 3)
18(G+ 1)2GL

. (33)

Theoretically, encryption algorithm can pass the test if the
calculated UACI value is with the range (u∗−a , u

∗+

a ). Based
on TABLE.13 and 14, for the Lena (256∗256), the mean
value of NPCR is 99.61% and UACI is 33.43%. The results
demonstrated that the algorithm can resist different-attack
effectively.

TABLE.15 reveals the result compare with other encryp-
tion algorithms. In contrast, the encryption algorithm pro-
posed in this study has better anti-differential attack perfor-
mance than other encryption schemes, which means that the
algorithm has higher security.

TABLE 15. Table of anti-difference attack analyze.

G. COMPUTATIONAL AND COMPLEXITY ANALYSIS
The computational cost of encryption algorithm depends on
the scrambling and mutation operations. The analysis is per-
formed in comparison with Ref. [50], [51], [55]. The time-
consuming of the proposed algorithm mainly includes the
cost time of the scrambling operation, the pixel diffusion
operation and the DNA level diffusion.

The average execution time encryption of one round opera-
tion is 0.16s. It is smaller than 0.33s in Ref. [55]. TABLE.16 is
illustrated the comparison of the average execution time of
different image.

TABLE 16. Table of average execution time in one round.

Experiments are carried out in MATLAB R2018a in sys-
tem with Intel Core i7 2.20GHz and 16GB RAM. The
throughput of the proposed encryption scheme is 2.33Mb/s,
which means the proposed scheme need 2.28 sec for encrypt-
ing 8bit depth 256 × 256 Lena image. Hence, the proposed
algorithm is well suited for security application.

V. CONCLUSION
In this paper, a novel encryption algorithm for gray image
has designed. To begin, the dynamical characterize analysis
result show that the two different chaotic systems have good
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dynamic characteristics including big parameter space and
more complex dynamical behavior. Then, the encryption
algorithm used Arnold matrix to scramble the order of plain
matrix. DNA theory is used to change the value of pixel
combine with complex chaotic system. The simulation exper-
iment and security analysis show that the algorithm has a
large key space and sensitivity to the secret key. Furthermore,
the algorithm can resist common attacks, such as statistical,
brute-force and anti-differential attack. Moreover, this algo-
rithm has good characteristics of robustness, it can effectively
resist the interference of noise signal and protect the image
information. Therefore, this encryption scheme is convenient
for implementation and large-scale application in private
information protection.
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