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ABSTRACT Steganography is a form of technology utilised to safeguard secret data during communication
in addition to data repository. Numerous researchers have endeavoured to enhance the performance of
steganography techniques through the development of an effective algorithm for the selection of the optimal
pixel location within the host image for the concealment of secret bits, for the enhancement of the embedding
capacity of the secret data, and for maintaining the visual quality of the host image (stego image) in an
accepted rate after the concealment of the secret data. Therefore, steganography is perceived as a challenging
task. Thus, the current study proposes a new technique for image steganography based on particle swarm
optimisation (PSO) algorithm by using pixel selection for the concealment of a secret image in spatial
domain, for the purpose of high embedment capacity. The stego possesses a high level of resistance against
a steganalytic attack due to the security provided via image steganography. The function of PSO algorithm
is to choose an optimal pixel in grey scale host image for the concealment of secret bits, as the PSO has the
ability to achieve an efficient fitness calculation that depends on the cost matrix by dividing the host and
secret images into four parts. First of all, the secret bits are modified, which are then embedded within the
host image. Several locations in the host image are determined through the order of scanning the host pixels
and starting point of the scanning for better least significant bits LSBs of each pixel. The PSO algorithm was
utilised to ascertain the ideal initiating point and scanning order. Experimental results show that (1) the
average peak signal to noise ratio PSNR value in the benchmark technique based on genetic algorithm
for five standard stego images is 45.13%, whereas the result obtained from the recommended technique
is 56.60%. (2) The proposed technique has an advantage over the benchmark with a percentage of 33.34%,
which encompasses all associated issues within the checklist scenario. Therefore, the performance of the
recommended technique is superior over existing techniques.

INDEX TERMS High capacity, image steganography, particle swarm optimisation, spatial domain.

I. INTRODUCTION

Information security is basically the practice of prevent-
ing unauthorised access, use, disclosure, disruption, modi-
fication, inspection, recording or destruction of information
[1]-[11]. Applications of different domains need a high level
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of safeguard for private data and cause explosive growth in
several fields, including information hiding [6], [12]-[28].
Steganography entails embedding secret data in a host media,
such as text, image, audio and video, for the purpose of safe-
guarding data from detection [29]-[36]. The term steganog-
raphy is derived from the Greek word ‘steganos’ denoting
‘hidden writing’, where unapproved entities are unable to
detect or recover secret data [24], [37]-[40]. Steganography
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has emerged as an important method in the past 20 years as an
increasing number of users utilise the Internet and commu-
nication networks environments [41]-[45]. Steganography
conceals large amounts of data within a host media [46]-[51].
The chosen image for the embedment of secret data is termed
as the ‘host’ or ‘cover image’, whereas the resulting image
with embedded secret data is called the ‘stego image’ [33],
[52]-[55]. Steganography has three goals. Firstly, a large
secret data is required; the term ‘payload’ refers to the size
of secret data that may be hidden within a host [56]-[61].
The second goal is resistance to attacks, and the third goal is a
high level of security [62]-[68]. Hence, an optimal technique
that utilised a host image for concealing secret data should
be able to attain two important factors: high visual quality of
the stego image and high embedding capacity [69]-[75]. The
efficiency of any steganographic technique can be measured
using certain engineering metrics, such as peak signal-to-
noise ratio (PSNR) and histogram; these metrics evaluate
the quality of a stego image [76], [78]-[81]. Moreover, the
maximum number of secret data bits that may be concealed
within an individual pixel of a host image at bits per pixel
(BPP) for the purpose of measuring the concealment capacity
of any recommended technique [42], [82]-[87]. The current
research recommends a new technique for bit substitution to
improve the concealment capacity of the host image without
compromising the quality of the stego image and to lessen
deterioration as much as possible. In this research, we aim to
enhance the suggested steganography technique [88], which
had utilised genetic algorithm (GA) for the selection of the
optimal pixel position within the host image for embedding
the secret bits. Complications occur in the execution of GA
due to complicated coding and low convergence speed. How-
ever, our recommended technique based on partial swarm
optimisation (PSO) algorithm is an evolutionary algorithm
and easily executed. PSO has the ability to control its con-
vergence by utilising certain parameters [89].

This algorithm is a computational model that relies on
swarm intelligence. In their work, Kennedy and Elbe had
improved PSO by simulating social behaviour [52]. Hence,
we benefitted from the seeking capability of PSO in choosing
the pixels for the optimal embedding data. The remainder
of this paper is organised as follows. Section II presents
the related works, and Section III comprehensively explains
the recommended techniques. Section IV presents the results
and discussion. Section V presents the main objectives and
contributions. Finally, Section VI provides recommendations
for future works and briefly concludes the paper.

Il. RELATED WORK

In the current research, we have systematically reviewed
and followed the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses PRISMA style which aims to
help authors improve the reporting of systematic reviews and
meta-analyses and to explore the existing steganography and
related subject matter for the past five years that emphasise
high embedding capacity, by searching in the most reliable
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databases, such as IEEE, Science Direct and Web of Science
as in [90]-[98]. This study used advance search option in
search engines, with the queries ‘steganography’, ‘stego’,
‘data hiding’, ‘high embedding capacity’ OR ‘high embed-
ding payload’. The preliminary results produced 262 articles.
Afterwards, three filters were applied according to certain
inclusion criteria [99]-[105]. Thus, the outcome of the query
resulted in 93 articles. Next, a full-text reading was per-
formed, where 35 articles were excluded. The remaining
58 articles represent the result of the filtering. However, a lim-
ited number of studies focused on metaheuristic-based image
steganography. The steganography issues require modelling
for search executions and optimisation for the purpose of
embedding high payload within the host image, in addition
to high visual quality. Some studies applied metaheuristic
algorithms as the beginning phase, and particular local heuris-
tics were used to create a set of candidate solutions. Next,
these solutions are refined in each iteration according to
specific gene criteria, where these genes were discovered in
an extensive search space in the primary iterations, then these
studies exploit this space with a view of refining the recom-
mended resolution. Nonetheless, in these techniques, each
subset of the genes are required to conduct categorisation on
repetitively on numerous occasions, and consequently result
in high computational expenses and high complexity. Thus,
PSO persists to be the optimum technique among the different
techniques in choosing the ideal gene location [106]-[110].
Insights drawn from scholarly literature show that efforts
have been made to utilise PSO in relation to high embed-
ding capacity in accordance with image steganography.
Additionally, [52] had recommended a new steganography
technique based on PSO algorithm used for the selection of
the embedding area consistent with the size of the secret data,
to enable the enhancement of the quality of a stego image
via optimal substitution matrix for converting the secret data
into the host images. This technique demonstrated a low-level
image histogram quality. According to [111] and [112], new
techniques were recommended, which are dependent upon
the selection of the optimal locations of the host image and the
embedment of the secret bits, in which the most significant
bits (MSBs) of secret image pixels are used for concealment
in the least significant bits (LSBs) of the host image pixels.
Here, the capacity of the PSO algorithm is utilised to improve
the concealment performance and the visual characteristics
of the host image. In addition, [113] and [114] had suggested
steganography techniques based on optimised adaptive neural
networks for the purpose of removing noise. The applica-
tion of this technique is utilised for the optimisation of the
locations of particles where adaptive finite-element method
(AFEM) is utilised to ascertain the estimated resolution of
the second-order differential equation (SODE). Moreover,
in [115], the steganographic technique was recommended by
utilising the wavelet, PSO and least significant algorithms,
through the analysis of a secret image into five levels using
daubauchi-1 wavelet. In [116], a new embedding technique
was recommended for the concealment of a secret audio
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signal within the host image by using PSO for selection
of pixel and wavelet transform. Through [117], a hybrid
steganography scheme was recommended, which is com-
posed of a combination of noise visibility function and an
optimal chaotic-based encryption scheme, for the purpose of
increasing the payload capacity. Furthermore, through [118],
a new scheme was recommended, where differences among
neighbouring pixels in the host images were computed,
in addition to the modulus function, and utilised in concealing
and extracting secret data. Frequency domain steganography
was used in [69] and [119] where optimisation methods such
as GA and PSO ascertain which coefficients are suited for
the concealment of the quick response coded secret data.
Generally, these techniques require additional enhancements
that pertain to the identification of added features extracted
from neighbouring pixels which are utilised in the embedding
process. The enhancements are meant to improve the capabil-
ity of embedding and archiving huge embedding capacity and
to maximise the PSNR value for the purpose of improving the
quality of stego images. Hence, in this study, we aim to meet
these objectives and prove that our recommended technique
is more secured compared with the previous studies.

lll. PROPOSED METHOD

Three approaches are utilised in steganography technique,
namely, spatial, frequency and substitution domains. Firstly,
the spatial domain approach offers a large size of secret data,
which is required to be embedded in the host image with a
low level of distortion in the stego image [20]-[23]. Hence,
we used this approach in our proposed method, where the
overall notion is to transform the steganography issue as a
search and optimisation issue. The principle notion of PSO
algorithm and the rationale of using this particular algorithm
in this study will be explained in the next section.

A. PSO

PSO is an optimisation algorithm that has gained attention
from researchers within the past 10 years. This algorithm
was developed to define predictive controls by decreasing the
constrained multivariable standard [121], [122]. This study
utilised the PSO algorithm for optimising the position within
the host image for the embedment of the secret bit. The initial
recommendation of the PSO algorithm was for the constant
valued search spaces, then expanded to segregate the valued
search spaces. During the binary search, the recommended
solutions are defined by particles, where the particle can be
represented as Boolean vector. Next, the status of the particle
is evaluated by calculating its speed.

The particle’s location will determine whether the par-
ticular feature should be chosen [106]. In instances with n
particles in M-dimensional size, the location vector for the
ith particle is defined by vector xi = (xil, xi2, xi3, . . ., xiM),
where xiM is defined by the Mth dimension of the ith particle
location. The speed vector of ith particle is defined as Vi =
(vil, vi2, vi3, . . ., viM). In addition, the ideal location of the
ith particle is defined by vector PBi = (pil, pi2, pi3, . . ., piM),
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and the global best location found is defined by the vector
GB=(gl, g2, ¢3,..., gM).

Vfdﬂ = (wvfd) +rl Cl(pig — xig) +r2C2(gq — Xia) »
(D

where k defines kth iteration, w is inertia weight term
and r/ and r2 are random numbers in the interval [0,1];
C1 € [0,2] and C2 € [0, 2] are two constants known as social
and cognitive parameters, respectively. The location of the
particle is updated as follows.

k+1 k+1
Xy =Xig +Vig . )

Thus, the outcomes of the sigmoid function which has been
performed on the speed used in order to updated of the
particle locations. Where, the function for the particles speed
can be defined as follows.

1

) p—— o
1 +e Vid

The random number produced in the domain [0.1] is defined

as r. If the value of s (vfde) is larger than r, then select
the equivalent gene ootherwise, there is no gene selection.
Whereas, the best location PBf.‘ of the ith particle in nth

iteration is calculated by:

PB',,'{ = Xargmin, ;. S (PBf) . 4
The best location GBF in kth iteration is calculated as follows.
£ (PBY). )

The PSO is useful and ideal due to its minimal parameter
usage, and it can be used in numerous applications with
different needs [123].

The use of PSO algorithm has several benefits:

1. PSO is easy to use due to the absence of crossover and
mutation procedure in GA, and the SO algorithm is dependent
upon the speed of particles. Thus, the data are transferred to
the new particles solely through the optimal particles.

2. The PSO algorithm offers a historical record of the
particle swarm movements due to its excellent memory.

3. Only a small number of parameters is required to be used
and adjusted in addition to the absence of complexity in the
PSO algorithm structure compared with other metaheuristic
algorithms.

4. The PSO algorithm possesses the capability to produce
a precise outcome at the start of the search operation.

GBF = pB*

argmin;

B. SCANNING ORDER IN HOST IMAGE

The best place signifies the position where an information
may be concealed with the minimal probability of distortion.
This technique determines the beginning pixel, the number
of LSB used within an individual pixel, in addition to the
succession of scanning image pixels to conceal the message
bits. The raster order of pixels in the LSB substitution tech-
nique entails the sequence of the pixels in the host image.
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The scanning order of these pixels begins from left to right,
and from the first row to the last row for entire rows in the
host image. If we have a 5 x 5 image, then the raster scan
order is as illustrated in Figure 1.

>

11 |12 | 13 | 14 | 15
16 | 17 | 18 | 19 | 20
21 | 22 |23 124 | 25

FIGURE 1. Raster order.

C. BENCHMARK METHOD

The overall notion of benchmarked method is in the trans-
formation of the steganography issue into search and opti-
misation issue. Comprehensively, Figures 2 and 3 illustrate
the probability of bit order in any image, which introduce a
better order than the raster order, wherein the raster order is
the order of pixels in the host image. Additionally, the raster
order is detectable by scanning the host pixels row by row;
individual rows are scanned from left to right. Consequently,
numerous different orders and positions in the cover image
that offers different PSNRs can be utilised for embedding the
secret message. Hence, the challenge is in determining the
best direction of pixel scanning. A total of 16 scanning plans
are possible. In this study, we proposed a new method for
finding all possible sequence orders to ascertain the best order
for the cover image based on PSO algorithm to enhance the
performance of the basic LSB steganography method.

25 134 |23 |22 |21
20 | 19 | 18 | 17 | 16
1514 |13 [ 12 | 11
10 | 8 7 7 6
5 4 3 2 |1

<

FIGURE 2. Raster order 1.

21 |16 [ 11 | 6 1
22 |17 |12 | 7 2
23 | 18 | 13 | 8 3
24 119 14| 9 4
25 120 | 15 |10 ] 5

FIGURE 3. Raster Order 2.

D. DEVELOPMENT OF BENCHMARK METHOD
Our recommended technique for image steganography uses
the search component for the optimum position within the
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host image within the spatial domain for concealing the secret
data, where the resulting image is known as a stego image.
Our goals are to obtain good quality with the minimum level
of deformation and high endurance against attacks. Figure 4
illustrates the sequence diagram of the recommended tech-
nique for embedding secret image data in a host image. This
technique is based on PSO algorithm, and the embedding of
the secret image procedure can be found here.

This benchmark method utilises a sequential technique for
scanning image pixels (starting from columns on the right to
the left or vice versa, and from top rows to bottom rows or vice
versa) in the entire image, thereby making identification of
the optimal location for data concealment extremely problem-
atic. The reason is that scanning within a window of an image
is superior compared with scanning within an entire image.
Sequential scanning within an entire image was substituted
with sequential scanning within four windows from the image
with an appropriate size for the data to enhance the capacity
of the technique. Consequently, the benchmark technique has
emerged as a unique case compared with our recommended
technique. The new technique is an enhancement of the
benchmark technique, in which GA was substituted by PSO
and utilises a different method of embedding secret bits.

1) PARTICLE DEFINITION

Nine particles, instead of seven genes, were used in the
recommended technique, which were used in the benchmark
technique. These particles are specified in the following
variables:

Particle= [ Direction X-offset, Y-offset. Bit-planes, SB-
Pole, SB-Dire, BP-Dire, X-Side-Length, Y-Side-length]

Table 1 displays the nine particles that were used in the
recommended technique.
The definitions of the last two particles are as follows.

X-Side-Length: The dunension of the window in the X-
axis, where the mimmimum wvalue is equal to
ceil(sqri(length(message)*8))

Y-Side-Length: The dimension of the window in the Y-
axis, where the mimimum wvalue is equal to

ceil(sqrt(length(message)*8))

Table 2 shows all probable cases of scanning. Furthermore,
the two constraints should be fulfilled:

X-offset-Length<= number of the host cohumnns.
Y-offset-Length < number of the host rows (strict

inequality because the last line is used for hiding particle
bits).

In the last row of the stego image, the particle bits are embed-
ded for extraction during steganalysis. The scanning direction
in the cover image pixels has 16 possible cases. The particle
representation has a length of 4 bits in our recommended
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Using PSO algorithm to
find the idol positions
for embed the secret
image bits

Cover image
divided into 4
parts

Cover image
512x512

A 4
Embedding secret bits
Within cover image
A

Stego image
Secret image convert : 512x512
into binary data > Marupulat§ i
1100100010...... ol
Secret image S.tggo image
256%256 divided into 4
parts
FIGURE 4. Proposed method diagram.
TABLE 1. Particle representation.
Particle name Value range Length Description
Darection 0tol3 4 bats Drrection of host image pixel scanning
X-Offset 0to 225 8 bits X-offset of starting point
Y-Offset 0to 225 8 bits Y-offset of starting point
Bit-Planes Otol5 4 bits Used LSBs for insertion of secret bit
SB-Pole Dtol 1 bit Pole of secret bits
SB-Dire Otol 1 bit Direction of secret bits
BP-Dire Dtol 1 bat Durection of bit planes
X-5ide-Length 0to 225 8 bits Dimension of window in the x-axis
Y-Side-Length 0to 225 8 bits Dimension of window in the v-axis

technique. The scanning starting point is represented as two
particles, including X- and Y-offset, with a length of 8 bits
individually. Table 3 shows all the possible cases of bit-planes
to define LSB planes in the cover image pixels used particles
(bit-planes).

The SB-Dire is utilised to determine the orientation of the
message bits (secret data) in determining the secret bit-pole
utilised (SB-Pole). The terminal particle is BP-Dire, which
indicates the orientation of the LSB planes.

Table 4 indicates the last three particles. The particles may
be categorised into two sets in our recommended technique
as a result. Set 1 consists of the particles that focused on the
insertion of the secret bits into the host image, and Set 2
constitutes the particles utilised to enable changes in the
secret data to enhance the adaptability with the host image.

2) EMBEDDING SECRET IMAGE
These steps explain the embedding operation using our rec-
ommended technique:

Step 1: The host and secret images were prepared, followed
by the reading of the host image 1 (m x n) and the secret
image S (u x v).

168998

Step 2: The secret image was segregated into four
2 x 2 blocks, and the secret data array was developed for
each part where the data are indicated in the most significant
bit planes. Next, the MSB of each pixel was extracted in S
and linked to obtain a string of bits W to be concealed in /.
The length of W is len.

Step 3: The host image was segregated into four 2 x
2 blocks, as I = 1.....r. Hence, the number of secret bits in
each block can be calculated as n = len/r.

Step 4: The PSO algorithm was applied to achieve good
pixel positions in each block, where the ensuing procedure
attain:

- Adjust the PSO parameters as:

ns (particle number)

iters (the maximum number of iterations)

iw (inertia weight factor)

cl and c2 (cognitive and social acceleration factors)

rl and r2 (random numbers in the range [0,1])

- Within the swarm, each block equals to the number of
pixels in dimension should be determined for the embedment
in each block. The number of secret data can be calcu-
lated in each block as in Step 3. Hence, 1 secret bit/pixel
requires n pixels for each block, and the same context for
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TABLE 2. Potential cases of scanning of the cover image.

Direction Pows Columns Type Arrangement
0 Top to bottom Left to right Trizngle Colurans then rows
1 Top to bottom Bight to left Triangle Columns then rows
2 Bottom to top Left to right Trizngle Columns then rows
3 Bottom to top Right to left Trizngle Columns then rows
4 Top to bottom Left to right Square Colurans then rows
3 Top to bottom Bight to left Square Columns then rows
& Bottom to top Left to right Square Columns then rows
T Bottom to top Baght to left Square Columns then rows
g Top to bottom Left to right Triangle Fows then columns
9 Top to bottom Fight to left Trizngle Fows then columns
10 Bottom to top Left to right Tnzngle Fows then columns
11 Bottom to top Fight to left Trizngle Rows then columns
12 Top to bottom Left to right Square Fows then columns
13 Top to bottom Right to left Square Fows then columne
14 Bottom to top Left to right Square Rows then columns
13 Bottom to top Bight to left Square Fows then columns

TABLE 3. Possible values for Bit-Plane particle.

Value Description Value Description
0000 Use none of LSB 1000 Use fourth LSB
0001 Use first LSB 1001 Use first and fourth LSBs
0010 Use second LSB 1010 Use second and fourth L3Bs
0011 Use first and second LSBs 1011 Use first, second and fourth L3Bs
0100 Use third LSB 1100 Use third and fourth LSBs
010 Use first and third LSBs 1101 Use first, third and fourth L8Bs
0110 Use second and third LSBs 1110 Use second, third and fourth L3Bs
o Use first, second and third 1111 Use four LSBs

2 secret bits/pixels requires n/2 pixels for each block. In
addition, 3 secret bits/pixels require /3 pixels for each block
and so.

The secret bits are transformed into corresponding parti-
cles (i.e. SB-Dir and SB-Pole), then a comparison is made
between the number of pixel bits with the secret bits in
instances where the number of secret bits is larger than the
pixel bits. This refer to, that the concerning particle cannot
able to conceal the secret bit in the cover image.

Step 5: The secret bits were embedded, comprising the bits
from secret data W, and are concealed in n, pixels by using
PSO algorithm computing.

Figure 5 shows the flowchart of the embedding procedure.

3) EXTRACTING SECRET IMAGE
The extraction of the embedded secret image may be imple-
mented through the reverse procedure, as shown in Figure 6.
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The extraction key used in the embedding procedure can be
found in the last row of the stego image and can also be used in
the extraction procedure for recovering the secret image. Each
block BI = I....r, of the stego image I, extracts the pixels and
bits that were concealed in each of the pixel using the key. For
example, for pixel ng, the extracted secret bit will be S, where
S can be calculated as:

D',
S = [—’} mod?29. (6)
w
Hence, the secret bits can be generated through the concate-
nation with each other and implementing the inverse permu-
tation transformation by converting S into a binary string of
g bits. Finally, the secret image is obtained.

IV. RESULTS AND DISCUSSION
The performance evaluation of the recommended steganog-
raphy method is conducted through the comparison with the
benchmark method (GA) in addition to alternative additional
methods. The benchmark technique is a steganography tech-
nique based on GA to ascertain the optimal location for con-
cealing data within a host image. Whereby, the stego image
quality is assessed using certain engineering metrics, which
is illustrated as follows.

1. The value of PSNR metric between the stego and the
host image is calculated using Equation 7

(255)2
PSNR =10 x 10g10 M—SE" (7)

where MSE is the mean square error between the host and
stego images, and the dimension of the host image is W x H.
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TABLE 4. Possible values for SB-Pole, SB-Dire and BP-Dire particles.

Particle name Value Description
$B-Pole 0 In this case, the secret bits were unchanged.
1 In this case, the secret bits were changed to be opposite.
SB-Dire 0 In this case, no change is made to secret bits
1 In this case, secret bits are reversed from end to beginning
BP-Dire 0 In this case, hit-planes were vsed from MSB to LSB.
1 Tn this case, bit-planes were used from MSB to LSB.

Prepare host 1 (mxn), secret images
S (uxv)and corresponding particles

Use X side length and Y side length

to prepare the windows in host and —
Convert secret bits image to secret

secret images )
bits sequence for each block

!

Use X offset ,Y offset and directions
particles to create host pixels

sequence
l 1
R L Complement all
US.C Bit-Planes and.PB dlrect.lon BP-Pole e
particles for converting host pixels
sequence to host pixels bits sequence 0
—
1
Invert direction of
secret bits
0
—>! —

Number of secret bits is
more than host pixels

Embed secret bit in one
pixel bit of host image

!

Embed particle in
predefined pixel bit

Fitness is zero (cannot

l embed the secret bit)
Calculate fitness of Host ‘
X >
and stego images
End

FIGURE 5. Flowchart of embedding secret image.

Equation 8 is utilised to calculate the MSE value:

1 w H )
MSE = AT ;; (xij —yij)~s (8)

where the value of each pixel in the host image and stego
image are x;; and y;;, respectively.

The evaluation is conducted using the famous ‘Lena’,
which is the conventional 256 x 256 cover image and ‘Jet’,
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Extract particles from predefine pixels

*—l

Use X side length and Y side length
to prepare the windows in host image
in order to retrieve the secret bits

|

Use X offset ,Y offset and directions
particles to create stego pixels
sequence

¢

Use Bit-Planes and PB direction
particles for converting stego pixels
sequence to stego pixels bits sequence

!

Extract last row secret bits from
related stego pixel bits

Complement all
secret bits

1
BP-Pole
0

—
1

Invert direction of
the secret bits
sequence

"o ]

Create secret pixels from secret bits
and create secret image from secret
pixels

Return secret image

FIGURE 6. Flowchart of extracting secret image.

‘Pepper’ and ‘Baboon’ as the secret images, as indicated
in Figure 7.

If we change the dimension of the secret images ‘Jet’ and
‘Baboon’ into 64 x 64, 96 x 96, 128 x 128, 160 x 160 and
192 x 192, then the outcomes will indicate different storage
capacities and PSNR values, as indicated in Table 5.

This technique was recommended for determining the opti-
mal window that can maximise the PSNR value between
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o (D)

FIGURE 7. The host and secret images. (A) is the host image. (B)-(D) are
the secret images.

TABLE 5. Relationship between storage capacity of secret image and
PSNR.

Capacity PSNR
% BPP Size of Jet Baboon
secret
images
6.2510.5 64 x 64 59.1227 | 58.7874
14 1.125 96 x 96 56.0313 | 55.9472
25 2 128 x 128 55.1344 | 55.1263
39 3.125 160 x 160 54.7347 | 54.7413
56 4.5 192 x 192 53.5900 | 53.3743

the original (host image) and the stego image in addition
to providing an extensive embedding capacity. To achieve
superior outcomes, the new notion is to segregate the secret
message and the host image into four blocks in addition to
the application of the PSO algorithm on each block. Through
this method, each block will be addressed as an independent
block. Our method improves the benchmark method that was
based on GA by adding two particles instead of the seven
genes that were utilised in the benchmark method. Hence,
we adhere to the exact experimental procedural technique
that was utilised in the benchmark technique to make a com-
parison and substantiate that our recommended technique is
the superior form of steganography technique based on GA
(benchmark method). We utilised a 256 x 256 pixel secret
image (A), and four 512 x 512 pixel host images (B-E),
which are, ‘Lena’, ‘Jet’, ‘Pepper’ and ‘Baboon’, as shown
in Figure 8. Table 6 shows the comparison of PSNR outcomes
between our recommended technique and the benchmark
technique.

Based on the PSNR results, the PSNR value of our
technique is superior over the benchmark method based
on GA. Our technique surpasses all other techniques in the
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(D)512 = 512

FIGURE 8. (A): Secret image, (B-E): Host images

(E)512 x 512

TABLE 6. Performance comparison between the recommended technique
(proposed method) and Steganography based on GA.

Image name GA method | Proposed method
Lena 45.12 57.65
Jet 45.18 55.69
Pepper 45.13 55.92
Sailboat 45.10 55.89
Baboon 45.12 57.84
Average 45.13 56.60

benchmark study, including the steganographic technique
that was based on GA.

The second evaluation perspective is the comparison made
between our recommended technique and the benchmark
technique, in relation to PSNR, MSE and the correlations as
shown in Figure 9. The recommended technique indicated
a high degree of performance compared with the bench-
mark technique. This technique has a high degree of security
against hacking operations and a high degree of stego image
visual quality.

Figure 9a shows the correlation between the stego and the
cover images for our proposed and benchmark methods and
shows a high level of correlation in the benchmark method,
whereas our recommended technique requires a lower level
of correlation. In the past 10 years, numerous active steganal-
ysis techniques were generated. These techniques have the
capacity to detect steganography by using statistical analysis,
with numerous recent techniques encountering this particular
challenge. The host with a small correlation with the stego
image has a superior ability in improving the security of
a steganographic technique [124]. Figure 9b indicates that
our recommended technique has extremely little value of
MSE compared with the benchmark method. Figure 9c¢ indi-
cates that our recommended technique possesses the opti-
mum PSNR value compared with the benchmark technique.
Moreover, a histogram is utilised to ascertain the distor-
tion and deterioration in the stego images in Figure 10.
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FIGURE 9. (A) Correlation, (B) MSE and (C) PSNR between proposed and
benchmark methods.

The outcomes substantiated that the recommended technique
demonstrates an extremely low degree of distortion in the
stego image. As a result, the recommended technique pro-
duces a favourable quality of a stego image (less degree of
distortion), which is a significant factor in steganographic
techniques.

A. RESULTS AND COMPARISON CHECKLIST

A comparison of the recommended steganographic technique
in this study is made against the most relevant study [88].
This work is perceived as the benchmark in association with
the research on steganography. Table 7 presents the checklist
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comparison between the benchmark method and the recom-
mended method.

The weight of each issue in Table 7 is 33.33%. The pro-
posed steganography method covers all related issues of the
evaluation stage 100%, whereas the benchmark steganog-
raphy method covers only 66.66%, showing a difference
of 33.34%.

For the purpose of proving the effectiveness of the pro-
posed method, a comparison of the results with the modern
methods is required, regardless of the type of techniques that
were utilised pertaining the concealment of secret data. In this
comparison, we will use only the common host images (Lena,
Baboon and Pepper) that were utilised in the experimental
part of our proposed method, in addition to other modern
proposed methods, with a comparison made among the best
and highest results only. Table 8 indicates the results.

These methods aim at enhancing PSNR and high embed-
ding capacity, which represent the main objectives of
steganography technique. According to the results in Table 8§,
our proposed method had succeeded in achieving a higher
embedding capacity compared with other methods, except
for [127], which demonstrates the same ability for conceal-
ing four BPP but with less value of PSNR. Furthermore,
the proposed method achieved the highest value of PSNR by
considering the number of bits that can be concealed in each
pixel, as shown in Table 8.

For the purpose of evaluating and substantiating that our
proposed method can be used for concealing large secret
data, we conducted an experiment to conceal FV pattern for
106 users by utilising MMCBNU_6000 database through
the selection of the left index image for each user. The
results indicated that our proposed method is highly effective
and achieved high PSNR value. Furthermore, the histogram
indicated no degradation in the stego image and no
visual difference between the host and the stego images.
Appendix 1 displays the PSNR, MSE and correlation.
Appendix 2 displays the stego images, host images and
histogram.

B. TIME COMPLEXITY ANALYSIS
Our recommended steganography technique is based on PSO
algorithm to select the optimal position of pixels to conceal
the secret data. Therefore, we should estimate the time com-
plexity of this algorithm to determine the time complexity for
our proposed method, where the computation time represents
the major factor in the pose tracking using PSO algorithm.
This process usually needs seconds to minutes to estimate
the pose in one frame if the implementation uses MATLAB.
This means, the tracking sequence perhaps need to hours.
Nevertheless, the computation time is significantly based on
the number of likelihood evaluation and model rendering. Our
proposed method utilised the standard PSO algorithm to find
the optimum pixel position in static search space.
Conversely, the nature of dynamic space, which involves
the search for a single optimum pixel position, requires a
changeable dynamic computation time [130]. The distance
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FIGURE 10. Virtual comparison between host and stego images.

TABLE 7. Checklist comparison between the benchmark and recommended methods.

Checklist issues Benchmark method Proposed method
PSNR Supported Supported
Achieved value is 45.13%. | Achieved value is 56.60 %.
MSE Supported Supported
A low value for | No clear results were Figure 9b shows that this method has
MSE means less | shown. lower value of MSE than benchmark
error method.
Figure 10 shows that this method has
Histogram No consideration impalpable differences between host

and stego images.

between the particle’s current position and the local best
position is an important factor for the adjustment of an upper
limit on the maximum value of the cognitive term. The abso-
lute difference between the current location and local best
location of the particles can be considered a particle’s local
distance for its d-th dimension. In the same context, it can
be defined as the particle’s global distance, which entails the
difference between the current location and global location of
particles [131], that is,

Local distance = ‘Pg — x,‘f‘ ©))
Global distance |g” — x{ | (10)

where Pz and g? are the particle’s local best and the swarm’s
global best positions for the d-th dimension, respectively.
d =1, ---, D denote the particle’s dimension index and
k=1, ---, N is the particle index.

Hence, with the small distance among the particles
within static space, the PSO algorithm does not require the

VOLUME 7, 2019

calculation of those terms to update velocity, and cognitive
and social terms of the update equation for the d-th dimension
will not be calculated, thereby reducing the size of the
problem that we attempt to solve. Consequently, the large
number of evaluation in terms of problem size is the optimal
measure of time complexity, which is also known as scalabil-
ity [132]. Certain metaheuristic algorithms require a few hun-
dred or thousand iterations (with a large computational effort
for each iteration) to gain favourable outcomes, whereas
others require several million iterations (with only minimal
computational effort for each iteration). Therefore, in this
study, we utilised PSO algorithm instead of GA because PSO
outperforms the GA with a large differential in computational
efficiency especially when solving unconstrained nonlinear
problems [133]. Finally, we can only compare the metaheuris-
tics empirically through CPU time, or objective function
evaluations. Experimentally utilised MATLAB\R2018a on
a Windows 10 operating system with 4 GB RAM and 0.5 TB
hard disk. The total time consumed for the embedment and
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TABLE 8. Comparison of results between our recommended method and other modern methods.

. . Results using 512 x 512 images
Study Brief description Image name | PSNR | BPP | Capacity
This study proposed a steganography method entailing | Lena 4437 | 3.0 | 786,432
[82] three group of bit substitution (3GBS) to hide three secret | Baboon 4440 | 3.0 | 786,432
BPP. Pepper 44.37 | 3.0 | 786,432
Lena 5437 | 1.0 | 262,144
This study attempted to improve the steganography 42.95 | 2.0 | 524,288
[125] technique through segregation into three variants, with | Baboon 5440 | 1.0 | 262,144
each block consisting of two pixels that were used for 4390 | 2.0 | 524,288
concealing the secret data. Pepper 5441 | 1.0 | 262,144
44.96 | 2.0 | 524,288
. Lena 4298 [ 2.1 | 556,401
This study proposed a new approach for steganography 3934 |31 | 811181
based on pixel value differencing and modulus function B - - 2
. .. . aboon 38.83 | 2.5 | 646,885
[126] (PVDMF) in addition to the use of two variants for the 3663 13.0 1793.183
concealment of secret bits via the readjustment of the pixel - : 2
to reduce the distortion in the stego image. Pepper 43.23 |2.1 | 551,069
36.51 | 3.3 | 875,842
Lena 5125 | 1.0 | 262,144
This study proposed a new steganography method through 3486 | 4.0 | 1,048,576
[127] the utilisation of n-rightmost bit replacement technique to | Baboon 51.20 | 1.0 | 262,144
conceal the secret data. 3479 | 4.0 | 1,048,576
This study proposed a bit-flipping method to conceal the | Lena 4731 | 2.0 | 524,288
secret data in the host image. This method utilised a block | Baboon 4733 | 2.0 | 524,288
[128] consisting of two pixels where two LSBs of each pixel | Pepper 4732 | 2.0 | 524,288
were utilised. Thus, this method offers the concealment of
four bits for a pair of pixels.
This study proposed a new steganography method based on | Pepper 36.43 | 3.15 | 824,610
[129] two variants, which were 1) overlapped PVDMF, and (2) 37.25 | 3.0 | 786,794
overlapped pixel value differencing (OPVD). The two
variants concealed five secret bits in each 1 x 5 pixel block.
Lena 57.65 | 40 | 1,608,070
Our proposed image steganography method based on PSO algorithm Baboon 57:84 140 | 1,608,070
Pepper 5592 | 4.0 | 1,608,070

extraction of the secret data for five grey scale images was
4.735 s, as shown in Figure 10.

C. SECURITY ANALYSIS USING RS STEGANALYTIC ATTACK
The LSB substitution is susceptible to RS steganalytic attacks
[129], [128]. This type of attack is based on statistical test,
where the notion underlying this attack is as follows.
Assume that the pixel intensity value is Py = 40 and
Px = 2x = 40, then x = 20. When we attempted to conceal
the secret bit value O in the LSB location of Py, the value of
this pixel will remain the same. However, when we conceal
the secret bit value 1, the Px value will increase to 41. This
increase signifies 2y +1 because 2y will never become 2y —1.
In the same context, when Py = 2x + 1 = 41, and we
attempted to conceal the secret bit value 0 in the LSB location
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of Py, the value of Px will then be 40. This means that 2x + 1
became 2y, and it is not possible to be 2y + 2 nor 2x — 1.
This type of attack endeavours to exploit this weakness point.
Table 3 shows that our recommended method has 16 differ-
ent possibilities that begin from 0000 to 1111. Hence, our
technique demonstrates the capacity to resist these kinds of
attacks. Consequently, our proposed method is secure.

V. CONTRIBUTIONS

The main objective of this study is to propose a new steganog-
raphy method based on PSO algorithm for selecting the best
pixel position in a host image. Other objectives include the
embedment of the secret bits with the least possible distortion
and the achievement of a high embedding capacity for secret
information, as well as a high PSNR value by considering the
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FIGURE 11. Differences in coverage percentages between the proposed and benchmark methods on specific related issues.

steganography problem as a search and optimisation problem.
This study attempts to fill the the gap in literature because of
the limited amount of studies that implement metaheuristics
in steganography techniques.

The contributions of this study can be summarised in four
parts. Firstly, we have investigated existing literature in the
past five years to enhance the steganographic techniques
pertaining the high embedding capacity. Secondly, we have
proposed a method that enables the efficient concealment
of secret bits in a host image, and the ability to extract
these bits again in the recovery phase within an acceptable
period. Thirdly, the proposed method offers a high embedding
capacity for high payload concealment that can assist in
concealing large secret data within a host image, as shown in
Appendices 1 and 2. Lastly, the comparison in Table 8 indi-
cates that our proposed method offers the ability to conceal
four secret BPP as the maximum hiding capacity. Thus,
a strong evidence exists that our proposed method can be
considered a superior method compared with existing state-
of-art techniques.

VI. CONCLUSION AND FUTURE WORK

This study proposed an efficient steganography method of
using PSO algorithm-based pixel selection for concealing
a secret image within a host image in the spatial domain.
The proposed method has high resistance against hacking
or attacks due to the security provided by image steganogra-
phy. PSO was conducted to select an optimal pixel in the host
image to embed secret bits. The PSO can achieve efficient
fitness calculation that depends on the cost matrix by dividing
the host and secret images into four parts. In the first part,
the secret bits are altered. Then, these bits are embedded
within the host image pixel. Several locations in the host
image are specified via the order of scanning host pixels,
the starting point of the scanning and the good LSBs of each
pixel. The PSO algorithm was used to determine the optimum
starting point and scanning order. The results indicated the
effectiveness of the proposed method in producing good
stego image quality and positive ability in retrieving a hidden
image or data. The comparison between this method and the
benchmark method, which was based on GA, in terms of
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PSNR, MSE and histogram, illustrated that the PSNR value
in the benchmark method for five stego images is 45.13%.
However, by utilising the proposed method for the same five
images, the PSNR value is 56.60%. Moreover, the proposed
method can be considered the best method compared with
other modern methods in terms of the quality of the stego
images and the capacity of embedding secret data. Our future
work will focus on ascertaining a new approach for replacing
the LSB approach through other appropriate algorithms and
improving the PSNR and MSE value while maintaining the
highest level of embedding capacity.
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