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ABSTRACT Signcryption is a basic cryptographic primitive that simultaneously captures the functions
of encryption and signature. To realize comprehensive information security against quantum computing
attacks, lattice-based signcryption schemes have been successively proposed. However, the performance
of signcryption schemes should be improved in the lattice setting. An efficient lattice-based signcryption
scheme in the standard model is proposed in this paper. Under the ring learning with errors (RLWE) assump-
tion and the ideal short integer solution (ISIS) assumption, the proposed signcryption scheme achieves
indistinguishability against adaptive chosen ciphertext attacks (IND-CCAZ2) and existential unforgeability
under an adaptive chosen-message attack (EUF-ACMA). Our scheme not only reduces the communication
and computational overhead but also realizes a new design that combines the partitioning technique with the
idea of tag-based key encapsulation. The performance analysis results show that our scheme is more efficient
than previous lattice-based signcryption schemes in the standard model.

INDEX TERMS Signcryption, lattice, encapsulation, ring learning with errors (RLWE) problem, ideal short

integer solution (ISIS) problem.

I. INTRODUCTION

The signecryption scheme proposed by Zheng provides
message authentication, confidentiality, integrity and non-
repudiation of data simultaneously [1]. Hence, signcryption
is more efficient than a direct combination of encryp-
tion and signature. Subsequently, some other signcryption
schemes were proposed [2]-[4]. In general, there are two
design ideas in signcryption: public key signcryption and
hybrid signcryption. Shor pointed out that the large integer
factorization problem and the discrete logarithm problem
can be broken by a quantum algorithm in polynomial
time [5]. Therefore, the design of quantum-resistant sign-
cryption schemes has very important theoretical signifi-
cance and realistic expectations for the future. Fortunately,
as an important representative of post-quantum cryptosys-
tems, lattice-based cryptosystems provide a rich opportunity
to build post-quantum signcryption schemes. No one has yet
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produced such a quantum algorithm to break the worst-case
problem over a lattice.

Lattice-based cryptosystems have rapidly become a
research hotspot, especially in recent years. The security
of lattice-based cryptographic constructions is supported by
worst-case problems over a lattice. The Gaussian sampling
algorithm, modular addition, and vector multiplication are
used in lattice-based cryptographic algorithms that are opti-
mized constantly. The asymptotic efficiency of a lattice-based
cryptographic algorithm is higher than that for traditional
number theory.

A. RELATED WORK AND DISCUSSION

Currently, lattice-based signcryption schemes are being pro-
posed. In 2012, Li et al. [6] constructed a lattice-based
signcryption scheme with a random oracle model (ROM)
based on the preimage sampling function and hash-based
signature proposed by Peikert [7]. Wang er al. [8] used
the preimage sampling function and an indistinguishabil-
ity against adaptive chosen ciphertext attacks (IND-CCAZ2)
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secure encryption algorithm [9] to construct a lattice-based
hybrid encryption scheme that was proven to be secure in
the ROM. In 2013, Yan et al. [10] constructed a lattice-based
signcryption scheme that was proven to be secure in the
standard model. In [10], Yan e al. first used the trapdoor gen-
eration technique proposed by Micciancio and Peikert [11]
to build a chameleon hash function, then promoted a sig-
nature scheme from existential unforgeability under static
chosen-message attack (EUF-SCMA) security to existen-
tial unforgeability under adaptive chosen-message attack
(EUF-ACMA) security, and finally improved an encryption
scheme from IND-CCAI security to IND-CCA2 security
by utilizing a CCA secure symmetric encryption algo-
rithm and a collision-resistant hash function. In 2019,
Yan et al. [12] constructed an attribute-based signcryption
scheme from a lattice in the standard model. Lu et al. [13]
in 2014 constructed a lattice-based signcryption scheme
in the standard model. In [13], Lu et al. used Boyen’s
SUF-ACMA secure signature [14] and broke the malleability
of ciphertext by adopting the bimode encryption method.
Xiang et al. [15] designed an attribute-based signcryption
scheme from a lattice in the ROM. Lu et al. [16] con-
structed an IND-CPA secure signcryption scheme based
on a signature without a trapdoor [17] and strength-
ened the scheme to IND-CCA2 secure signcryption in the
ROM by employing Fujisaki-Okamoto’s transformation tech-
nique [18]. Although the ROM simplifies the security proof,
Leuren and Nguyen [19] showed that the ROM exists as
a theoretical fault. Therefore, the design of lattice-based
signcryption schemes in the standard model is an impor-
tant target. Sato and Shikata [20] presented a lattice-based
signcryption scheme without a random oracle. Gérard and
Merckx [21] proposed a lattice-based signcryption scheme in
the ROM. Liu et al. [22] constructed a new lattice-based sign-
cryption scheme in the ROM by combining an RLWE-based
signature scheme and an RLWE-based key exchange
scheme. Zhang et al. [23] presented a multi-receiver identity-
based signcryption scheme from a lattice in the ROM.
Meanwhile, some fine-grained signcryption schemes have
been constructed, such as [24]-[27]. However, the schemes
in [24]-[27] are not anti-quantum schemes.

B. OUR CONTRIBUTION
In this paper, we propose an improved lattice-based signcryp-
tion scheme. Our contributions are summarized as follows:

o There are two ways to realize adaptive secu-
rity in the standard model: dual-system encryp-
tion and the partitioning technique. Katsumata and
Yamada [28] constructed a homomorphic computation
function in 2016 and designed an adaptively secure
identity-based encryption scheme from an ideal lattice.
Inspired by [28], we use the partitioning technique to
ensure the CCA2 security of the proposed signcryption
scheme.

« Boyen [14] in 2010 constructed an EUF-CMA secure
signature from a lattice. In 2015, Bohleral. [29]
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improved and supplemented Boyen’s signature sch-
eme [14]. Based on [29], in 2016, Libert ef al. [30]
constructed a signature scheme. Compared with the use
of an independent tag for each signature in [29], Libert
used a random bit string tag, which was equivalent to the
prime exponent in Camenisch-Lysyanskaya’s signature
scheme [31]. There are two methods that are used to
translate a non-adaptive secure signature into a fully
secure signature: the one-time signature technique and
the chameleon hash technique. Inspired by [29], [30],
we construct a chameleon hash from an ideal lattice to
ensure the EUF-CMA security of the proposed sign-
cryption. To achieve EUF-ACMA security, we use the
confined guessing technique and the tag-based lattice
trapdoor to design the signature section.

« In this paper, we introduce the encapsulation idea into
the proposed signcryption scheme. The partitioning
technique, the bonsai tree technique and the reconcili-
ation technique are closely combined to strengthen the
security, which provides a trade-off between efficiency
and computation. The proposed signcryption scheme
also utilizes ideas to optimize the sizes of the public
parameters, private keys and ciphertexts, such as the
G-trapdoor technique.

o One of the crucial properties is ciphertext anonymity.
In the signcryption setting, ciphertext anonymity means
that ciphertexts contain no information about who cre-
ated them or to whom they are intended, namely sender
privacy and receiver privacy. Libert and Quisquator [3]
presented the definition of ciphertext anonymity in the
non-identity-based setting. To the best of our knowl-
edge, few lattice-based signcryption schemes exist that
consider ciphertext anonymity. In this paper, we discuss
the ciphertext anonymity of the proposed signcryption
scheme.

C. PAPER OUTLINE

This paper is organized as follows. The necessary preliminar-
ies are introduced in Section 2. In Section 3, the proposed
scheme is presented in detail, followed by a correctness
and security analysis. Finally, the conclusion is drawn in
Section 4.

Il. PRELIMINARIES

A. NOTATION

Z denotes the set of integers. R denotes the set of real
numbers. Random variables are denoted by uppercase italic
letters (e.g., X). Vectors are column vectors and denoted by
bold lower-case letters (e.g., v), and vl denotes the trans-
pose of v. Matrices are sets of column vectors and denoted
by bold capital letters (e.g., X). For a vector v € R",
[Ivll, denotes the L,-norm. I,, denotes an m-order identity
matrix. For a matrix A € R™", s1(A) denotes its spectral
norm, and ||A|gs denotes the longest column vector of its
Gram-Schmidt orthogonalization. Define a polynomial ring
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R = Z[x]/(®nu(x)), where ®,(x) = x™2 + 1 is an
m-degree cyclotomic polynomial. Fora(x) = Zl'-’;ll aix' €R,
ll¢(a)|l> denotes its norm. For a matrix M € R**!, s;y(M) =
max|;|,=1 llz-rot(M)||> denotes its maximum singular value.
We use [vi|v2] (or [V1]V2]) and [vy; v2] (or [Vy; V2]) to
denote the horizontal connection and vertical connection of
two vectors (or matrices). For a polynomial ring R over Z,
we use [—b, bl C R to denote certain elements in R in
which coefficients are chosen from [—b, b]. If for all ¢ there
exists ng such that f(n) < 1 holds for n > np, we say

that the function f : N — R+ is negligible, denoted by
negl(n). For a vector v € Z", bin(v) € {0, 1}*1°2241 denotes
the binary expansion of each component. For x € R, define
Ix] = [x + %J € Z.x < U(P): uniformly choose x from
the distribution P. x <—gr D or x €g D: choose x according
to the distribution D. Pr[E] is the occurrence probability
of an event E. The statistical distance between two random
variables X and Y is defined as

AKX Y) =5 Z|Pr[X—s] PriY =sl|.

seQ

B. SIGNCRYPTION: PRIMITIVE AND SECURITY MODEL
Definition 1: The signcryption scheme consists of the fol-
lowing four algorithms:

o Setup(1”): Input the security parameter 1", and output
the public parameter PP.

« KeyGen(1", PP): Input 1" and PP, and output the pub-
lic/private key pair (pk, sk). Set (pks, sks) as the sender’s
public/private key pair. Set (pk;, sk,) as the receiver’s
public/private key pair.

« Signcrypt(msg, sk, pk,): Signcrypt a message msg
with (sks, pkr), and output a ciphertext C =
Signerypt(msg, sks, pk;).

o Unsignerypt(C, sk, pky): Unsignerypt C with (sk;, pks).

If unsigncrypted successfully, output msg =
Unsignerypt(C, sk, pks); otherwise, output L.
Definition 2: If the following event occurs with an over-
whelming advantage, we say that the signcryption scheme is
consistent.

PP <« Setup(1"*)
(pks, sky) < KeyGen(1", PP)
(pky, sky) < KeyGen(1", PP)
C = Signerypt(msg, sks, pk;)
msg’ = Unsignerypt(C, sk, pky) : msg’ = msg

A signcryption scheme realizes IND-CCA2 security and
EUF-CMA security simultaneously. IND-CCA?2 security is
defined by a game between a challenger C and an adversary
A as follows:

« Initiation. C executes KeyGen(1”, PP) to generate
(pk}s, sk) and sends (pk;", PP) to A.

« Stage 1. A executes a signcryption oracle query and an
unsigncryption oracle query adaptively. A provides C
with pks to C. If C is valid, C returns the corresponding
plaintext; otherwise, C outputs L.
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o Challenge. A selects msgy and msg; with the
same length and sends (msgo, msg1, pk;, sk¥) to C.
C chooses b € {0, 1} at random, executes C* =
Signerypt(msgp, pk), pk), and sends C* to A.

« Stage 2. A repeats the operations in stage 1 but cannot
query the unsigncryption oracles with (C*, pk;, sk;)
directly.

o Guess. A outputs b'. A wins this game if b’ = b.

The advantage of A in winning the IND-CCA2 game is
defined as follows:

Adv(A) = |Pr[b' = b] — %L

If the above-mentioned advantage is negligible for each
polynomial bounded adversary, we say that the signcryption
has IND-CCAZ2 security.

EUF-CMA security is defined by a game between a chal-
lenger C and a forger F as follows:

« Initiation. C executes KeyGen(1”, PP) to generate
(pk?, sk}) and sends (pk;, PP) to F.

o Signcryption query. F provides msg and (pk,, sk,)
to C. C executes Signerypt(msg, sk, pk,) and
returns C to F.

The advantage of F in winning the EUF-CMA game is
defined as follows:

Adv(F) = Pr[msg* = Unsignerypt(C*, sk, pk})].

msg* is the corresponding plaintext of C* for the
sender’s public key pk; with the limitation that C* has not
been previously created by the signcryption oracle. If the
above-mentioned advantage is negligible for each polyno-
mial bounded adversary, we say that the signcryption has
EUF-CMA security.

Definition 3: We say that a signcryption scheme has
ciphertext anonymity (i.e., key privacy, denoted by
INDK-CCA security) if no PPT distinguisher has a
non-negligible advantage in the following game:

o The challenger generates two private/public key pairs
(skr.0, Pkr.0) and (sk, 1, pkr 1). pky o and pk, 1 are given
to the distinguisher D.

e For ¢ = 0 or ¢ = 1, D adaptively performs the queries
Signerypt(msg, sk, ¢, pk,), for any receiver’s keys pk,,
and Unsignerypt(C, sk, ., pks).

o Once stage 2 is complete, D outputs two private keys
sks,0 and sk 1 and a plaintext msg. The challenger then
flips two coins b, b’ < {0, 1} and computes a challenge
ciphertext Signerypt(msg, sks p, pky ).

o D adaptively performs new queries as in stage 2 with the
restriction that, this time, it is not allowed to query the
unsigncryption of the challenge o with the private keys
sks,0 and sk; 1.

« At the end of the game, D outputs the bits f and f’ and
wins if (f, f') = (b, b").
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The advantage of D in winning the INDK-CCA game is
defined as follows

/Qd INDK

= |Pr((f.f") = (b, b)] ——!

C. LATTICE AND GAUSSIAN DISTRIBUTION
Definition 4: For aprime g, A € ZZX’”, uc Zg, define the
following two g-ary lattices:
1 —
Aa(A) =

{e € Z™| Ae = O(mod ¢)};

{e € Z"| Ae = u(mod g)}.

Definition 5: ps(x) = exp {5 ””x” } denotes a standard
m-dimensional Gaussian dlstrlbutlon centred at 0 with vari-
ance s. For a lattice £, s > 0, the discrete Gaussian distri-

bution is defined as D, = % For a polynomial
X€E s

ring R that depends on the variable x over R, D}’ L5 %l denotes
the distribution of a(x) = Y7 aix’ € R, in which the
coefficient vector (ag, ..., a,—1) € R" follows the discrete
distribution Dy s.

D. RING AND IDEAL LATTICE

This section systemically introduces the concepts of the
ring and ideal lattice. A detailed introduction is described
in [32]. Let n be a power of 2, with m = 2n, and define
a polynomial ring R = Z[x]/(®,(x)), where &, (x) =
x™? 4+ 1 is an m-degree cyclotomic polynomial. Let R, =
R/qR = Z[x]/{q, Pu(x)). Define the coefficient embedding
as follows:

R — 7"
alx) = Zal

Define the ring homomorphism rotg,, , : R — Z™" that
maps a(x) € R to a matrix over Z"*", in which the i-th row
vector is ¢>(xi - a(x)mod®,,(x)) € Z". An element of the
R-model R™ is denoted as X = (X1,X2,...,X,). € R™.
Define two multiplication operations as follows:

= (aOa MR anfl)

X*Y =) Xiyi,VX,yeR"
i=1

Xy = (X1, X2Y, ..., X,y),YX € R,y € R.

The following lemma shows that R; = R/{q, ®;,(x)) can
be regarded as a field.

Lemma 1 ( [28]): Let q be a prime such that ¢ = 3mod 8
and let n be a power of 2. We have the following two
conclusions:

1) ®y,(x) = x" + 1 splits as x* + 1 = t1r,mod q for
two irreducible polynomials t; = x> + ux"* — 1 €
Zglx] and ty = XV — oyt — 1 € Zglx), where w =
—2mod q. For each a € Ry satisfying a € R, are
invertible and ||p(a)|l2 < /q.
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2) Let n be a power of 2, q be a prime larger than 4n
such that ¢ = 3mod 8, and k, k', L, p € 7Z4 be
positive integers satisfying k', £ > 1, k > 2, and
o < %«/q/n. Define the family of hash functions

= (ha®ll=p, pliy > Ry} where ha(x) =
for A € R’; xk x R];Xl. Then, H is a universal hash
function family. For A €g Rz/Xk, X er R];XE, we have

g

A((A, AX), (A, URE x z))) < g (m)".

E. HARD PROBLEMS AND TRAPDOORS
This section introduces two hard problems: ring learning with
errors (RLWE) and the ideal short integer solution (ISIS).
Lyubashevsky et al. [32], [33] presented the reduction from
the RLWE problem to worst-case SIVP (or SVP) problem.
Stehlé et al. [34] defined the ISIS problem and presented the
reduction between the ISIS and SIVP.

Definition 6: Forn € Z4,k = k(n), and g = g(n) > 2, let
Xx = x(n) denote the noise distribution over R,. For a prob-
ability polynomial time (PPT) adversary .4, its advantage in
solving RLWE,, ,, , y is defined as follows: AdvI;‘LWE"’"""’X =

]Pr[A({(ai, b)Y ) — 11— PrlA({(a;, as +e)}_ ) — 1]

with {a; }l I {b,}l 1»S <R Ry, {e,‘}f.‘:1 <« x.If the following
advantage is negligible, we say that RLWE, ;, ,, 5 holds.

Theorem 1 ( [32]): Let « € Ry. Let m be a power of 2.
Let £ € Z. ®(x) = x™? + 1 is an m-degree cyclotomic
polynomial. Let R = Z[x]/{®,,(x)). Assume that the prime
q satisfies ¢ = 3mod 8 such that there exists another
prime p = 1mod m satisfying p < q < 2p. Let ag >
32k A w(log”* n). There exists a PPT reduction algorithm
from the SIVP (or SVP) with an 5(ﬁ/a)-appr0ximating
factor to RLWE i, .

Definition 7: Let ®,,(x) = x>+ 1 be an m-degree cyclo-
tomic polynomial. Given a random polynomial set {p,-}i.‘=1
independently chosen from R, = Z[x]/{gq, ®u(x)), define a
vector p(x) € R, and find a nonzero vector Z(x) € R* such
that Zl | Pizi = O satisfies [|z]l2 < B.

Lemma 2 ( [34]): Let R; = Zl[x]/{q, ®n(x)). Let g be a
power of 3. Let m > 2[log, q1, 0 > w(vInnm), n > 4. If we
choose A < U (R?) uniformly, sample a random vector X; <—
Drs(i = 1,...,m) independently; then, the distribution
of Y ;aix; is statistically close to the uniform distribution
over R.

Lemma 3 (Trapdoor Generation Algorithm [34]): The
randomized algorithm TrapGen outputs a vector a € R’; and
a matrix Ty € R where rot(a”)T e sz”k is a full-rank
matrix and rot(Ty) € Z""% is a basis for A;(rot(aT)T)
such that a is negl(n)-close to uniform.

Lemma 4 (Preimage Sampling Algorithm [7]): The preim-
age sampling algorithm PreSample involves the input of a
vector a € RX, a short basis T, € R as a trapdoor,
where rot(aT)ﬂ Z"X”k is a full-rank matrix and rot(T,) €
2 <k s a basis f0r AJ‘(rot(aT)T) a Gaussian parameter
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o > |rot(Ta)llgs - w(y/lognk), and a vector u € Ry. This
algorithm works as follows: First, it chooses an arbitrary
t e R/; via the linear algebra equation a x t = u(mod q)
(except for a negligible fraction of rot(a’ )T such that t always

. . coeff k
exists). Then, the algorithm outputs e < (DA é(t) (rot (aT)T),o) .

F. BONSAI TREE TECHNIQUE AND
SAMPLING ALGORITHM

Lemma 5 (Left Sampling Algorithm [33]): Let n be a
power of 2 and q be a prime such that ¢ = 3mod 8.
The randomized algorithm e < SampleLeft(a, b, u, Ty, o)
is defined such that, given vectors a,b € R’;, where
rot(a’)" and rot(") € 7" are full-rank, an element
u € Ry, amatrix Ty € RKXK such that rot(Ty) € ZMkxnk
is the trapdoor basis of the lattice At(rot@a™)T), and a
Gaussian parameter o > |rot(Ty)|gs - w(y/lognk), the
algorithm outputs a vector e € R* sampled from a dis-

tribution that is negl(n)-close to Dcoeﬂ Rk
glm) Ai(u)([rot(aT)Tlrot(bT)T]),o

ie. [alb]eT = u, ¢(e) € Z¥* is distributed according to

DA;(U) ([rota™y7 irotw?)7 ]).o°

Lemma 6 (Right Sampling Algorithm [28]): The random-
ized algorithm e <« Sampleright(a, gy, R,y, u, Tg,, s) is
defined such that, given vectors a, gy, € RZ’, whereb = aR +
ygn, such that rot(a’)" and rot(gy) € 2™ are full-rank
matrices, elements'y € RZ andu € Ry, a matrix R € ™™,
a matrix Tg, € R™" such that rot(Tg,) € Z"""™ is the
basis of AL(rot(gb)), and a Gaussian parameter s > s1(R) -
rot(Tg,)llGs - w(y/lognm), the algorithm outputs a vector
e € R” sampled from a distribution that is negl(n)-close to

peoelf ie. [alblel = u, d(e) € Z2M s
Aé(u)([rOt(aT)T|I‘0t(bT)T:|)’s [ | ] ¢)()

distributed according to D Lo ([mt (a7 |rot (bT)T]),s'

Lemma 7 (Bonsai Tree Technique [33]): Let n be a power
of 2 and q be a prime such that g = 3mod 8. The deterministic
PPT algorithm ExtBasis(Ta, ¢ = [a|b]) is defined such that,
given vectors a € Rg andb € qu, where rot(a”)T € ZZX"’”
and rot(")T € ngnm are full-rank matrices, and a matrix
Ta € R™™ such thatrot(Ty) € Z"™*"™ is the trapdoor basis
of A(rot(al)T), the algorithm outputs T € ng+m)><(m+m)
such that rot(Te) € Zg(m+m)xn(m+m) is the trapdoor basis of
At ([rot@ah)T, rot(b™)T]).

G. RECONCILIATION TECHNIQUES
Here, we present a brief description of the reconciliation
techniques, as the detailed explanation is elaborated in [35].
Let [x] = [x + 4] € Z. Let Iy = {0, 1,..., 4] — 1} and
I ={-%,..., -1}

Definition 8: A modular 2 rounding function is defined as

Zq —>Z2

12 : 2
X I‘q x]
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Definition 9: The cross-rounding function is defined as
follows:

Zq —>Zz

()2 : 4
X |‘q x|

Lemma 8 ( [35]): For an even module q, if x € Zg is
uniformly random, the distribution of | x> is the randomly
uniform distribution over Zq given (x).

Definition 10: For an even module ¢, for e € E =
[—%, %) N Z,y € Zy and b € Zy, define the reconciliation
function rec : Z; x Zp — Z as follows:

0, ifyely+ E(mod g);
1, otherwise.

rec(y, b) = {

Definition 11: ( [35]) For an even module ¢, fore € E =
[-49NZandx € Z, if y = x + e(mod g), then
rec(y, (x)2) = [x]2 = rec(x, (x)2) holds, given (x)>.

Definition 12: The randomization function is defined as
follows:

ab: | 2a = L0
X — X = 2x — e(mod 2q)

The random noise e € Z; can be 0, 1 or -1 with a probability
of %, le or }T, respectively.

Lemma 9 ( [35]): For an odd module q, if x € Zg is uni-
formly random and ¥ < dbl(x) € Zy,, then the distribution
of | X1z is uniformly random given (x);.

H. HOMOMORPHIC COMPUTATION

We introduce the homomorphic computation and lemma
in [28]. Let d € N. g;l is a deterministic polynomial
time (PT) algorithm that inputs u € R, and outputs P =
g;l(u) such that g,P = u. A hash function PubEval; :
(R’;)d — R’;, which inputs by, ..., by € R, outputs a

vector in R’;. If d = 1, we have PubEvaly(by, ..., by) =
b,. If d > 2, we have PubEval;(by,...,b;) =
big, ' (PubEvaly_(bs, ..., ba)).

Lemma 10 ( [28]): Letyi,...,¥a € R, a,by,...,bg €

RE, Ry, ..., Ry € ROK such that b; = aR; + yigp, Vi € [d].
Assume s1(R;) < B, |¢(yn)ll1 <4, Vi € [d]. Givenyy,...,¥a
and Ry, ..., Ry, the algorithm PubEval; outputs R’ € Rkxk
such that PubEval;(by, ..., bg) = aR' +y;----- Yagb € R’;.

Ill. THE PROPOSED SIGNCRYPTION SCHEME
A. CONSTRUCTION
o Setup(1™)
Let 1" be the security parameter. Generate the system
parameters and components as follows:

1) Let an odd prime g be a prime such that ¢ =
3(mod 8). Let m = 2 with x > 2. Let ®,,(x) =
x™2 4+ 1 be the m-degree cyclotomic polynomial.
Let R = Z[x]/(®p(x)) and Ry = Z[x]/(g, Pm(x)).

VOLUME 7, 2019



X. Yang et al.: Improved Lattice-Based Signcryption in the Standard Model

IEEE Access

2)

3)

4)

Choose a, by, € € RZ‘ with £ = O(n), and select

u € R;andd € R'q'ﬂogq] randomly. Let g, =
[1]2] - --[2"~1], and define G £ I,®g; as follows:

b

b
G = . € Z;X”’”

b

Note that all of the elements of G on the primary

diagonal are g, while the other elements are 0.

Choose the hash functions:

- Let the bizs € {0, 1}F. Choose by, b;; €g
R} randomly for (i,j) € [2] x [(K)'/?].

The deterministic function H; : {0, 1} —
R;” is defined as H(bits)y = by +
Z(i,j)e[l,k/P Pl/leVald(bl’jl Yooy b2,j2)'

- H>: {0, 1}* — {0, 1}'? is a pairwise indepen-
dent hash function.
- Hj3 : {0, 1}* — R, is a universal one-way hash
function.
The chameleon hash function is CMy— __7 : R" x
[boles] ~ 4

RI" — R,. Output the public key HKg = [bo[€5),
and keep the private key CKg = Tg; as a secret,
where rot(Tg) € Z"’"X"m is the trapdoor basis
of the lattice AJ‘(I'Ot(COT)T)ﬂThIS chameleor}j hash

coe, coe,
function inputs [h € (DZ,,!UI) [s1 € (DZ" ou) ]
and outputs

A e —
cy = CM[ITOIQ](h’ s1) =bgxh+co*s;.
Verify the properties of chameleon hash function
as follows:

— Collision-resistant property: Suppose there

exists a collision [hls;] # [h'[s]] €
coeff \m coeff \m _

(DZ",Ul) X (DZ”,O'l) ’ th_en’ t= [h - h/|Sl -

"1 # 0 is a solution of [bg|cg] * t = 0, which

satisfies

It < lh—h'|> + [Is; — s} 11> < 8ofmn.

That is, ISISq’n’m’Z\/%’G1 is solvable. Thus,
CM— _1 is collision-resistant.
[bo\co]

— Trapdoor collision: Input h,h’ € 1;;" S1 <«
(DD )", and find 8} € (Dg? )" such
that CM[FOIE](h’SI) = CM Bolby (h, sl)
i.e., solve a short vector that satisfies the follow-
ing equation:

€ *s| = bo* (h—h') + ¢ *s; £ X(mod g).

According to Lemma I1.4, there exists a
PPT algorithm that outputs a trapdoor basis
Tg, € R™™. Solve the short vector s)
that is negl(n)-close to (D‘Z(ffﬁ( 1) by using
PreSample(Tg,, X)(mod g). In fact, in the
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preimage sampling algorithm, the solution vec-
tor | € (D%EJZI )m is computed by solving the
equation Cg * ’s/{ = X(mod ¢). Next, a vector
z is chosen randomly under the condition that
z belongs to /\L(rot(%T)T) and z is close to
—s//. Then, the vector s1 =z — (—s{) is output.
co>|<s1 =Cp* [z — (=S| )]_co>l<z—i-co>i<s1
X(mod q).

— Uniformity: Because ¢g <« U(RY), s; ~
(DZ,’fZI )", by part 2 of Lemma IL1, we have
that the distribution of ¢gs is statistically close
to the uniform distribution over R. On the other
hand, due to by < U(RI), h ~ (Dg¥ )",

and part 2 of Lemma II.1, we have a distribu-

tion of by * h that is statistically close to the

uniform distribution over R. By Lemma II.3,

we have that the output distribution of CM| [ ‘CO]

is statistically close to the uniform distribution
over R.
5) AES-128-bit algorithm ) = (EK, DK).

The public parameter PP contains (g, m, R, a, b_o, <o, G,
Hi, Hy, H3, CM bolco ] ).
KeyGen(1”, PP)
Execute TrapGen to generate (pks; = a; € RZ’, sky =
Ta; € R™) and generate (pk, = a, € RZ’, sk, =
T € R™™). rot(Tg;) € Z"™™ is the trapdoor
basis of A (rot(a;")"), while rot(Tg,) € Z">" is
the trapdoor basis of A-(rot(a;”)!). We explain the
algorithm TrapGen in detail below. Generate the random
polynomials a; = (ay, ..., ay, )T € RZ” 1 Construct a
random matrix a; with a structured matrix Tz € R™*™
such that Tz * a; = 0 and Tj; is a basis of the module
Al (rot(ay T)T) where a; = [aj|az]. First construct an
HNF-like basis F of the module A*(rot(a,”)") with a;.
Next, construct a unimodular matrix Q such that Tz; =
QF is a short basis of the module. More precisely,
Tg; has the following form:

v P\ (-1, P H 0
(b &)= s)(vhn)
—_— — —
Q F
By setting B, the lower triangular matrix with diagonal
coefficients, equal to 1, the matrix Q is unimodular.
In this design principle, we hope that F x a; = 0.
Hence, we should set Hxa; = O and a; = —U % aj.
By setting H to be an HNF-like matrix, we can guar-
antee that H is a basis of A;(rot(ﬂT)T) and that F
is a basis of AJ(rot(a;")). By setting U = W + R,
with W and R being a random matrix, we have that
a; is almost uniformly random in R. The i-th row of
R is chosen from ({—1, 0, 1}")" x ({0}*)™~". The spe-
cific construction methods of H and W are described
in [34], so we omit them here. In a similar way, we can
generate Ty
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« Signerypt(msg € {0, 1}*, sky, pk,)

1)
2)

3)

4)

5)

0)

7

Compute h = Hy(msg, a,) € (D%(fle)m

Choose T < U({0, 1}%) randomly, and compute
a, = [a_s|5+ )Z)let[i] ~5,-] € R?I’”. Compute the
trapdoor basis rot(T;) € Z>">2m of A;(E) by
invoking ExtBasis(Tg, , a;).

Sample s; <« (DCZTJZ 1)m, and compute the
chameleon hash function as follows

cy 2 CM[Folﬁ](h, s1) =bgxh +Cp *s.

¢y is used to define uyy = u + d - bin(cy) €
Ry, where ¢y = G - bin(cy). By utilizing the
trapdoor basis Ty, solve a short vector solution
vV < Dpwy@p),o, of the following equation: a; *
v = uy(mod g). In fact, this step invokes v <«
SampleLeft(a;, uy, Ta,, 02) to output the vector v
. coe,

that is negl(n)-close to DA$<W) (mt (zT)T),az' Out
put (7, Vv, sq).

Parse vas v = [Vl € R;”|V2 € R;"]. Select
s> € R, randomly, sample €, < Xo,, and choose
r, € {0, I}K randomly. Let ¢ = H3(r2, vq), and
compute W = s5¢9 + €2, W < dbl(w), ¢; = (W),.

and ¢y = [W],.

Let ¢3 = Hi(c;,v2) € R’;, and compute
E = [a/]c3] € R2™.

¥ \2
Sample e3 = [e3le3n] <« (D%gjgl) " and

compute ¢4 = S;E +e3 € Ré’".
Compute

¢s = EKpy(cy) (msglp(v2) | ¢(s1)lIr2).
Finally, output the ciphertext

C = (1, o, €1, €3, €4, C5).

o Unsignerypt(C, sk,, pks)
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1)
2)

3)

4)

5)

6)

7

Compute E = [E|C3].

Sample €3 € R, where each column vector of the
matrix rot(ez’ )’ € sz"’" follows Dzym 5.

By using sk, = Tz, find the short solution z =
€ € Ry of the equation

a, *Z = ¢y — C3 * €3.

Compute w; = ¢4 * [€2]€3], rec(wy, ¢1) = | Wy |,.
Compute DK H, ( LW71-| )(C5), and parse the result as
2

—

(m3gllpW)lp(s1)IF2).
Recover ¢~ (p(v)) =
Ry < R).
Compute h = H\(msg, a,) € Ry, and build Cy =
b * h+ Coxp! (q;?sl/)) Next, verify whether the
following two conditions hold

¥V, and parse V = (V] €

a; *V=u+d-bin(cy)
loW)ll2 < o2v/2mn

If the conditions hold, output msg; otherwise,
output L.

B. CORRECTNESS
Lemma 11: If4oymn + /n- (1 +201) < %, the receiver
can correctly unsigncrypt with an overwhelming advantage.
Proof: Compute

W| = C4 * <e_2> = (s2E 4+ e3) * (e_2>
€3 €3
_ € €
= $E % (a> +e3 % (a>
=Sz[a_|C3]* g + €3 *
r &
— — e
=sy(a; x€ +c3*x€3) +e3x é)
s2(co — €3 % €3) + 5203 x €3 + €3 % (
= $7Co + €3 * (e_z) .
€3

€
W| — W = $p¢o + €3 * (@) — (s2cp +€2)

e
= €3 * (_2) — €2.
€3

Let € be the random noise of € <« dbl(w); then, we have
w = 2w — €. The receiver can unsigncrypt correctly with an
overwhelming advantage if ||2e + €| < % holds, i.e., if the
following condition holds:

— &I 9

S

)

_ € _
I2e +€ll2 < 2|[e3,1]e32] * (é) I, + 2llexll2 + lI€ll2

< 2V201/mn - (V201 /mn) + 201/n + /n
= 4oymn+ /n- (1 + 201)

<1

4

C. SECURITY

Theorem 2: The proposed signcryption scheme has

EUF-CMA security under the ISIS, . n hard problem.

Proof: Suppose there exists a forger F that can forge the
signcryption and that there exists a simulator that can forge
the signature of the SUF-CMA signature scheme.

Initiation. F executes KeyGen and Signcrypt to obtain
PP and (A}, T;") and sends PP and A} to F.

Signeryption. F executes the signcryption oracle as
follows: F submits msg and A,. C executes C' <«
Signerypt(msg, A, TF) and sends C’ to F.

Forgery. F outputs (Af, T}) and fresh ciphertext C*.
C executes the following steps:

1) Use sk to decrypt cs.

2) Use Hz( |_VT2—| 2) to decrypt ¢s such that F obtains

msgllp(v2)llp(sp)llr2.

3) Parse ¢(v) = [@(vD)I@(v2)].

Since the signature scheme has SUF-CMA security, the pro-
posed signcryption scheme has SUF-CMA security.
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Theorem 3: The proposed signcryption scheme has

IND-CCA2 security under the RLWEq’n‘m’ (D""“ff )m hard

"0
problem.

Proof: Define the following games between the chal-
lenger and the adversary. E; denotes the event &’ = b.

Gamey This game is similar to the game defined for
IND-CCA?2 security. The ciphertext space is {0, 1} x Ry X
{0, 1}™" x Ry x Rz’" x €2. In the challenge stage, the adversary
A sets C* <—R {0 1}1 X Ry x {0, )™ x R x R2m x Q
and outputs a guess b. Flnally, the challenger C sets b/ =D.
By definition, we have | Pr[Eo] — l! =¢.

Game; This game changes the key generation algorithm.
Let pk, be a random matrix, and execute TrapGen to generate
pks, sks. The other steps are identical to the corresponding
steps in Gamey. For mg,m; € Z, my < my, c € Z%.
Let [mo, milge = {Z5 bix'lb; € [mo,mi],¥i € [0,i —
1]} C R. This notation denotes a set that consists of all
polynomials whose degrees are below d — 1, and the coef-
ficients are chosen form [myg, m]. The challenger chooses
Yo <R [_ K(Cl’l) ]R (c=1d+1° »Yij <R [17 n]R,Cv (lu]) €
[d] % [€.y = Go. (i)ipeta.e)- Define Fy(bits) = yo +
X1, j)eSWits\Y1,j, - - Yd j.- The challenger checks whether
the following condition holds Fy(bit*) = 0 A Fy(bits1) €
RZ A - A Fy(bitsy) € RZ. bits* is the challenge bit, while
bitsy, - - - , bits, are the bit strings that the adversary queries
to Hiz. If the above-mentioned condition does not hold,
the challenger omits the output of the adversary, sets b’ <—g
{0, 1}, and terminates the challenge. If it holds, the challenger
sets b’ = b. In this case, we have |Pr[E; — —]] < negl(n).

Game; Change the game such that when F(bit*) does not
hold, the challenger terminates at the end of the game. The
challenger C chooses Ro, R;j < [—A, A<k (i, j) € [d] x
[£] and computes by = a;Ro+yogp and b; j = a;R; j+; jgp.
The other steps are identical to those of Game;. By part 2 of
Lemma II.1., we obtain that the following distributions are
statistically indistinguishable:

(ac. acRo + yogs. {acRij + vij&b}) ~s (a7, bo. {bi})

Then, we have |Pr[E;] — Pr[Ei]| < negl(n).

Game; For bits* € {0, 1}*, define Rpyyy = Ro +
XTrapEvaly(Ryj,, ..., Raj,, Y1jys--+»Yad,j,) Furthermore,
we have H3(bits) = a;Rpiis + Fy(bits)gp, Pr[E3] = Pr[E;].

Game, In this game, the challenger randomly chooses
a; <gR R(ZI’". When the adversary queries the bit string
to Hj, the challenger first computes Rpis. If Fy(bits) ¢
Ry, the challenger terminates the challenge and com-
putes v < SampleRight (a7, g, Rpirs. Fy(bits), uy, Tg,, 02).
When we choose the parameter o properly, the above dis-
tribution is statistically close to the following distribution:
V <« SampleLeft(E, uy, Tg, 02) Thus, we have |Pr[E4] —
Pr[E3]| < negl(n).

Games Randomly choose v <«—p Rf,m, and label v =
[vi € Rl'|vy € RZ"]. Randomly choose s, <g R, sample
€2 < Xo,,randomly chooser; € {0, l}l, letcyg = H3(rp, vy),

and compute w = sp¢p + e, W <« dbl(w), ¢; = (W)z,
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¢ = |W],, and ¢ = Hi(cr, v2). If b = 0, the challenger
produces the valid ciphertext. If b = 1 and Fy(bits*) =
0 hold, the challenger selects s < Ry, samples e <«
(D‘Z(:,ejzl) computes v = sa; + e € R¥, and then com-
putes ¢ € Zé”m < ReRand (rot([Ix |Rpirs+ ), ¢ (V). o1, ﬁ)
Note that ¢ = (¢(s)rot(a7)) - rot([Ii|Rpirs<]) = ¢(s) -
rot([ar|H (bits*)]) +¢ = ¢(s[ar|H (bits")]) +e with e’ <
(D%ﬁeg,)m LetT = {E” otix'la; € {—1, 1}} and randomly
choose T* € T (all else being equal). Compute €3 that
satisfies e = (¢c3 — cg‘)’lco. Let € = —T*e3 such that the
following equation holds: a; xe;+(c3 —c%‘)*@ = ¢p. Because
cy = ¢_1 (c) of Games is statistically close to that of Gamey,
we have | Pr[Es] — Pr[E4]| < negl(n).

Gameg If b = 0, the challenger chooses vo <pr Ry,
V. < R" and ¢ <« (D%Ofﬁ )
ReRand (xot([ T |Rpirss]), §(V), 01, 22-) with v = v/ + €.
Compute and output the challenge ciphertext. As demon-
strated below, Games; and Gameg are statistically indis-
tinguishable. Assume that there exists an adversary A that
can differentiate Games and Gameg with an overwhelming
advantage. Then, we can construct a distinguisher D that
breaks the RLWE problem as follows:

« Initiation. D inputs the RLWE instances {ai, v,-};.":0

(Rq X Rq)m+l. Without loss of generality, suppose that
v = Vi+e withe, < D‘Z’ff’z . F differentiates between
vi=a;s2 and vV, < R,.

o Setup. D sets u £ a5, a = (a;...,ay), and v =
(V1...,Vm), chooses y according to Game;, chooses
Ro, R;j, bo and b;; according to Game,, and returns
bo, u, d, @, by, o, b;; and a; to A. D randomly selects
b < {0, 1} and keeps it secretly. Stage 1 and stage 2
respond to the queries from A using Ry, R; ;.

« Challenge. When A queries for the challenge bit bits™,

D computes F\(bits*). If F\(bits*) # 0, D sets b’ <«
{0, 1}. If F\(bits*) = 0, D computes Rp;;+ and ¢ and
outputs ¢, when b = 0. D randomly chooses W, ¢2 € Ry,
cy € RZ’” and outputs the 01phertext when b = 1.

o Guess. .A outputs the guess b. D sets b’ = b. If b’ = b,
D outputs 1; otherwise, it outputs 0.

o Analysis. When w is randomly chosen, |_v_v—‘2 is a

uniform distribution given (W),. D simulates the view
{a;, vi+e; = a;so+e;}7 | in Gameg and the view v; <¢

and executes ¢ <«

S

R, in Games. Therefore, we have |Pr[E6] — Pr[E5]| <
RLWE m
wrera (o5 )
Advp,
Game; Randomly choose v < R¥™, ¢3 <g R”, and

€31,€32 <« ('Dg:le)m, compute E = [£|C3], ¢y = sHE +

[e3,1]e3 2], and output the ciphertext. Observe ¢p(v) = ¢(v' +
e) = ¢(e) + ¢(e) € Zg" with ¢(e) < Dzm . In addition,
note that ¢ = ¢(V') - rot([L|Rpirs+ ) + € = ¢ ([V' IV Rpirs+ ).
The distribution of €’ is statistically close to the distribution of
e <p Dyomn 4. The distribution of ¢ = qb’l(c) in Game;
and the distribution of that in Gameg are statistically indis-
tinguishable. Thus, we have |Pr[E7] — Pr[Eg]| < negl(n).
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Gameg The challenge generates the challenge ciphertext
C = (t,c¢p,¢1,C3,¢4,C5). ¢4 in Game; and the uniform
distribution over R(ZI’” are statistically indistinguishable under

the RLWE e \m assumption. Choose v/, v/ ep R™,
e "

and compute V' Rp;s+. The distribution of [v’ v Rhm*] is sta-
tistically close to the uniform distribution over Rfim. Thus,
we have | Pr[Eg] — Pr[E7]| < negl(n).

Theorem 4: The proposed signcryption scheme has
ciphertext anonymity (INDK-CCA security) under the

RLWEq’n’m’ (D%{ )m hard problem.

Proof: Assume that there exists a PPT distinguisher D
that has a non-negligible advantage over the INDK-CCA
security of the proposed scheme; then, there exists an algo-
rithm B that solves the RLWE(M,mY (D%.ji )m problem. 53 uses
A to solve this instance and plays the role of D’s challenger.
B executes TrapGen to generate (pk, o = a, 0 € RZE sky o =
Ts; € R™") and generate (pk,1 = 2,1 € R’qn,sk,,l =
Tag € R™™). pk, o and pk, 1 are given to D. D performs
queries. The signcryption queries and unsigncryption queries
are treated as in the proof of Theorem III.3.

Once stage 1 ends, D outputs two private keys sks0 =
Tm, sks,1 = Tgz7 and a plaintext msg. B sends the fake
ciphertext C = (, ¢g, €1, €3, €4, €5), Where ¢, €1, €3, €4, €5
are chosen randomly. D cannot distinguish ¢4 € R>" and

¢4 = $2E + e3, where e3 = [e31]|es2] <« (D%ﬁz}ym,
because of the RLWE e\ hard problem. Therefore,
g.n.m. (D

D cannot realize that this ciphéftext is fake, and the simula-
tion remains.

In stage 2, D performs the queries that are executed in
stage 1. Finally, D outputs a guess (f,f”), which is ignored
by B. B cannot obtain (msg, a, o) or (msg, a, 1) from H;.
If D can output f and f’ such that (f,f’) = (b, b'), then it
can find a collision H(msg, a, ;) = Hi(msg, a, /). We use
Adv%’“iSiO“ to denote that D finds a collision. In short, we have
the following conclusion:

RLWEn m+1 (Dmeﬂ )m
A dv%\’DK <A dVD M\ oy +A dv%)llision
< negl(n).

D. PERFORMANCE ANALYSIS AND COMPARISON

In this section, the performance of our scheme is analyzed
from four aspects: the PK size, SK size, ciphertext overhead
and concrete execution time. Meanwhile, we compare our
scheme with other lattice-based schemes in [12], [20]-[23]
to demonstrate that our scheme achieves better performance.
The schemes in [26] and [27] are not anti-quantum sign-
cryption schemes. It is assumed that the output of the hash
algorithm is 128 bits and that the random number is 128 bits
to achieve AES-128 security.

1) COMPUTATIONAL OVERHEAD
Here, we mainly consider the operation time of the hash
function ¢, the dot multiplication ¢4, the polynomial
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multiplication #,, the Gaussian sampling algorithm f, and
the pairing operation time #,,;-. We have implemented these
cryptography operations using the C/C++ PBC library on
a 64-bit Windows 10 Thinkpad X1 notebook and a 64-bit
Ubuntu 14.4 LTS Think Center desktop as shown in Table 1.
In addition, Table 2 shows the implementation time of the
related schemes when n = 256, m = 512, and g = 4093.

TABLE 1. Time for the cryptography operation.

Cryptography Operation Time
th 0.3 ms
tyq 0.27 ms
tp 0.44 ms
tg 0.52 ms

tpair 9.35 ms

TABLE 2. Comparison of the execution times.

KeyGen | Signcryption | Unsigncryption
[10] | 670 ms 2212 ms 2228 ms
[12] [ 115343 ms| 69369 ms 356515 ms
[13]| 533 ms 912 ms 988 ms
[20] | 808 ms 2153 ms 1570 ms
[21]| 624 ms 1842 ms 622 ms
[22] | 399 ms 757 ms 450 ms
[23]| 604 ms 677 ms 677 ms
[26] | 324 ms 756 ms T47 ms
[271| 1500 ms 2000 ms 1000 ms
Ours | 266 ms 644 ms 716 ms

2) COMMUNICATION OVERHEAD

In Fig. 1, to simplify the analysis, we set ¢ = 277063.
We compare our scheme with YWL [12], SS [20], GM [21],
LHY [22] and ZXX [23] in terms of the communication

a—YWL e SSV —a—GM 1000000 a— YWL —e—SS —a—GM
1E7 LHY —&— ZXX —<—Ours LHY —&— ZXX —<— Ours
" = il
1000000 » 7,,/::',,—// 100000 . g
* T -
g » g _ 2=
8 100000 v 8 000 o po : " a
K o i
: g e
10000 . A .
= - .=
ST L~ —
% 1000 4 Y
1000 — -
« %
100 150 200 250 300 330 100 150 200 250 300 330
" "
(a) PK Sizes (b) SK Sizes
1E84 —s—YWL SS ——GM
+ XX —+
1574 LHY ZXX Ours
oy
A ¥
10000001 P
F -
2 1000004
3
£ ooy 3
5 10004 B
2 .
S 100d .
e
0] ==

T T T T T T
100 150 200 250 300 350

n

(c) Ciphertext Sizes

FIGURE 1. Comparison of the communication overheads of the existing
signcryption schemes based on lattices.
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overhead when choosing different dimensions n. Accord-
ing to Fig. 1, the communication costs of our signcryption
schemes are lower than those of other lattice-based signcryp-
tion schemes. The measurement units of the vertical coordi-
nate are kilobytes (KB).

TABLE 3. Comparison of the PK/SK sizes.

PK SK

[6] 6n2log? q 3612 log? qlog(nlog q)
[8] | 12n3log3q 72n2 log? qlog(nlog q)
[10] | 2n2log?q %n2 log? qlog(logn)
[12]1| 2n%log?q 16n% log® q + 2n%log? q
(131 | 12n2log?¢q 36712 log? qlog(n log q)
201 | 3n?log?q |3nZlog? qlog(2nlogqlogn)
211 4n?log?q 3n%log? q

221 | 4n?log?q 6n? log? q
23] | 36n2log®¢q 6n2 log? q
[26] | (|As| + 2)Bg (JA4] + 2)Bg
[27] [ (|As] +2)Bg ([A4l +2)Bg
Ours| n2log?q n2log? q

TABLE 4. Comparison of the ciphertext overheads.

Ciphertext Overhead

[6] n + 6nlog? q

[8] n(6nlog? ¢+ 1)logq

[10] n(3logq + 2log2q + 3) logq
[12] 2n(n + 5)log? ¢

[13] 24n log2 q

[20] |n + (128 + 3n + 6log(2n log glog n))nlog ¢
[21] 256 + 2n2(1 + log q) log q
[22] 128 + 2n% + 4nZlog? ¢
[23] 796 + 36n7 log® ¢

[26] (4s +£e +4)Bg + Bit + |msg|
[27] 2(fe + 45 +2)Bg
Ours 2n 4+ n(1 + 3logq)log g

Let g be the modulus. Let n be the lattice dimension. £4(£,)
denotes the number of attributes in a signing (encryption)
predicate. |A|(JA4|) denotes the number of signing (decryp-
tion) key attributes. ¢(e) denotes the number of encryption
attributes required in the designcryption process. Bg denotes
the bit length of an element of the group G. B, denotes the
bit length of the time stamp. |msg| denotes the bit length

TABLE 5. Concrete comparison.

PK SK Ciphertext size | Standard Model

[6] 6,320 KB 131,591 KB 12 KB No
[8] 37,133,790 KB 263,183 KB| 6,321 KB No
[10] 2,107 KB 5,731 KB 11 KB Yes
[12] | 12 x 105 KB | 26,388 KB | 23,280 KB Yes
[13]| 12,641 KB [131,591 KB| 25,28 2KB Yes
[20] | 34,599 KB |588,183 KB| 1,097 KB Yes
[21]| 46,132KB | 34,599 KB | 24,347 KB No
[22] | 46,132KB | 69,198 KB | 46,203 KB No
[23] | 7,473,389 KB | 69,198 KB | 7,473,389 KB No
[26] 2340 KB 2340 KB 4826 KB No
[27] 2340 KB 2340 KB 9288 KB No
Ours 1,053 KB 1,053 KB 6.34 KB Yes
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TABLE 6. Comparison of the computational efficiencies.

Signcryption cost Unsigncryption cost
[6] Sp + My 2My
[8]1 | Sp + nlogq(Sp + My) (nlogq + 2)My
[10] Sp +55p +5My Sp + IMy
[12] Sp +3Sp + 8My Sp +9My
[13] Sp +2Sp + 4My 6 My
[20] 8M, +5Sp + Sp 8Mvy +2Sp
[21] 25p + 8My 5My,
[22] 4Sp + 10My 5My,
[23] Sp +2My 2M~,
[26] (405 4+ 20e + T)Ey (bs +2¢(e) +2)Ez + (bs + 5)P,
R (20 + f + D) Ex 0 + 2B, + Pa
Ours SP+4MV Sp+3MV

of a message or plaintext. Table 3 shows a comparison of
the PK/SK sizes. A comparison of the ciphertext overhead
is listed in Table 4. Table 5 shows a concrete comparison
for realizing 128-bit security when g = 277063, 0 = 3.4,
and n = 540. In Table 6, we use My, Sp and Sp to denote
the vector multiplication, discrete sample, and preimage sam-
ple, respectively. E, denotes the exponential operation in G.
P, denotes the pairing operation.

IV. CONCLUSION

In this paper, we have proposed a more efficient stan-
dard model signcryption scheme based on lattices by care-
fully combining the partitioning technique with several
favourable algebraic properties of the tag-based lattice trap-
door, the RLWE problem and the ISIS problem. Compared to
current lattice-based signcryption schemes, the proposed
scheme not only provides a novel construction idea but also
reduces the sizes of the public keys, private keys and cipher-
texts. With the rapid development of cloud services, key
exposure has been highlighted as a serious security issue.
Inspired by [36], it will be interesting to construct an efficient
lattice-based key-exposure resilient aggregate signcryption
scheme for secure cloud storage, which we leave for future
work.
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