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ABSTRACT In the Saudi school system, cyber bullying is a persistent problem perpetuated by the
development of digital technology and its ubiquitous presence in almost every societal aspect. With such
technologies, it is not surprising that harassment has proliferated to the virtual world of teenagers, within
which harassment is rampant. This phenomenon’s frequency and outcomes have alarmed stakeholders but
surprisingly, studies examining the causes and motivations behind cyber space bullying engagement are
few and far between. This issue was examined through the lens of a well-known theory, the Theory of
Planned Behavior (TPB). More specifically, this study examined the effects of attitudes, normative beliefs,
subjective norms, and perceived behavioral control/self-efficacy on intentions towards cyber bullying and
expected societal outcomes. The study distributed 395 questionnaires to high school students in the 9th to
12th grades in Saudi schools. The gathered data was run through multiple linear regressions, after which
the findings showed that behavioral attitudes, social norms, perceived behavioral controls, social media use,
a lack of parental controls, and a lack of regulations had a direct effects on intentions towards cyber bullying.
The findings also indicated that intentions towards cyber bullying had a direct effect on student academic
performance. This study provides valuable information concerning intentions towards cyberspace bullying
among students and the relationship between Theory of Planned Behavior (TPB) variables and the predictive
utility model. Finally, this study’s findings are a basis upon which prevention and intervention strategies can
be developed, which has many implications for theory, practice, and policy.

INDEX TERMS Theory of Planned Behavior (TPB), behavioral intentions, cyber bullying, social media
use, parental control, harassment regulation, and academic performance.

I. INTRODUCTION
Although peer harassment awareness has been on the rise,
school psychologists are still facing challenges when it comes
to implementing preventive and intervention strategies [1].
This is particularly true in the past decade where harassment
has been on a rise owing to the electronically mediated com-
munication that has given way to cyber-harassment, a new
version of harassment [2]. This is compounded by the internet
applications that aid harassment as expounded on by majority
of researchers [3].

The adverse effects of cyber bullying have become a cru-
cial concern in all parts of the world. In the context of Saudi
Arabia, cyber bullying has been rampant and uncontrollable
and based on official statistics on cyber harassment, related
crimes have increased at the rate of 57% in 2014 in compar-
ison to the previous year as issued by the Saudi authorities
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specializing in security information and e-crimes. The reports
also showed an increase in e-crimes, particularly those under
the cyber extortion category (Anti-Harassment Center, KSA
– Annual Report, 2014). According to Moafa et al. [4],
cybercrime is definitely increasing all over the Kingdom, and
organizations’ attempts to protect themselves against cyber
threats have been ongoing.

Cyber bullying is a serious phenomenon, and as such,
it is worthy to be investigated, especially in the absence of
diagnostic study focusing on Saudi cyber-cyber bullying. In a
related study, [4], Alkaabi [5] contended that studies dealing
with the factors that trigger behavioral intention to engage in
cyber-harassment among youth and their expected effects are
still scarce if not non-existent. As a consequence, there is a
dire need to conduct a thorough examination of the behavioral
engagement in cyber-harassment and cyber bullying among
the Saudi youth.

Furthermore, it has been estimated that over 3.6 million
people in the Kingdom fell victim to cybercrime in the past
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year, constituting an average of $195 (SR730) in direct finan-
cial losses. In essence, 18 adults fall victim to cybercrime
every second, which leads to over 1.5 million cybercrime
victims daily on a global scale [6]. Also, Saudi government
authorities released official statistics that show a sharp rise in
the proportion of e-crimes, particularly those under the cyber
extortion crimes category.

Cyber bullying literature has mainly focused on devel-
oped nations and in the context of Saudi Arabia, a country
with a distinct population and culture, it becomes crucial to
determine the factors that trigger and promote cybercrime.
A suitable theory must be selected to achieve the research
objectives, which is to measure behavioral intention towards
engaging in cyber bullying and its impact on educational
achievements.

Added to the above, studies including Mukred and
Yusof [7], [8] promoted the importance of education in ensur-
ing the development of countries while other studies focused
on the way educational performance can be improved through
technologies adoption (e.g., [9]–[16]). Nevertheless, in the
present study, the objective is different in that it attempts to
examine the students’ behaviors towards engaging in cyber
bullying and the outcomes on their academic achievement.
This study is expected to contribute to the ridding of the
phenomenon from the educational sector to its own benefit.

Bullying is a problem for bullies, victims, peers, schools,
classmates and the community at large. To the bully, the act of
bullying gives pleasures and occupies most of his time. The
time and energy that should be used in studies is now directed
to mischief, hence, poor academic performance. In a bullying
situation there is always fear and tension for victims. This
tense atmosphere creates no room for peace. Learning can
never take place effectively in an unpeaceful environment.
Bullying has a very detrimental effect on children especially
on the victims who can become school-phobic [17]–[22].

Therefore, this study is to investigate such phenomenon
in Saudi schools to come up details and recommendation
that might be used to combat, minimize and overcome the
challenge.

Accordingly, the paper is organized in the following way;
Section 2 introduces cyber harassment and cyber bullying
concepts and Section 3 contains the academic impacts of
victimizations. This is followed by Section 4, which reviews
and presents relevant works on cyber bullying and Section 5,
which is dedicated to the development of the study model and
formulation of hypotheses. Section 6 presents and discusses
the adopted methodology, Section 7 presents the results, and
Section 8 provides a discussion of the findings, interpreting
them to clarify the study results. Section 9 enumerates the
study contribution and finally, Section 10 presents the con-
cluding portion of the paper.

II. CYBER HARASSMENT AND CYBER BULLYING
Cyber harassment is a similar version of cyber bullying based
on the perception of the victim concerning the communi-
cation tools security levels including GSM networks and

Internet websites (e.g., social networking sites). Several def-
initions have been proposed by studies about harassment and
the tools utilized to carry it out. To begin with, McGraw [23]
explained that harassment can be carried out in different
ways, which includes sending unwanted abuse, threats or
obscenities through email. Harassment may also be in the
form of electronic sabotage or spamming, whereby the vic-
tim is inundated with hundreds of junk e-mails, or in live
Internet relay chat messages. Indirectly, harassment can be
possible, making the detection of the harasser challenging and
complicated. In this regard, Lwin et al. [24] and Moafa [25]
explained that the harasser may use impersonation tactics to
send abuse or fraudulent emails under the name of the victim.
The victim, on the other hand, may be forced to subscribe to
mailing lists without consent, resulting in hundreds of spam
or unwanted emails sent daily. According toMoafa et al. [26],
online harassment can also entail sexual harassment, which
refers to unwanted interactions that is by nature, crossing a
personal level.

More importantly, in Moafa et al. [26] study, the authors
differentiated between cyber harassment and cyber stalking,
in that while there is no universal definition of the former,
it generally refers to using Internet, email or e-devices for
the purpose of harassing the victim. In other words, cyber
harassment is akin to physical harassment, targeting people
based on their membership in a protected class, race and
gender. In the same line of study, .Smith et al. [27] referred
to cyber harassment as use of a computer to harm an indi-
vidual, making him/her anxious or psychologically disturbed.
They contended that online harassment encapsulates sending
threats, bullying or intimidating messages directly to the vic-
tim through email or other internet tools of communication.
Harassment may also involve hacking or infiltrating private
and personal data of the victim, and online theft from the
victim’s bank accounts and other online websites.

In Mainiero and Jones [28] study, cyber harassment was
described as the process of sending offensive or inappropriate
messages to colleagues at work with the objective of dis-
turbing the victim through repetitive messages via mobile or
email. This may be compounded by sending the victim per-
sonal data in order to threaten him/her with damage of secret
data, in which case, the lines may be crossed by the criminal
by compromising the information of the victim if the latter
does not pay up the demanded amount. In Ones [29], cyber
harassment was described as using cyberspace to conduct
harassment activities like cyber stalking, with the criminals
threatening to compromise the victims data for the purpose
of gaining some advantage. According to the author, cyber
harassment is of several types, some of which are; 1) sending
repetitive insults to the victims, 2) sending insults to the
friends of the victim to damage their friendship, and 3) avail-
ing of the personal data of the victim for blackmail.

In another related study, [30] reviewed prior definitions
to develop a new definition to encompass the previous ones.
Their study defined cyber bullying as the type of harassment
that is comparable to an electronic equivalent of putting up
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pinups on a factory wall, the pinup being the victim’s personal
data. Tanrikulu [31]’s systematic review contended that the
criminal in cyber harassment uses technical devices for the
purpose of harassment, and due to the difficulty with com-
municating with the harasser, the victim can be helpless and
left without recourse.

The above mentioned definitions indicate that cyber
harassment may be referred to as an act that causes noise to
the victim and may include threats to expose his/her secret
data in exchange for money. The criminal may use various
ways/methods to disturb victims and this phenomenon may
include cyber stalking and cyber bullying to harm the victims.
In this case, cyber harassment can be conducted through
internet communication channels and mobile networking,
and through text messaging using photos and videos for
blackmail.

There are two general forms of cyber harassment namely,
cyber stalking and cyber bullying. Cyber stalking is akin to
actual physical stalking, themotive being to control the victim
and to be forcibly involved in the victim’s life. It can take
various forms including sending emails, sending spam emails
and live chat harassment. On the other hand, cyber bullying
is a different form of stalking that arises among the youth
and its adoption could be more subtle. Cyber bullying forms
include sending instant or text messages, stealing passwords
and digital pictures. Some types of cyber bullying can take a
simple form which may not involve a criminal act, but other
forms can escalate and leave the victim vulnerable to harm.
This may be exemplified by bullying by proxy, which entails
a bully pretending to be the victim by posting the name of
the real victim and his address on the lists of pedophiles.
According to Miller [32], there are four cyber bully types and
they are; vengeful angels, revenge of the nerds, mean girls and
inadvertent cyber bullies. However, both cyber harassment
and cyber bullying have a likelihood of escalating with the
advancement and development of communication technolo-
gies and law enforcement agencies have to keep their guard,
diligence, proactivity and innovation up in order to curtail,
if not put a total stop to them.

III. ACADEMIC IMPACT OF VICTIMIZATION
Online bullying victims are recipients of negative psycho-
logical outcomes, which include depression, anxiety, social
dissatisfaction, negative school attitudes and in some cases,
substance abuse as evidenced by Egeberg et al. [22] and
Slonje et al. [33] and suicide attempts and physical harm [34].
Judging from the potential adverse effects of online bullying,
Wong [35] and Egeberg et al. [22] highlighted the need to
dig deeper into the ways victims cope with cyber bullying
and harassment and their coping strategies.

Victims have been known to react in different ways to
the harassment threats, but little attention has been paid to
their academic impacts and outcomes, particularly the way
victims are affected by the threats. While some studies have
delved into the bullying impact on academic achievement,
findings remain inconclusive. For instance, in Glew et al. [36]

study, the authors revealed that victims and bullies in schools
obtained lower academic achievement rates, which was evi-
denced to be significant despite the reported odd ratios indi-
cating low effects (OR = 0.8–0.9). In addition, Woods and
Wolke [37] revealed the effects of direct bullying, as victim
or bully, on the students’ academic achievement in the 2nd and
4th grades. As for indirect bullying, effect was also revealed
for the victims (indirect/relational) but bullies were found to
have better academic performance.

In a related study, Strøm et al. [38] reported that bullying
had negative effects on student grades and being victims
to bullying is related with lower achievement – this held
true with even attending schools characterized with high
bullying levels. The authors indicated that exposure to more
than a single violence form (sexual abuse, violence by other
youth/adult, or bullying) maximized the negative effect on
school achievements. Along a similar line, Kowalski and
Limber [39] indicated that academic achievements were neg-
atively affected by traditional bullying forms and cyber bully-
ing, with the strongest effects in the context of the latter. Also,
Tokunaga [40] conducted a meta-study involving 25 reports
and revealed that majority of authors highlighted the bullying
effects on academic achievements, from which conclusions
were drawn. First, the definitional issues need to be addressed
to offer a better basis for empirical studies. Second, there is no
universal theory on cyber bullying and for this a longitudinal
data has to be conducted to clarify causation. Lastly, the com-
plicated relationships in cyber bullying have to be tackled,
highlighting the work that has yet to be done in the context of
cyber bullying studies.

More importantly, bullying effects in school are all encom-
passing and have far reaching consequences. Mentally,
a child’s self-esteem can be affected even years following the
bullying incident. Bullying victims may suffer from depres-
sion, especially in long-term bullying cases [21]. It is crucial
to acknowledge that mental effects do not only influence the
victim but also the bully. Those that bully others for a long
period of time are evidenced to have wide range of mental,
academic, and social problems and that over the years, there
has been a relationship between bullying, sexual harassment
and violence in future periods [26], [33], [41].

This study therefore addresses the academic effects and
outcomes of intention behavior towards cyber harassment
engagement among students in Saudi Arabia.

IV. RELATED WORKS ON CYBER BULLYING
Kowalski and Limber [39] described online harassment as a
form of cyber bullying that is related to online interpersonal
behavior, wherein an individual spreads information that is
rude, threatening, and offensive to another through online
tools [42].

In addition, cyber-bullying arises with the help of commu-
nication tools, cell phones, and the internet, through which
threatening messages are sent via emails, text messages,
or social media and other related websites [2], [43].
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In the Canadian context, a pioneering study that examined
cyber bullying behavior is Beran and Li [44], who reported
that 21% of middle school age children were bullied at and
that 3% were bullies. In the U.S., the youth victimization rate
is high at 19% among internet users, with a perpetration rate
of 12% [45]. These results are supported by an Australian
case with 11.5% and 8.5% for victims and perpetrators,
respectively [46].

In Hunt [47] literature review dedicated to the relation-
ship between attitudes towards bullying and actual bully-
ing behavior, the relationship was supported. Later, several
studies indicated the same significant relationship among
the variables [20], [33], [38], [46]. Extant studies on bully-
ing showed a positive relationship between student attitudes
towards aggression and school bullying behavior. Studies of
this caliber showed that youths holding positive aggression
acceptability had a high likelihood to engage in bullying
behavior because it is present within their potential responses
towards problems.

In the international arena, cyber bullying studies have
increasing evolved, with authors reporting university and
school bullying participation cases linked to several factors
(individual and contextual). Individually, these findings indi-
cate that boys and girls both participate in cyber bullying with
distinct deviant behavioral forms [48].

In the same line of study, a systematic review of school
cyber bullying prevention and intervention initiatives was
conducted by Tanrikulu [31]. Empirical evidence on such
initiatives prior to August 2016 were reviewed and seventeen
studies were obtained, which indicated that cyber bullying
negatively impacts victims as evidenced by correlational
studies. These negative outcomes can be categorized into psy-
chological, physical, social, and academic outcomes. With
regards to psychological effects, involvement in cyber bully-
ing has been linked to depression, anxiety, stress, emotional
problems, low self-esteem, and suicidal thoughts. In fact, vic-
tims along with their bullies were found to go through social
difficulties in their relationships [49], [50]. The academic
performance of students was also found to be negatively
affected by cyber bullying [22].

In a related study, Della et al. [51] looked into cyber bully-
ing prevention and intervention initiatives in methodological
detail prior to October 2014. Considering the proliferation of
this phenomenon, a new review is required. A similar study
was also conducted by Nocentini et al. [52], but the authors
limited their study to Information and Communication Tech-
nology (ICT), which mediated prevention and intervention
initiatives against bullying.

In Taiwan, Wei and Chen [53] investigated peer sexual
harassment victimization in light of individual and inter-
personal factors among adolescents. The study sample con-
sisted of 1376 middle school students in Taichung City in
the 7th to 9th grades. Questionnaire were distributed based
on demographics, delinquency, peer/teacher interaction, and
sexual harassment experience by peers. Around 25.4%
of study respondents reported suffering from peer sexual

harassment in the prior semester, with boys being more
exposed to harassment than their female counterparts.

Beyazit et al. [54] found that owning a computer was a
stronger predictor of cyberbullying victimization than having
access to a computer only in a public library or at an Internet
café. On the other hand, Arntfield [55], asserted that a lack of
parental monitoring for online activity and usage as well as
previously being bullied online were significant predictors of
cyberbullying victimization.

In general, some scholars suggested that the varying
prevalence rates of cyberbullying across previous stud-
ies might be due to the use of different sampling meth-
ods and the assessment of participants from different age
groups [56].

Brandtzæg et al. [57] found that children’s experience
of cyberbullying differ between different media platforms.
Therefore, based on these considerations, this study takes
into account these significant factors to propose an integrated
model for cyber bullying.

V. MODEL DEVELOPMENT AND HYPOTHESES
FORMULATION
Ajzen [58]’s Theory of Planned Behavior (TPB) predicts the
antecedents for engaging in controllable behaviors. The the-
ory posits that controllable behavior is affected by behavioral
beliefs, normative beliefs, and control beliefs. The theory
advocates that behavioral beliefs generate behavioral atti-
tudes, normative beliefs lead to subjective norms to per-
form or refrain from performing, and control beliefs develop
perceptions of behavioral control (self-efficacy). Combined
together, attitudes, subjective norms, and control percep-
tions are predictors of the intention to perform a certain
behavior.

Studies in the literature [59]–[62] have consistently shown
that the successful prediction of positive and negative behav-
iors by TPB, ranging from physical exercise, drug/alcohol
abuse, and harassment.

More importantly, TPB’s most fundamental component is
the proposition that individual behavior is affected by salient
beliefs/information that are linked to the behavior in ques-
tion. The theory posits that intentions towards performing a
specific behavior is core to its actual performance and that
individuals have a higher likelihood of performing a behavior
when their intentions are supported. This is to say that an
intention is a required condition of actual behavior and the
former may be initiated by attitudes, social pressure, and
efficacy beliefs [63].

According to Ajzen [58], the TPB is suitable for behaviors
that are under the volitional control of an individual, which
in this case, stopping harassment behavior by reporting it is
under an individual’s volitional control. However, the ability
of TPB to predict sexual abuse from the victim’s perspective
has not been thoroughly tested, and this holds true for the
level to which TPB constructs predict intentions for different
abuse forms [64].
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FIGURE 1. Proposed model and study hypotheses.

According to Ponmalar [65], human behavior stems from
an individual’s cultural and social background and accord-
ingly, intentions may be predicted through the relative
importance of attitudes, subjective norms, and perceived
behavioral controls, which may vary between different
behaviors and situations.

The cultural applicability of TPB has been evidenced by
studies that showed the theory’s key role in cyber bullying
and harassment reporting among Saudi students. Thus, this
study adopted and extended the TPB model by adding addi-
tional factors (social media use, lack of parental supervision,
and lack of rules and legislations). The theory posits that
it is impossible to determine behavior but intentions can
be assessed and measured through individual control of a
behavior. Hence, constructs were added to the TPB model in
this study as seen in Figure 1. Stated clearly, the model con-
sidered in this study consists of behavioral intentions, attitude
variability, subjective norms, perceived behavioral control,
social media use, absence of parental supervision, and lack of
rules and legislations. This constitutes a robust model within
which the complexity of cyber bullying involvement and
engagement is explored among Saudi high school students.

Based on the above proposed study model, the following
hypotheses were proposed (Table 1 and Figure 1):

VI. METHODOLOGY
A research methodology can be described as a set of logical
steps developed to provide and maintain a research direc-
tion. While carrying out research, it is crucial to choose an
approach (quantitative, qualitative, or both), with applications
based on the research objectives research (Creswell 2013).

A. POPULATION AND SAMPLING IN
QUANTITATIVE METHOD
A quantitative method using a survey questionnaire was
adopted for this study following Sekaran and Bougie [66]
guidelines. Questionnaire adoption was guided by the follow-
ing: questionnaire wording, item categorization, items scales
and coding, questionnaire response gathering, and question-
naire appearance. The questionnaire was accurately devel-
oped to ensure the gathering of quality data, a high response
rate, and to minimize bias [67]. The study also collected
measurement items from relevant past studies and modified
them to suit the study context.

There are four main sections in the questionnaire. In the
first section, general respondent information was solicited
in terms of demographic characteristics. In the second
section, measurement items for cyber bullying factors
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TABLE 1. Hypotheses of the study.

TABLE 2. Construct source.

(attitude, social norms, perceived behavioral control, social
media use, absence of parental control, and lack of regula-
tions) were listed. The third section contained measurement
items for behavioral intention engagement. In the fourth
section, items concerning the effects of student academic
performance factor were listed. Each of the questionnaire sec-
tions and constructs are listed in Table 2. The questionnaire
items are listed in Table 7.

B. FACE VALIDITY TEST (INSTRUMENT)
Questionnaire items should be validated by examining 2 item
types, answers provided by a scale and answers to open-ended
questions that solicit respondent opinions.

To confirm the validity of the questionnaire, face validity
tests were carried out using a team of experts to confirm that
the instruments measured what they were intended to mea-
sure. In this regard, Han, Kim [69] stated that face validity,
whether formal or informal, needs to be carried out before the
actual survey. Item validity was confirmed by adopting items
from prior relevant studies, as their validity had already been
established. Owing to differences in scope and environment,
formal face validity was carried out using 10 experts, whose
feedback was obtained to modify and adjust the items within
the questionnaire.

Of these 10 experts, 5 hailed from academia, 2 were
cyber harassment specialists, and 3 hailed from education.
The researcher also supported validity by further discussing
any ambiguities with the experts. This was followed by
modifications pertaining to wrong vocabulary and grammar,
typo errors, duplicate meanings, long sentences, and difficult
words.

Some of the items were modified accordingly and then the
English version of the questionnaire was sent to experts to
ensure its intelligibility. After completing the questionnaire,
the experts provided comments that were used to modify
the questionnaire based on the actual working environment.
According to Polit and Beck [70], correlational studies need
instrument validity confirmation and reliable collected data.
Questionnaire validity was obtained and established from the
viewpoint of the 10 mentioned experts.

C. QUESTIONNAIRE TRANSLATION
The initial English questionnaire was translated into Arabic
using established steps. The questionnaire needed to be trans-
lated because Saudi respondents are more well-versed in Ara-
bic than English, as Arabic is the local language. Therefore,
a translator was obtained as suggested by [71], who stated that
a translator has to be well-versed in the required language.

Added to the above, in Guillemin, Bombardier [72] study,
the author revealed that a quality translation is achieved when
two different translator services are used as it allows for
the detection of errors and provides different interpretations
unclear items in the first questionnaire. Hence, in this study,
instruments were translated by the Legal Translator Office,
and then the Arabic version was back-translated into English
before being verified by another translator. The two transla-
tors were not forwarded the original English instrument and
thus, their translation was devoid of biases and expectations,
ensuring that unexpected meanings stood out in the final
version [72].

D. SAMPLING STRATEGY
The primary objective of this study was to determine the
drivers of cyber bullying among Saudi students and its impact
on student academic performance. The study sample was
gathered from secondary students in Saudi schools to which
the questionnaire was distributed.

There are several methods for determining a suitable sam-
ple size for a questionnaire study. In Comrey and Lee [73]
study, they established the following rule of thumb for sample
categories; 100 indicates poor, 200 indicates fair, 300 indi-
cates good, 500 indicates very good, and 1000 indicates
excellent. Similarly, Wimmer and Dominick [74] related that
in multivariate research, there has to be a large sample for
multiple response data analysis, in particular there should be
250 (good), 500 (very good) or 1000 (excellent) samples.
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FIGURE 2. The measurement model (PLS algorithm results (regression weights)).

This study employed a probability sampling method,
specifically random sampling, for sample collection as this
type of sampling leads to desirable participant samples using
social media and school internets. This sampling is beneficial
as it calculates sampling error, which is the level to which a
sample differs from the population using a plus or minus sign
depending on the sampling error [66].

A sampling frame was obtained comprised of Saudi sec-
ondary school students, from which stratified random sam-
plingwas used on different groups that constituted the general
population [75]. The target sample group was comprised
of 12-16 year old students from both genders with different
backgrounds.

VII. RESULTS OF THE ANALYZED DATA
In this section, the survey results from Structural Equa-
tion Modeling (SEM) and Smart PLS 3 are presented. The
section also interprets the findings.

A. MEASUREMENT MODEL ASSESSMENT
A measurement model essentially specifies the way each
construct is measured and its assessment is tested through
goodness-of-fit, reliability, and construct validity.

Measurement error, being the difference between the actual
variable value and the value obtained through the measure-
ment, has several sources, particularly in the social sciences.
These may include poorly worded items in the questionnaire
survey, lack of understanding of the scaling method, and
ineffective application of statistical tools, all of which results
in random and/or systematic errors (random errors threaten
reliability, systematic errors threaten construct validity) [76].
All measurements in multivariate analysis are likely to have
measurement errors, which should be mitigated as much as
possible. Researchers can accurately determine measurement

errors through multivariate measurements, and thus account
for it in their findings.

The PLS algorithm results (regression weights) for the
model are depicted in Figure 2 and were drawn from PLS
version 3.0.

1) MODEL FIT INDICATORS – GOODNESS-OF-FIT
The use of goodness-of-fit in PLS-SEM has been subject
to debate in the literature. To begin with Hair Jr, Hult [76]
revealed that PLS-SEM lacks an established global goodness-
of-fit measurement as it is generally used for testing and
confirmation.Meanwhile, Bentler andHuang [77] introduced
goodness-of-fit measurements into the PLS-SEM framework,
with Henseler, Dijkstra [78] proposing a Standardized Root
Mean Square Residual (SRMR). This residual measures
the squared consistency between observed correlations and
those implied by the model to establish model validity. They
deemed values less than 0.08 as indicative of a good fit.

To assess the fit of this study’s model, consistent PLS fit
values were provided with a SRMR of 0.07 (lower than 0.08).
As such, data was deemed to fit the model.

2) RELIABILITY TESTS
Ameasurements reliability is confirmed through consistency
and stability tests and in this regard, Awang, Afthanorhan [79]
referred to reliability as the level to which a measurement
model is reliable in measuring a latent construct.

The reliability assessment for the measurement model was
conducted by following the criteria below:

1. Internal Reliability – Bernstein and Nunnally [80]
explained that reliability is achieved through a Cron-
bach’s alpha value that is 0.7 or higher. Specifically,
Cronbach’s alpha is a reliability coefficient that indi-
cates the level to which items are positively correlated
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FIGURE 3. Study structural model (PLS bootstrapping (T Statistics)).

to each other. It is calculated in light of average inter-
correlations between items that measure a specific
concept [66]. However, owing to limitations between
Cronbach’s alpha and population numbers, this study
applied an alternative measure of internal consistency
reliability known as composite reliability [76].

2. Composite Reliability – this measures the reliability
and internal consistency of a latent construct, requir-
ing a value of CR>0.7 to establish construct compos-
ite reliability as recommended by [81], [82]. CR is
obtained through the following formula; CR= (

∑
K)2 /

((
∑

K) 2
+ (

∑
1-K2)), with K depicting the factor

loading of each item.
Composite reliability ranges from 0 to 1, with greater val-

ues depicting greater reliability levels. Generally, values are
interpreted like those of Cronbach’s alpha, where composite
reliability values from 0.60 to 0.70 are considered acceptable
in the exploratory studies, and those below 0.60 are according
toHair Jr, Hult [76] indicative of a lack of internal consistency
reliability.

Factor loading was also employed to confirm indicator
reliability, with high loadings on a construct showing that
related indicators have a lot in common [76]. Factor load-
ings exceeding 0.50 were deemed to be significant [76]. The
items loadings all exceeded the recommended 0.50 value as
presented in Table 3.

Convergent validity is the level to which a measurement
positively correlates with alternative measurements for a spe-
cific construct. For its establishment, researchers recommend
Average Variance Extracted (AVE) [76], which provides the

grand mean value of squared indicator loadings related to a
construct. Stated clearly, it shows the sum of the squared load-
ings over the number of indicators. Hence, AVE is equivalent
to the communality of a construct. Adopting this premise
with individual indicators, AVE values of 0.50 or higher show
that a construct generally explains half of indicator variance.
However, AVE values lower than 0.50 indicative that on
average, more errors can be found in items compared to the
construct’s explained variance [76].

As shown in Table 3, sufficient values were obtained
according to the criterion laid down by Hair, Jr., et al. [76].
Factor loading values ranged from 0.728 to 0.985, Cron-
bach’s alpha ranged from 0.835 to 0.969, CR ranged between
0.882 and 0.977, and AVE ranged from 0.600 to 0.897.

B. STRUCTURAL MODEL ASSESSMENT
The second step in SEM analysis involves the assessment
of the structural equation model. After the validation of
the measurement model, the structural model can be repre-
sented through the specification of construct relationships.
Hair, Jr., et al. [76] related that the structural model presents
variable relationships details.

According to Hair, Jr., et al. [76], the structural model can
be assessed by obtaining the beta (β), R2, and corresponding
t-values using the bootstrapping procedure and a re-sample
of 5000. They added that this may also be done by obtaining
effect sizes (f2) and predictive relevance (Q2) values. Mean-
while, in Sullivan and Feinn [83] study, the authors claimed
that p-values reveal if an effect exists, although the size of
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TABLE 3. Reliability test results.

the effect is not provided. The PLS bootstrapping (t-statistics)
results obtained using PLS 3.0 are shown in Figure 3.

1) DISCRIMINANT VALIDITY
Discriminant validity was confirmed in this study using
Fornell-Larcker’s criterion (Table 5) where the square root
values of the AVEs, lying diagonally (bolded values), were
found to exceed correlations between constructs in the corre-
sponding rows and columns. This shows that the constructs

more related to their respective indicators than that of other
model constructs [84], [85], establishing good discriminant
validity [76]. Additionally, the exogenous correlation did not
exceed 0.85 [79], which indicates discriminant validity.

2) HYPOTHESES TESTING
The assessment of the structural model shows hypotheses
testing (Figure 3), with standardized path coefficients depict-
ing relationship strength between exogenous constructs,
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TABLE 4. Effect size f2.

endogenous constructs, and the dependent construct.
Table 6 tabulates the results.

The R2 value shows the level of variance in dependent vari-
ables explained by the independent variables, which means
the higher the R2 value, the higher the predictive ability of
the structural model. The R2 value has to be high enough
to achieve a minimum explanatory strength as mentioned
by [86]. In this regard, R2 values have to be equal to or
more than 0.10 to adequately explained variance in a specific
endogenous construct. However, [87] revealed that R2 values
should be higher than 0.26, with acceptable powers exceeding
0.02, while Chin [85] explained that R2 values should be over
0.65, with acceptable powers exceeding 0.18. According to
Hair, Jr., et al. [76], substantial R2 values have to exceed 0.75,
with acceptable powers exceeding 0.25. The R2 values of the
structural model are displayed in Table 6, and they were high
enough to achieve an acceptable explanatory power.

It is notable that the variance explained in the endoge-
nous construct (effects) is 0.483 (48%). In relation to this,
attempts towards predicting human behavior (e.g., psychol-
ogy) generally obtain R-squared values less than 50%. This is
because humans are difficult to predict compared to physical
processes and thus, the R2 values of actual behavior are
represented by actual effects, discounting other effects that
are present, which future studies can explore.

In this study, effect size (f2) was also obtained to determine
if the exogenous latent construct had a significant, moder-
ate, or weak effect on the endogenous latent construct [88].
According to [76], this is possible by testing changes in
the (R2) value, while Cohen [87] recommended a f2 value
rule of thumb as follows: 0.35 illustrates large effects, 0.15
illustrates medium effects, and 0.02 illustrates small effects.
Table 4 contains the f2 values obtained in this study.
SEM was used to carry out confirmatory and exploratory

modeling to test and develop the study theory. The proposed
model was developed through two steps. First, the model
structurewas formulated by combiningmodels that have been
previously tested and validated through SEM, after which the

model was incorporated in a single comprehensive frame-
work. Second, the model was examined for goodness-of-fit.

Beta (β) values were obtained according to
Hair Jr, et al. [76] formula to ensure that construct and
composite reliability were established. The obtained t-values
exceeded 1.96, and each factors Cronbach’s alpha was calcu-
lated through SPSS 21 for internal reliability. All values were
higher than 0.70 (good reliability).

Moreover, PLS was used to assess model fit and the Stan-
dardized Root Mean Square Residual (SRMR) was 0.07,
which is below 0.08. As such, the data model fit was also
established. In sum, the proposed model satisfies the criteria
of goodness-of-fit indices and shows empirical data fit. The
structural model was pronounced to have excellent fit with
reliability and validity, and the results supported all formu-
lated hypotheses.

3) DISCUSSION AND INTERPRETATIONS
The analysis findings show that the exogenous factors of atti-
tude, social norms, perceived behavioral control, social media
use, absence of parental controls, and lack of regulations
were all directly, significantly, and positively related to the
endogenous factor of behavioral intention.

The first hypothesis proposed a significant relationship
between attitude and behavioral intention and this was sup-
ported (β = 0.150, t = 3.270, p < 0.001). The second
hypothesis proposed a positive relationship between social
norms and behavioral intention and this was also supported
(β = 0.134, t = 2.819, p < 0.001). This held true for the
third hypothesis, which proposed a significant relationship
between perceived behavioral control and behavioral inten-
tion (β = 0.110, t = 2.478, p < 0.001). These make up
the TPB factors, and as such, the obtained results concerning
the three TPB factors are consistent with those in the prior
literature. For instance, Alleyne [63], de Lijster, Felten [62],
Eaton and Stephens [59] andKhani Jeihooni, Kouhpayeh [61]
revealed subjective norms and self-efficacy predicted behav-
ioral intentions towards engaging in harassment among boys
and girls.

Moving on to social media use, the results supported the
fourth hypothesis, which proposed a significant relationship
between social media use and the behavioral intention of
students (β = 0.110, t = 1.970, p < 0.001). This fac-
tor was added to extend TPB and is considered a new
determinant. This result is consistent with prior studies by
Mainiero and Jones [28] and Moafa, Ahmad [4], who
revealed social media use effects. Therefore, it can be stated
that notwithstanding social media uses effect in improving
social experiences, there are some negative outcomes that
stem from it like cyber bullying, cyber harassment, and cyber
stalking [30].

The fifth hypothesis proposed a relationship between the
absence of parental controls and the behavioral intention of
Saudi students to engage in cyber bullying. Based on the
analysis results, this was supported (β = 0.332, t = 6.574,
p < 0.001). This is another factor added to extend TPB,
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TABLE 5. Discriminant validity results.

TABLE 6. Hypothesis testing results.

making it a new determinant that was supported by prior
studies [48]. This is a pioneering study that included this
factor in cyber bullying in a Saudi Arabian context, which is a
developing nation. The findings highlight the significance of
parent controls when it comes to online activities. Rigby [41]
and other authors also empirically showed the significance
of parental supervision, without which the mitigation cyber
bullying would be impossible.

This study also tested the relationship between the lack of
regulations and behavioral intention in the sixth hypothesis,
which was supported by the results (β = 0.178, t = 4.098,
p < 0.001). In other words, a lack of regulations contributes
to behavioral intentions towards engaging in cyber harass-
ment. This result was also supported by Moafa, Ahmad [4],
who revealed that laws and regulations in Saudi Arabia are
constantly changing to accommodate changes online and
mitigate social offenses.

This study found that behavioral intention towards engag-
ing in cyber harassment was significantly related to student
academic performance, supporting the seventh hypothesis
(β = 0.425, t = 9.711, p < 0.001). Prior works reported the
same findings, albeit using different methods and factors in
different contexts. For instance, Tambawal and Rukayya [20]
reached the conclusion that victims have a greater likelihood
to put a stop to harassment if they held unfavorable attitudes
towards it or had the support of others.

All the proposed hypotheses were supported by the
obtained results and are consistent with a majority of find-
ings in the literature concerning the factors that affect the

behavioral engagement in cyber bullying and harassment as
well as their effects on academic and educational perfor-
mance [20], [48], [62].

Furthermore, this study showed that 74.5% of the sur-
veyed respondents have been victims of repetitive cyber bul-
lying, which supports Beran and Li [44] and [2]. Victims
were also involved in cyber bullying, making them both
the bullies and victims. For youth in schools, cyber bul-
lying is more prevalent than cyber harassment and cyber
stalking. While social media brings about cyber harass-
ment, cyber stalking, and cyber bullying, which ultimately
affects academic performance among school students, the
questionnaire used in this study only focused on cyber
bullying.

The findings of this study provide significant contributions
to TPB theory extension, with the addition of three factors
backed by empirical findings. More specifically, this study
established that an absence of parental control and a lack of
regulations are some of the factors that drive cyber bullying.
Students normally experience online threats through social
media, whether as victims of online hacking or data theft,
and this may be mitigated by them avoiding talking or
chatting to strangers online, who may have fake personas.
Family, particularly parents, play a key role in preventing and
mitigating online bullying by being role models and looking
out for their children.

As a whole, the argument has been presented that
Internet use could cause users to become socially inept
and isolated, whereas others believe that the increased
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TABLE 7. Questionnaire items.

interactions it enables could improve social relationships.
Unfortunately, the use of the Internet to perpetrate

cyberbullying may present a stronger argument for the detri-
mental effects of this technology. Bullying is a major problem
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TABLE 7. (Continued.) Questionnaire items.

in modern society as it occurs at many different ages and in
many different forms.

4) RESEARCH CONTRIBUTIONS
This study provides major contributions to Saudi authorities,
specifically in the education sector, when it comes to promot-
ing awareness of cyber bullying and in providing solutions to
mitigate, if not to prevent, this phenomenon.

The literature is riddled with studies on general harass-
ment, within which cyber bullying and cyber harassment
effects on the educational achievement of students are still
scarce. Therefore, this study concentrated on examining
the effects of cyber bullying on the educational perfor-
mance of students in Saudi schools, a problem that has
been compounded through technology use. The primary
aim of the study was to examine the factors influencing
intentions towards engaging in cyber harassment among
Saudi students through the use of the Theory of Planned
Behavior (TPB).

The study used social media use, parental controls, and
lack of regulation alongside existing TPB factors to examine
their effects on behavioral intentions towards cyber harass-
ment in Saudi schools. Prior studies have largely ignored
the above mentioned factors in cyber harassment. This study
extended TPB by developing and proposing a model that
identifies significant factors that play a key role in mitigat-
ing cyber harassment, cyber stalking, and cyber bullying in
schools.

VIII. CONCLUSION
In Saudi schools, the phenomenon of bullying, not unlike
schools in other countries, is a proliferating phenomenon
that could psychologically scar victims for life by bringing
about poor psychological well-being, poor adjustments to
society, psychological distress, and even physical illness. This
study explored the factors that drive bullying among school
students because shedding light on a problems causes is the
first step to its resolution. In other words, being aware of
the reasons behind bullying in schools paves the way for
authorities, parents, and guardians to prevent their children
from becoming victims or instigators. On the whole, the
study findings showed that attitude, social norms, perceived
behavioral control, social media use, absence of parental
controls, and lack of regulations were directly and signifi-

cantly related to behavioral intentions towards cyber bullying.
The findings highlight the negative effect of cyber bullying on
the academic achievement of students so that such an effect
can be mitigated by the proper authorities.
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