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ABSTRACT Wau et al. proposed a generalized Tu-Deng conjecture over Fom x Fom, and constructed Boolean
functions with good properties. However the proof of the generalized conjecture is still open. Based on Wu’s
work and assuming that the conjecture is true, we come up with a new class of balanced Boolean functions
which has optimal algebraic degree, high nonlinearity and optimal algebraic immunity. The Boolean function
also behaves well against fast algebraic attacks. Meanwhile we construct another class of Boolean functions
by concatenation, which is 1-resilient and also has other good cryptographic properties.

INDEX TERMS Algebraic immunity, 1-resilient, nonlinearity, fast algebraic attacks, Tu-Deng conjecture,

Boolean function.

I. INTRODUCTION

It is difficult to construct Boolean function satisfying all main
criteria, including balancedness, optimal algebraic immunity
(AI), high algebraic degree (deg), high nonlinearity, etc. At
present, fast algebraic immunity (FAI) is usually computed
by computer to evaluate the ability of Boolean functions to
resist fast algebraic attack, but some work is to obtain accurate
fast algebraic immunity or its lower bound by mathematical
proof [1]-[4].

Researchers can construct Boolean functions with good
properties or special properties, such as rotationally sym-
metric Boolean functions [5]-[9]. Liu summarized the recent
work on Boolean functions constructed by decomposition
methods based on additive or multiplicative groups over
finite fields, which can effectively resist fast algebraic attacks
in [10]. In 2009, Tu and Deng [11] presented a combinatorial
conjecture (Tu-Deng conjecture) and constructed a class of
balanced even-variable Boolean functions with optimal Al,
optimal deg and very high nonlinearity. Subsequently, much
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work was done to prove the Tu-Deng conjecture [12]. How-
ever, this class of Boolean functions does not perform well
against fast algebraic attack (FAA). The idea of Tu and
Deng’s construction enlightens many people. Tang et al. con-
structed a class of Boolean functions which satisfies all main
criteria [13], and this class of functions is based on a new
combinatorial conjecture, which was proved to be true in [14].
Based on a general conjecture similar to Tu-Deng conjec-
ture mentioned in [15], Jin et al. proposed a construction
of Boolean functions with optimal Al. Note that the addi-
tive group of a finite field used in constructing functions is
Fy« x Fyr. Therefore, in order to generalize the constructions
in [11], [13], [15], a natural idea is to decompose finite field
additive groups into different size additive groups. Wu et al.
realized this idea in paper [16]. In the above constructions,
parameters s defined as the power of the primitive elements
in the support are added, and Boolean functions with the
same good properties are added, but some functions are affine
equivalent when s takes different values [17].

By decomposing the additive group of the finite field
Fy¢+nm into a direct sum of Fpm and Fpm where r > 1
is an odd integer and m > 3 is another integer, Wu et al.
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constructed two classes of (r + 1)m-variable unbalanced
Boolean functions in similar techniques as those in [11], [13],
[15]. If the combination conjecture holds, these constructed
functions can achieve optimal Al In this paper, we present a
class of balanced Boolean functions over Fpm x Fom which
are proved to obtain optimal Al, optimal deg, high nonlin-
earity and good behavior against fast algebraci attack (FAA).
Furthermore, we construct another class of Boolean functions
with good cryptographic properties by concatenating with
Wu’s function proposed in [16].

The rest of the paper is organized as follows. In Section II,
we recall some preliminaries required for the subsequent
sections. In Section III, we propose a construction of balanced
Boolean functions with optimal Al In Section IV, a class
of 1-resilient Boolean functions is presented. Section V
concludes this paper.

Il. PRELIMINARIES
An n-variable Boolean function is a mapping from [} to F».
Let B,, be the set of all n-variable Boolean functions. The
support of Boolean function f € B, is defined as supp(f) =
{x € FJ|f(x) = 1} and Hamming weight denoted by wt(f) is
defined by the cardinality of the support. We say f is balanced
if wt(f) = 21 Let wi,(i) the number of 1’s in the binary
expansion of i mod (2 —1) where p represents the length of
the binary extension and can take different values.

The Boolean function f over Fo» can also be uniquely
expressed by a univariate polynomial

2"—1

f@ =) ax
i=0

where ag, an_1 = 0 € Fo,a;j € Fpnforl < i < 2" —1
such that al.2 = 02; (mod 21—1). The algebraic degree deg(f)
equals max{wt(i)|o; # 0,0 < i < 2™)}, where i is the binary
expansion of i. The algebraic degree of Affine functions is at
most 1. The nonlinearity of f, expressed by Ny, is the minium
distance between f and all affine functions.

In fact, we can express Boolean functions more flexibly.
We can decompose the additive group of Fo» into Fon x Fom
where n = nj + ny for two integers ny,ny > 1, so every
n-variable Boolean function is a mapping from Fpn x Fom
to . Thus f can be expressed as

2M—12"—1

faey =" > gV fij € Fypm.

i=0 j=0
It can be easily deduced that
deg(f) = max | Wiy, () + Wi, ) | fij # 0]

where 0 <i<2M—-1,0<j<2m—1.
Let x - a be any inner product in F73, then the Walsh
transform of f € B, is defined as

Wf(a) — Z (_l)f(x)—&-a»x.

n
xely
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The nonlinearity of f can be expressed as
1
Np =2""! — — max |Wr(a)|.
2 aclF}

Over [Fon, the Walsh transform can be defined as

Wra)= Y (~1erri

XEan

where trf(x) = Z?;ol x% is a mapping from Fan to F,.
Furthermore, when n = n1 + n2 and f is a mapping from
Fyn x Fony to [, then for (a, b)eFyn x Fony,

Wy(a, b) = >

()C ‘y)e]an] X anz

(— 1 )f(x)thr'lll (ax)thr?z (by) )

Definition 1 [18]: The algebraic immunity of a Boolean
function f € By, expressed by AI(f), is defined as

AL(f) = min | deg(g) | fg = 0 or (/+1)g =0, g #0].

The Boolean functions with AI(f) = [n/2] are called
optimal Al functions. To improve standard algebraic attacks,
Courtois proposed the fast algebraic attacks(FAA) [19]. Liu
proposed the concept of fast algebraic immunity to assess the
ability to resist FAA.

Definition 2 [20]: The fast algebraic immunity of a
Boolean function f € By, expressed by FAI(f), is defined as

FAI(f)= min{z AL(f),
min{ deg(g)-+ deg(fg)| 1 = deg(g)< AL}

1ll. BOOLEAN FUNCTION WITH VERY GOOD
CRYPTOGRAPHIC PROPERTIES
Conjecture 1: [16] For any 0 <t <2"—-2, define

0<a<2™-2, 0<b<2"-1,

ua+b=t (mod2"—1),

St =1{(a,b)

Wiy (a)+ Wiy (b) < g_ls

where u is an integer with 1<u<2k—1 and ged(u, 2" —1)=1.
Then |S;| < 2™~ 1.

Let o be a primitive element of Fym and g =
as a primitive element of Fo». For any integer 0 < s < 2™ -2,
define

27— 1)/2" 1)

A = {ai

s<i< s—|—2rm71—1}.
Construction 1: LetQ < s, <2"™—2 be integers. G is an
n-variable Boolean function defined in Fyrm x Fom — ) by
setting
supp(G) = {73, 3) | v € B, v € A}
Ufon|yer.]

U {(x,O) }x e Fzm\A,}.
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The bivariate representation of G over Fym x [Fym can be
expressed as

X .
g(=), ifx-y#0
y
G()C,y): 1, if x =0, yEFzm
1, if.XE]FZrm\Al, y:o
0, otherwise

where g is an (rm)-variable Boolean function and supp(g) =
As\ {®}, 0 < s < 2™—-2. For convenience, we denote
trf” and trf' by “Tr” and “tr” respectively, and denote
Q=2m g=2"

A. BALANCE
Theorem 1: The Boolean function G, defined in Construc-
tion 1, is balanced.
Proof: According to the definition of G, we can easily
get

wi(G) = 2" D" - 1) 42" — 142!
— 2(r+1)m71

— 2"—1.

Thus the function G is balanced. [ |

B. ALGEBRAIC IMMUNITY
Theorem 2: The Boolean function G, defined in Construc-
tion 1, has optimal AI when Conjecture 1 is true.

Proof: We need to prove that both G and G + 1 don’t
have any nonzero annihilator whose degree is less than n/2
when Conjecture 1 is true.

Assume that h is an n-variable Boolean function with
deg(G) < n/2. Then h could be written over Fprm x Fom as

prm_1pm_1

hGe,y)= Y > hix'y,

i=0 j=0

where hg g, ho,om—1, hprm_1 o, hom_1on_1 € [y, the other
h; j € Fon. It is obvious that 2o = 0.

Because of deg(G) < n/2 < rm, it deduces that h;; = 0
for any Wty (i) + Wi, (j) > n/2, which implies hpm_,; = 0
for any 0 < j < 2"—1. Therefore,

2 om_) )
hyy )= D > hipx'y + > hignogxy?" L
i=0 j=0 i=0

Since h(x, y) = 0 for any (x, y)esupp(G), we know that, for
any y € [%,,, y € Aj\{o*}, thus

2m_pom_) 2m_y
Wy ) = D Y higy'y T+ Y higmo gy
=0 j=0 i=0

om_op orm_n

> yk( D" hik—uitmod 20— 1Y’
k=0

i=0
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2rm_
M _] -1
+ > hﬁk+j,2m1)/ﬁk+j(2m_l)>
j=0
22
_ k
= > )y
k=0

=0

where u is an integer and uu = 1 (mod 2™—1), uk is also
need to modulo (2”—1). And

2m_)
h(y) = Z hi k—ui(mod 27— 1)’
i=0
Tt =1
+ Z higggj 1y ™ HE D,
j=0

hi(y) is a polynomial to y and have the elements in Ag \
{a®} as zeros. So the vector of coefficients can be expressed
as

he = (hok, hik—us -+ » hak 0,
oo ham kg hom gk s ham 2 k)
+(0,... .0, hagom—1,0, -+, 0,
Bom 1 ik, 2m—15 0, -+, 0, hym _oym g om 1, 0, -+, 0)

_ 0@
= " +n.

By now, the vector & is a codeword of the BCH code whose
designed distance § = 2"~ 1. If it is nonzero, because of the
BCH bound, then wt(h) > 21,

On the other hand, Since {(0,y) | y € Fon} C supp(G),
then we have h(0,y) = Z,z;”o_ ! ho;y' = 0. Its vector of
coefficients is &' = (ho, ho.1,--- ,hoom—1) = 0 as well
as wty (k) <m—1<n/2—1forany 0 < k < 2™ —1.
With this, if Conjecture 1 is true, we have wt(hy) < 2" — 1,
a contradiction happens that iy = 0. Thus forany 0 < i <
§"™ — 1, there are h;o = hjon_1 it i = uk (mod 2"—1),
otherwise h; x—,; = 0.

And we have equation

om_
U {0 <i<2™_1|i=ak (mod 2’”—1)]
k=0
_ Hi‘OSiSZ’m—I].
Therefore, h(x, y) can be written as

om_n
heey) = Y (o +hianoixy?" ")
i=0
2m=2

= (1 +y2m71) Z hi’oxi.
i=0

Because deg(h) < n/2, wty,(i) + wt,,2"—1) < n/2,
which means wt,,(i) < n/2 — m. Consider the case of
x € Fam\A;, y = 0. We get h(x,0) = Y2 2 hoix' =0,
whose vector of coefficients is A" = (ho,0, - - , ham_2.0).
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So if h” # 0, with BCH bound we have wt(h”) > 2™,
Because wt,,,, (i) < n/2 — m, we also have

n/2—m-1 o [(rm=1)/2] m
/" rm—1
wt(h'") < E <k>< E (k)<2 .

k=0 k=0

A contradiction happens, so &’ = 0.

With all above, h(x,y) = 0, which means there is no
nonzero annihilators whose degree less than n/2 for G. As
to G+1, we can deduce the same result with similar proof. B

C. NONLINEARITY
Lemma 1 [16]: Let T be an integer. Then,
InT 1 InT 37
2T (“— +O.163) <y <2T (n— +0. 263) tor
T i—; sin &
Lemma 2: Let 0 < s < Q — 2 be an integer and

Z Z(_l)Tr(VY)_

yeAs\{a) yeFy

T-1

A =

Ifr =1, then |Ag| =21 — 1.
Ifr > 1, then
—2m)In2
Ay < (202 G 263) otmra L gmt
T

Proof: Let & € C be a (Q—1)-th root of unity and
¢ =&V where N = (Q —1)/(g—1). x1 express the primitive
multiplication character of F’é and define the Gauss sums
over [Fp as

Gi(x) =) x (=D,

*
xeFQ

For i = 0, as we know, Gl(xl) = —1and |G1(X?)| = Ql/2
Forany 1 < u < Q — 2. Through Fourier inversion for any
0<i<Q-—2,wehave

0-2
i 1 .
R e D BLIC R
n=0
Hence we have
s+0/2—-1g-2
> S

i=s+1 j=0

s+0/2—1g9-20-2

57 2 22 GixHEY

i=s+1 j=0 u=0
s+0/2—1
= —ZGl(m & ‘“Z; a
i=s+1
Note that
s+0/2—1 Q -1, if u=0,
o=y’ :
1-&72 .
i=s+1 ESM——=— — g7 otherwise.
1—¢&-1
149660

ifu =0 (mod g—1),

-2 g—1
Zé- - {0’

‘ otherwise.
j=0
Then we have,
P ()
2(0 - 1)
0
E_M7 —S
Z G(x{‘)( Tt u).
(q l)w

If r = 1, it means Q = ¢, then

|A|—‘——Q 2| o1y,
2
If r > 1, then
_(@-2(g-1) (q 1)Q2 e
|Ag] = Z 1
200-1) — | T
( Dl
1 Q-2
=(Q—2)(q—1) (q 1)Q2 Z 1 -
2(0-1) |1k
(g— l)\n
1 02
_@26=h  @hob SRt
200-1) 01 o [eT e
g—1 (DO}
=72 "0y Emm

With Lemma 1, we have

q— (g—DHo2 1)Q2 InN 37
g—1 1 (InN 3n(g—1)203

((n—Zm) In2
(e

- +0.263> 20=m/2 4 om=l 4

Lemma 3: Let 0 < s < Q—2 be an integer and
r, = Z Z (— 1)TY(V)’)+tr(y“) ,
yeAs\{o) yeFy

then

—m)In2
ITy| < (—(" m)In +0.263> on/2
4

(n—2m)In2 3

+0.163 | 2/2m 4 >

Proof: The definition of 171Totations in this lemma is the
same as that in Lemma 2. Let x» be the primitive multiplica-
tion character of FZ; and define the Gauss sums over F, for
any0 <v <g—2as

G(x3) = Y a3 (=1)".

*
xe]Fq
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We also have G>(xY) = —1 and |G2(x2)| = ¢'/? forany 1 <
v < g — 2. Through Fourier inversion forany 0 <i < g —2
we have

-2
i 1 4 s
(D" = ——3 Ga(i) "
q v=0
Hence, we have

s+0/2—1g-2 . _
T, = Z Z(_l)Tr(Ol'ﬂ’)thf(ﬂ/”)
i=s+1 j=0
0-2g-2

1
= m Z ZGI(X{L)GZ(X;)

n=0v=0
s+Q/2—1

% Z S—WZ{—J(M-W)

i=s+1
Note that

q-—2
Zi_j(’”’””) _ {q—l,
=0 0

Since u + uv = 0 (mod g—1) if and only if v = 0 and u =
k(g—1)O0 <k <N-1),orv=g—1—uu (mod g—1)
and (g—1) t u, where ztu = 1 (mod g—1). Thus we have

1
@-Dg—-D

(©-2)g—1D
.<f+

if u+uv=0 (modg—1);
otherwise.

Iy =

0-2
@1 > Gix{H

(@~ Diu
g1y 155
x Ga(x5 )<§_mm—

0-2 g
O

=1
(q Dip

£7) +(g-1)

Therefore,

N\'—
I\)\'—‘

0-2

3 0-2
20-1) Z?

e

lé“z

Ty < =

Hence,
1N-1

| < _+Qq2 1 QZqz—QZZ 1

27 2(0— 1)Zsm2(g”) 2(0—1)

km *
sin N

k=1

VOLUME 7, 2019

By Lemma 1 we have, if r = 1,1i.e.,, Q = ¢, N = 1, then

q n(g—1) 3n
I = 53+ 5000 ( (q —1)( +0.263>+8(q_1)>

3 mln2
( + 0. 263)

If r > 1, then
ITs]

1

1 Qi In(Q—1)
§+2(Q 0 (2(Q D r020)

QZqZ_QZzzv( +0. 163)
20-1)

1 1 InN
g <H—Q+0.263> - IQ (n—+0.163)
T q7+1 T

+O.263> 23

IA

+3—”>
8Q-1)

A
|
+
o~
D

IA

14
B ((n—Zm) In2

T

3 (n—m)In2
(e

+0. 163) 23—m,

|
Lemma 4 [21]: Let h be the Carlet-Feng function in k

variables, then for any a € IE‘2k, there’s

kin2
W@ < (=== +0.485) 25+,
T

Theorem 3: Let G be the Boolean function defined in Con-
struction 1. Then

— m)n2 \
Ng =21 - (—(” m)In +O.263> 2%
T

- (—(" —minz 0.485)
T

(n—2m)1n2

n 1
+0.163 ) 227" — 5

b4
Proof: We compute Wg(a, b) for any (a, b) € Fp x F,.
If (a, b) = (0, 0), then W5(0, 0) = 0 since W is balanced. If
(a, b) # (0, 0), we have

Wgla, b) = =2 Z

(x,y)esupp(G)

) Z Z (-1 )Tr(aVy“)+tr(by)

y€As\{a*} yelFy

-2 Z(_l)tr(by) _2 Z (_l)Tr(ax).

yeFy xeFp\A;

i). Ifa=0,b # 0, then

Ws(0,b) = =2 Z Z(_l)tr(by)

(_ 1 )Tr(ax)+tr(by)

yeA\{a®} yeFy
EONCILIEED
yE]F;‘ xeFp\A;

= —2.(=D-2™ '=1) = 2.(=1) — 2.2"!

2rm_2_,’_2_2rm
= 0.
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ii). If a # 0, b = 0, then
Wo(a,0) = -2 > 3 (=T

yeAs\{o*} VEIF*

—2) 1-2 Y (=phw
yE]FZ xeFp\A;

2 Ay —2-(2"—1) 4 Wi(a).

iii). If ab # 0, then
Wela, b) = =2 Z Z(_l)Tr<ayy“>+tr<by>

yeAs\{o) yeFy
) Z(_l)tr(b” _9 Z (—1)Tr(@)
yely xeFp\A;
= -2-T5+ 2+ Wy(a).

So with Lemma 3 and Lemma 4, we have

max  |Wg(a, b)|
(a,b)eFoxF,

= max { max |Wg(a, 0)|, max |Wgl(a, b)|
aelFg (a,b e]FZ)xIF;

+ 0.263) 25+1

((n—m)ln2 )
+ | ———+0.485
T

- <(n—m)ln2
T

n— m +1

—2m)In2 0
- (w + 0.163) 25-mHl .
T
Therefore,
1
Ng=2""1—= \We(a, b)l
2 (a, b)e]FQx]F
> o=l _ (% + 0.263) 25
T

(n—m)In2 -
— | ————+0485 )22
b4

—2m)In2 .1
+ (M —|—0.163> 28-m
b4 2

D. ALGEBRAIC DEGREE
Theorem 4: Let G be the Boolean function defined in Con-
struction 1, then deg(G) =n — 1.
Proof: Letf,h : Fym x Fom — o be both n-variable
Boolean functions with the following support.

= {(Vy”,y) ‘ yeF.,y € As},
={o.0}Uley.n|ryer U
{(0, » ‘ ye ]F*,,,} U {(x, 0) ’ xe ]F;,m\A,}.

Itis obvious that G = f +h. And f is the function constructed
by Jin et al. [15], of which deg(f) < n — 2. So we just need

supp(f)
supp(/)

149662

to consider deg(h). From Lagrange’s interpolation formula,
we get

h(x,y)
= e 4+

+ Z ((x+asbu)2’m—l+

1) ((y +p 1)

)
be]F;m
+ Z (xzrn171 + ]) ((y+b)2)7171 + ])
0,0)
beFSy,
+ Y (@) 0"+
(a,0)
“E]F;rm\Al
— x2rm71y2m71 + Z xzrmfl(y_i_b)szl
be]F;,,
+ Z ((x+asbu)2rm—l + (y+b)2m—1(x+asbu)2rm—l)
beFs
+ Y (60 a0 ),
ae]F;,m\Al

Expanding these terms, we have

h(x,y)
e i
+ Z (x+asbtl)2rm—l + Z (x+a)2rm—l

bE]F;m QEFZrm\AI

om__19rm_1

MDD o o1 G | G P

beF%, =0 j=0

2"" l—]y2'"—1—t
rm oam__1_;
+ Z 2m—1 Z ( )b’yz 1—i
beF%
2m

27’1 1 2rm -~ 1 zrm -
DD (
a€F}\ Al =0 7

N,
Finally, we get

Z (x+asblt)2"m—l + Z (x+a)2r”l—1

beF?, aEF;nn\AI

h(x,y) =

om
om_1pm_1

orm_q 1 L
s (e
beFy, i=1 j=1 !
sz’m 1 ‘]ysz]fl

2m—1

m 2M—1 m
+ Z y2 -1 Z ( ) Sjbuj 2m—1—j
beIF’ZFm
e L
+ Z y? 12( ) )w’x2 —1,
aE]Fz;m\Al
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By now, we can see when j = 1, the coefficent of

m __ m_1_;5 .
Y2121 g

3 (2rml_1>asbu+ 3 (2”"1—1)&

belFs, a€ls \ A

which is nonzero obviously. So deg(h) = n — 1, which means
deg(G) =n— 1. ]

E. IMMUNITY AGAINST FAST ALGEBRAIC IMMUNITY

G is the Boolean function defined in Construction 1. We fix
s = [ = 0, select some values of the parameters r, m, u, and
use computer to get the value of the pair (e, d) with e < n/2
and e + d < n in order to judge where there is a function &
satisfying deg(h) < e and deg(hG) < d exists. The result is

). Let n = 12, r = 3, m = 3, there do not exist such
pair with e +d < n — 2 for any possible #, meaning
FAI(G) =n—1.

ii). Letn = 16, r = 3, m = 4, there do not such pair
withe +d < n—2foru = 7,11, 13, 14, meaning
FAI(G) =n—1. Whenu = 1, 2, 4, 8, there do not exist
such pair with e4+d < n — 3, meaning FAI(G) = n—2.

So that we can say the function G in Construction 1 has good
resistance to FAA.

IV. CONSTRUCTING BOOLEAN FUNCTIONS BY
CONCATENATION
A. CONSTRUCTION
Before, Wu et al. constructed a class of balanced Boolean
functions as follows.

Construction 2 [16]: Define a class of Boolean Functions
F, :Fom x Fom — [y,

), xy#0
y

w(x),

F(x,y) =
y=0

where f,w are both rm-variable Boolean functions with
supp(f) = Ay, supp(w) = A}, 0 <s, [ <2 -2,

What we do next is to construct a new class Boolean func-
tions by concatenating Boolean functions G and F’, which are
defined in Construction 1 and Construction 2, respectively.

Construction 3: Let u,v satisfy ged(uv,2™—1) = 1,
F,, G, be the Boolean functions mentioned above and
F,, G, as n-variable function over F[x1, x2, . .., x,]. Then the
Boolean function by concatenating F,, and G, is

Hu,v(xh X2y ooy Xpngl) = (1+xn+l)Fu + xn11Gy.

B. PROPERTIES
Theorem 5: Let H, , be the (n+1)-variable Boolean func-
tions in Construction 3. Then Hy,, is balanced.
Proof: Obviously, H,, = F, if x,41 = 0, otherwise
H, , = G,. Therefore, we have

| Wt(H,i )| = | WHF,)| + | wi(Gy)| = 2" 421 =2m,
So, Hy,, is balanced. [ |
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Theorem 6: Let H, , be the (n+1)-variable Boolean func-
tions in Construction 3. Then we have

deg(Hy,y) > deg(Fy) > n— 1.

Lemma 5 [22]: Given that f, g are n-variable Boolean
functions, which AI(f) = dy, Al(g) = d. Let h be the
Boolean function by concatenation of f,g. Then Al(h) =
min{dy, dr} + 1 ifdy #dr ordy < Al(h) <d; + 1.

With Lemma 5, we can deduce a theorem as follows.

Theorem 7: Let H,, be the (n+1)-variable Boolean func-
tion in Construction 3. Assume that Conjecture 1 is true, then
n/2 < AI(Hu,v) <n/2+1.

Theorem 8: Let H,, , be the (n+1)-variable Boolean func-
tion in Construction 3. Then the nonlinearity of H, , is

— m)In2 ,
Ny, = 2" — <—(" m) In +0.263) 25+l
! T
- 1 2 n—m
_ (M +o_435>2 S+l
T
—2m)In2 \ 5
4 ((z2min2 0.163) 2iomtl 2,

Proof: From last section, we have

— m)In2 \
Ng, =2 — <—(" min2 0.263> 2%
T
- 1 2 n—m
_ <—(" m)In +O.485> 2"
T

—2m)In2 v 1
+ (—(n m)In +0.163) 28 _ -
b4 2

On the other hand, Wu et al. [16] showed us that

—m)n2 \
Np, =271 = (m + 0.263) 2%
T
—m)n2 -
_ <—(” m) In +O.485) 2"
T

—om)In2 \
n (M +O.163> 25-m _ g,
T

According to the fact Ny, , > N, + Ng, we have

Ny =2 <(n—m)ln2
uy — T

(n—m)In2
_ (T

+0.263) 23+1

+ 0.485) 27"+

+ (—("_2’") In2 , 0.163) 23-mtt 3.
T 2

|
At the end, we test the immunity against FAA of H,,,. We
fix s = [ = 0, select the values of the parameters r, m, u, v
with gcd(uv, 2™—1) = 1, and use computer to get the value
of the pair (e,d) with e < n/2 and e + d < n in order to
judge whether there is a function # satisfying deg(h) < e and
deg(hF) < d exists. Results are as follows:
). Letn+ 1 = 13, r = 3, m = 3, there do not exist such
pair with e +d < n— 3 for any possible (u, v), meaning
FAI(H) =n—2.
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ii). Letn +1 = 17, r = 3, m = 4, we test some pair
(u, v), for instance, when (u, v) = (1, 2) or (1, 2), there
do not exist such pair with e + d < n — 3, meaning
FAI(H) = n — 2. And when (u,v) = (1,7) or (2,7),
there do not eixst such pair with e+d < n—2, meaning
FAI(H)=n— 1.

So that we can say the function H, , in Construction 3 has
good resistance to FAA.

C. DISCUSSION ON T1-RESILIENT

H, is the (n41)-variable Boolean function defined in Con-
struction 3. Then its Walsh transform is
Wh,,(a, b, ¢) = W, (a, b) + (—=1)Wg,(a, b),

u,v

where a € Fyrm, b € Fom, ¢ € [F>. So we have some results.
i). fa=0, b=0, ¢ =0, since H,, is balanced, then

Wh,,(0,0,0) = 0.
ii). Ifa=0, b=0, ¢ =1, then
Wy, (0,0, 1) = W, (0, 0) — Wg,(0,0) = 0.
iii). Ifa=0, b#0, ¢c =0, then
Wh,,(0, b, 0)
Wr, (0, b) + W, (0, b)

-2 > =™ 23"

yeAJv\{ax}ye]Fé XENA;
) Z Z(_l)tr(by) _2 Z(_l)tr(by)
yeAs\{a') yeFy yely
2oy
xeFp\A;
— 2rm _ 2rm
+(=2(=D-2™ ' =1) = 2.(=1) = 2271

= 0.
iv). Ifa#0,b =0, c =0, then
Wg,,(a, 0, 0)

= Wg,(a,0)+ Wg,(a, 0)

) Z Z(_I)Tr(aw”) _2 Z(_I)Tr(w)

yeA; yeF: xeA;
) Z Z(_ 1)Trary
yeAs\{o) yeFy
—23 1-2 Y (=pre
yely xeFp\A;
- 2 Z Z(_l)Tr(aVy“)_z Z Z(_I)Tr(ayy“)
yEAg ye]Fj; yeA\{o*} ye]Fj;
—2-2"=1).
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If r =1 (i.e. Tr = tr), then

Wa,,(a, 0, 0)
] Z Z(_I)Tr(a)/.\’")
yeASyeFZ
) Z Z(_])Tr(ayy“) —2.2"=1)
yeA\{a} yeFy
=—2.2"Lpn—2.2" - 1) (=1)=2.2"=1)
=0.

Therefore, from the discussion above we have the following
theorem.

Theorem 9: Let H,, , be the (n+1)-variable Boolean func-
tion in Construction 3. Then H,,, is 1-resilient if r = 1.

V. CONCLUSION

In this paper, we present a class balanced Boolean functions
which has optimal Al, high nonlinearity and optimal alge-
braic degree. This Boolean function also behaves well against
FAA. Then we constructed a class of 1-resilient Boolean
functions with good cryptographic properties by concatenate
our function to Wu’s function. Finally we should indicate that
the ability of these two constructions against FAA still need
further research.
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