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ABSTRACT The advancements in hardware technologies have driven the evolution of vehicular ad hoc
networks into the Internet of Vehicles (IoV). The 1oV is a decentralized network of IoT-enabled vehicles
capable of smooth traffic flow to perform fleet management and accident avoidance. The IoV has many
commercial applications due to improved security and safety on the roads. However, the rapidly increasing
number of wireless applications have challenged the existing spectrum bands allocated to IoV. The IoV has
only six communication channels that are congested during the peak hours. The limited number of channels
and the presence of congestion on these channels are the challenging issues that affect the safety of vehicles
on the road. To mitigate the congestion, Cognitive Radio (CR) can be an optimal solution for the existing
IoV Paradigm. In this paper, we propose a secured and efficient communication scheme for a decentralized
CR-based IoV (CloV) network. In this scheme, the Roadside Unit (RSU) senses the spectrum using an
energy detection method. Each vehicle independently predicts the Primary User (PU) activity pattern using
a hidden Markov model (HMM). Once a vehicle detects a licensed channel free from the PUs, it informs the
RSU to store the channel in a database alongside the dedicated direct short-range communication (DSRC)
channels for data transmission. The RSU and vehicles are registered with a trusted authority and they
mutually authenticate each other. Upon mutual authentication, the RSU assigns communication channels to
the vehicles on the road, based on their density. When the density of the vehicles is high, the detected licensed
channels are used, otherwise, the DSRC channels are used. We evaluate the performance of CIoV in terms of
packet delivery and packet loss ratio, end-to-end delay, and throughput, using NS-2. The simulation results
show that the CR-based approach of CloV outperforms the existing schemes and significantly enhances the
performance of the underlying network.

INDEX TERMS Authentication, trusted authority, internet of vehicles, channel detection and allocation,
primary user activity, hidden markov model.

I. INTRODUCTION

Recent developments in hardware technologies have intro-
duced a wide range of powerful processing devices such
as cameras, radars, sensors etc. These devices have enabled
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vehicles to communicate with each other in a decentralized
fashion [1], and have driven the evolution of self-organizing
Internet of Vehicles (IoVs) from Vehicular Ad hoc NET-
works (VANETS). Integrating IoVs with the artificial intelli-
gence can bring significant opportunities. For example, when
a huge number of smart vehicles and things need to inter-
act with each other, the traditional centralized architectures
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will face numerous challenges in terms of computation and
resource utilization. Therefore, to mitigate these challenges,
the amalgamation of artificial intelligence, and decentralized
computation-based technologies may be an optimal solu-
tion. One such technology is Internet of Things (IoT)-based
VANETs (IoVs). The IoVs have stringent requirements in
terms of security and privacy due to the dynamic nature of
their applications [2]. In general, a secured oV consists of
a trusted authority (TA), Roadside Units (RSUs), and a large
number of vehicles equipped with On-Board Units (OBUs).
The vehicles in an IoV communicate with each other, known
as vehicle-to-vehicle communication (V2V) or with RSU,
also termed as vehicle-to-infrastructure (V2I) through a direct
short-range communication (DSRC) protocol. The DSRC
has a common control channel (CCH) and six service chan-
nels (SCH) in the 5.9 GHz range as shown in Fig. 1. These
six channels get congested during rush hours and as a result,
safety control messages may not delivered on time. To miti-
gate the problem of limited channels, the concept of cognitive
radio (CR) has been proposed and investigated in the IoV
environment [3].

5.850 }o&—‘ SCH_181 5.925
GHz

GHz
| Rserved | SCH_172 | SCH_174 | SCH_176 | CCH_178 | SCH_180 | SCH_182 |SCH 184 |

| 5 MHz | 10 | 10 | 10 | 10 | 10 | 10 | 10 |

FIGURE 1. DSRC spectrum band and channels in the united states.

A CR-based IoV allows vehicles to detect the unoccupied
channels in a licensed band to their bandwidth requirements.
The concept of oV has introduced various research chal-
lenges such as limited number of channels, security, safety,
self-organization, etc. [4]. The limited number of commu-
nication channels in the IoV has raised serious concerns on
the safety and smooth flow of traffic. To overcome these
challenges, the IoV demands extra channels according to
the network requirements. Therefore, in this paper, the CR
paradigm is integrated with IoV to create an intelligent, self-
organizing, decentralized, and distributed vehicular ad hoc
network. The CR-based IoV (CIoV) is a new concept, and
its evolution in shown in Fig. 2. The purpose of CIoV is to
circumvent the common misconception of spectrum scarcity
problem. As highlighted by the report of Federal Com-
munication Commission (FCC) [5], the spectrum scarcity
is a man-made problem, and is mainly due to the static
spectrum allocation (SSA) of spectrum bands. The charac-
teristics of CR have stimulated the regulatory bodies to offi-
cially allow the CR users to utilize the spectrum efficiently,
based on the dynamic spectrum allocation (DSA) [6]. As
a result, the CR paradigm has widely been accepted and
adopted in IEEE 802.16.1, IEEE 802.16m and IEEE 802.20
standards [7], [8].

In CloV, data transmission is mostly influenced by quality
of the channel as well as by the usage pattern of PUs, i.e., if
the PUs activity is unpredictable then either collision takes
place and/or a primary user (PU) is wrongly deemed to be
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active. Therefore, precise modelling of PU activities over
a channel is mandatory. In this regard, the authors in [6],
[9]-[11] modelled the activities of PU over a channel using
Discrete Time Markov chain, whilst, the authors have used
other techniques for determining and modelling the activity
of the PUs [12]-[14]. In this paper, we propose a secured
and efficient communication scheme for a decentralized cog-
nitive radio-based IoV. A secured and efficient communica-
tion scheme is useful in many application, such as securing
any critical network from Denial of Service and fabrica-
tion attacks. The integrity of data and on-time delivery of
information are the main requirements of patient monitoring
and surveillance systems. This can be achieved via high
bandwidth and large number of communication channels.
Therefore, using a hidden Markov model (HMM), the pro-
posed scheme increases the channel capacity by modelling
the PU activities over a licensed channel [6]. In other words,
the vehicles predict free channels in the licensed band using
HMM. Once detected, the vehicle forwards the channel infor-
mation to an RSU for storing in its database. When a vehicle
requests for a channel, the RSU quickly senses the stored
licensed channel using energy detection method, and assigns
it to it. In comparison to the existing models, the HMM can
be an optimal choice for determining the activity patterns
of PUs. [13]. The existing models are mostly not feasible
because they cannot accurately model the utilization pat-
tern of PUs due to their dynamic and unpredictable nature.
Hence, once the PU pattern is identified, and free channels
are detected, the vehicles are programmed to use them only
when the DSRC channels are congested or unavailable. The
DSRC channels operate wirelessly, and a malicious node
can easily manipulate any information exchange via them.
Therefore, without authenticating the vehicles and RSUs,
a malicious node can launch replay, Denial of Service (DoS),
impersonation, and other attacks, through eavesdropping the
DSRC channels and injecting, removing, and/or altering the
transmitted information.

In general, the use of licensed channels and DSRC chan-
nels is not well-studied in the IoV context. Hence, this
paper contributes in this context by considering a decen-
tralized CIoV. The significant contributions of this work are
as follow.

1) This paper proposes a lightweight mutual authentica-
tion scheme for a decentralized CloV. In the proposed
scheme, registration and authentication are required for
each vehicle. Upon registration, each vehicle and its
corresponding RSU mutually authenticate each other
and perform data transmission. The proposed security
scheme is efficient against replay, DoS, impersonation
and Sybil attacks.

2) Using the DSRC protocol, the vehicular communica-
tion is performed by using the dedicated seven chan-
nels, i.e., one CCH and six SCH. The proposed scheme
redesigned the operations of RSU and vehicles on the
road to detect the activities’ pattern of PUs using HMM
and detect vacant channels in the licensed band.

VOLUME 7, 2019



W. Yao et al.: Secured and Efficient Communication Scheme for Decentralized CR-Based Internet of Vehicles

IEEE Access

»
>

A transportation and
traffic management
system combining
various modes of
applications

A spontaneous network

communications

that allows data exchange in
vehicle-to-vehicle domain,
using dedicated short-range

An advanced solution enhancing the
intelligence and safety of Internet of
Vehicles, with cognition engines embedded
in multi-scale transportation network

.

\
S W—

Cognitive Internet of Vehicles Evolution

Intelligent Transportation
System

Vehicular Ad Hoc Network

e

Cognitive Internet of
Vehicles

Internet of Vehicles

An integration of heterogeneous
vehicular devices and networks,
developed from Internet of
Things

T N N
1990 1995 2000

FIGURE 2. Evolution of cognitive internet of vehicles [3].

3) In our decentralized CloV, the vacant channels are
allocated using a novel channel allocation algorithm
when the DSRC channels are congested or unavailable.
An RSU is responsible for coordinating the channel
allocation process to vehicles on the road.

4) The proposed decentralized scheme has been validated
via extensive simulations, and the results for packet
delivery and loss ratio, end-to-end delay, and through-
put show the efficiency of the proposed scheme.

The rest of the paper is organized as follows. In Section II,
existing literature is provided followed by system model in
Section III. The PU activities’ pattern using the HMM model
is given in Section IV. The security scheme of CIoV is elab-
orated in Section V followed by channel allocation process
in Section VI. Performance evaluation results are elaborated
in Section VIIL. Finally, the paper is concluded, and future
research directions are provided in Section VIIIL.

Il. RELATED WORK

Cognitive Radio-based IoV plays a major role in a variety
of applications, ranging from the Intelligent Transportation
System (ITS) to e-health and itinerary planning. In the
CloV, vehicles collect data from a deployed region and
share with other vehicles, RSUs, and cloud servers using
their OBUs. The collected data include but not limited
to air pollution, traffic congestion, accidents and passen-
ger information on the roads. This data is analyzed on a
local or cloud servers and actions are taken according to
the application, i.e., healthcare, traffic control, emergency
services. In CloV, various communication technologies are
used at different layers. For example, to have smooth
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connectivity in CloV, various wireless technologies along
with their requirements are tabulated in Table 1 [3]. However,
the cost associated with these technologies for vehicular
networks is higher [15], [16]. A cost-effective and effi-
cient technology, i.e., Wireless Access in Vehicular Envi-
ronments (WAVE) for VANETs was proposed in [17].
The WAVE technology is based on DSRC channels, and these
channels are not sufficient, particularly when the number of
vehicles increases, leading to network congestion [18], [19].
Therefore, alternate solutions for increasing the channel
capacity in IoV need to be explored, and CR-based networks
are among one such solutions.

There are numerous studies on different aspects of
CR-based networks. For instance, working cycles, sensing
and sharing, architectural designs, spectrum management,
channel modelling, and CR/PU modelling, etc. [9], [20], [21].
Moreover, various techniques have been used for detecting

TABLE 1. The simulation conditions.

Parameters Values
Channel data rate 2[Mbps]
Antenna type Omni direction
Radio propagation TwoRay ground
Transmission range 500[m]
PHY/MAC protocol IEEE802.11p
Routing protocol AODV
Connection type UDP/CBR
Highway length 8 [Km]
Node speed 60 [Km/h]
Number of Vehicles 50 senders
Packet size 1024[Byte]
Simulation time 1000[s]

160891



IEEE Access

W. Yao et al.: Secured and Efficient Communication Scheme for Decentralized CR-Based Internet of Vehicles

PU activities over a channel such as, Markov Chain [9],
sensing algorithms [12], discrete-time Markov Chain [11],
ON/OFF model, and hidden Markov model [6], [14]. These
models predict the free channels in a licensed spectral band,
and vehicles within the CIoV can use these channels once
the DSRC channels are congested or unavailable. In CIoV,
limited work has been conducted on the secured data trans-
mission. Apart from eavesdropping, replay, DoS, Sybil and
similar types of attacks, the sensing and learning ability of a
CR user is one of the weakness that can easily be exploited
by a malicious node [22]. Therefore, securing CIoV is a
significant challenge due to its decentralized, distributed, and
self-organizing nature [1], [4].

In ubiquitous networks, the security requirements are
lenient. In comparison, these requirements are stringent in
IoV because of various types of dynamic and on-demand
services. For instance, location-based services, infotainment,
and safety-related services. The data collected by vehicles are
diverse in nature, and is prone to different kind of attacks. For
example, if the traffic monitoring of a decentralised and dis-
tributed system is under an attack, the critical information is
delivered with significant delay having a lower accuracy that
result in a reduced users experience [1], [23], [24]. Therefore
in literature, various techniques have been proposed to secure
IoV. For example, in [23], the authors have proposed a decen-
tralized authentication scheme using a consensus algorithm
of blockchain technology. They have obtained the safety of
mobile services by reducing the severity of various attacks
and the greedy behaviour of vehicles. A blockchain-based
IoV has been studied in [24]. The authors have proposed
and analyzed a model of vehicle blockchain data. In this
model, the decentralised IoV consists of small networks,
i.e., sub-blockchains. In [25], the authors have designed a
secured authenticated key management protocol, and have
performed random-or-real analysis of their proposed model.
In [26], the authors have redesigned the OBU of a vehicle
with multilevel security. The proposed scheme can protect
the vehicle from external threats as well as internal risks.
In [27], the authors have studied secured enforcement in
IoV and have considering the transmission delay and secured
communication. The authors have designed a secured deploy-
ment for switches on core network, and have modeled the
path selection of switches as a 0-1 programming problem.
The problem is further converted to a convex optimization
problem and has achieved a much lower delay with secured
communication. Details about IoV architecture protocols and
security can be studied in [2]. The proposed scheme may
not work efficiently in a very dense high speed networks
like flying ad hoc networks, Internet of Vehicles and Internet
of drones. The possible reasons are the dynamic topology
and ad hoc nature of data transmission with various signal
strengths.

lll. SYSTEM MODEL
This section elaborates the network model, spectrum sensing
model, and primary user modelling.

160892

A. NETWORK MODEL AND ASSUMPTIONS

The network model consists of primary users (PUs), sec-
ondary users! (vehicles), Roadside Units (RSUs), and Trusted
Authority (TA). A vehicle is programmed to communicate
with other vehicles and RSU using the DSRC channels. To
build the proposed decentralized network, we assumed that
vehicles are equipped with a tamper-proof device (TPD),
the TA is trustworthy, and RSU is authentic, i.e., they do
not require registration with the TA. The TA generates two
large numbers, i.e., an s, for generating signature values, and
an s, for establishing a secured communication link between
a vehicle and the RSU. The TA broadcasts a certificate of
RSU to vehicles within the RSU communication range. For
example, the certificate of j’h RSU is CRSUj = (IDRSU,.,
TRP;, TKP;, Sg,), where, IDgsy; is the identity of j” RSU,
TRP; = s, - § is used for generating signature values on
various points, TKP; = s. - § is used for establishing secured
communication among various nodes, Sg; is the signature
on first three terms, i.e., sig(IDRSUj, TRPj, TKP;), and 8 is
generator of Sp, a set of points. The TA shares {s,, s., TRP;,
TKP;} with i RSU on a private secured channel.

B. SPECTRUM SENSING MODEL

In this paper, the energy detection model for spectrum sensing
is used because it is widely accepted and does not require
any prior knowledge of PUs [28]. It simply detects a PU
based on the sensed energy of a received signal. However,
it is unable to perform well under a low signal-to-noise
ratio and a fading environment. In our network scenario,
the RSU is fixed and obtains various samples of the same
signal, resulting in an accurate detection. Each RSU senses
C channels for time ¢ and collects P samples of the licensed
band. The RSU senses the presence of a PU as formu-
lated by Neyman Pearson and Bayes binary hypothesis given
in Eq. (1) below,

> mGP.
-

P N w2
2, GG+ m)I, - for H.

for Hy

ri(j) = ey

where, r;(j) represents the signal received by an RSU for
channel C;, Vi €{1,2,3,...,n} observed over j samples,
where j €{1,2,3...,P}, s(j) is the signal of a PU,
h(j) represents channel gain, and n(j) represents an inde-
pendent and identically distributed additive white Gaussian
noise (AWGN) with zero-mean and variance o'2. In this equa-
tion, P is equal to 2DB, where D represents the detection
time, and B is the bandwidth in Hertz (Hz). The H; and
Hy represent the hypothesis test of the existence and non-
existence of PU, respectively.

IThe secondary users (SUs) do not pay for using a channel in licensed
bands, also known as cognitive radio users. However, an SU should not
interfere with the PU and must vacate the channel when a PU arrives.

VOLUME 7, 2019



W. Yao et al.: Secured and Efficient Communication Scheme for Decentralized CR-Based Internet of Vehicles

IEEE Access

Lt Use DSRC
Channels

Vehicle Density is
calculated by RSU

A

Density <
Threshold

Vehicles requested
for channel to RSU

t

| Sense PU
Activity

=1 the Database

Save Channel in

RSU assigns
Yes Channel to Vehicles

FIGURE 3. The channel sensing and allocation in the proposed CloV environment.

C. PRIMARY USER MODELLING AND ASSUMPTIONS

In our model, it is assumed that the location of an RSU? and
the spectrum is immovable during sensing. It is also assumed
that each RSU and the vehicles are mounted with multi-
radio interfaces. The DSRC has six service channels (SCH),
and a common control channel (CCH). The SCHs are used
for data exchange, whereas, a CCH is used for control sig-
nalling. In our network model, one radio of the vehicle is
set to CCH for smooth connectivity to the network, whereas,
another radio is used for data exchange. The scenario used
in our model is that each segment of a highway is covered
by an RSU, which is responsible for spectrum sensing. The
RSU can obtain various free samples of PU activities at a
particular time. Our network consists of S vehicles (SUs)
contending for C channels in a licensed band. Upon acquiring
the channels, they are stored in the database with DSRC
channels and are assigned to vehicles, based on the channel
utilization and location of PUs. The working model of our
decentralized CIoV environment is shown in Fig. 3. When a
vehicle requests for a channel, the RSU decides the channel
allocation based on vehicle density. For example, if vehicle
density is less than the specified threshold a DSRC channel
is assigned, otherwise identify vacant channels in the licensed
spectrum band and allocate to the vehicle.

IV. PRIMARY USER ACTIVITY MODELING USING HVIM
The hidden Markov model (HMM) is derived from the
Markov model. It can handle real-world applications and
is used for sequential or temporal data chain in which the
states are partially observable. Fig. 4 depict the graphical
representation of the HMM.

The HMM has discrete random variables Z = Z1,72,,...,Z,
e{l,2,...,n},and X = X{,Xo, ..., X,, € X ={discrete val-
ues, real values, RY }. The X are observed random variables,
and Z are hidden variables. In our model, the hidden vari-
ables represents the actual PU activity, whereas, the observed

2The RSU senses the licensed spectrum, to ensure the availability of
predicted free channels by vehicles.
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FIGURE 4. Pictorial representation of HMM.

variables are energy on a spectrum under sensing by RSU.
The joint distribution of these random variables corresponds
to the HMM model, as shown in Fig. 4.

P(XI’X27 "'7anzI’X27 "'9Z}’l)
= PZ)PX|Z)T oy P(Z| Zie—1)PXi | Zk). - (2)

A. Hidden Markov Model Parameters

The HMM has three parameters/probabilities, i.e., a tran-
sition probability 7(;j, emission probability &;(X), and the
initial probability 7 (i). The transition probability is shown in
Eq. (3), where {1,2,...,m} is a set of hidden variables,

Ti) =Pk =jlZi =0), Vi, jel{l,2,...,m}. (3)

The emission probability in Eq. (4) is a probability dis-
tribution on X as a probability density function (pdf) for
{1,2,...,m} hidden variables and X observed variables,
VX S X,

&i(X)=PX|Z, =1i), forie{l,...,m}, and X € X. (4)

When X takes discrete random values, then Eq. (4) can

be written as probability mass function (pmf), as shown

in Eq. (5),

eixX)=PXy =X|Zx = i), foriefl,...,m}, and X € X.
5
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The initial distribution of the HMM is given in Eq.(6),

(i) =P(Z =1i), forie{l,...,m}. (6)
The joint distribution in terms of the above three parameters
may be written as,

PX1, ..., Xn 21, ..., Zy)

= (Dez, XD Tz —1.2)62, (Xp). (T)

Forward-Backward Algorithm: The fundamental working
principles of HMM is based on probability distribution.
In other words, HMM gives us tractable inference using
combined parameters. The engine that drives the HMM is
the inference algorithm, and its fundamental part is called
forward-backward algorithm. The forward-backward algo-
rithm is a dynamic programming and it assumes that the tran-
sition probability P(Z; |Zx—1), emission probability P(Xy |Zy),
and initial distribution P(Z;) are known. The goal of forward-
backward algorithm is to compute P(Z;|X), and the hidden
values Z; on the given observed values X. The two parts of
the posterior distribution on P(Z;|X) are shown in Eq. (8),

P(Zy|X) xz, P(Zy, X)=PXiv1:0Zk, X1:0)P(Zi, X1:4). (8)

Applying the separation properties with X is conditionally
independent of Z; on Eq. (8), which yields Eq. (9),

P(Zy|X) xz, P(Zy, X) = PXkv1:0|Zi)P(Zic, X1:6). (9)

The forward algorithm computes the joint probability dis-
tribution of Z; and X, i.e., P(Z;, X1x) YV k = {1,2,...,n},
which is exactly the second part (right side) of Eq. (9). The
backward algorithm computes the joint distribution of Zy 1.,
for a given Zg, i.e., P(Xx+1:1|Zx) V¥V k = {1,2,..., n}, which
is exactly the first part (right side) of Eq. (9). Once P(Z;|X)
is known, the change detection such as, P(Zy # Zy+1|X),
can be inferred. The Baum-Welch algorithm can be used to
estimate the HMM parameters by computing the forward-
backward algorithm with Expectation Maximization. The
forward-backward algorithm can obtain sampling from the
posterior distribution, i.e., Zx|X, which is required as PU
activity.

Forward algorithm: The goal of this part is to compute
joint distribution on Z; and X ., i.e., P(Zg, X1.,). Introducing
the HMM parameters 77;;), £;(X), and 7 (i) with factoring and
marginalization property, it yields

m

PZi, X)) =Y P(Zk, Zi—1, Xik)- (10)
Zp—1=1

Factoring Eq. (10) results in,
m
P(Zy, X1x) = ZP(XkIZk, Zy—1, X1:k-1DP(Zg | Zg—1, Xisk—1)
k-1
xP(Zr-11Xik-1)PX1:k-1). (11)
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The desired results can be obtained by combining the last two
terms of Eq. (11), and it gives

m
P(Zy, X1x) = ZP(Xk | Zk, Zg—1, X1:k—1)
k-1

XP(Zi|Zk—1, Xig—1)P(Zi—1, Xik—1). (12)

Putting condition on Z; in first term, whereas in second
term Z;_; in conditionally independent on X;j;_j, gives
Eq. (12) as,
m
P(Zi, X1)=Y_ POGIZOPZk|Zk-1)P(Zk -1, Xi—1). (13)
Zj—1

Let ax(Zy) = P(Zx, X1:x), this results in Eq. (13) as,

ar(Zi) =Y PX|Z)P(Zi) Zk 1)k -1(Zk—1)  fork=2.
Z—1
(14)

which is the recursion function for forward algorithm.
By putting « = 1, in Eq. (14), the initial distribution of
forward algorithm can be computed as,
a1(Z1) = P(Z1, X1) = P(Z1)P(X11Zy). (15)
Backward algorithm: The goal of the backward algorithm
isto compute P(Xp+1:0)|ZkVk=1,....,n-1andVZ; = 1,...,m.
Applying the rules of probability and Markov properties

yields the following equation,

m

PXiria)lZk) = Y PXipin ZirilZe). (16)
Zi41=1

Introducing the conditional independence properties can
reduce Eq. (16) to Zx41|Z as,

m

Pt Zk) = ) PXiszn, Zir 1, Zi Xit1)

Zi1=1
X P(Xy111Zk) Zi 1, Zk)P(Zy 111 2Zk).  (17)

Applying the deseparation properties on Eq. (17), results in

m

PXiy1n)lZk) = Y PXarans Zit1)

Zy1=1

X P(Xi+11Z1)Zk 1 P(Zi11Zy). (18)

Let Br(Zy) = P(Xk+1:1)|Zk), then Eq. (18) can be writ-
ten as follow, which is the recursive function of backward
algorithm.

Br(Zi) = PXi+1:0)1Z)

= Z Br+1(Zg+1)PXpe11Zk+1)

Zg41=1

XP(Zx+11Zy) fork=1,...,n—1. (19)

The initial distribution of backward algorithm can be obtained
by putting k = n — 1 in Eq. (19),

Bn(Zp) = 1. VZ,. (20)
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Finally, by combining the forward and backward algorithms,
Eq. (9) can be written as,

PXi|X) = Bu(Zi e (Zy). 2

Based on Eq. (21), vehicles predict the presence or absence
of a PU over a channel.

V. AUTHENTICATION SCHEME

In this section, we provide details of vehicle registration
in the network, and mutual authentication of vehicles and
roadside unit. The assumptions used in this section are given
in subsection III-A.

A. PRE-DEPLOYMENT PHASE

In the beginning, the TA selects a set of points Sp of order
k, and § is a generator of Sp. The TA generates W € Z¥ and
calculates ® = W x §, where W and @ are the private and
public keys of the system. Then TA chooses four secure hash
functions hy: {0, 1}* — Z¥, where s = {1,2,3,4}. The TA
stores W into its memory and publishes the system parameters
Sp, 8, @, hy, hy, h3, hy, which are available to all vehicles
and RSUs.

B. VEHICLE REGISTRATION PHASE

When a new vehicle S; wants to join the network, it has to
register with the TA. After registration, the TPD of S; must
be initialized. Vehicles registration is two steps process given
below,

1) The vehicle S; first chooses a unique identity ID; and
password PW; of its choice, and a 128-bit random
key u;. The on-board-unit (OBU;) of S; calculates the
masked password MPW; = h(PW; Il i;) and sends the
registration request (ID;, (MPW; & & )) to the TA
through secure channel.

2) Upon reception of (ID;, (MPW; @& & )), the TA checks
if the vehicles is already registered? If not, the TA
generates RID7, = {RIDg,, RID7,,..., RID7,_,} and

PK7, = {PK7r,, PK7,,..., PK7, ,}, the sets of pseudo
random identities and their corresponding private keys,
respectively. The number of elements in each set are m,
and are generated using Eq. (22).

PK7, = (ri+ha(RID}||r; - 8||L;) x W mod «) & MPW;
(22)

where r; is a random number and § is the generator
of Sp. Once PKr7, is generated, then TA updates the
vehicle (S;) identity information table with {ID;, RID;,
ri - 8 IIL;}, and writes {RID;, r; - §, PK7,, L;} into the
TPD of S;.

C. MUTUAL AUTHENTICATION

When a vehicle S; enters into the communication range of
RSU; and send a join requests. If S; is already registered
and not authenticated yet, then mutual authentication is per-
formed using the following steps,
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1) The S; extracts (IDRSUJ., TRP;, TKP;j, SRj) from the
certificate of j» RSU, Crsu;.

2) Upon reception of a valid CRsuj, the S; generates
RIDs; = {RIDg,, RIDg,,..., RIDg, ,} and PKg, =
{PKs,, PKg,...., PKg,_,}, a random number £ € Z},
and calculates x =& - §, CT; = (RIDg, Il r; -8 I L;) &
hl(E- TKPj I Tl), Vl = h3(X I RIDSI. Il ri- Sl Tl) X‘Sg“
+ PK§, mod «, where Ty is current timestamp. Finally,
S; sends {x, CTy, Vq, Ty} to RSU;.

3) Upon reception of { x, CTy, Vi, Ty}, the RSU; checks
validity of the received message using the timestamp
Tj. If valid, then the RSU decrypts the cipher text using
the secret key s, by computing (RIDg; Il ;-8 IL;) = CT;
@ hy(sy- x I T1). Then RSU; checks lifetime validity,
L;, and checks if Eq. (22) hold.

Vi -8 = ha(x||RIDs,||ri - §||T1) -
+ri -8 + hao(RIDg,||r; - 8|ILs) - @ (23)

If Eq. (23) holds, it means that S; is a legitimate vehicle.
Then RSU; computes CT» = (s, I L) @ hy(s¢ - x 11 T2),
V2 =h4(RIDg; I s, I L; 1l T2) and sends {CT2, V2, T2}
to S; through a public channel.

4) Upon receipt of the messages from RSUj, S; checks the
validity of the timestamp T,. If valid, then S; computes
sy I L; = CT2@® hy(§- TKP; Il T2), V5 = hs(RIDg;, |l
sy I'L; I ' T2) and compares V’2 with the received value
V. If they are not equal, S; terminates this session.
Otherwise, S; believes the legitimacy of RSU;. Finally,
S; stores {,, L;} into its secret memory.

VI. CHANNEL ASSIGNMENT

In this section, we elaborate the assignment of PU channels to
the vehicles by an RSU. The detection of free channels in the
licensed spectral band can be calculated based on Eq. (21) by
the RSU. The RSU gets a list of available channels, stores it
in the channel database, and allocates channels to the vehicles
on the road using Algorithm 1. The vehicles will not create
harmful interference to the PUs if channels assignment is per-
formed appropriately. Note that, the detected channels in the
licensed band will be assigned when the DSRC channels are
not available or congested. Hence, it is important to determine
weather to use DSRC channels or the channels free from
PU. The channels are categorized based on the weight (1)
reported by vehicles. The p is decided according to channel
conditions (p and n), where p and n show a channel on
which various vehicles perform successful and unsuccessful
transmission, respectively. The RSU then updates the list of
o channels based on communication results.

Let B(L,I)s c is a list of free channels obtained using
Eq. (21) , and 9, is the channel a single user get from
B(L, s c list. The 9, can be shown as in the following
equation.

Cc—1
Oy = Z as,c-bs,c 24
c=0

160895
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Algorithm 1 Licensed Channel Allocation to Vehicles

1: procedure

2: RSU senses spectrum using energy detection and
each node prdicts a list of free channels C based
on Eq. (21)

3: if ds(S, C) < dyy, do; > where ds(S, C) is
the interference range of user S for channel C, d,;, is the
minimum interference range (ds), and /s c) shows that
channel C is available for user S.

l(S’C) = 0
else
lS,C =1

if ds(S, C) < dyyqy do
b(S, C) = ds(S, C)%; > where
b(S, C) is channel m bandwidth for user n, and d,;,qy is
the maximum interference range ds.
9: else if (Dist(S, T) < ds(S, C) + ds(T, C) do

® NN R

10: Istc=1
11: else
12: Istc=0; > where Is 7 ,c shows that channel

C is occupied by both user S & 7', I is the interference
on channel C between these users, and Dist(S, T) is the
distance between users.

13: if (a¢s,c) +ar,c) < 1do

14: aes,cy = 1; > where as, ) is the assignment of
channel m to user n.

15: end if

16: end else if

17: end if

18: end if

19: end procedure

If the total utilization of the network is represented by U(T),
then we can define channel allocation by the following opti-
mization function:

A* = argmax U(T) (25)
AeB(L.D)s,c

VII. RESULTS AND DISCUSSION

To evaluate our proposed system, we performed simulation
based investigation. In this section, we aimed to study the
impact of using licensed bands when the number of vehicles
is large. In this paper, a traffic scenario with node mobil-
ity on a highway was designed using Simulation of Urban
Mobility (SUMO) and MObility generator for VEhicular
networks (MOVE) [29]. The generated mobility files were
converted and sent to the network simulator (NS-2) to config-
ure the network by assigning UDP, AODV, and IEEE 802.11p
MAC protocol based on CSMA/CA algorithm. The simula-
tions conditions are shown in Table 1. Further, the results
show that the PU channels have a significant impact on the
performance CloV. This section discussed the performance
results in terms of packet delivery ratio, throughput, and
end-to-end delay.

160896

W PDR EPLR

600

FIGURE 5. PDR and PLR ratio against transmission ranges in the loV
and CloV.

PDR and PLR Ratio [%]

3

0.72
064
056
048
0.4
032
8

0 I I I I

200 300 400 500

Transmission Ranges

A. PACKET DELIVERY RATIO

The packet delivery ratio (PDR) can be defined as the packets
correctly received at the final destination. The PDR is calcu-
lated using Eq. (26).

Prec

26
Pspa ( )

pdr =

where, P, is the number of packets successfully received at
the destination, and Py, is the number of packets transmitted
from a source.

The PDR and packet loss ratio (PLR) against various trans-
mission ranges for IoV and CIoV are illustrated in Fig. 5.
Note that, the exact values of PDR and PLR for CloV and IoV
are due to the similar effect of transmission ranges on these.
The increase in PDR and decrease PLR upto transmission
range of 500 meters is due to single-hop communication.
It is achieved by high power signal that can cover wider
area where maximum packets are received successfully. In
comparison to the transmission range of 500 meters, that is,
at 600 meters or above the PDR decreased and PLR increased
due to the higher contention at the MAC layer causing higher
interference rate. The MAC layer contention restricts many
vehicles from communication due to carrier sense multiple
access that reduces the use of bandwidth. In contrast, when
the transmission range is 200 meter the value of PDR is
about 70% and PLR is 30% due to increased number of hops
between the source and destination. It is because decreas-
ing the transmission range causes increase number of hops,
that may lead to frequent dis-connectivity. It is important to
mention here that Fig. 5 and Fig. 7 show the results of IoV
only. It is because the transmission range has same affect on
IoV and CloV.

Similarly, in the environment of IoV and CloV the PDR
and PLR against different number of vehicles are presented
in Fig. 6. When the number of vehicles are upto 20, the PDR
and PLR of IoV and CIoV is the same due to same number of
available channel. In contrast, when the number of vehicles
are more than 20, the higher values of PDR and the lower
values of PLR for ClIoV is due to the free channels detected in
the licensed band. As a result, maximum packets can be trans-
mitted in the network. Moreover, in both cases the PDR ratio
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decreased when the number of vehicles increases. The reason
for IoV environment is due to limited channels, whereas high
contention between vehicles and higher computational cost
of channel detection and allocation in the CIoV environment.
However, the decrease is minimum in CIoV environment
compare to the IoV environment because in CloV we can use
extra channels detected free in the licensed band.

B. END TO END DELAY

In this section, we define the end-to-end delay for IoV and
CloV environment. In Fig. 7, the end-to-end delay against
different transmission ranges in the IoV environment is
depicted. In the IoV environment, when the transmission
range is lower, the number of hops may increase which
causes higher delay. In contrast, when the transmission range
is higher, i.e., 600 meters the delay is lower. It is because,
a vehicle can cover a wider area resulting the decreased
number of hops with a high vehicular density resulting
in higher connectivity between senders and receivers. On
the other hand, when the transmission range is 100 meter
the delay is higher due to increase number hops between
senders and receivers. Similarly, in Fig. 8, the end-to-end
delay against different number of vehicles are shown. The
increasing number of communicating vehicles causes higher
end-to-end delay in the IoV environment. When the number
of vehicles are less the end-to-end delay is minimum due
to minimum utilization of DSRC channels. However, the
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FIGURE 9. End-to-End delay against different number of vehicles.

end-to-end delay is continuously increasing when the number
of vehicles increase as shown in Fig. 8. For example, for
50 vehicles the end-to-end delay is about 5.5 seconds. It is
because, the six DSRC channels are insufficient for such a
high number of vehicles. Furthermore, the end-to-end delay
for different number of vehicles in IoV and CloV is elabo-
rated in Fig. 9. In this figure, the end-to-end delay of CIoV is
less than the IoV because in the first case more channels are
available for communication. When the number of vehicles
are upto 20, the end-to-end delay of IoV and CloV is the
same because the DSRC channels are sufficient for these
vehicles. In contrast, when the number of vehicles are more
than 20, the lower end-to-end delay for CloV is due to the free
channels detected in the licensed band. As a result, maximum
packets take less time to be successfully transmitted in the
network. Moreover, with the increase number of vehicles
the end-to-end delay increases in the IoV environment.
On the other hand, the increase number of vehicles has
reduced effect on end-to-end delay in the CloV environment.
It is because in CloV environment we use extra channels
detected free in the licensed band.

C. THROUGHPUT

In this section, we elaborated the network throughput, which
is the number of total bits successfully transmitted in a partic-
ular period. The network throughput against various number
of vehicles in IoV and CloV environment is demonstrated
in Fig. 10. In this figure, throughput of CIoV is higher than
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the IoV, especially when the number of vehicles are large.
The reason for higher throughput in CIoV is due to the usage
of free channels detected in the licensed band. When the
number of vehicles are less the throughput in both environ-
ment is the same. However, when the number of vehicles are
more than 20, then the throughput of the IoV is dramatically
decreases. In contrast, the throughout of the CloV increases
with the increase in the number of vehicles. It is because in
CloV environment we get extra channels detected free in the
licensed band.

VIIl. CONCLUSION

In this paper, we have proposed a cognitive radio-based Inter-
net of Vehicles (CIoV). In our proposed scheme, the RSU
senses the channels using an energy detection method,
whereas, the vehicles predict free channels in the licensed
spectral band using a hidden Markov model (HMM). The
detected channels are reported to the RSU and are stored
in its database. In addition, we have used a lightweight
authentication scheme, where the vehicles and RSU mutually
authenticate each other. The authentication scheme prevents
the impersonation, replay, DoS, and different kinds of attacks.
The simulation results prove the efficiency of the proposed
scheme in terms of PDR, PLR, end-to-end delay, and through-
put. The PDR of CIoV is higher than the IoV due to the use
of extra channels in the licensed band. The CloV also has
a smaller delay and higher throughput, especially when the
number of vehicles increases. It is because of getting extra
channels in the licensed band using HMM. The experimen-
tal results show that the mutual authentication and the PU
modelling via HMM have promising results in predicting the
free channels. In future, we plan to use two-state and four-
state HMM to predict the misdetection and false alarm of the
system.
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