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ABSTRACT Sensor nodes in wireless sensor networks (WSNs) are usually battery-operated and resource-
constrained. The sensor nodes are often deployed in remote areas where the batteries cannot easily be
recharged or replaced. Consequently, power becomes a limited resource in WSNs. Thus, energy consump-
tion of the sensor nodes is among parameters of paramount importance. Subsequently, source location
privacy (SLP) routing schemes must be energy-efficient and overall cost-effective. Angle-based routing
schemes can cost-effectively protect the SLP. The goal of this study is to propose a new path node offset angle
routing algorithm to improve the packet transmission cost of two existing SLP routing schemes. The proposed
algorithm considers path node offset angles, arbitrary factors, and contrived regions to compute relatively
short but greatly randomized routing paths. The routes offer a reduced number of packet forwarding events in
the near-sink region and eventually diminish the packet transmission cost. Performance analysis results verify
that the proposed path node offset angle routing algorithm effectively improves the packet transmission cost
of the schemes and guarantees strong SLP protection throughout the WSN domain. Furthermore, the routing
algorithm is capable of alleviating the energy-hole problem.

INDEX TERMS Source location privacy, wireless sensor network, offset angle, safety period, energy

consumption, packet transmission cost.

I. INTRODUCTION

The process of minimizing the traceability and observability
of a source node by an adversary in wireless sensor net-
works (WSN5) is denoted as source location privacy (SLP)
protection. The design of the SLP routing schemes must
consider one critical parameter, the energy consumption of
sensor nodes. The sensor nodes usually run on battery power
and are often deployed in remote and inaccessible areas
where it is difficult to recharge or replace the batteries.
For example, the Berkeley mote, which is powered by two
AA batteries [1], can be used for monitoring applications
in remote areas such as in ocean environments or in game
reserves like the Serengeti national park. In such applications,
the sensor nodes must be energy-efficient to allow for a long
operational period of the nodes and long network lifetime.
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Many effective SLP routing schemes have a drawback of high
energy consumption. For example, the schemes in [2]-[4]
achieve strong SLP protection. However, the schemes incur
very high packet transmission cost [5], [6]. In particular, the
tree-based diversional routing scheme in [2] can have a total
energy consumption of almost 20 times that of the traditional
phantom routing scheme.

The recently proposed SLP routing schemes in [3] and [4]
have high energy consumption especially for source nodes
located near the sink node. The schemes use diversion and
proxy nodes, respectively, to route packets originating from
the near-sink regions. Due to the location of the diversion
and proxy nodes, the routes become longer and introduce
higher energy consumption. In many network configurations,
the near-sink region has a greater load of packets to forward to
the sink node which results into exhaustive energy consump-
tion of the sensor nodes [2], [7]-[9]. In this study, we assume
that exhaustive energy consumption in near-sink regions is
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FIGURE 1. Energy consumption performance of the strategic
location-based random routing [3] and proxy node routing [4].

alimitation for the schemes in [3] and [4]. Fig. 1 shows results
of our recent analysis that shows the approximate energy
consumption performance of the schemes in [3] and [4],
when transmitting the same number of packets to the sink
node. The Fig.1 shows that the schemes have significantly
higher energy consumption in the near-sink region as com-
pared to the regions away from the sink node. The high
energy consumption in [3] is also pointed out in other recent
studies including [10], [11]. The limitation of exhaustive
energy consumption in the near-sink region may cause the
sensor nodes around the sink node to deplete their power
faster and become dead nodes. The limitation may further
affect the network performance by triggering the energy-hole
problem and shortening the network lifetime [1], [2], [7]-[9],
[12], [13]. To address the performance issues of the schemes
in [3] and [4], we design a new routing algorithm to provide
strong SLP protection and minimize the energy consumption
in the near-sink region. The routing algorithm also improves
other packet transmission cost parameters such as packet
delivery latency and delivery ratio.

A new path node offset angle routing algorithm is pro-
posed. In the proposed algorithm, all ordinary sensor nodes
compute and record their path node offset angles with respect
to the sink node. When a source node in the near-sink region
wishes to send packets to the sink node, the source node first
determines its contrived region, randomly generates three
candidate path nodes in three different forwarding regions,
and computes a random value of an arbitrary factor. Based
on the values of the computed arbitrary factor and the path
node offset angles, a packet route is created through a ran-
domly selected path node in one of the three forwarding
regions. By using the proposed algorithm, successive packets
are randomly routed in the network and the routing paths
achieve high path diversity. The routing paths of the pro-
posed algorithm are relatively shorter than the routing paths
in [3] and [4]. However, the utilization of the path node
offset angle and arbitrary factor parameters guarantee that the
routes are highly randomized and provide similar levels of
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TABLE 1. Limitations of the existing schemes and strategies for
improvement in proposed algorithm.

Strategy for improvement in

Limitations proposed routing algorithm

Both [3] and [4] use elongated
routes which first divert to a
diversionary [3] or proxy [4] node
located outside the near-sink
region.

Path nodes are located within the
near-sink  region to  create
relatively short routing paths.

Elongated routes increase the
packet transmission cost including
the energy consumption and
packet delivery latency.

Relatively short routing paths
effectively regulate the packet
transmission cost.

Each source node has only two | Each source node has three
candidate diversionary or proxy | candidate path nodes to guarantee
nodes for the random route | highly dynamic route creation
creation process. process with high path diversity.

Path node selection process is
based on the computation of path
node offset angles and arbitrary
factors, and the location of
contrived regions for vastly
random routing paths.

Diversionary or proxy node
selection process is based on the
computation of a random bias
number and a  pre-defined
threshold value.

Contrived regions are designed to
guarantee selected path nodes are
located far from the source node,
to make the adversary tracing back
process more complex and
preserve strong SLP protection.

A selected diversionary or proxy
node has a small probability of
near source node location.

SLP protection for the source nodes in the near-sink region.
Furthermore, the proposed algorithm offers cost-effective
routing paths. Table 1 summarizes the limitations of the
schemes in [3], [4] and the strategies for improvement in the
proposed routing algorithm.

This study specifically addresses the limitations of the
schemes in [3] and [4]. Thus, the objectives of the study are
to: (1) modify the routing schemes in [3] and [4] by exploit-
ing the proposed path node offset angle routing algorithm,
(2) design the modified schemes to minimize the energy con-
sumption for source nodes in the near-sink region and avert
the energy-hole problem, and (3) evaluate the performance
of the modified schemes to demonstrate their superiority over
the existing schemes.

The remainder of this paper is organized as follows.
In Section II, various related studies for protecting the source
location privacy and cost-effective packet routing techniques
are presented. In Section III, the assumptions, system design
models and problem statement are introduced. In Section IV,
the proposed path node offset angle routing algorithm is
elaborated. Section V presents the experimental evaluation
of the schemes as well as the analysis results. In Section VI,
the paper is concluded.

Il. RELATED WORK

There exist numerous SLP routing schemes, many of which
are described in [14]-[16]. The schemes can be grouped
into five categories: fake source routing, phantom node
routing, angle routing, tree-based routing, and intermediate
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node routing [15]. The use of angle-based routing for cost-
effective packet routing was demonstrated in [17], [18].
In [17], the scheme uses the transmitting offset angles and
constrained probability to prevent an adversary from tracing
back to locate the source node. Each sending node determines
a specific selection domain for the next-hop node according
to the dangerous distance and the wireless communication
range. Then, it analyzes the angles of the candidate nodes
based on the direction of the nodes to the sink node. Lastly, the
sending node calculates the selected weights of the candidate
nodes according to their angles, and the selected weights
are used to decide which node becomes the next-hop node.
By randomly selecting the next-hop node under constrained
angles, the scheme can ensure that relay nodes are relatively
close to the sink node. When relay nodes are close to the sink
node, the routing paths become relatively short to minimize
the energy consumption of the scheme. In [18], the angle-
based dynamic routing scheme uses location information of
the nodes and calculates inclination angles formed between
the nodes. The angles include the inclination angle between a
sending node and a receiving node, and the inclination angle
between a sending node and the sink node. Based on the
angles, the scheme generates a set of candidate neighboring
nodes. The candidate set changes at every packet forwarding
event to form dynamic paths toward the sink node. The
analysis results in [17], [18] revealed that the angle-based
routing schemes were capable of protecting the privacy of
source nodes with controlled packet transmission cost.

Other angle-based routing schemes were proposed
in [19]-[21]. In [19], the phantom routing with the loca-
tion angle scheme modified the phantom single-path routing
scheme by introducing inclination angles of sensor nodes in
the random-walk section of the phantom single-path routing.
The scheme assigned different probabilities to the next-
hop nodes in the random-walk area to optimize the routing
paths for source location privacy protection. In [20], the
two-phantom angle-based routing scheme considered a triplet
for selecting the phantom nodes. A triplet was considered to
be a group of three nodes formed on the basis of three param-
eters: distance from the sink node, location information, and
the inclination angle between them. Phantom selection was
performed for every packet forwarding instance to create
dynamic routing paths for the packets. In [21], the angle-
based intermediate node scheme allowed the source node to
determine two types of angles: a maximum angle between the
last intermediate node and the source node according to the
sink node, and an actual angle between the last intermediate
node and itself according to the sink node. Then, the source
determined the number of intermediate nodes and generated
the distances between the source node and the intermediate
nodes. Based on the angles and distances, intermediate nodes
were selected for packet routing.

Other effective techniques for regulating the packet trans-
mission cost in WSNs and alleviating the energy-hole prob-
lem were discussed in [1], [7]-[9], [12], [13]. The techniques
include the following strategies: (1) Provide effective routing
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protocols through power-aware routing, by providing mul-
tiple routing paths to balance the energy consumption, and
selecting the optimal path from the available paths based on
the cost of each path. (2) Allow sensor nodes to use different
transmission power levels for energy-efficient data transmis-
sion. For example, the transmission power of a Berkeley mote
can be made adjustable to regulate its transmission power
according to the distance between the transmitter and the
receiver node. The Berkeley motes have 100 transmission
power levels [9]. Using lower transmission power in the near-
sink region and higher transmission power in the regions
farther away from the sink can effectively balance the energy
consumption in the network. (3) Use mobile relays to share
the load of sensor nodes around the sink node, the mobile
relays only need to be within two hops from the sink.
(5) Deploy sensor nodes with greater initial energy, or more
sensor nodes in the regions which consume large amounts of
energy. (5) Employ a mobile sink node to balance the energy
consumption. With a mobile sink, nodes near the sink would
change over time and share the load. Static sensor nodes only
send their data when the sink is within their communication
range. (6) Exploit the non-uniform clustering algorithms.
Cluster-based networks can achieve higher energy efficiency
than flat networks. Using an unequal cluster-radius can be
effective at balancing the energy consumption. (7) Construct
load-balancing networks.

Ill. MODELS AND PROBLEM STATEMENT

In this Section, the relevant features of the proposed network,
adversary, and energy consumption models are introduced
and assumptions are highlighted. The problem statement is
also stated.

A. NETWORK MODEL
This study assumes a target field of a WSN comprising sensor
nodes randomly deployed over a vast field to continuously
monitor the ground. The target field is a two-dimensional
flat area with the distance metric given in Euclidean distance.
Three types of sensor nodes and sensor node functionalities
exist in the network: sink node, source nodes, and ordinary
(relay) nodes. The sink node is responsible for collecting
data from other nodes and acts as a link between the WSN
and the external world. The sink node is more capable than
the other nodes. It has higher memory capacity and greater
computational power. The source node is responsible for
sensing the asset and forwarding the sensed data to sink
node through multi-hop communication. Ordinary nodes are
used to relay packets from the source node to the sink node.
Communication from a node is typically modeled with a
circular communication range centered at the node. All nodes
are homogeneous and have the same communication range.
Nodes in direct communication range with each other through
single-hop communication are considered neighboring nodes
and are able to exchange data.

The network is event-triggered, when a source node senses
an asset, it starts sending packets periodically to the sink node.
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When a node detects an asset in its monitoring area, it remains
active until the asset moves out of its monitoring area. When
the asset moves to a new location, it activates another sen-
sor node to become a new source node. When no asset is
detected, the nodes may follow a sleeping schedule. Trans-
mitted packets are encrypted and contain source node ID that
only the sink node can infer as an asset location. During the
network deployment phase, the network initialization process
similar to [3], [4], is performed for localization of the sensor
nodes. It is assumed that the sink node acquires its location
information by using Global Positioning System (GPS). Once
the sink node is aware of its location, it can lead the network
initialization process by broadcasting a beacon packet to other
sensor nodes. Other sensor nodes use the beacon packet to
approximate their location and rebroadcast the packet to the
neighboring nodes. At the end of the network initialization
process, each node in the network is aware of its location,
location of its neighboring nodes and IDs, and the location of
the sink node. The network employs the k-nearest neighbor
tracking approach to track the assets.

B. ADVERSARY MODEL

A cautious adversary similar to [3], [4] is assumed. The adver-
sary is well-equipped with powerful transceivers to enable
detection of packet signals and traffic patterns. The adversary
is mobile, initially residing in the vicinity of the sink node
listening for arriving packets. When a packet is received at
the sink node, the adversary will overhear and start back
tracing the packet route by moving hop-by-hop towards the
source node, until it reaches the source node. It captures
and uses information such as message type, sequence num-
ber, and sender node ID. When the source node is found,
the adversary can successfully locate the monitored asset.
It can perform passive attacks and does not interfere with
the proper functioning of the network. It does not perform
attacks such as meddling with the data packets or destroying
the sensor equipment, because these actions can be observed
easily. The cautious adversary has computational power to
limit its waiting time at any immediate sender node. It uses
a waiting timer. If the timer expires, the adversary will roll
back to its previous immediate sender node and restart the
packet detection process at that node. Moreover, the cautious
adversary has the ability to escape from getting trapped in a
loop. It collects and stores the information of all the visited
immediate sender nodes to avoid revisiting nodes which have
already been visited. Fig. 2 shows an example hop-by-hop
back tracing attack of the cautious adversary. Packets may be
sent from a source node to the sink node using a random route
which passes through the path node. When the adversary
is at the sink node, sensor node N3 is within the adversary
packet detection range. When a packet arrives at the sink node
from N3, the adversary will move to node N3 without delay.
Similarly, if the adversary is at N5 and a packet arrives from
N11, the adversary will move to Ni; without delay. At Ny,
the adversary will wait for the next packet according to the
waiting timer. If the timer expires, the adversary will roll back
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FIGURE 2. Example hop-by-hop back tracing attack of the cautious
adversary.
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FIGURE 3. Energy consumption parameters for transmitting and receiving
I-bit packet between two nodes of a WSN.

to Ns. The adversary will repeat the same process until it
reaches the source node to successfully locate the asset.

C. ENERGY CONSUMPTION MODEL

Energy consumption of the sensor nodes in WSNs is pri-
marily due to three processes: sensing, computation, and
communication [22]. Communication by the nodes consumes
the most energy as compared to the other processes. Thus,
this study considers only the energy consumption due to
the communication process. The energy consumption model
assumes that nodes expend energy while transmitting and
receiving packets. The transmit and receive energy consump-
tion models are characterized by the distance, d, and size
of the packets, /, as shown in Fig. 3 and in the energy
consumption model equations (1) and (2), as adopted from
[3] and [4]. The model is also assumed in [2], [5], [7],
[12], [22]. Transmitting a packet to a greater distance d or a
larger packet containing a large number of bits causes higher
energy consumption. According to the model, energy con-
sumption for packet transmission is an exponential function
of d. In the equations (1) and (2), Eyq4ps is the transmission
energy, and E,,. is reception energy. The energy model con-
siders a free-space model (d? power loss) for d less than the
threshold do, and multi-path attenuation model (d* power
loss) for d greater or equal to dy. The threshold distance,
dp, is designed to follow equation (3). Ej,s represents the
transmitting circuit loss, which depends on factors such as
modulation and digital coding techniques. Eg and Egy), are
the energy required by power amplification in the two power
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TABLE 2. Energy consumption model parameters.

Parameter Description Value
Initial energy (J) Initial energy of a sensor node 0.5
d, (m) Threshold distance for the channel models 87
Epss (nJ/bit) Transmitting circuit energy loss 50
Ep (pI/bit/m*) The energy required by power amplification in the free-space model 0.0013
Ey (pJ/bit/m?) The energy required by power amplification in the multi-path attenuation model 10
[ (bit) Size of the transmitted packet 1024
loss models. Table 2 shows the energy model parameters. computed as
IE, IEfd? d<d ;
D + 9 i < —_—
Egans(l, d) = foss » 4 f . 0 (1) E= Z (Etmnsi +Erec) )
lEjoss + Eqmpd”,  otherwise =1
Erec(l) = [Epss @ To minimize the energy consumption, the following
Ef expression is assumed
dy = E 3)
amp min(E) = min(h)

D. PROBLEM STATEMENT
The primary focus of this study is to design a new path node
offset angle SLP routing algorithm with the main objective
of minimizing the packet transmission cost for the schemes
in [3] and [4]. To achieve the objective, two tasks are per-
formed: design the new routing algorithm to maximize the
SLP protection, and minimize the energy consumption.

To characterize the performance of the proposed and exist-
ing schemes, the following performance metrics are used:

1) Safety period (SP): the same as in [2], [3], [5], safety
period can be defined in three ways: (1) the time
required for an adversary to back trace and capture the
asset, (2) the number of packets successfully delivered
to the sink node before the adversary reaches the source
node, or, (3) the maximum time an asset will be at a
given location before it moves to a new location. This
study assumes the first definition. Longer safety period
provides stronger SLP protection.

To maximize the safety period,
expression is assumed

the following

max (SP) = max (SLPpsorection)

2) Energy consumption (E): The energy consumption
model assumes the sensor nodes consume most of
their energy while transmitting and receiving packets,
as shown in equations (1) and (2). The proposed routing
algorithm employs relatively short but highly random-
ized routing paths, with fewer packet transmission and
reception events (hops). If each hop involves consump-
tion of Ejqns and Eye, the total energy consumption,
E, for delivering a packet at the sink node can be
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where £ is the number of hops.

IV. PROPOSED PATH NODE OFFSET ANGLE

ROUTING ALGORITHM

The proposed routing algorithm aims to provide a high
degree of source location privacy protection while improving
the packet transmission cost of strategic location-based ran-
dom routing [3] and proxy node routing [4] schemes. Here-
after, we refer to the strategic location-based random routing
scheme as ““Strat-R”and the proxy node routing scheme as
“Proxy-R.” The proposed path node offset angle routing
algorithm is adopted into both schemes, Strat-R and Proxy-R,
to produce modified schemes, namely “Angle-Strat” and
“Angle-Proxy”, respectively. The key difference between the
proposed Angle-Strat and Angle-Proxy schemes is the struc-
ture of the WSN domains. Angle-Strat locates the sink node
at the center of the network with a circular near-sink region
while Angle-Proxy locates the sink node toward the network
edge with a square near-sink region.

A. OVERVIEW OF THE PROPOSED PATH NODE

OFFSET ANGLE ROUTING ALGORITHM

The algorithm divides the sensor domain into two regions: the
near-sink region and the region away from sink. The near-
sink region is further divided into four quadrants as shown
in Fig. 4. The sink node is located at the center of the near-
sink region. An X-Y coordinate is generated at the sink node
location as shown in the Fig. 4. Using this configuration, five
parameters are introduced. The parameters are identified as:

o Path node: the relay node in the network domain ran-
domly generated and then selected by the source node
during route creation process. A routing path of any
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FIGURE 4. Configuration of the near-sink region in the proposed path
node offset angle routing algorithm.

packet from a source node must pass through a randomly
selected path node.

o Contrived region: the quadrant where the source node
is located. It is the restricted region around the source
node where the path node cannot be located. Locating
the path node outside the contrived region ensures an
increased complexity for the adversary during the back
tracing attack, to maximize the SLP protection. It also
ensures stronger SLP protection than that of the tradi-
tional schemes such as the shortest path routing [23],
phantom single-path routing [24], and the randomly
selected intermediate node routing [25] schemes. For
every source node, one out of the four quadrants is a
contrived region.

o Forwarding regions (FR): the three regions (quadrants)
in the near-sink region where path nodes are located.
A source node identifies the quadrant of its location as
its contrived region. The other three quadrants become
forwarding regions.

o Path node offset angle (9) : the angle formed between
the X-axis and the imaginary line connecting the path
node and the sink node.

o Arbitrary factor (Ar): the route creation factor. A is
computed by a source node during the path node selec-
tion process. Ar is designed to ensure exposure of the
path node location information to the adversary is min-
imized by randomizing the path node location for each
successive packet.

Before any packet transmission is done in the network, it is
assumed that the network initialization process is performed
by a network planner to determine the network architecture
according to Fig. 7, 8, 9 and 10. The network initialization
process is explained in detail in [26]. The process involves
the localization process for each sensor node. At the end of
the initialization process, all nodes are localized and become
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aware of their locations as well as the location of their neigh-
boring nodes and the sink node. Furthermore, the process
enables the sensor nodes to realize the location of their con-
trived region and forwarding regions. After the network ini-
tialization process is complete, the offset angle computation
process is performed.

The offset angle computation process is executed using
the coordinate information of the sink node and other sen-
sor nodes, and the distance between the sensor nodes. The
process begins by generating two imaginary lines: one con-
nection line from the computing node (sensor node which is
currently computing its offset angle) to the sink node, and one
connection line from the computing node to the X-axis (per-
pendicular to X-axis). For example in Fig. 5, assuming Node
36 at (x,,36, Yn36) is the computing node, and the perpendicular
line connects to the X-axis at point J at (x;, y;), the distances
dns, dsy and dyy can be determined using the Euclidean
distance equation. Distance dy; can be computed as

dyg = \/ (xn36 — xj)2 + (yn36 — yj)2 %)

Once the distances are known, the offset angle for the
computing node is determined. From Fig. 5, the offset angle
for Node 36 (6,36) is computed as

sin (On36) = du (6)
dns

The offset angles are computed according to quadrants. For
example, in Fig. 4, sensor nodes N1, N4, N> and Ns, and N3
compute their offset angles in ranges Gungel, Orange2, Orange3
and Oy4uge4, Tespectively. The offset angle for each sensor
node is a fixed value and it is appended to the sensor node
parameters together with other features such as the node ID.

Upon asset detection, a source node randomly generates
a set of three candidate path nodes, one path node in each
forwarding region. It records the values of the offset angle
for each candidate path node. Then it computes an arbitrary
factor, Ar, according to equation (7). K is a pre-defined
constant number 0.9. Rr is a generated random factor with
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TABLE 3. Determination of Ag value.

R_ | 0.1 0.2 0.3 0.4 05 | 0.6 0.7 0.8 | 09

F

A 0.81 | 0.75 | 0.69 | 0.64 | 0.6 | 0.56 | 0.52 | 0.5 | 0.47

F

values distributed from 0.1 to 0.9. Nine different values of Ap
are possible as shown in Table 3. The source node computes a
random value of A to use in the path node selection process.
K
"~ 1+Rp
Using the value of A, one path node is selected from the
set of candidate path nodes according to the path node selec-
tion process summarized in Table 4. The path node selection
algorithm is shown in algorithm 1. Randomly selecting one
path node from the three different forwarding regions pro-
vides packet routes which appear as if they originate from
a broader range of source node locations, making the routes
less predictable to the adversary. For example, in Fig. 4,
assuming Ngy is the source node, then FR3 becomes the
contrived region and Ny, N3, and N4 may be candidate path
nodes. N1 may be selected as the random path node for route
creation.

(N

Af

o
o o o o

o
° o g,k\oRo N
o o No<—0Ov
O O O
o o

IPath
7 e
N W
o o o o
FIGURE 6. Random-walk routing strategy of the proposed routing
schemes.

After the path node selection process, the source node
randomly sends the packets to the selected path node using a
random-walk routing strategy. Upon reception of the packets,
the path node randomly forwards the packet to the destina-
tion sink node using random-walk routing. The random-walk
routing strategy involves a next-hop selection process at every
packet forwarding instance. In the process, the sending node
determines a group of neighboring nodes with a shorter hop
distance to the destination node than the sending node itself.
One neighboring node from the group is randomly selected as
the next-hop node. At the source node, the destination node
is the selected path node. At the path node, the destination
node is the sink node. Fig. 6 shows the random-walk routing
strategy between the source node and path node, and between
the path node and the sink node. For example, in Fig. 6, if a
packet is from the source node to the sink node through the
path node, nodes N; and Ng are the next-hop nodes for the
source node and N7, respectively, while nodes Ng and Ny are
the next-hop nodes for the path node and Ny, respectively.
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Algorithm 1 Path Node Selection Algorithm

1:  Network initialization

2: Offset angle computation

3: Sensor node detects asset, becomes the sourceNode

4: sourceNode determines its contrivedRegion (CR)
5: sourceNode generates a set of candidate pathNodes
6.
7
8

sourceNode computes Ap
if(CR == forwardingRegion 1) do
if (Ar < 0.55) then

9: Select pathNode with 6 within 6,462
10: else if (0.55 < Ar < 0.65) then

11: Select pathNode with 6 within 6,4¢3
12: else if (Ar > 0.65) then

13: Select pathNode with 6 within 0,4nge4
14: end

15: else if(CR == forwardingRegion 2) do
16: if (Ar < 0.55) then

17: Select pathNode with 6 within 6,443
18: else if (0.55 < Ar < 0.65) then
19: Select pathNode with 6 within 6,04
20: else if (Ar > 0.65) then
21: Select pathNode with 6 within 6,461
22: end
23: else if(CR == forwarding Region 3) do
24: if (Ar < 0.55) then
25: Select pathNode with 6 within 6,4,6e4
26: else if (0.55 < Ar < 0.65) then
27: Select pathNode with 6 within 6,4pge1
28: else if (Ar > 0.65) then
29: Select pathNode with 6 within 0,4nge2
30: end
31: else if(CR == forwardingRegion 4) do
32: if (Ar < 0.55) then
33: Select pathNode with 6 within 6,4pge1
34 else if (0.55 < Ar < 0.65) then
35: Select pathNode with 6 within 6,42
36: else if (Ar > 0.65) then
37: Select pathNode with 6 within 6,4,¢3
38: end

_39: end

To guarantee minimized exposure of the path node location
information to the adversary, the proposed algorithm uses the
AF parameter to ensure a new path node is randomly selected
from a different forwarding region, for each successive packet
forwarding event. If successive packets arrive at the sink
node from a wide range of directions, the adversary becomes
highly confused, makes insignificant progress towards the
path nodes and the vulnerability of the path nodes is very
much reduced.

B. OVERVIEW OF THE PROPOSED ANGLE-STRAT
ROUTING SCHEME

The Angle-Strat routing scheme adopts the path node offset
angle routing algorithm to route packets for source nodes
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TABLE 4. Path node selection process based on the path node offset angle, Ag, and contrived region parameters.

ONear—sink region :l Region away from sink node

FIGURE 7. Distribution of the WSN regions for Strat-R scheme.

located in the near-sink region. For the regions away from
the sink, the routing strategy is similar to the Strat-R scheme.
It is assumed that Straz-R is adequately cost-effective for the
source nodes that are distant from the sink region. Fig. 7
shows the distribution of the network regions in the Strat-R
scheme. The scheme divides the sensor domain into two
regions: the near-sink region and region away from the sink.
For Strat-R, nodes in the near-sink region route their pack-
ets through diversion nodes, while nodes in regions away
from the sink route their packets through the mediate nodes.
Diversion nodes are located in ring rp, where the width of
rp= ryp — ry. Mediate nodes are located in ring rys, where
M =THM — THD-

In the Angle-Strat scheme, the near-sink region has a cir-
cular structure and is defined by the radius rsg as shown
in Fig. 8. For a smooth modification of Straz-R into the Angle-
Strat scheme, the radius rsg is assumed to be equal to the
radius rg. i.e., rsg = rgy. All nodes which are located within
distance rsg from the sink node are considered as nodes in the
near-sink region and adopt the path node offset angle routing
algorithm. When a source node detects an asset, it computes
the path node selection process according to Table 4 and
algorithm 1. Fig. 8 also shows the forwarding regions, the
X-Y coordinate generated at the sink node, the path node
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FIGURE 8. Configuration of near-sink region in the proposed Angle-Strat
routing scheme.

offset angle ranges, example candidate path nodes, and the
boundary of the near-sink region in the proposed Angle-Strat
routing scheme. If node Ngy9 is assumed as a source node,
quadrant 1 becomes the contrived region and Ny, N3 and
N1g may be generated as candidate path nodes. Consequently,
Ni11, N13 or N1g may be selected for route creation process.

C. OVERVIEW OF THE PROPOSED ANGLE-PROXY
ROUTING SCHEME

Similar to Angle-Strat, the Angle-Proxy model adopts the
path node offset angle routing algorithm to route packets for
source nodes located in the near-sink region. Fig. 9 shows the
distribution of the network regions in the Proxy-R scheme.
The scheme divides the WSN domain into four quadrants as
shown in the Figure. The sink node is positioned at the center
of Quadrantl. The proxy nodes are strategically located in
proxy regions Proxyra, Proxygs, and Proxygrs in Quadrants
2, 3 and 4, respectively. During packet routing, a source node
randomly selects a proxy region of a quadrant other than its
own. Packets are routed through the selected proxy nodes.
Source nodes in the near-sink region route their packets
through proxy regions Proxygy or Proxyrs.

VOLUME 7, 2019



L. C. Mutalemwa, S. Shin: Regulating the Packet Transmission Cost of SLP Routing Schemes in Event Monitoring Wireless Networks

IEEE Access

S Sink
o
Quadrant 2 | 8
S
Quadrant 1
O Pro.
XV R4
e
d 3 %
Quadrant & | Quadrant 4
L

FIGURE 9. Distribution of the WSN regions for Proxy-R scheme.
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FIGURE 10. Configuration of the near-sink region in the Angle-Proxy
routing scheme.

The Angle-Proxy scheme considers the Quadrant 1 region
shown in Fig. 9 as the near-sink region. The scheme further
divides the region into four quadrants as shown in Fig. 10.
V is the width of the near-sink region. The sink node is located
at the center of the region. All nodes which are located within
width V are considered as nodes in the near-sink region and
adopt the path node offset angle routing algorithm. When a
source node detects an asset, it computes the path node selec-
tion process according to Table 4 and algorithm 1. After the
path node is selected, packets are routed from the source node
to the path node through random-walk routing as illustrated
in Fig. 6. Similarly, the path node forwards the packets to the
sink node through random-walk routing strategy.

V. EXPERIMENTAL EVALUATION
A. SIMULATION ENVIRONMENT
A square grid network layout of size 2000 x 2000 m?
was simulated using the MATLAB simulation environment.
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For good coverage in the network, 2500 sensor nodes were
randomly distributed throughout the network domain. Perfor-
mance analysis of the proposed Angle-Strat and Angle-Proxy
schemes was done. A total of six schemes were included
in the analysis: the Strat-R, Proxy-R, Angle-Strat, Angle-
Proxy, randomly selected intermediate node routing, and the
phantom single-path routing schemes. The phantom single-
path routing and randomly selected intermediate node rout-
ing schemes were included in the analysis as representative
schemes for the traditional SLP routing schemes, for compar-
ative analysis. The network model is explained in Section III.
The following configurations were done. For Strat-R, ry =
400 m,rp = 200 m and ryy = 200 m, following the
distribution shown in Fig. 7. For Proxy-R, L = 2000 m and
C = 2000 m. The length and width of the proxy regions were
as follows: the lengths of Proxyg», Proxygs, and Proxygs were
0.5C, 0.5C, and 0.5L, respectively. The widths of Proxygo,
Proxygs, and Proxygpsa were 0.2L, 0.2L, and 0.2C, respec-
tively. The configuration of the Proxy-R network followed
the distribution of the regions shown in Fig. 9. For Angle-
Strat, rsg = ry = 400 m, according to the distribution in
Fig. 7 and Fig. 8. For Angle-Proxy, V = 1000 m, according
to the distribution in Fig. 10.

TABLE 5. Simulation environment parameters.

Parameter Value
Network area (m”) 2000 x 2000
Number of nodes 2500
ry (m) 400
rp (m) 200
iy (m) 200
rsg (M) 400
V (m) 1000
L (m) 2000
C (m) 2000
Sensor node sensing range (m) 30
Adversary detection range (m) 30
Adversary waiting timer
4
( source packets)
Target monitoring scheme k-nearest neighbor
tracking

A cautious adversary was implemented with a waiting
timer of four source packets. The adversary initiated the hop-
by-hop back tracing attack at the sink node location. The
network simulation parameters are summarized in Table 5.
The simulation was run for 500 iterations and average val-
ues were considered. Evaluation of the schemes was done
using five performance metrics: safety period, attack success
rate, energy consumption, packet delivery latency, and packet
delivery ratio. Safety period and attack success rate metrics
measured the privacy performance of the schemes while
energy consumption, packet delivery latency, and packet
delivery ratio metrics measured the packet transmission
cost.
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FIGURE 11. Privacy performance of the routing schemes.(a) Safety period
at various distances between source and sink node. (b) Attack success
rate for different node density.

B. RESULTS AND DISCUSSIONS

Figure 11 (a) shows the four schemes: Strar-R, Proxy-R,
the proposed Angle-Strat, and Angle-Proxy have somewhat
comparable privacy performance. In the near-sink region,
Strat-R offers slightly longer safety period than the Proxy-
R because the use of strategically positioned diversion nodes
provides a marginal increase in path diversity. Despite the
relatively short packet routes, the proposed schemes are able
to achieve a high degree of privacy protection similar to the
other schemes because they employ path node offset angle
routing strategy. The schemes use contrived regions to ensure
that the path nodes are located away from the source nodes to
obfuscate the adversary when it tries to back-trace the packet
routes. Furthermore, the use of Ar ensures that successive
packets use path nodes selected from a diverse range of
path node offset angles to guarantee the packet routes are
equally obfuscating to the adversary as compared to Strat-R,
and Proxy-R schemes. For example, from Fig. 12, if packets
from source node 1 are routed using the proposed Angle-
Strat or Angle- Proxy schemes, pathnode 2 (PN2) with6 = 6,
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FIGURE 12. Example path node selection in the proposed routing
schemes for the near-sink regions.

may be selected when 6 selection falls under 6,4,g01. PN 3
with & = 63 or PN I with 6 = 6; may be selected when
the 6 selection falls under 0y4ge2 OT Oranges, respectively. For
the next packet, the source node 1 may generate other path
nodes such as PN 4, PN 7, and PN 8, and one PN is randomly
selected for the packet routing. Similarly, for source node 2,
the source node may generate path nodes such as PN 5, PN 6,
and PN 9, and one PN is randomly selected.

The process of generating a set of candidate path nodes at
different path node offset angles improves the path diversity
and randomness of the routing paths. As a result, it becomes a
complex task for the adversary to capture successive packets.
Adversary can make significant progress in the back trac-
ing attack only if it captures a sufficient number of succes-
sive packets. In the proposed schemes, the adversary attack
progress is very much hindered.

The phantom single-path routing and randomly selected
intermediate node routing schemes offer the lowest privacy
level because they use fixed routes between the phantom/
intermediate nodes and the sink node. The fixed routes can
easily be traced by adversaries. Moreover, the schemes have
a higher probability of the phantom or intermediate nodes for
successive packets to be located very near the sink node, when
a source node is located in the near-sink region. Continuously
selecting a phantom or intermediate node which is located
very near the sink node causes weak privacy protection, since
it will take a short time for an adversary to successfully back-
trace the routes to the nodes. Figure 11 (b) shows the attack
success rate of the schemes at a trace time of 800 source
packets for different node density. In this study, trace time
refers to the time spent by the adversary since it initiated
the back tracing attack at the sink node. Attack success rate
measures the rate of source traceability when using a routing
algorithm against the backtracking adversary. It is calculated
by counting the number of successful attempts of an attacker.
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The higher the safety period and privacy level for a scheme,
the lower the attack success rate. The proposed Angle-Strat
and Angle-Proxy schemes are capable of achieving low attack
success rate of the adversary. The attack success rate for
the schemes decreases with the increase in the node density
which suggests that the schemes are practical for networks
which require scalability. The Fig.11 (b) shows similar pri-
vacy performance between the Strat-R, Proxy-R, Angle-Strat,
and Angle-Proxy schemes.

Figure 13 shows the cost performance of the routing
schemes for delivering the same number of packets to the
sink node. The energy consumption per packet delivery was
computed using the energy consumption model explained in
Section III. In the energy consumption analysis, 24 experi-
ment scenarios were assumed, each scenario with a differ-
ent source node location. 12 scenarios were run for source
nodes in the near-sink regions and 12 scenarios in the regions
away from sink node. For the near-sink region scenarios,
three scenarios were run in each quadrant. In each scenario,
1000 packets were transmitted from a source node to the sink
node using the six analyzed schemes. After all the packets
were delivered at the sink node, for each scenario, the aver-
age energy consumption per sensor node was observed at
different node locations. Figure 13 (a) shows the average
total energy consumption per sensor node at various sensor
node locations. The Fig. 13 (a) shows that the sensor nodes
using the proposed Angle-Strat and Angle-Proxy schemes
have lower energy consumption near the sink region. The
schemes achieve lower energy consumption by using routing
paths which are shorter than the routes of Strat-R and Proxy-
R as demonstrated in Fig. 14. While Strat-R and Proxy-R use
longer routes to obfuscate the adversary for source nodes in
the near-sink region, the proposed schemes apply relatively
short routing paths. Shorter routing paths incur fewer packet
forwarding events in the near-sink region. With fewer packet
forwarding events, the sensor nodes consume less transmit
and receive energy. The proposed schemes achieve strong
SLP protection while being more energy-efficient in the near-
sink region. For example, in Fig. 13 (a), at a distance of 200 m
from the sink node where it is assumed to be in the near-
sink region, the total energy consumption of sensor nodes
when using routing schemes Strat-R, Angle-Strat, Proxy-R,
and Angle-Proxy are 25.9 mJ, 19.6 mJ, 22.5 mJ, and 17.1 mJ,
respectively.

The graphs for Strat-R and Angle-Strat converge at 600 m
from the sink node while the graphs for Proxy-R and Angle-
Proxy converge at 700 m from the sink node. This structure
of the graphs illustrates that the modified schemes consume
lower energy in the near-sink regions due to the adoption
of the path node offset angle routing algorithm. Beyond
the near-sink region, the schemes assume the same routing
strategies as their contender schemes. Hence, the same energy
consumption performance is experienced. Despite the near-
sink region boundary being at 400 m for both Strat-R and
Angle-Strat, the region between 400 m and 600 m in the Strat-
R scheme has higher energy consumption, because this region
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FIGURE 13. Packet transmission cost of the routing schemes. (a) Energy
consumption. (b) Packet delivery latency. (c) Packet delivery ratio.

has more packet forwarding events through the diversion
nodes. In the Angle-Strat scheme, the diversion node region
is not defined, instead, nodes in the region are used simply as
relay nodes with fewer packet forwarding events. Similarly,
despite the near-sink region boundary being at 500 m for both
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Proxy-R and Angle-Proxy, the region between 500 m and
700 m in the Proxy-R scheme has more packet forwarding
events through the proxy nodes. This work embraces the
conclusion that the reduced energy consumption in the near-
sink region can have a positive impact on the performance
of the network, including improved network lifetime and an
alleviated energy-hole problem. Comparing the energy con-
sumption of the proposed schemes and that of the traditional
phantom single-path or randomly selected intermediate node
routing, the proposed schemes incur an acceptable increase
in energy cost.
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FIGURE 14. Path length of the routing schemes.

Figure 14 further demonstrates the relatively short and
energy-efficient routing paths of the proposed schemes. The
Fig. 14 shows the length of the routing paths for 30 suc-
cessive packets sent from a source node in the near-sink
region. For example, the path length of the Strat-R, Angle-
Strat, Proxy-R, Angle-Proxy, phantom single-path routing,
and randomly selected intermediate node routing schemes for
delivering packet number 18 to the sink node are, 46 hops,
30 hops, 24 hops, 17 hops, 11 hops, and 15 hops, respectively.
Assuming each hop involves consumption of Ejyy,s at the
transmitting node and E,.. at the receiving node, the total
energy consumption E;,, for delivering one packet at the sink
node can be approximated as Eyor = Erans ¥ Npop +Erec ¥Npop.
Itis evident that the proposed schemes will incur lower energy
cost per packet transmission compared to their contender
schemes. Similarly, the short routing paths will results in
improved packet delivery latency and delivery ratio.

The experimental evaluation of the schemes included the
analysis of packet delivery latency and delivery ratio. In this
study, packet delivery latency is defined as, the time required
to transmit a packet of data from a source node to the sink
node. It is highly dependent on the length of the routing
paths. Longer routing paths incur higher delivery latency.
Delivery ratio is the ratio of the number of packets suc-
cessfully delivered at the sink node to the total number of
packets sent from a source node. The experiment scenar-
ios included source nodes at different source-sink distances.
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100 packets were sent from each source node to the sink node
and average values for delivery latency and delivery ratio
were found. Figure 13 (b) (c) show that the Angle-Strat and
Angle-Proxy have better packet delivery latency and deliv-
ery ratio than their contenders Strar-R and Proxy-R. Strat-R
and Proxy-R achieve high privacy protection by ensuring
longer routing paths hence high delivery latency. The short
routing paths of the proposed Angle-Strat and Angle-Proxy
schemes ensure fewer packet forwarding events to minimize
the delivery latency for the near-sink regions. Beyond the
near-sink region, the graphs for Strat-R and Angle-Strat, and
for Proxy-R and Angle-Proxy, converge. The convergence is
due to similar performance since the path node offset angle
routing algorithm is adopted only in the near-sink regions.
These results can be a clear indication that the Angle-Strat and
Angle-Proxy schemes are capable of controlling the packet
transmission costs in the network, and can be considered
when parameters such as delivery latency and reliable packet
transmission are important. From these findings, this work
can conclude that the proposed Angle-Proxy scheme is a more
cost-effective SLP scheme and practical for WSNs which
locate the sink node towards the network edge while the pro-
posed Angle-Strat is more practical for WSNs which locate
the sink node at the center of the WSN domain. Furthermore,
the schemes can be more appropriate for network scenarios
where network reliability is required and the energy-hole
problem is undesirable.

A possible limitation of the proposed routing schemes
may happen when a source node is located near the
X-axis or Y-axis and it randomly selects a path node which is
located adjacent to the axis. In such scenarios, the location
information about the source node may be exposed to the
adversary. However, this limitation is minimized by using the
Af parameter which guarantees high path diversity. Ar is
designed to ensure a high probability that, path nodes for
successive packets are selected from different forwarding
regions. If successive packets are routed randomly in different
regions of the network, it becomes difficult for the adversary
to capture the packets. Hence, it makes no significant progress
towards the source node. Based on the value of Ar, successive
packets from the same source node are guaranteed to use
completely different routes to sustain strong SLP protection.
When considering the storage cost of the proposed algorithm,
there is a slight increase in the required memory size of the
sensor nodes compared to the Strat-R and Proxy-R schemes.
The proposed algorithm requires an additional one byte mem-
ory for each sensor node to store the offset angle information.
We assume that the additional memory space is acceptable for
event monitoring WSNSs.

VI. CONCLUSION AND FUTURE WORK

It is typical for individuals and organizations to use WSN
technology to secure and monitor assets of great value. When
the WSNs are deployed in remote areas, it becomes difficult
to recharge or replace the batteries in the sensor nodes. It is
then essential that network designers offer energy-efficient
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source location privacy routing schemes. Realizing the need,
this study has proposed a new path node offset angle routing
algorithm. The study has also demonstrated the adoption of
the algorithm to modify and improve the packet transmis-
sion cost of two existing schemes. The modified schemes
effectively utilize routing paths which are relatively short but
vastly diverse. The tactical use of path node offset angles,
contrived regions, and arbitrary factors during the path node
selection process guarantees cost-effective routing paths. The
modified schemes are well-suited for systems which require
strong source location privacy protection with controlled
packet transmission cost. Moreover, the schemes are capable
of alleviating the energy-hole problem in WSNs. As part of
future work, techniques to regulate the packet transmission
cost in the regions away from the sink node will be consid-
ered. In addition, the feasibility of the schemes in various
event-driven and resource-constrained application scenarios
will be investigated.
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