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ABSTRACT The security analysis of Security Protocol Implementations(SPI) is an important part of
cybersecurity. However, with the strength of property protection and the widely used applications of
code obfuscation technology, the previous security analysis method based on SPI is hard to carry out.
Therefore, under the condition that SPI is not available, this paper analyzes the security of the SPI using
the unpurified security protocol traces and security protocol implementation ontology. First, we construct
the implementation ontology to describes the attributes of the ontology terms. Second, the format analysis
method is presented based on unpurified flow. Third, the mapping method is proposed to build the mapping
between the security protocol trace and the implementation ontology. Fourth, a is presented to analyze the
security of SPI. Finally, FSIA software is designed and implemented according to the method we proposed
to analyze the login module of a university information system, the result shows that there is a risk of Ticket
leakage in the login module. Compared to the previous method,our proposed method can deal with unpurified
network traces and find the vulnerabilities of network and system.

INDEX TERMS Security protocol implementation, network trace, security protocol implementation ontol-

ogy, format analysis, semantic analysis.

I. INTRODUCTION
Security Protocol Implementations (SPI) have been an impor-
tant part of cybersecurity [1]. Security protocols provide
reliable and secure services to entities in a variety of network
communications. Nowadays, there are a lot of network-based
attacks that target the vulnerabilities of specific implemen-
tations. As such, only verifying the abstract specification
of security protocols is not enough to guarantee cybersecu-
rity. Therefore, analyzing the Security of Security Protocol
Implementations (SSPI) [2], [3] has attracted the interests of
researchers and experts from both academia and industry.

In general, the researches on the SSPI are based on one
of two assumptions: with SPI and without SPI. Table 1 lists
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the Comparison of security analysis methods. Under the con-
dition that SPI is available, researchers mainly use program
verification methods [4] and model extraction methods [3] to
analyze the SSPI. The program verification method applies
the type system and logic proof, which depends on code
comments and code assertions. The model extraction method
extracts the formal model and then verifies the abstract spec-
ification of the security protocol implementation. Program
verification methods and model extraction methods depend
on obtaining and understanding SPI. Currently, obtaining
the SPI [5] is impractical because, with the strengthening
of intellectual property protection, it is difficult to obtain
SPI. In addition, owing to the widespread application of
code obfuscation technology, understanding and analyzing
obfuscated codes is becoming a challenge for researchers
and experts in academic and industrial worlds. Under the
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TABLE 1. The comparison of the security analysis methods.

Security analysis methods precondition result
Program verification methods[4] SPI Security attribute analysis
Model extraction methods[3] SPI Security attribute analysis

Dynamic taint methods[6-8]
Network trace methods[15-27]
Traffic classification methods[9-14]

Our Method

Program processing trace
Purified network trace
Unpurified network trace

Unpurified network trace
Protocol implementation ontology

Protocol specification
Protocol specification
Type of traffic

Type of traffic
Protocol specification
Security analysis

condition that SPI is not available, researchers use dynamic
taint [6]-[8] and network trace to analyze the SSPI. Dynamic
taint analysis technology analyzes the records of the instruc-
tion sequence during the program processing and then infers
the protocol format and state machine of security proto-
cols. Dynamic taint analysis technology is not suitable for the
scenarios in which multiple security applications are running
concurrently under different kernel execution environments.
On the other hand, the network trace analysis method is
suitable for most scenarios and applications. The network
trace analysis method mainly analyzes the flow or packet
by statistical methods. Network traces can be captured at
various network nodes on different platforms, which is quite
flexible. Different types of traffic can be classified by traffic
classification methods [9]-[14], and then protocol reverses
engineering methods [15]-[27] can be used to analyze the
protocol format and state machine of security protocols.

The above works mainly focus on purified network trace
and protocol specifications inference and pay little attention
to the significance of unpurified security protocol traces to
analyze SSPL In the distributed networks, a lot of hosts
provide different kinds of security services and produce many
unpurified security protocols trace. Hence just focusing on
the purified network trace is not appropriate and enough.
Apart from that, most works use network-trace-based method
to analyze the specification of network protocols, and sel-
dom to analyze SSPI. So, with the unpurified security pro-
tocol traces and security protocol implementation ontology,
this paper combines the traffic classification method and
network-trace-based approach to analyze SSPI by verifying
the consistency of security protocol trace and security proto-
col implementation. The main contributions of this paper are
as follows:

(1) We propose the Security Protocol Implementation
Ontology Framework (SPIOF) and build a Security Proto-
col Implementation Ontology (SPIO), which describes the
attributes of the ontology terms.

(2) We present a security protocol format analysis method
called Format Analysis Method based on the Unpurified Net-
work Traces (FAMUNT), which takes the unpurified network
trace sets as inputs and generates the protocol format. The
FAMUNT method consists of trace segmentation, invariable
field (IF) fitting, IF classification, trace clustering, and format
inference.

(3) We propose a mapping method called Security Pro-
tocol Traces to Security Protocol Implementation Ontology
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(SPT2SPIO), which combines the greedy algorithm and the
token weight to establish the mapping from the trace to the
implementation ontology.

(4) We present a security analysis method called the
Security Analysis Method of Security Protocol Implementa-
tions (SAMSPI), which applies the mapping analysis method
SPT2SIO to analyze the consistency of the mapping and uses
the non-ontology token analysis method to detect whether
there exists message leakage in the non-ontology token or not.

(5) We develop FSIA software based on SAMSPI. The
input of FSIA is an unpurified protocol trace and SPIO, and
the output is SSPI analysis result.

(6) We analyze the Central Authentication Service
(CAS) [28] protocol SPI of the login module of a university
information system with FSTA. The result indicates that there
is a risk of Ticket leakage in the CAS protocol SPI, which
may cause the data exfiltration [13].

The rest of the paper is organized as follows. Section II
discusses the related works of protocol reverse engineer-
ing methods. Section III presents the SPIOF, FAMUNT,
SPT2SIO and SAMSPI methods. Section IV develops
FSIA software. Section V evaluates the SAMSPI method.
Section VI presents the conclusion and future works.

Il. RELATED WORKS

Without SPI, many works apply network traces or program
execution trace to infer protocol formats, protocol semantic,
and FSM(finite state machine). While those works seldom
pay attention to protocol security.

Tammo et al. [15] proposed the ASAP method, which
extracts the relevant fields from the network payload and
maps them to the vector space and then identifies the basic
direction of the vector by matrix factorization. The n-grams
method is used to infer the format and semantics of the
message. Wang et al. [16]-[18] proposed the Biprominer,
the Veritas, and the Prodecoder. The Biprominer first uses the
machine learning method to obtain the message pattern, then
marks the message pattern in the network trace, and finally
uses the probability transition model to obtain the probability
description of the protocol format. The Veritas adopts the pro-
tocol format by the Kolmogorov-Smirnov method and then
infers the state machine by clustering format information.
The Prodecoder infers the potential rational between n-grams
by clustering the same semantic message and then infers the
security protocol format based on clustering and sequential
pattern mining. Luo and Yu [19] proposed the Autoreengine,
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which uses the improved Apriori algorithm to extract
frequently occurring strings from the payload, and then,
it selects security protocol keywords from the frequent string
set by analysis of variance based on the position character-
istics. After that, it finds the keyword sequence set and infer
the field of the message format. Finally, the security protocol
state machine is obtained through the most frequent com-
munication mode. Zhang et al. [20] proposed the Proword,
it uses the improved Voting Experts algorithm to extract can-
didate words through the entropy information, then, proposes
a ranking algorithm to establish the candidate word order
structure. The highest order word is used as the security pro-
tocol feature words. Bermudez et al. [21] proposed the Field
Hunter, which extracts fields and infers field types by the
statistical correlation between different messages and meta-
data. These methods make two hypotheses: (1) separators are
1 or 2 characters at prefix byte of fields, (2) separators are
the non-alphabet and non-number sequence. Luo et al. [22]
proposed an application layer network protocol message
modeling method based on left-to-right inhomogeneous cas-
caded hidden Markov model, which describes the evolution
rule between states. The method infers protocol keywords
by selecting lengths with maximum likelihood probability
and then recovers the message format. Tao ef al. [23] pro-
posed the PRE-Bin, which uses hierarchical clustering to
identify the number of clusters by silhouette coefficient, then
applies the modified multiple sequence alignment algorithm
to analyze binary field features, and finally uses the Bayesian
decision model to infer the bit-oriented field boundaries.
Zhang et al. [24] proposed an online protocol format extrac-
tion method, which divides the network traffic into sub-flows
and introduces an error decision mechanism to divide the
sub-flows to ensure the correctness of the format extraction.
Marchetti and Stabili [25] developed READ to analyze traffic
traces based on automotive data frames. It extracts the signal
boundaries by analyzing the general CAN bus traffic trace
and identifies and marks different types of signals encoded in
the payload of data frames. READ improves Signal extraction
and classification efficiency. Luo et al. [26] employed the
Latent Dirichlet Allocation model to characterize messages
with types, and then type distribution is used to measure the
similarity of messages and promote the correctness of the
message cluster. Goo et al. [27] proposed a method that can
infer the protocol format, semantic and finite state machine.
It extracts field formats, message formats, and flow formats
as protocol syntax by using a contiguous sequential pattern
algorithm hierarchically, infers the semantic by using prede-
fined datatype, and infers the finite state machine by using
protocol format.

1ll. SOLUTION

The framework of the Security Analysis Method of Secu-
rity Protocol Implementations (SAMSPI), which is based
on unpurified security protocol trace, is shown in Fig. 1.
Firstly, the SPIO is constructed according to the SPIOF and
the Security Protocol Implementation Specification (SPIS).
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FIGURE 1. The framework of SAMSPI.

Secondly, the proposed FAMUNT method is used to purify
the target network trace and produce the security proto-
col format. Thirdly, the SSPI is analyzed by the SAMSPI
method which combines the mapping analysis method and
the non-ontology Token analysis method. The mapping anal-
ysis method analyzes the correctness of the SPT2SIO map-
ping, and the non-ontology token analysis method detects
whether there is a message leakage in the non-ontology token.

A. SECURITY PROTOCOL IMPLEMENTATION

ONTOLOGY FRAMEWORK (SPIOF)

Due to the huge gap between the protocol specification and
the protocol trace, the semantics of each keyword in the trace
cannot be directly identified and marked using the protocol
specification. The ontology can model the relationship among
concepts and the relationship between concepts and instances
in a general or special field. Therefore, we use the ontology
to identify the semantics of each keyword. In the beginning,
we construct the SPIOF, then build the SPIO, and finally,
the semantics of each keyword in the trace is marked through
the SPT2SIO mapping.

The SPIOF has three desirable characteristics: (1) it con-
nects the instance and ontology through the mapping method,
and measures the mapping result of the instance to the ontol-
ogy; (2) the ontology provides the part of prior knowledge
of the protocol semantics; (3) the ontology offers a way
of message presentation, which represents the semantics of
each keyword in the message and the relation between the
keywords. Therefore, it is useful and beneficial to establish
a SPIOF. The seven-step method is used to improve SPIOF,
and then generate the SPIO.

The ontology framework is a tree structure that consists
of a concept set. The SPIO is expressed by the three triples
O := {C, H, R}, where C is the concept set, H is the
hierarchical relationship of the concept, and R is the concep-
tual relationship. The SPIO can be customized according to
different security protocols.

SPIOF in Fig. 2 is composed of the Flow, Msg, Token and
rationales. Flow refers to the entire data stream generated
in one session, which is composed of instances of Msg.
Msg is generated in the process from the start to the end in
one transmission. The token is a field contained in a Msg.
Each Msg includes two fields of Msg Num and Token. The
token is composed of Keywords, Separator, Variable Field
(VF), Token Num, Token Length and Token Length Offset.
Keywords are the label of a Token. The separator is the chars
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FIGURE 2. The structure of SPIOF.

between keywords and data. VF is the value of Keywords.
Token Num is the sequence number of Token. Token Length
is the length of the Token. Token Length Offset is the offset
of the Token Length to the average Token Length. VF is
composed of Variable Field Type, Variable Field Length, and
Variable Field Offset. Variable Field Length is the length of
the VF. Variable Field Offset is the offset of the Variable Field
Length to the average Variable Field Length. Variable Field
Type is the type of VF and it can be specified based on actual
data types in the SPIO. For example, Variable Field Type can
be Number type, Character type, and Code type. Number type
can be integer, Float, and Double. Character type includes
Time, Url and some String, etc. Code type is a specific type
defined in the protocol.

B. FORMAT ANALYSIS METHOD BASED ON THE
UNPURIFIED NETWORK TRACES (FAMUNT)

The framework of the FAMUNT method, as shown
in Fig. 3 takes the unpurified trace sets as inputs and gen-
erates the format of protocol trace. FAMUNT consists of
five methods: trace segmentation, IF fitting, IF classification,
trace clustering, and format inference.

FAMUNT Method

(Unpmmm Network Tracc)—.l Trace Segmentation

)—bl Trace Clustering

( Statistical Number OF Every IF Types

IF Fitting I—b( IF Distribution Cunc)—bl IF Classification I

FIGURE 3. The framework of FAMUNT method.

The first step, trace segmentation method, borrows the idea
of the Needleman Wunch algorithm, the trace is divided into
VF and IF by comparing the result that two of traces which
are the almost same length and use threshold to select the
best result. In the second step, IF fitting method takes the IF
distance as input, which is the distance from the IF to the first
byte of the trace, and then, produces the IF distribution curve.
First, it inputs the distance value, applies IF weighting method
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to generate the weight of the IF length, and then eliminate
the illegal IF, finally it uses the B-spline method to construct
the IF distribution curve based on B-spline. In the third step,
IF classification method, it takes the IF distribution curve as
input and generates the statistical number of every IF types.
Newton CG method [29], [30] is introduced to calculates the
curve extremum value. Then, we use the extremum value
to split the trace into segments. After that based on the
Levenshtein distance [31], it counts the statistics number of
every IF type in every segment. In the fourth step, trace
clustering method, it accepts the statistics number of every
IF types in every segment as input and produces the trace
clusters, in which it selects the largest number of IFs in every
segment, and then uses K-Means method to generate the
trace clusters. In the fifth step, the format inference method
takes the trace clusters as input and generates the format
of protocol trace. First, the trace cluster is used as input.
After that, the statistics number of every IF types in every
cluster is obtained. At last, it uses the Separator inference
method introduced by us to infer the Separator based on the
assumption that delimiter often occurs at the beginning and
end of the IF and uses VF region generated by the curve to
select the legal Separator. According to the separator, the trace
is divided into the form of keywords, separator, and VF.
Finally, the format of the security protocol trace is obtained.

1) TRACE SEGMENTATION METHOD

The trace segmentation method borrows the idea of the
Needleman Wunch algorithm to divide the trace into VF and
IF. We assumed that the security protocol traces with almost
the same length also have similar states, which means that the
distributions of keywords are relatively similar. First, unpuri-
fied network traces are sorted in reverse order by the length
of the trace. Second, the Needleman Wunch algorithm is used
to compare the two traces and then segment the trace into
IF and VF. Third, we count the number of IF whose length
is longer than 3; if satisfying this threshold, the matching is
considered successful, otherwise select the next trace and go
back to the second step. Finally, we count the IF distance. The
trace segmentation method is shown in Fig. 4.

Needleman Wunch Evaluate I—.|- -I
Algorithm —

|- ——— 1

FIGURE 4. Trace segmentation method.

2) IF FITTING METHOD

The input of the IF fitting method is IF distance produced by
the trace segmentation method. Because of inherent defects
of the Needleman Wunch algorithm, an error matching is
generated which may have a bad influence on the IF fitting.
In the beginning, IF weighting method gives a weight value
to every IF that is closely related to IF length and decreases
mismatching by setting IF weight. Finally, the method uses
B-spline to fit the IF weight and then produces the fitting.
IF fitting method is shown in Fig. 5.
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FIGURE 5. IF fitting method.

a: IF WEIGHTING METHOD

The IF weighting method assigns weights based on the length
of the IF. The longer the length of the IF is, the greater
the probability of a keyword belonging to the IF will be.
For example, if there are four consecutive characters in two
network traces, which means the length of the IF is 32 bytes,
the weight is set as 3. As another example, if the length of the
IF is 1 character, it can be deduced that there does not exist
any keyword, because IF consists of Field delimiter [21], Key
value and Keywords and thus the length of a normal IF is
longer than 2 characters. In this case, the weight is set to 0.
The IF weighting method is shown in Fig. 6.

if1</len<16
if 17<len <24

0,
w=< 2,
3, if 25<l/en

FIGURE 6. IF weighting method.

b: B-SPLINE METHOD

The B-spline method produces a function from a lot of dis-
crete points, which not only models approximately the non-
linear relationship among the original discrete point sets and
eliminates error data and interference, but also compensates
for the missing data and predicts the future trends. The input
of the B-spline method is the distance from the IF to the first
byte of the trace and the weight W generated by the IF weight-
ing method, and then the B-spline fitting method generates
the fitting curve which represents the regular pattern of IF
distribution. The B-spline equation is can be stated as below:

Pu) =) diN; (u) ()
i=0

Here di(i = 0, 1, ..., n) is the control point and N; x (u)(i =
0, 1, ..., n) is the basic function of k-th order.

3) IF CLASSIFICATION METHOD

IF Classification method takes the IF fitting curve as input and
uses the Newton CG method to generate the curve extremum.
At last, it applies the IF statistical method proposed by us to
obtain the statistics number of every IF types at each interval.
The framework of the IF fitting method is shown in Fig. 7.
Fig. 8 is the IF statistical method in IF Classification method.

a: NEWTON CG METHOD

Newton CG method can quickly solve the Newton equation.
It takes the fitting curve and derivative function as input and
calculates the extreme value of the curve.
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- Newton CG method IF statistic method
Curve |

Statistical Number Of Every IF
Types

FIGURE 7. The framework of IF classification method.

Algorithm 3 IFClassificationMethod
Input: Curve, UNTSlargs3d] — UnpurificdNetworkTraceSet
Output: [Flargsl]. IFNwumargsl]
1: MaxzNumlargsl], MinNum[argsl] « NewToNCGALGORITHM{Curve, DerivativeCurve)

200

while !fefo < MaxNumn > do
X1[i] « (MazNumli] + MinNuml[i])/2
X2[i] « MaxNumli]

& i—i+t1

7: end while

8 PickIFlargsl|[args2] « SELECTPEAKFIELD(X 1|argsl). X2[argsl], UNTS[args3])
9: Pickl Flargsl|[args2] + QUICKSORTDECEND(Pick! Flargsl|[args2])

10: function STRCLASSIFICATION(S{ring][arg]. String2)

11: flag + 0

12 i—0

13 while | fefo < Stringl = do

14 if ELevenshteinDistance(Stringl[i], String2) > args then
15 flag + 1

16: Pe—i+1

17: Break

18: end if

19: end while

20 if flag 0 then

21 Stringl[i + 1] « String2
22: end if

23 end function

24: i 0

250§ 0

26: while [ fefo < Field > do

27 while Ifefo < Field]i] > do
28: CallStrClassification Pield]i] [p], Pickl F[i|[j]
29: Jed+1

30; end while

31: i1

32: end while

33 i 0

31: while !fefo < Field > do

35 TFNumi] + Field[i].Length
36: ie—i+ 1

37: end while

FIGURE 8. IF statistical method.

b: IF STATISTIC METHOD

IF statistic method applies interval (a, b), where a = (Xmin +
Xmax) = 2, b = Xmax,> Xmin and Xmax denoting the minimum
and maximum points of the curve respectively. IF statistic
method takes the IF in each interval as input and outputs the
number of each type of IF in each interval according to the
Levenshtein distance. IF is processed as a string. It uses the
fast sorting method to sort the IF length in descending order
and then calculates Levenshtein distance ratio from start to
end. Finally, it classifies these IFs into different types with
the corresponding threshold and counts the statistics number
of every IF type at each interval.

4) TRACE CLUSTERING METHOD

The trace clustering method takes the statistics number of
every IF type in each interval as input, selects the largest
number of IFs in each interval and marks all the network
traces according to the selected IF. Then, it converts network
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trace to vectors and applies the K-Means method to generate
the clusters.

5) FORMAT INFERENCE METHOD

The framework of the format inference method in Fig. 9 takes
every trace cluster generated by the trace clustering method
as input, and then uses trace segmentation method, IF fitting
method, and IF Classification method to produce the number
of the IF types and IF distribution curve. After that, the sepa-
rator inference method infers the separator by comparing the
heads and tails of IF and lifter IF by the VF region in the
curve. At last, the IF is divided into separator and keywords,
and the protocol format is obtained.

Clust r Trace Segmentation IF Fitting Method IF Distribution |
aster Method Hiing et Curve |
l

I I Protocol Format |

IF C‘lasﬂﬂu{mn Statistical Number Sep'\nlor Inference
Method Of Every IF Types Method

FIGURE 9. The framework of the format inference method.

The idea of the separator inference method is that the
adjacent IFs may have similar separators. Separators often
appear at the beginning and end of the IF and are shorter
in length. The method first obtains the first 2 characters and
the last 2 characters of the adjacent IF, and then compares
the characters and counts the same ones. After that, it fil-
ters the separators by the VF region and generates the protocol
format by combing with the keywords.

The use of the separator filter method is based on the
following three conditions:

(1) The curve obtained by the IF fitting method in each
trace cluster can effectively identify the VF region. VF region
is distributed in the place where the curve is falling.

(2) The separator cannot appear in VF because VF is a
variable field that consists of data, and the presence of a
separator in VF can cause ambiguity.

(3) The first character of the delimiter either cannot appear
in the VF region or appear with a low distance variance.

For condition (3), if the first character of the delimiter does
not appear in the VF region, this character is regarded as a
separator. Otherwise, we use distance variance to estimate.
Distance variance gives information about the regular pattern
of distance. If the first character of the delimiter appears
in the VF region, we calculate the distance variance and
use a threshold to identify. If the distance variance is lower
than the threshold, we regard the character as a separator.
Otherwise, we delete this character. The distance variance
is calculated by the distance from the character to the IF
which belongs to the same token. For example, in Fig. 10,
“t = LT-" is an IF, “T-” and “t =" is Unfiltered separator.
The dé 1 dﬁ,z’ and dé,l is the distance of character “T.”” The
distance variance of character “T” is d’, which calculated
by the d2 15 dﬁ 5> and d3 | using the variance calculation.
d' is b1gger than the threshold after computed the distance
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t=LT-574597-3352JF f5SnxkbkqmYSdz2zbvOCOMChj1545729509663-6Iim
A
L1
d,d;, d,, d,,
t=LT-412332- ezT774Qf22TnO3kstHogkgsPSlcus1545730000059 3aff
ds, d;, d,,
t=LT- 214325 ApraU79CnnICJSTWLfCJS9NGsZon1545720205404 Sdec
VF region

FIGURE 10. An example of separator liftering.

variance value. Therefore, “T” is the random character in
the VF region. we remove the “T”” from unfiltered separator
“T-” to obtain the “-.” In the same way, we lifter char-
acter “t.” Then, we calculate the d by the distance d 2,
di1,...,dsn, whichis distance variance of ““‘—,” and it lower
than the threshold, because “—’ has a regular pattern of
distribution. So, we treat “—”" as a separator. As for “=,’
it not appears in the VF region, we treat “="" as a separator
too.

C. MAPPING METHOD OF SECURITY PROTOCOL TRACES
TO SECURITY PROTOCOL IMPLEMENTATION

ONTOLOGY (SPT2SPIO)

We assume the security protocol implementation is not
standard. So, it is very difficult to construct the rela-
tion between the trace and the implementation ontology.
The captured security protocol trace is a Flow that con-
sists of Msg and Token. The mapping method SPT2SIO
in Fig. 11. combines the greedy algorithm and weight and
establishes the mapping from the trace to the implementation
ontology.

( Network Trace ) { SPIO ]
i T
| Preprocessing |

¥

Three-layer
Structure Trace

Token Mapping Method Msg Mapping Method

Flow Mapping Method |

Trace Token Weight To Trace Msg Weight -
( SPIO ( To SPIO SPT2SIO Mapping

FIGURE 11. The framework of MAPPING method of SPT2SIO.

The mapping method of SPT2SIO includes four steps.
The first step is preprocessing, which selects a representative
security protocol trace and uses the protocol format gener-
ated by FAMUNT method to analyze selected trace into the
three-layer structure which consists of Flow, Msg, and Token.
The second step is Token mapping, which calculates the
Token weight between the trace and the ontology through the
weight of IF and the weight of IF type. The third step is Msg
mapping, which takes Token weight as input and produces
the Msg weights from the trace to the ontology based on
the greedy algorithm. The last step is Flow mapping, which
obtains the Msg weights and constructs the best mapping
between trace Flow and the ontology Flow based on the
greedy algorithm. Each step is explained in more detail as
follows.
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1) PREPROCESSING

The goal of the preprocessing method is to eliminate the
replay messages and missing messages of the HTTP pro-
tocol payload. The HTTP protocol is a connectionless pro-
tocol. It ends the connection after completing a message
response. Then, the method eliminates the replayed message
by calculating the similarity of the message using the Leven-
shtein distance and selects a representative security protocol
trace using cluster center discussed in section 3.2.4. Finally,
it uses the protocol format generated by FAMUNT method
to analyze selected trace into the three-layer hierarchy. The
schematic diagram of the preprocessing is shown in Fig. 12.

Select representative trace ‘Analyze format I Three-layer
o using cluster center Y- | Structure Trace

FIGURE 12. Schematic diagram of preprocessing.

2) TOKEN MAPPING

The token mapping method calculates the token weight
between the trace and the ontology. The token mapping
method is shown in Fig. 13. First, the key weighting method
calculates the key weight from the trace to the ontology
based on the Levenshtein distance ratio; second, the VF type
weighting method computes the VF type weight; finally,
the token weighing method uses the key weight and the
VF type weight to calculate the token weight from the trace
token to the ontology token.

Token Mapping Method

weight is closely related to the level of code obfuscation.
However, the property of the VF type is not affected by code
obfuscation, so the VF type weight is believable.

a: KEY WEIGHTING METHOD

English abbreviation is a key factor in analyzing the imple-
mentation of the protocol. For example, in the text protocol,
most programmers often replace ‘“password” with “PW” or
“PWD.” Therefore, the Levenshtein distance ratio is suit-
able for calculating the similarity between trace Key and the
implementation of the ontology Key. The weighting algo-
rithm of Key is shown as below:

M (Keyl, Keyz) = 1 — LRatio (Keyl, Keyz) 2)

W(Key;, Keys) is the weight between trace Key; and
implementation ontology Key,. LRatio(Key;, Keys) is the
Levenshtein distance ratio between the trace Key; and the
ontology Keys.

b: VF TYPE WEIGHTING METHOD

The VF type weighting method in Fig. 14 outputs the
VF type weight according to the VF type relation and pre-
set VF type weight. It uses regular expressions to describe the
VF type. In the beginning, it defines the regular expressions
by the implementation ontology and then uses the regular
expressions to verify the trace VFE. If the output is false,
the trace VF is not the same type, and if the output is true,
use minimum type relation to identify the minimum VF type
and give the weight to the VF. Finally, it obtains the score of
the VF.

Ontology VF

SPIO

FIGURE 13. Token mapping method.

Key Weighting Methad
- Token Weighting

Method

Trace Token Weight
To SPIO

VF Type Weighting Method

Although Token consists of the Key, separator, and VF,
only Key and VF are used in the process of Token mapping.
The key weight is generated by the key weighting method,
which calculates the weight from trace key to ontology key
with Levenshtein distance ratio. The Levenshtein distance
ratio describes the similarity between the trace key and the
ontology key. The VF type is produced by the VF type
weighting method which calculates the weight by VF type
relation and preset VF type weight. It uses regular expres-
sion [32] to describe the VF type. The key weight and the
VF type weight are accepted as the input of the token weigh-
ing method to compute the weight from the trace token to the
ontology token.

Separator plays an important role in separating key and
VF in the security protocol. The type and length of separa-
tor have no contribution when analyzing the SSPI. There-
fore, the weight of separator is not a key factor to establish
SPT2SIO mapping. The key weighting method may be con-
fused by the code obfuscation technique. Therefore, the key
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FIGURE 14. VF type weighting method.

In the VF type weighting method, we describe the data
length and type by a regular expression. The data types are
roughly divided into three categories: Number, Character, and
Code. The Number type contains Float, Double and Int which
consists of decimal and hexadecimal. The Code type is a
special type defined by the implementation of the security
protocol. Table 2 lists the four common data types and their
regular expressions.

Because of the mapping from multiple regular expressions
to one VF is many-to-one, the minimum type is introduced
to address the problem. The data type relation diagram is
shown in Fig. 15, in which the hexadecimal number contains
the decimal number, and the URL and Time have a special
format identifier. The VF type is defined by the minimum
type. Finally, it gets the VF type weight by searching the
Minimum type in Table 3. For example, the minimum type is
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TABLE 2. Data type and regular expressions.

Regular expressions
/* ([0-1][0-9]12[0-3]):([0-5][0-
9]:([0-51[0-91) $/
/"http:VW[A-Za-z0-9]+H\.[A-Za-z0-
URL 9IH[V=\2%\-&_~'

Data Data Type

13:12:51 Time

Http://www.scu

ec.com
@[N] *S/
Hexadeci
F4a8¢357bd /N0-9a-fa-F]{10}$/
mal
123456789 Decimal /N [0-9]8/
Hexadecimal I URL I

I Decimal I
ecimal ITmeI

FIGURE 15. Data type relation diagram.

TABLE 3. The weight of regular expressions.

Minimum type SPIO Data Type

Decimal Hexadecimal
Decimal 1 0.5
Hexadecimal 0 1

the decimal number, which matches the string “123456789.”
Even though this string also matches the hexadecimal num-
ber, but the weight of the str and Decimal is 1 and the weight
of the str and Hexadecimal is 0.5. String ““13:12:51 directly
matches the regular expression of time type because of the
time format.
Token weighing method

The token weighing method is used to calculate the weight
from the trace token to the ontology token, which is shown in
Equation (3).

W(T1, T2) = /W(Key,. Key,)? + W(VEL, V22 (3)

It has two inputs. One is the Key weight calculated by the
Key weighting method. The other is the VF weight computed
by the VF type weighting method. The detailed algorithm of
the Token mapping method is shown in Fig. 16. For example,
the trace token is “PWD: abc123” and the ontology regular
expression is “password: /A[0-9a-fa-F]{10}$/.” The weight
of PWD to password is 0.375 and the weight of “abc123”
is 1. So, the weight of the trace token to the ontology token
is 1.068 by equation (3). An example of the Token mapping
method is shown in Fig. 17.

3) MSG MAPPING

The framework of the Msg mapping method is shown
in Fig. 18, which calculates the weights of two Msg. It uses
the greedy algorithm to select the weight of the two sets
containing trace Token and the ontology Token. After that,
it accepts matched Token weight as input and then calculates
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Algorithm 4 Token mapping method
Input: TTK- Trace Token Key, OTK - Ontology Token Key
Output: TokenWeight- Weight of TTK to OTK

1: function TOKENWEIGHING(TTK, OTK) - Caleulate the Euclidean distance of TTK to OTK
2 D1 «— KeYWEIGHTING(TTK, OTK)
3 D2+ VFTyreWEIGHTING(TTK, OTK)

1 TokenWeight + EqQuaTion3(D1, D2)

return TokenWeight

6 end function

8 function KeyWeGHTING(TTK, OTK) - Calculate the Levenshtein distance of TTK to OTK
9 result + 0

10 while!fefo < OTK > do

11: ChildNade — PUurCHILDNODE(OTK)

12 Distance + LEVENSHTEINRATIO(ChildNode, TTK)
13: if result < Distance then

14: result « Distance

15 end if

16 end while
17 return result

18: end function

20 function VETYPEWEIGHTING(TT K, OTK) - Assign the weight of TTK and OTK
21: Weight = DATATYPEMATCHINGTABLE(TTK, OTK)
22 return Weight

23: end function

FIGURE 16. Token mapping method.

PWD I—Qﬂ—| PassWord

abcl23 |—1| /70-9a-fA-F]{10}$/
1750.3752 =1.068 T

PWD: abcl23 ] PassWord: /[0-9]{10}$/ ]

FIGURE 17. An example of the Token mapping method.

Token Weight of | > | . I R | Calculate the Msg Weight .
Trace and Ontology Greedy Algorithm by Equation (4) Msg Weight

FIGURE 18. The framework of Msg mapping method.

Algorithm 5 Msg mapping method

Input: TMsg - Trace Msg, OMsg -Ontology Msg

Output: MsgWeight - The Weight of TMsg to OMsg
1: function MscWriaHTING (T Msg, OMsg)

2 while !fefo < TMsg > do

3 TTK + PurToken(TMsg)

4 while !fefo < OMsg > do

5: OTK + PuTTokex(0Msg)

6 WIitoO; + TOKENWEIGHTING(TT K, OT K) - WTiio0; is the Weight of i-th TTK to j-th

OTK
T end while
8 end while
9 while !fe fo < WTieQ; = do
10 MinWT;taO) +—GREEDYSELECT(W Tito;) - Greedy Select the minimum TokenWeight
11 MsgW + WiitoO,;
12: DeLere(WTioO;, MinWTiio0O; ) - Delete the il-th row and jl-th column from WTiteO;
13 end while
" MagWeight «— CALCULATEMSGWEIGHT( M sgW) - Using the equation 4
15 return MsgWeight

16: end function

FIGURE 19. Msg mapping method.

the weight between two Msg by Equation (4). The Msg
mapping method is shown in Fig. 19.

In the beginning, the Msg mapping method calculates the
weight from the trace Token to the ontology Token based
on the token mapping method and applies the greedy algo-
rithm to select and remove a maximum weight from the
trace and the ontology until all token mapping is completed.
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| Msg Weight |

(Greedy Selecte Maximum Mapping)

Whether Selected
Maximum Mapping
Are Uniquie?

Join Selected Mapping
A

| Equation 5 |

v
| Remove Selected Msg

FIGURE 20. The process of Flow mapping method.

Then, it uses Equation (4) to calculate the Msg weight
between trace and the ontology. The W(Msg,, Msg,) is the
Msg weight between trace Msg; and the ontology Msg,.
Num,is the total number of Tokens in the ontology, numy

is the number of successfully matched trace Tokens, and
N

> W(Tokeny, Token,) represents the total weight of the
i=1

trace.

nu

W(Msg,, Msg,) =
num

N

M ZW(Tokent, Tokeny) (4)

0 =1
4) FLOW MAPPING
The flow mapping method aims to find an optimal mapping
between the trace Msg and the ontology Msg based on the
greedy algorithm. Fig. 20 shows the steps of the Flow map-
ping method. First, the Msg weight from each trace Msg to the
ontology Msg is calculated by the Msg mapping method. Sec-
ond, according to the greedy algorithm, the maximum map-
ping from the trace Msg to the ontology Msg is selected and
removed; otherwise, if there are multiple maximum matches,
it uses Equation 5, shown at the bottom of this page, to
select the minimum mapping. Third, it iteratively performs
the second steps until all Msg matches are completed. The
algorithm of the flow mapping method is shown in Fig. 21.

Equation 5 has two inputs. One is trace Msg;, and the
other is ontology Msg,. S is a mapping set of Msg; and
Msg,. In the second method which takes the set S as input,
Equation 5 selects the minimum mapping of Msg; and Msg,.
The Numt and Num, are the total number of traces Msg
and the ontology Msg respectively, t and o are the sequence
number of Msg in the trace and ontology.

D. SECURITY ANALYSIS METHOD OF SECURITY
PROTOCOL IMPLEMENTATIONS (SAMSPI)

SAMSPI method accepts a security protocol trace, a SPIO,
and a SPT2SIO mapping as input to analyze security

Algorithm 6 Flow mapping method
Input: T#%ow “Trace Flow, OFlow -Ontology Flow
Output: Mapping

& function FLowMarcmse(? Flow, OFlow)

2z while fefo < TFlow > do

3 Tinsg; + PUrrdMsa(TFlow)

4 while Ife fo < OFlow > do

5 Omsg; + PUTMSG[OFlow)

G MWT0; ¢ MscMAPPINGMETHOD{Timsg;, Omsg;) - Caleulate the weight of Tansg, to

Omsg;
Ty ¢ GREFDYSELECTAAX(ATWT,0,)
i if UNIQUR{T30;) == 0 then - if the Max mapping T:(); is not unique
u: Ti0; + EaQuaTronG(T,0,)
1 end if
n MWy +— DELETE(MWT0,7:0;) - Delete 7,0, from MWT0;
12 Mapping + 1,0
1 end while
1" end while
1% return Mapping

16: end function

FIGURE 21. Flow mapping method.

protocol implementation. SAMSPI method consists of the
mapping analysis method and the non-ontology token anal-
ysis method. It applies the mapping analysis method to
check the correctness of the SPT2SIO mapping. If the
mapping is correct, it is considered that the security
protocol implementations are correct. Then, we use the
non-ontology token analysis method to detect whether
there exists any message leakage in the non-ontology
token.

SAMSPI Method
Mapping Analysis Method

| SPIS |—’| SPOF H SPIO |—>
Hybrid N N Format Analyzed
SPIO Mapping Method SPT2SIO
of SPT2SI0 Mapping The Non-ontology Token
Analysis Method

Analyze Msg Sequence

Find the Missed Token

Conclusion|

| Analyze VF Type

FIGURE 22. The framework of SAMSPI method.

The SAMSPI consists of four methods as depicted
in Fig. 22. The first method constructs the SPIO based
on the SPIOF. The second method gets the analyzed net-
work trace by the FAMUNT method. The third method
obtains SPT2SIO mapping through the mapping method of
SPT2SIO. The fourth method is the SAMSPI method, which
accepts a format analyzed security protocol trace, a SPIO, and
a SPT2SIO mapping as input and generates the conclusion.
The mapping analysis method and the non-ontology token
analysis method can be found in Fig. 23.

The mapping analysis method takes the obtained SPT2SIO
mapping and the format analyzed network trace as input.
Protocol implementation security is verified by analyzing the
consistency of the network trace VF type and the imple-
mentation ontology VF type. The details of the methods are
described as follows:

(Msg;, Msg,)

W(Msg;, Msg,) =

‘NumT

t o

o

S ‘

Numg Numy  Numo |’ (5)

AMsg;, Msgo) € S, V(Msgy, Msgy) € S
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Algorithm 1 Mapping
Input: T41s
Out 7

1j-th Tolen, Mapping - SPIONoiorgy

0L00Y TokeN ANALYSIS(TAMsg,Token

ken(NOT) in Trace
in trace and NO'T

SEARGHNOT (NOT.TM s
return NOTError

. ond function

FIGURE 23. Mapping analysis method.

1) Msg sequence analysis

The SPT2SIO mapping is used to analyze the Msg
sequence of the security protocol traces. In Fig. 23, TMsg;
Tokenjis the trace T, j is the token sequence number and i
is the Msg sequence number. The TMsg; Token; is marked as
MapMsg; , Token; 4, where p is the token sequence number of
the ontology and q is the Msg sequence number of the ontol-
ogy. When p is increased one by one, if i is also increased,
it returns True, otherwise returns False.

2) Token sequence analysis

If the Token is missing in the mapping, it may cause
security risks. For the mapping MapMsg; , Token; 4, when q
is increased one by one, if j exists, it returns True, otherwise
returns False.

3) VF type analysis

According to the mapping MapMsg; , Token; q, find the
regular expression Form,, 4. If the TMsg; Token; matches
Formy, 4, the TMsg; , Token; q is correct, otherwise, it is
wrong.

The non-ontology Token analysis method checks the infor-
mation leakage by mapping the values of the VF type in the
non-ontology token.

IV. FSIA

In order to put the SAMSPI method into practice, we develop
a security analysis software FSIA which consists of the FA
(Format Analyzing, FA) module, the SA (Semantic Ana-
lyzing, SA) module and the ISA (Implementation Security
Analysis, ISA) module. The input of the FSIA is the unpu-
rified protocol trace and the security protocol ontology, and
the output is the conclusion on the security of the SPIL
The FA module is designed and implemented according to
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the FAMUNT method; the SA module is developed based
on the mapping method of SPT2SIO; the ISA module is
implemented with the SAMSPI method.

FSIA software

Unpurified
Network Traces

v
I Format Analyzed Trace }—b[]}%d{ﬂe] C>| Conclusion
v
SPIO }——Dl f&‘,}f/ré‘ﬁﬁ’je}—P[Mapping'JT
L

FIGURE 24. FSIA software.

The FSIA software is shown in Fig. 24. The FA module
takes unpurified network trace as inputs and generates the
protocol format. The SA module takes the format analyzed
trace and the SPIO as input and produces the SPT2SIO map-
ping. The ISA module takes the SPIO, the format analyzed
trace and SPT2SIO mapping as input and then generates
conclusion of the security protocol implementation.

V. EVALUATION

Here we use FSIA software to analyze the security protocol
implementation in the login module of a university informa-
tion system. The login module supports two ways to login:
user/password and WeChat QR code. The development doc-
uments show that the login module adopts the widely used
CAS protocol [28], [33], [34] which consists of CAS-SSO
versions and CAS-OAUTH versions. The FAMUNT takes
unpurified network traces as input and outputs a protocol
format of two traces, which are called red trace and green
trace respectively. The mapping method of SPT2SIO takes
the red and green network traces as input, and then builds
the regular expression to describe the data type, define the
data type relation and score, and matches the red and green
network traces with the two implementation ontologies. The
results show that the green network trace is CAS-OAUTH and
the red is CAS-SSO. At the same time, this method estab-
lishes SPT2SIO mapping. The SAMSIP method verifies the
SPT2SIO mappings, and the result shows that the application
server authorization ticket in the CAS protocol has a risk of
leakage, which exposes the hidden security risks existing in
the login module of a University.

A. PREPROCESS

The login module of a university information system has two
ways to login, either by password or by WeChat QR code.
According to the development documents, the login plat-
form adopts the widely used CAS-SSO and CAS-OAUTH
protocols.

In the data preprocessing, we use the proxy function in the
Burp Suite to collect 186 login traces. Since the login trace is
sensitive data, we need to get the consent of the participants to
collect data, so the number of login traces set is small. Fig. 25
shows the processed security protocol trace.
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FIGURE 25. Preprocessed data.

The preprocess is as follows:

(1) Apply Filter function in the Burp suite to filter out the
HTTP stream with JavaScript, XML, CSS, etc. to obtain the
traces related to the security protocol.

(2) The fields that are not related to the security protocol,
such as Host, User-Agent, and Accept, are removed according
to the HTTP protocol specification.

(3) The fields related to the session establishment such
as amp.locale, iplanetdirectorypro, and user_id, etc. are
removed.

B. FORMAT ANALYSIS

In the format analysis, it takes the preprocessed HTTP trace as
input. First, the trace segmentation method generates the seg-
mented protocol trace. Second, the IF fitting method outputs
the IF distribution fitting curve. Third, the IF classification
method filters out the IF at each interval and marks the trace
with IF and converts it into a vector. Fourth, it sends the vector
to the trace clustering method and produces the red trace and
the green trace by the K-means method. Fifth, the format
inference method takes the red trace and green trace as input
to produce the protocol format.

1) TRACE SEGMENTATION

Fig. 26 shows the execution result of Trace segmentation,
where the “—”" indicates there is no match to the charac-
ter. Due to the flaws of the Needleman Wunch algorithm,
the segmented original trace contains lots of mismatches.
The parameters in the Needleman Wunch method are set to

mismatch = —2, gap = 1, and match = 2.

EE

FIGURE 26. Result of trace segmentation.

2) IF FITTING

The IF fitting method uses IF weight and the B-spline to gen-
erate the B-Spline function, which is the green line in Fig. 27,
where the horizontal axis is the IF distance value which is the
distance from the IF to the first byte of the trace, the vertical
axis is the sum of the IF weights, and the red points represent
the IF type. The upper the red point is, the larger the maximum
value of the spline function is, and the bigger the probability
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FIGURE 27. B-Spline function.

of Key is. In the B-spline fitting, a 30-th ordered spline
function was used.

3) IF CLASSIFICATION AND TRACE CLUSTERING

The character classification method applies the string clas-
sification to process the IF table at the peak of the B-spline
in Fig. 28. The character classification module selects the IF
of the 13 peaks of the B-spline.

remmrt | A romcrons [ e gl B B | oocyterocs: B B | wo oot ot T ]
id KeyPrescseLocation  peakkeynum KeyRangl KeyRang2  peakkeylen
L= 5 2w 5
CEE s & 5 =
5w o @ m om "
R s =G =
;
g
;
g

n 4 350 7 s Ucode=d
488 115 460 489 10 ticket=ST-
577 122 sm 586 1 JSESSIONID=
a2 3 82 703 3 s

9 86 5 73 3 35 3-aKbn-casMOD_AUTH_CAS=MOD_AUTH_ST-

0 s 862 s83 Y ~cas hiip MOD_AUTH_CAS=MOD_AUTH_ST-

938 953 16 ~cas JSESSIONID =

902 1002 2 JSESSIONID=

1019 1024 3 629

1 945
2 1000
13 1020

FIGURE 28. IF in every peak of the B-spline.

The trace clustering method uses K-Means method to
generate the red and green clusters shown in Fig. 29. The
clustering visualization graph is shown in Fig. 30. There are
155 red traces and 31 green traces.

Run: » k-means
o D' \project!kmeans'venv}Seriptsipython exe D:/project/kmeans/k-means py
- 0 1 2 w11 12
S |5 0 L 000000s400 1 000000=400 1 000000=+00 L0 L0 0070968
é oy 1 223066916 3. 320660e-16 3. 23066916 L0 L0 0032258
Sla|=
& = | 8
| = [2 zows x 13 colums]
o T 1 2 3 4 112 13 %BIHE
0 1000000400 1 000000e+00 1 000000e+00 1.0 L0 10 0070968 155
b 1 2 330669e-16 2 230660e-16 2. 230669e—16 1.0 L0 10 0032288 31
g
2
3 B :
5 [2 rows x 14 colums]
*
b 4:Run = &£TODO B Terminal @ Python Console

FIGURE 29. Clustering result.

4) FORMAT ANALYSIS
The format analysis method takes the red traces and green
traces as input respectively and then obtains IFs. IFs in the
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FIGURE 30. The clustering visualization graph.
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FIGURE 31. The IFs generated by red traces and green traces.

left half of Fig. 31 is generated with the red traces, while IFs
in the right half are generated with the green traces.

TABLE 4. IF Frequency of red trace.

Separator Frequency

- 0.323
T- 0.161

-C 0.129
As 0.117

& 0.097
Ti 0.097

= 0.065

The protocol format inference method takes the IFs as
input and produces the protocol format. For the red trace,
separator inference method takes the IF table and the curve
generated by the red trace as input and then count the Sta-
tistical frequency of IF. After setting a threshold, 7 candidate
separators are selected. The candidate separators are shown
in Table 4. According to the condition proposed in separator
inference method, VF region is selected, and then condition 3
is iteratively used to filter the 3 separators “T-,” “‘as,” “ti”
because the first character of this separator is in the VF region.
Finally, 4 more separators “—,” “-¢,” “&,” “="" are selected,
and the protocol format is obtained. Fig. 32 shows the partial
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id Position  Key id Position ~ Key
1 1 http 1 1 http
2 6 http 2 3 http
3 1 http 3 11 http
q 16 http 4 16 type
5 21 http 5 0 =
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7 34 = 7 27 &
8 3 01 8 23 success
9 45 & 9 35 =
10 46 password 10 £ http
11 54 = 11 41 http
12 61 & 12 4% http
13 62 It 13 51 appid
14 64 = 14 56 =
15 65 LT 15 57 wx04cHc417652bcd3
15 87 - 16 a1 &
17 121 - 17 92 ampredirect_uri
18 122 cas 13 109 &
19 125 & 19 110 amp;response_type
20 125 diit 20 127 =
21 130 = 21 128 code
22 131 userNamePasswordLogin 2 132 &
23 152 & 23 133 amp;scope
24 153 execution 24 142 =
5 162 - 25 143 snsap_login
% 167 & 26 154 &
27 168 _eventld 27 155 amp;state
8 176 = Fi] 164 =
29 177 submit 29 189 appid
30 183 & 30 194 =
31 184 rmShown 31 195 wx04c41c417652bc43
32 191 = 32 213 &
33 152 1 33 214 redirect_uri
34 194 http 34 226 =
35 199 http 3 27 http

FIGURE 32. Part of protocol format.

protocol format. The red protocol format based on IFs gener-
ated with red traces is as shown on the left and another is the
green trace.

C. SEMANTIC ANALYSIS

The input of the Mapping method of SPT2SIO is the
format analyzed red and green traces. In the beginning,
based on the development documents and CAS official
implementation specification, the method establishes the
CAS-SSO and CAS-OAUTH protocol implementation ontol-
ogy. Then, it matches the red and green traces with CAS-SSO
and CAS-OAUTH implementation ontology. The result
shows that the green network trace is an instance of the
CAS-OAUTH ontology, and the red network trace is an
instance of the CAS-SSO. Finally, the mapping between
the security protocol trace and the SPIO are constructed
respectively.

1) SPIO CONSTRUCTION

According to the development documents and CAS official
implementation specification, we establish the SPIO of the
CAS-SSO and CAS-OAUTH. The implementation message
structure of the CAS-SSO version is shown in Fig. 33. The
CAS-SSO protocol version includes the client, the authenti-
cation server, and the application server. The communication
between the authentication server and the application server is
hard to monitor, specifically the messages Nos. 6,9, 10, 13, so
we don’t construct the SPIO of these messages. Meanwhile,
message No. 4 is sent to the login interface and is not related
to security, so this message is discarded. The messages of
the client and the application server can be captured, so the
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Client Authentication Server

1. GET http

| I_ 2. 302 Location: http , http

3. GET http , hitp

4. CAS Login Form

5. Post hitp , http , usename , passwprd

6. Authenticate user

7. CASTGC . htp , ticket

8. Get hitp , ticket

9. Get http , http , ticket

II(\ [Xml Content]

_______________ »
11. MOD_AUTH_CAS  http

12. jSESSIONID , Get http ﬂ

FIGURE 33. CAS-SSO message structure.

10. MOD_AUTH_CAS , http , http

TABLE 5. CAS-SSO SPIO.

Msg Token Key Msg Token Key
Msgl  Tokenl Http Msg4  Tokenl Http
Msgl  Token2 Http Msg4  Token2 Ticket
Msgl  Token3 Http Msg4  Token3 MODC—AA;J TH
Msg2  Tokenl Http Msg4  Tokend 7Http
Msg2  Token2 Http Msg4  Token5 Http
Msg3  Tokenl Http Msg5  Tokenl MODC—/A\;J TH
Msg3  Token2 Http Msg5  Token2 7Http
Msg3 Token3 Username Msg5 Token3 Http
Msg3  Token4 Password Msg5 Tokend Jsessionid
Msg3 Token5 CASTGC Msg5 Token5 Http

Msg3  Token6 Http
Msg3  Token7 Ticket

messages Nos. 1-5, 7-8, 11-12 are analyzed. The implemen-
tation ontology of the CAS-SSO protocol message Nos. 1-5,
7-8, 11-12 can be found in Table 5.

Fig. 34 shows the protocol implementation message struc-
ture for the CAS-OAUTH WeChat version. CAS-OAUTH
mainly consists of the client, the WeChat authentication
server, CAS authentication server, and application server. The
implementation message structure omits the messages of
the CAS authentication server to the WeChat authentication
server and the authentication messages of the mobile phone
and the WeChat authentication server. We only preserve the
messages from the client, WeChat authentication server and
application server, because in the CAS-OAUTH WeChat ver-
sion, it is difficult to capture the packets from the mobile
phone to the WeChat authentication server and the packets
from the application server to the WeChat authentication
server. Therefore, we don’t construct the SPIO of these mes-
sages. The implementation ontology messages that the client
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Client

1 1_GET http

|. 2. 302 Location: http . htip. ] |

3. type , htp, http

L 4. hitp, redirect_url , response_type .mm’| |

5. appid; redirect_url , response_type statg

6. [Two Demomtion Code Form] U

7. uuid J
H 8. code, state |

9. code , state

10. CASTGC http , hitp

11, hitp , hitp , CASTGC

12. Hutp, hitp , ticket

13. Get http , ticket

14. Get hitp . hitp , ticket

16. MOD_AUTH_CAS _ http . http

17. MOD_AUTH_CAS _ http . hitp

J]l 18. jSESSIONID , Get
T

FIGURE 34. CAS-OAUTH message structure.

L

communicates with the WeChat authentication server and
application server can be found in Table 6.

TABLE 6. CAS-OAUTH SPIO.

Msg Token Key Msg Token Key
Msgl  Tokenl Http Msg5  Token3 CASTGC
Msgl  Token2 Http Msg5  Token4 Http
Msgl  Token3 Http Msg5  Token5 Http
Msg2  Tokenl Type Msg6  Tokenl CASTGC
Msg2  Token2 Http Msg6  Token2 Http
Msg2  Token3 Http Msg6  Token3 Http
Msg2  Token4 Http Msg6  Token4 Http
Msg2  Token5 Http Msg6  Token5 Http
Msg2  Token6 Rets}llal;):se Msg6  Token6 Ticket
Msg2  Token7 State Msg7  Tokenl Http
Msg3  Tokenl Appid Msg7  Token2 Ticket
Msg3  Token2 Http Msg7  Token3 Jsessionid

Response MOD_AUTH_

Msg3  Token3 type Msg7  Token4 CAS
Msg3  Token4 State Msg7  Token5 Http
Msg4  Tokenl Uuid Msg7  Token6 Http
Msg4  Token2 Code Msg8  Tokenl MO]()::SU TH
Msg4  Token3 State Msg8  Token2 Http
Msg5  Tokenl Code Msg8  Token3 Http
MsgS5  Token2 State Msg8  Token4 Jsessionid

Msg8  Token5 Http

2) TOKEN MAPPING
Table 7 shows the VF type and regular expression defined
by SPIO. Fig. 35 shows the data type relation, where Code,
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TABLE 7. VF type and regular expression.

VF Type Regular expression
Int /MN0-91*8
Float /M[1-9]d*.d*|0.d*[1-9]d*$
Double /NI 11d*)?)/) 1A+ $

/“http:VV[A-Za-z0-9]+\.[A-Za-z0-9]+
Http [V=\2%\-
& ~@[\NAHF(N<\"*S/
/N TGT- [1-91\d{5}|-[A-Za-z0-

CASTGC OJw {48,521
[0-91{11,15}|-[A-Za-20-9] \w {4}$
Tieket JASTNA{5} -[A-Za-20-9] \w{15,19}]
[0-91{12,16}[[A-Za-z]\w {4}]-cas §
. /A [A-Za-7] {5} |-[A-Za-70-9]\
Jsessionid wi448}[1-[1-97\d{9}$
Code JA-[A-Za-20-9]w1{30,34}$
Uuid /N [A-Za-20-9] \w{5.7}$
State /" [0-9a-z]\ w{20,24}$

/AMOD_AUTH_ST-|d{4,6}|-

Mod_Auth_CAS [A-Za-20-9]\w (31,35} |-cas $

Username /20[0-1\Ww{1}[[0-91\Ww{1}$
Appid Fixed value
Response_type Fixed value
Type Fixed value
Code
State ’ JSESSIONID H ticket ‘
uuid
Mod_Auth
CASTGC CAS

FIGURE 35. Data type rationales.

State, uuid, and username and so on are special data types in
the CAS protocol.

Table 8 lists the weight of the data type. Other VFs includ-
ing ““appid,” “Type,” “response_type” and so on are fixed
values, and the weight of them is set to 0. “CASTGC,”
“MOD_AUTH_CAS,” and ““ticket” have specific start char-
acters in the implementation specification, and it is easy to
identify them with regular expressions. Therefore, the weight
of these VF types is set to 1 or 0. However, “username,”
“uuid” and “State” have similar data type. Hence when the
minimum type “uuid” matches the “Code,” the weight is set
to 0.3. When the minimum type “‘uuid” matches the ““State,”
the weight is set to 0.7.

3) MSG MAPPING

The weight between the trace Msg and the ontology Msg is
calculated by Equation (4). For instance, in the green trace,
Msg4 is “uuid = a84Fb2&last = 404&_= 4786wx_ code =
hie0923fp3domlhcnnvdbpiathkpnka&code = hie7092 3fp3d
omlhcnnvdbpiathkpnka&state = 99efebf38249d3dgd7b
58g.” The matched result with Msg4 is shown in Table 9.
First, we use Equation (2) to calculate the Key weight. When
the distance ratio is lower than 0.7, the Key weight is specified
as 0. Then, according to the VF weighting module, the VF
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weight is obtained by Table 7, and then the Token weight is
calculated by Equation (3). After that, we apply the greedy
algorithm to select the maximum Token weight one by one.
Finally, the Token weights are added by Equation (4) to get
the Msg weight in Msg4.

4) FLOW MAPPING

In order to analyze the red trace and the green trace, the flow
mapping method takes the red trace and the CAS-OAUTH
implementation ontology as input and produces the
matching weight. Table 10 shows the matched weights of
the red trace to the CAS-OAUTH implementation ontology,
where “Omsg” is CAS-OAUTH implementation ontology
Msg and “Tmsg” is trace Msg. Weight selection is based on
the greedy selection algorithm. In the first method, it selects
the global maximum 7.071, the red trace “Tmsg5” matches
the “Omsg8,” so “Omsg8” is removed; in the second
method, it selects the global maximum 5.893, the “Tmsg3”
matches the “Omsg6,” and the “Tmsg4”” matches “Omsg7,”
s0 “Omsg6” and “Omsg7” are removed; in the third method,
it selects the global maximum 4.243, the “Tmsgl” is
matched with the “Omsgl,” so “Omsgl” is removed; in the
fifth method, the “Tmsg2” is matched with the “Omsg5,”
so “Omsg5” is removed. The matching results of the red
trace and the CAS-OAUTH implementation ontology are
shown in Table 11. Since the weight of the red trace match-
ing the CAS-OAUTH implementation ontology is low, it is
impossible to match the red trace with the CAS-OAUTH
implementation ontology.

Similarly, the green trace is matched to CAS-OAUTH
implementation ontology, and the matched weights are shown
in Table 12. The matched results are shown in Table 13. Since
the weight of the green trace matching the CAS-OAUTH
implementation ontology is high, the green trace is fully
matched with the CAS-OAUTH implementation ontology.

The matched results of the red trace and the CAS-SSO
implementation ontology are shown in Table 14, and the red
trace is fully matched with the CAS-SSO implementation
ontology. Since the weight of the red trace matching the
CAS-SSO implementation ontology is high, the red trace is
fully matched with the CAS-SSO implementation ontology.

D. IMPLEMENTATION SECURITY ANALYSIS

The mapping analysis method is used to analyze the map-
ping of the CAS-OAUTH and CAS-SSO. The result shows
that the CAS-OAUTH trace consists of 39 ontology tokens
and 70 non-ontology tokens. The CAS-SSO trace consists
of 22 ontology tokens and 46 non-ontology tokens. The
analytical conclusions of both two traces indicate that the
Msg sequence is fully consistent with the implementation
ontology and the number of ontology Token is equal to the
implementation ontology. The type of VF in the two traces
is consistent with the regular expression generated by imple-
mentation ontology. Moreover, the non-ontology token anal-
ysis method shows that there is an information leakage threat
for the Ticket in the 7th and 8th messages of the CAS-SSO
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TABLE 8. Weight of the data type.

Minimum Data

Type in Trace Data Type in Ontology

Key Http Cé(S:T Ticket Jsessionid Code Uuid State MOdeu th C I}IJaSrflre
Http 1 0 0 0 0 0 0 0 0
CASTGC 0 1 0 0 0 0 0 0 0
Ticket 0 0 1 0 0 0 0 0 0
Jsessionid 0 0 0 1 0 0 0 0 0
Code 0 0 0 0 1 0 0 0 0
Uuid 0 0 0 0 0.3 1 0.7 0 0
State 0 0 0 0 0.7 0 1 0 0
Mod_ASuth_CA 0 0 0 0 0 0 0 1 0
Username 0 0 0 0 0.3 0.7 0 0 1

TABLE 9. Matching result with green trace Msg4 and CAS-OAUTH implementation ontology.

CAS-OAUTH Matchin
Implementation Green Trace Msg4 g
Result
ontology
Uuid Last Wx code Code State
Msg3 Appid 0 0 0 0 0
Msg3 Http 0 0 0 0 0 0354
Msg3 Response type 0 0 0 0 0 ’
Msg3 State 0.7 0 0 0 1.414
Msg4 Uuid 1.414 0 0 0 0
Msg4 Code 0 0 1.152 1414 0.7 4.243
Msg4 State 0.7 0 0 0 1.414
Msg5 Code 0.3 0 1.152 1.414 0.7
Msg5 State 0.7 0 0 0 1.414
Msg5 CASTGC 0 0 0 0 0 1.131
Msg5 Http 0 0 0 0 0
Msg5 Hittp 0 0 0 0 0

TABLE 10. Matched weights of the red trace to the CAS-OAUTH implementation ontology.

CAS-OAUTH Implementation ontology

Red Trace Omsgl Omsg2 Omsg3 Omsg4 Omsg5 Omsg6 Omsg7 Omsg8
Tmsgl 4.243 1.818 0.354 0 0913 3.182 2.122 2.546
Tmsg2 1.521 0.652 0.354 0 0913 0.761 0.761 0913
Tmsg3 4.243 1.818 0.354 0.1 1.877 5.893 3.771 2.546
Tmsg4 4.243 1.818 0.354 0 1.131 3.771 5.893 4.526
Tmsg5 4.243 1.818 0.354 0 1.131 2.122 5.893 7.071

TABLE 11. Matching result with red trace and CAS-OAUTH implementation ontology.

Red Trace Tmsgl Tmsg2 Tmsg3 Tmsg4 Tmsg5
CAS-OAUTH 1 5 6 7 8

TABLE 12. Matched weights of the green trace to the CAS-OAUTH implementation ontology.

Green Trace CAS-OAUTH Implementation ontology

Omsgl Omsg2 Omsg3 Omsg4 Omsg5 Omsg6b Omsg7 Omsg8
Tmsgl 4.243 1.818 0.354 0 1.131 2.122 2.122 2.546
Tmsg2 4.243 12.726 1.414 0.471 2.546 3.771 2.121 2.546
Tmsg3 0.471 1.818 4.243 0.471 1.131 0.236 0.236 0.283
Tmsg4 0 0.202 0.354 4.243 1.131 0 0 0
Tmsg5 1.521 0.808 1.414 1.885 7.071 2.125 0.943 1.131
Tmsg6 4.243 3.233 0.354 0 2.546 8.485 3.771 2.546
Tmsg7 4.243 1.818 0.354 0 1.131 2.122 8.485 7.071
Tmsg8 4.242 1.818 0.354 0 1.131 2.122 5.893 7.071
protocol trace. We also find this information leakage threat Figs. 36 and 37 show the results of the non-ontology token
in the 12th and 13th messages of the CAS-OAUTH protocol analysis method. The Ticket appears in the Location field
trace. and Get field. It indicates that Ticket is sent along with
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TABLE 13. The mapping between the green trace to the CAS-OAUTH implementation ontology.

Green Trace Tmsgl Tmsg2 Tmsg3 Tmsg4 Tmsg5 Tmsg6 Tmsg7 Tmsg8
CAS-OAUTH 1 2 4 5 6 7 8
TABLE 14. The mapping between the red trace to the CAS-SSO implementation ontology.
Red Trace Tmsgl Tmsg2  Tmsg3  Tmsgd  TmsgS
CAS-OAUTH 1 2 3 4 5

HITP/1.1 202 Moved Temporarily
Server: nginx

Date: Fri, 22 Feb 2015 07:40:55 GMT

Connection: close

Cache-Control: no-cache

Cache-Control: no-store

Dragma: no-cache

Location: http://ehall.scuec.edu.cn/login?service=htop:
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Strict-Transport-Security: max-age=3153€000; includeSubDomains
Content-Length: 485

html><head><title>302 Moved Temporarily</title></head>
body bgcolor="$FFFFFE">
<p>This document you requested has moved bemporarily.</p>

<p>It's now at <a href="http://ehall scuec edu.cn/login?service=http://ehall scuec.edu.cn/new/index html&amp; ticket=ST-1113510-BaL73HKE{TdfT1QPYsQk1550821255950-aKbn-cas">

http://ehall scuec.edu.enflogin?service=http://ehall scuec.edu.on/new/index htmlsamp; ticket=5T-1113910-BaL73HKEI4fT1QPYsQk1550321255550-akbn-cas=/a>. </p>

FIGURE 36. The 7th message of CAS-SSO.

GET flogin?service=http://ehall . scuec.edu.cn/new/index html&éticket=5T-1113510-BaL73HEEjIdfTI1QPFYs0k1550821255950-akKbn—cas HITE/1.1

Host: ehall.scuec.edu.cn

Upgrade-Insecure—-Reguests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€d; x€4) RppleWebEit/537.3€ (EHIML, like Gecko) Chrome/72.0.3€10.2 Safari/537.3¢
Leocept: text/html, application/xhtml+xml, application/xml;g=0.%, image /webp, image/apng, */*;q=0.8

izd .com/connect/grconnect?appid=wnl4cdlcd17652bed3eredirect _uri=http://id.scuec.edu.cnfauthserver/calll

Referer: http://open.weixin.
Zccept—Encoding: gzip, deflate
Zccept-Language: zh-CH, zh;g=0.%

Cookie: amp.locale=zh_CN; =zg_did=%7B%22did%22%3A%20%221€7cfa85adbETe—0bda32c2b8d€Te-3£€74706-1£fa400-167cfa85a4c£9d%225%7D; UM disti

Connection: close

FIGURE 37. The 8th message of CAS-SSO.

the URL. Get field and Location field is the plaintext in the
HTTP protocol and is generally used to query resources and
jump to another website. However, according to the SPIO,
the ticket is an important authorization credential for estab-
lishing a session between the client and the CAS application
server. The Get field and location field could be saved in
the cache by the browser, and the attacker can get the ticket
by searching the cache. Therefore, the login module of a
university information system has a risk of data leakage.

We also notice that the number of non-ontology token in
the trace is larger than the ontology token. There are two rea-
sons for this phenomenon: (1) Many tokens may traverse in
the same connection multiple times. (2) CAS protocol and the
other protocol are mixed in transmission. The CAS protocol
implementation of the user login module is not standard.

E. DISCUSSION
We discuss in detail our approach from four aspects:

(1) The past protocol reverse engineering methods merely
infer the protocol specification, but in our work, it is used to
analyze the consistency of security protocol trace and SPIO
to find the vulnerabilities of network and system.

(2) In the past, researchers used purified network traces to
promote the correctness, but purified network traces are hard
to obtain. In our work, unpurified network traces are used.
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We process it by B-spline such that the noise can be resisted
and reduced. The B-spline points out the special characters
used for the K-means method to classify the unpurified net-
work traces.

(3) As for complexity, PI project [35] uses multiple
sequence alignment in which computational complexity is O
(L") (L-is the length of the trace, n is the number of the trace).
[15,17-19] adopts the n-grams method to analyze the protocol
format. The computational complexity of the n-grams is O
(K%) (K is the number of keywords and W is the number
of n-grams for the given corpus). We use two-way sequence
alignment method to replace multiple sequence alignment
method and reduce the computational complexity from O
(L™ to O (L?), which is a considerable improvement on the
efficiency.

(4) Regarding the separator identification assumption,
Field Hunter [21] uses two assumptions: (1) Separators often
appear at the beginning and end of the IF and are usu-
ally shorter in length, (2) Separators are a nonalphanumeric
sequence of 1 or 2 characters. Field Hunter uses assumption
(2) to filter separators. But we only adopt assumption (1) and
then use VF region to filter separators.

(5) Malicious traffic detection methods [9]-[14] find an
attack when an attack is launched, while our proposed
SAMSPI method can find in advance the vulnerabilities of

131065



IEEE Access

. He et al.: SAMSPI Based on Unpurified Security Protocol Trace and SPIO

the network and system before an attack is launched to take
advantage of these vulnerabilities.

VI. CONCLUSION AND FUTURE WORKS
Under the condition of not being able to obtain SPI, in this
paper, we analyze the SSPI based on the unpurified security
protocol traces and SPI specifications. First, the SPIOF is
presented based on a seven-step method and an ontology
framework. It describes the attributes of the ontology terms.
Second, FAMUNT method is presented using separator infer-
ence method. It produces the protocol format from the unpu-
rified network trace. Third, the mapping method of SPT2SIO
is presented based on the greedy algorithm. It generates
SPT2SIO mapping. Fourth, the SAMSPI method is presented
to analyze the consistency of CAS trace and check the token
leakage. Finally, FSIA software is implemented to analyze
the CAS-SSO protocol and CAS-OAUTH protocol of login
module of a university, the result shows that there is a risk of
leakage of the Ticket in the CAS protocol and a large number
of the non-ontology token are mixed with ontology token in
the same connection.

In the future, we will take the token dependencies and
the protocol state machine into consideration to analyze the
security of SPI to a finer degree.
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