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ABSTRACT Traditional construction supply chains suffer from extra delays, costs and information wastages
due to information intermediaries. Blockchain, a decentralized infrastructure, can provide irreversibility,
undeniableness, uniqueness and anonymity for trades. Hence, we first propose a blockchain-based con-
struction supply chain framework to reduce limitations in traditional ones. However, payment security by
blockchain must be guaranteed and token assets in accounts must be protected. Although the loss of private
keys will not result in the exposure or the modification of records in blockchain due to merkle root and
blockheader hash, fake payments can be generated and all tokens in the accounts controlled by the private
keysmay be stolen by attackers. Existing approaches towards private-key protections include biometric-basic
signature schemes, index-hidden private key designs and post-quantum blockchain schemes. Nevertheless,
none of them can recover lost private keys. Therefore, we design a private-key distribution protocol in
blockchains to preserve security of private keys with key recovery. Specifically, our scheme not only uses
secret sharing to improve possibilities of recovering lost keys but also introduces network protocols to
guarantee security of secret share transmission. The proposed scheme is then proven secure and feasible
both in theoretical and experimental analysis.

INDEX TERMS Construction supply chain, private key distribution, blockchain, secret sharing.

I. INTRODUCTION
Nowadays construction supply chain (CSC) finance grows
in importance along with economic globalization, which
rapidly increase circulation of capital and expansion of mar-
ket. It raises a claim on more interdependent relationships
(e.g., managements in raw material purchases, logistic trans-
portations, tender managements and so on) among enter-
prises, suppliers and dealers [1]. Nevertheless, CSC has been
suffered from ineffective information transmissions. In tradi-
tional CSC modes, information intermediaries takes the role
of transferring information, and every two enterprises solely
communicate with each other through an information inter-
mediary [2]. Existence of information intermediaries not only
ensures fairness, reliability and transparency in trades, but
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also leads to long time span, expensive management fees and
possible informationwastages because of scattered geograph-
ical distribution and large amounts of participants [3], [14].
Lack of a coordinative information platform makes CSC
eager for a peer-to-peer structure (e.g., a blockchain-based
system) to replace information intermediaries.

Blockchain was first introduced by Satoshi Nakamoto to
propose a virtual crypto-currency Bitcoin (BTC) in 2008 [4],
which introduces a decentralized infrastructure to provide
irreversibility, undeniableness, uniqueness and anonymity for
transactions. Each user in blockchains interacts with each
other directly and generates information to be recorded in
blockchains. Moreover, the ownerships of records are solely
proven by correct private keys, which provides authentica-
tions through signatures. Records in blockchains are mon-
itored by all nodes, ensuring non-repudiation and integrity
of information. Blockchain’s coming out has brought in
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plentiful other extended applications (e.g., Ethereum (ETH),
Ripple (XRP), Bitcoin Cash (BCH) and so on), setting off
billions of investments in blockchain applications. Never-
theless, growing value in blockchain industry has brought
in increasing security risks. Most owners’ addresses, public
keys and private keys (PriKeys) are stored in terminals locally,
while few are stored in online wallet servers. Therefore,
security of ownership is tightly related with PriKeys [8]. For
instance, once a PriKey was breached by single point of
failure, its ownership can be tampered illegally [5].

Major security threats about PriKeys include being lost
by terminals, being breached by quantum computing attacks
and being stolen of by online PriKey generators [6]. Some
approaches are to prevent losing PriKeys by hiding them
into specific indexes (such as hiding them into plain English
text [7], fractal trees [8] and so on). Some approaches are
to defend against quantum computing attacks by redesign-
ing post-quantum blockchain schemes, which involve lattice-
based signature schemes [10], double-signature schemes [9]
and anti-quantum transaction authentication schemes [11].
However, methods above merely cope with security threats
from external attacks. There exist no approaches towards
how to prevent losing PriKeys caused by terminals’ physical
damages (internal attacks) or how to recover lost PriKeys.

Therefore, tomitigate limitations on low information trans-
mission efficiency in CSC modes and unrecovery of PriKeys
in blockchains, in this paper we propose a secret-sharing-
based private-key protection protocol, which is designed
under CSC modes in blockchains. Specifically, the contribu-
tions of this paper are as follows:

1) To avoid centralized-service delays, transmission
costs and information wastages in transmission pro-
cesses, we transplant the basic structure of consor-
tium blockchains and then propose a framework for
CSC based on blockchains, where transaction details
are recorded in blockchains instead of information
intermediaries, ensuring more fairness, reliability and
correctness of trades.

2) To reduce common attacking models and help recover
lost PriKeys, we introduce a general private-key dis-
tribution protocol composed of ten sub-protocols,
where each participant memorizes as little information
as possible. Moreover, this protocol can be further
extended in blockchain-based applications (e.g., our
CSC framework).

Having introduced the paper, we will briefly review related
work in the next section (see Section II). In Section III,
we describe the problem formulation and other relevant
materials. In Section IV, we present our proposed approach,
prior to presenting the evaluation findings in Section V.
We conclude the paper in Section VI.

II. RELATED WORK
A. BLOCKCHAIN
Satoshi Nakamoto primarily introduced blockchain to pro-
pose the world’s first crypto-currency ‘‘bitcoin’’ in 2008 [4].

Compared with centralized infrastructures, blockchain estab-
lishs a consensus mechanism among decentralized s over
the Internet. Validators pack a list of transactions into a
block. Moreover, blockheader includes a merkle root hash
to maintain integrity of transactions, a timestamp to claim
each block’s generating order, the hash of previous block to
confirm chain’s architecture and so on. Consensus algorithms
(e.g., Proof-of-Work, Proof-of-Stake and Delegated Proof of
Stake) select a validator at set intervals to link his block to the
previous one. These algorithms not only eliminate double-
spending transactions but also ensure transactions visible
and reliable. All participants share the same copy of data
sets (e.g., account book of crypto-currency) in blockchains,
assuring undeniableness and irreversibility of transactions.

B. BLOCKCHAIN ENABLED SUPPLY CHAIN
Yafei Ji et al. concluded two attack scenarios towards
cyber supply chains: attack via manufacturer source code
or product and attack via vendor remote access [18].
Han Jeong Hugn et al. investigated possible supply chain
devevlopments influenced by blockchains, where they con-
cluded trust as the most influential driving factor. Besides,
blockchain technologies are highly promising tools on sup-
ply chains from following aspects: extended visibility and
traceability, supply chain digitalisation and disintermedia-
tion, improved data security and smart contracts [13]. There-
fore, supply chain managements gain strong potential in
blockchains. For example, Yu Cui and Hiroki Idota pro-
posed a decentralized information sharing blockchain system
to improve supply chain resilience [14]. Si Chen proposed
a blockchain-based supply chain management framework
to solve limitations in quality inspections [15]. However,
Youness Tribis statistically surveyed current supply chain
managements based on blockchains, which illustrates that
major researches focus on pharma and food. Except for
general discussions without a particular domain, there exist
no researches on construction supply chains [12]. Hence,
we will first introduce a blockchain-based design particularly
in construction supply chain.

C. TECHNOLOGICAL CHALLENGES
Even if blockchain technologies possess preponderances in
overcoming shortcomings in supply chains (e.g., extra time
cost, expensive management fees and possible information
wastages [3]), they bring in extra weaknesses in security.
Pascal Urien analyzed that main challenges among trusted
transactions in blockchains include PriKey security and mal-
wares. And he designed a crypto terminal which employs
firmware programing and security policies to represent cur-
rent transaction generators [17]. Beini Zhou discussed secu-
rity risks brought by online PriKey generators and online
crypto-currency wallets [6]. Furthermore, there still exist
threats from quantum computers, whose computation abili-
ties can destroy trust policies of consensus algorithms.

Existing approaches towards PriKey protections include:
biometric-based signature schemes [19], index-hidden
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PriKey designs [7], [8] and post-quantum blockchain
schemes [9]–[11].

1) Biometric-based Signature Schemes
Yosuke Kaga et al. firstly proposed a secure and practi-
cal signature scheme which uses participant’s biomet-
ric information (e.g., fingerprint, face, finger vein) as
a PriKey. By combining blockchains and biometrics
together, privey keys are secured without ownerships’
being tampered illegally. And even lost PriKeys can
be recovered through biometrics at any time [19]. But
such an index-hidden scheme breaks anonymity in
blockchain because relationships between biometrics
and accouts are one-to-one, which does not suits for
unreal-name scenarios. Moreover, despite high effi-
ciency of recovering PriKeys, costs on collecting and
analyzing biometric information are too heavy to be
afforded for most users.

2) Index-hidden Private Key Designs
James Stanley proposed a stegoseed method by hiding
PriKeys into plain English text [7]. Osama Hosam pro-
posed a robust steganography technique, which hides
PriKeys into fractal trees and discretizes angles and
lengths of tree branches [8]. Nevertheless, nor plain text
or fractal trees can prevent risks of losing by itself. For
example, if a user is likely to lost his steganographic
image remissly beacuse of laptop crashes, it will be
scarcely possible for him to recover PriKeys again.

3) Post-quantum Blockchain Schemes
Yulong Gao et al. designed a post-quantum blockchain
(PQB) composed of a lattice-based signature scheme
and a double-signature scheme [9]. Wei Yin et al.
proposed a anti-quantum transaction authentication
scheme to extend multiple signatures from single
lattice space to multiple ones [10]. Chaoyang Li
and Xiubo Chen et al. proposed a new lattice-based
signature scheme where PriKeys are generated by
Bonsai Trees technology [11]. However, these post-
quantum blockchain schemes cope with quantum
computing threats which require new blockchain archi-
tectures in telecommunications and digital signatures,
decreasing compatibility and extensibility of current
blockchains.

As concluded above, current approaches can not sup-
port recoverability of PriKeys or cope with security threats
caused by terminals’ physical damages. Hence, exist-
ing approaches focus on secret sharing. For instance,
Jan Camenisch et al. proposed the first t-out-of-n thresh-
old password-authenticated secret sharing protocol, which
is proven secure in the universal composability framework
and offers important advantages over property-based defi-
nitions [20]. Moreover, Stanislaw Jarecki et al. proposed a
Password-Protected Secret Sharing (PPSS) scheme which
does not require secure channels or PKI other than in the
initialization stage [21]. Considering that schemes above
are mainly cope with online bitcoin wallet trust problems,

we will extend existing scenario into any bitcoin wallet and
then design a secret-sharing-based key protection scheme in
blockchain to improve security of PriKeys.

III. PROBLEM FORMULATION
A. DESIGN PRINCIPLES
We outlined main disadvantages of existing private-key secu-
rity schemes in Section I and Subsection II-C, which con-
cluded that current approaches can not support recovering
lost PriKeys. To enhance both the recoverability of PriKeys
and the extensibility of blockchians, we provide three specific
design goals listed below:

1) A basic CSC-blockchain mode should be compatible
for extensional CSC applications.

2) Local devices should save as less information as possi-
ble to prevent single point of failure.

3) Schemes designed for PriKey protection should be
compatible and extensible.

Goal 1 and Goal 3 put forward requests for basic schemes
(designs) which are applicable for extended designs. That is,
such a scheme can be further discussed without exten-
sive infrastructures. Goal 2 is proposed to facilitate users’
private-key saving challenges. Users can memorize a shorter
or meaningful password instead of a meaningless 256-bit
PriKey, which leaves extra back-ups in their brain. More-
over, Goal 2 allows users to distribute secret shares in
several devices, where even if some shares are stolen or
missing, users can recover initial secret from the remaining
informations.

B. ADVERSARY MODELS
Noted that considerable devices (e.g., note papers, smart
phones, laptops, desktops, brains) suit for storing passwords,
we give reasonable assumptions as following:

1) Attackers cannot manage more than 50 percent com-
puting velocities at the same time, making it impossible
for more than 50 percent of devices losing their shares
meanwhile.

2) Users prefers to generate an as private and safe as
possible password in brain and will not leak them out
on their initiatives.

The design of adversary models depends on attacks. Exist-
ing attacking approaches include: vulnerable links, passive
attacks, active attacks, cryptography attacks, special network
transport protocol attacks, special secret sharing protocol
attacks and so on.

In this way, twelve adversary models can be listed, where
the former fivemodels attack on the (t, n) secret sharing algo-
rithm and the latter sevenmodels attack on network protocols:
(1) Compromise Attacks, (2) Collusion Attacks, (3) His-
tory Analysis Attacks, (4) Malicious Behavior Attacks,
(5) Compromise of Entities with NodeA, (6) Eavesdrop-
ping Attacks, (7) Reflect Attacks, (8) Interleave Attacks,
(9) Replay Attacks, (10) Combination Attacks, (11) DDoS
Attacks and (12) Sybil Attacks.
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Furthermore, the specific descriptions over above adver-
sary models are given in Subsection V-A for better
understanding in security analysis.

Taking both principles and adversary models into consid-
eration, we explore a blockchain-based CSC framework and
a private-key distribution protocol to defend against above
attacking models.

IV. PROPOSED SCHEMES
Before introducing our private-key distribution protocols,
we first propose a basic blockchain-based CSC framework
to avoid unfairness, unreliability and non-transparency in
trades. On the basis of a basic CSC framework, we then
introduce a private-key distribution protocol composed of ten
sub-protocols to hence recoverability of PriKeys. To simplify
descriptions of algorithm in sub-protocols, we introduce ten
notations listed in Fig. 3.

A. A BLOCKCHAIN-BASED CONSTRUCTION SUPPLY
CHAIN (CSC) FRAMEWORK
As is shown in Fig 1, suppliers, enterprises and dealers com-
pose three basic entities in traditional construction modes.
Enterprises purchase materials from suppliers and market
goods through dealers. The whole self-liquidating trade
finance process includes pledges of receivable accounts, third
party supervisions, project bids and so on, requiring diverse
records to be monitored. Thus we introduce blockchains to
improve information transmission performances.

FIGURE 1. The basic traditional CSC mode.

We outline designs of blocks as below.
1) Block Designs Any block is composed of a block-

header and a block dataset in Table 1. The block dataset
includes detail records and its signatures, while the
blockheader includes the block size, the block type,
the block version, the merkle root hash of block dataset,
the hash of last block and the time-stamp.

2) Entities Considering that enterprises are involved
in all information flows, capital flows and logis-
tics processes, we increase functions of enterprises
as validators in blockchains. Moreover, other entities
(e.g., suppliers, dealers and so on) shall act as record-
senders and regulators.
The identity of a entity is a PriKey generated by itself,
which is kept as a secret. And the hash of a PriKey is
public to all as an identity address. Hence, each entity

TABLE 1. The design of a block.

can sign to any messages through its PriKey while any
other identities can verify the validity of a signature
through its related identity address.

3) Consensus Mechanisms Any entity sends their
records to the enterprise with their signatures. After
receiving records, the enterprise verifies the validity of
them and digs them into blocks. Blocks will be put into
blockchains by enterprises. Finally, each entity store a
same copy of all records in blockchains locally, which
prevents records from tamper-proofing.

Some disadvantages of traditional CSC mode can be
solved. For instance, both information wastages caused by
scattered geographical distributions and centralized-service
delays caused by repeat responses can be eliminated because
every entity keeps a same copy of records locally and can refer
to any information at any moment. And transmission costs
can be avoided because there exist no specific information
intermediaries. Furthermore, our framework prevents records
from tampering by monitoring records within full participa-
tions, thus maintaining the fairness, reliability and safety of
trades.

B. PRIVATE-KEY DISTRIBUTION PROTOCOLS
As is mentioned in Fig. 2, the former five sub-protocols are
proposed to generate and send secret shares when the latter
five sub-protocols are proposed to recover secret shares and
regenerate secrets.

Before describing private-key distribution protocols,
we first introduce several notations to simplify symbols.
Table 2 lists notations used in these protocols.

1) SUB-PROTOCOL 1: THE SECRET ENCRYPTION
(SECRETENC) ALGORITHM
In this sub-protocol, NodeA encrypts its password PWDA
through its private key PriKeyA and outputs encrypted cipher-
text C .

C ⇐ ENC(PWDA,PriKeyA), where PWDA ∈ {0, 1}m,

PriKeyA,C ∈ {0, 1}L . (1)
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FIGURE 2. Divisions and notations of ten sub-protocols.

As is shown in (1), ENC : X1 × X2 → Y repre-
sents any general encryption algorithm (e.g., AES, which
is off-the-shelf), where the first input X1 (here is PWDA)
represents symmetric encryption keys, the second input X2
(here is PriKeyA) represents plaintexts to be encrypted and
the output Y (here is C) represents encrypted ciphertexts.
Moreover,m represents the length of PWDA, L represents the
length of PriKeyA.

Furthermore, in order to prevent attackers’ collision
conflicts, both the password PWDA and the private key
PriKeyA can be extended by adding superfluous messages
(e.g., NodeA′s username USERNAMEA, Device ID, memory
questions Q1,Q2,Q3, etc.) to initial messages. For exam-
ple, PWDA can be extended as (PWDA||USERNAMEA) when
PriKeyA can be extended as (PriKeyA||Device ID).

2) SUB-PROTOCOL 2: THE SECRET MESSAGE
AUTHENTICATION CODE (SECRETMAC) ALGORITHM
During reconstructions in Sub-protocol 9, ciphertext C must
be checked for its correctness. To design this, SecretMAC
Algorithm in Sub-protocol 2 aims to add some integrity
checking information or an integrity check of the share at the
end of C . The (2) is listed below.

MAC ⇐ Hash(C||Q1)

D ⇐ C||MAC (2)

TABLE 2. Notations.

As is shown in (2), Q1 is a memory question chosen by
NodeA. MAC represents the integrity checking information
to be added at the end of C . Moreover, the output result D
is the ‘‘secret’’ to be divided into several shares in following
sub-protocols.

3) SUB-PROTOCOL 3: THE SECRET SHARE
(SECRETSHARE) ALGORITHM
Sub-protocol 2 returns ciphertexts with its integrity checking
information D to maintain correctness of secrets, while Sub-
protocol 3 aims to divide D into several shares to provide
recoverability for secrets.

First, NodeA chooses a random natural number n to be
the number of shares, a random natural number t to be the
threshold value (where 0 < t < n) and a random big prime
number P (where the length of P = L + LMAC + 1). Then
NodeA chooses any (t, n) secret sharing protocol (e.g., Shamir
(t, n) protocol, RSA (t, n) protocol, CRT (t, n) protocol, etc)
to divide n shares of D. Resulting shares are named after
D[1],D[2], . . . ,D[n]. Details of SecretShare Algorithm are
shown in Algorithm 1:

After generating Algorithm 1, NodeA sends all secret
shares D[i] = X [i] + Y [i] to NodeB[i]s, where |D[i]| =
|X [i]+ Y [i]| = 2|P|.
In Algorithm 1, n and t are determined by current mea-

sured network state and system design parameters accord-
ing to the Node Detection Protocol (P1) in Sub-protocol 5.
Moreover, as Goal 2 in Section III requested, P shall be stored
locally as a sysytem parameter.
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Algorithm 1 The SecretShare Algorithm
Input: D, t, n,C,P, where t, n ∈ N , 1 ≤ t < n,P is a

random big prime number with
|P| = L + LMAC + 1

Output: D[i] = (X [i],Y [i]), where i = 1, 2, . . . , n,
X [i],Y [i] ∈ [0,P− 1], |X [i]| = |Y [i]| = |P|

1 Choose t − 1 random numbers
a[1], a[2], . . . , a[t − 1] ∈ {0, 1}L , where
a[i] ∈ [0, 2L − 1], i = 1, 2, . . . , t .

2 Choose n random numbers
X [1],X [2], . . . ,X [n] ∈ [1, 2L − 1].

3 For every input value of step1 and step2, go through
function F(X ) =
a[t − 1]X t−1 + a[t − 2]X t−2 + . . .+ a[1]X + C mod P,
and return Y [i]⇐ F(X [i]).

4) SUB-PROTOCOL 4: THE SHARE ENCRYPTION
(SHAREENC) AND THE SHARE MESSAGE
AUTHENTICATION CODE
(SHAREMAC) ALGORITHM
Considering that ‘‘secret’’ D has been divided into n shares
in Sub-protocol 3, the next step is to distribute these shares
to NodeB[i]s. However, to avoid attackers spying on trans-
portation channels to filch shares, we design Sub-protocol
4 to defend against it.

Algorithm 2 The ShareEnc & ShareMAC Algorithm
Input: PWDA,Q2,Q3,USERNAMEA, ID,D[i], where

i = 1, 2, . . . , n.
Output: E[i]

1 Input PWDA,Q2,Q3, ID and USERNAMEA to go
through hash functions, and return ShareKey⇐
Hash(PWDA||Q2||USERNAMEA),TAGA ⇐
Hash(Q3||ID).

2 Input ShareKey, ID and D[i] to go through encryption
function ENC, and return
D′[i]⇐ ENC(ShareKey,D[i]||ID).

3 Input D′[i] and ShareKey to go through hash functions,
and return MAC[i]⇐ Hash(D′[i]||ShareKey), i =
1, 2, . . . , n.

4 Input D′[i],MAC[i],TAGA and return
E[i]⇐ D′[i]||MAC[i]||TAGA.

In Algorithm 2, NodeA uses the same encryption function
ENC as that in Sub-protocol 1. Moreover, considering that
the output length of hash function Hash may be longer than
the length of first input in function ENC , NodeA should cut
partial bit-streams from the output of Hash to match ENC ′s
input. Besides, as Goal 2 in Section III requested,NodeA shall
store ShareKey dynamically. In other words, ShareKey should
be generated in real time during Algorithm 2 and be destroyed
as soon as it finishes.

5) SUB-PROTOCOL 5: THE NODE DETECTION AND SHARE
ENCRYPTION TRANSPORT PROTOCOL (P1)
P1 is a three-round protocol which includes a Diffie-Hellman
Key Agreement Protocol, a node-detecting protocol and a
share encryption transport protocol.

First, NodeA broadcasts its request by sending package
REQ. Then everyNodeB resends the package ACK toNodeA.
In this process, package REQ and package ACK constitute
the Diffie-HellmanKeyAgreement Protocol. Besides,NodeA
sends the share which is encrypted by the one-off negotiation
session key to NodeB[i]s. In this way, NodeA and NodeB[i]s
negotiate with each other to distribute NodeA′s secret shares.
The procedures are shown in Algorithm 3 and the details

are as below:

Algorithm 3 P1 Algorithm
Input: REQ,REQID,REQADDR,ACK ,ACKID,

ACKADDR,
PriKeyB[i],PWDA,E[i], where i = 1, 2, . . . , n
Output: NegotiationProcess

1 NodeA→ ∗ :< REQ,REQID,REQADDR >.
2 NodeB[i]→ NodeA :〈ACK ,ACKID,REQADDR,ACKADDR,

gHash(PriKeyB[i])modP,
gHash(REQID||PriKeyB[i])modP

〉

3 NodeA→ NodeB[i] :

〈 SND,ACKID,REQADDR,ACKADDR,gHash(PWDA)+4modP,
gHash(PWDA)+α·4modP,

ENC(SessionKey[A,B[i]],
ENC(PairwiseKey[A,B[j]],E[i]))

〉

where
PairwiseKey[A,B[j]] = gHash(PriKeyB[j])·Hash(PWDA)modP,
SessionKey[A,B[i]] =
gHash(REQID||PriKeyB[i])·(Hash(PWDA)+4)modP

1) NodeA broadcasts its request package in (3).

A→ ∗ :< REQ,REQID,REQADDR > (3)

where REQ represents the package of requests with
code ‘‘00001111’’, REQID represents a random integer
number at the length of 24 bits, REQADDR represents
NodeA′s IP address.

2) After receiving NodeA′s request package, NodeB[i]
figures out

gHash(PriKeyB[i])modP (4)

which represents NodeB[i]′s Diffie-Hellman storage
key to be transported and

gHash(REQID||PriKeyB[i])modP (5)
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which represents NodeB[i]′s Diffie-Hellman session
key to be transported. Then NodeB[i] resends its
response package to NodeA:

B[i]→ A :

〈 ACK ,ACKID,
REQADDR,ACKADDR,
gHash(PriKeyB[i])modP,

gHash(REQID||PriKeyB[i])modP

〉
(6)

where ACK represents the package of acknowledge-
ments with code ‘‘11110000’’, REQID = REQID +
1 with |REQID| = |REQID|, REQADDR represents
NodeA′s IP address, ACKADDR represents NodeB[i]′s
IP address. Moreover, P is a prime number and g is an
element of ZP with the order of q.

3) After receiving NodeB[i]′s response package, NodeA
chooses a nonce4, a big prime number qwhich divides
P − 1, a nonce α between 1 and q, and g which is the
element of order q in Zp.
Then NodeA figures out (7),(8),(9) and(10):

gHash(PWDA)+4modP (7)

where 4 is a random number which represents a ran-
dom key to protect PWDA from brute-force attacks.
Besides, 4 should not stored in terminals of NodeA.

gHash(PWDA)+α·4modP (8)

where α is a random number between 1 and q (α ∈
(1, q]) and must be stored in terminals of NodeA.

PairwiseKey[A,B[j]] = gHash(PriKeyB[j])·Hash(PWDA)

modP (9)

where j is a random number between 1 and n (j ∈
[1, n]). PairwiseKey helps key-entropy expansions,
making it more difficult for key-attempting attacks.
Furthermore, any NodeB[i] can not speculate the α
of NodeB[j] through (7),(8) because of difficulties in
solving discrete logarithm problems in (9).
After introducing (9), NodeA uses Pairwisekey[A,B[j]]
to encrypt E[i] through function ENC and returns the
result of
ENC(Pairwisekey[A,B[j]],E[i]).

SessionKey[A,B[i]] = gHash(REQID||PriKeyB[i])

·
(Hash(PWDA)+4) modP (10)

By introducing one-off session elements REQID,
SessionKey can prevent network-spying behaviors.
Then NodeA encrypts ENC(Pairwisekey[A, B[j]],E[i])
with SessionKey and returns the result of ENC
(SessionKey,ENC(PairwiseKey[A,B [j]],E[i])).
Finally, NodeA sends its transfer package to NodeB[i]:

A→ B[i] :

〈 SND,ACKID,
REQADDR,ACKADDR,
gHash(PWDA)+4modP,
gHash(PWDA)+α·4modP,

ENC(SessionKey[A,B[i]],
ENC(PairwiseKey[A,B[j]],E[i]))

〉

(11)

After receiving ENC(SessionKey, ENC(PairwiseKey
[A,B[j]],E[I ])), NodeB[i] decrypts ENC(PairwiseKey[A,
B[j]],E[I ]) with SessionKey.

Because of requests in Goal 2 in Section III, NodeB[i]
should store ENC(PairwiseKey[A,B[j]],E[I ]),
gHash(PWDA)+4modP and gHash(PWDA)+α·4modP locally to

make verifications for share holders in Sub-protocol 6.

FIGURE 3. Transferring in P1.

As is shown in Fig. 3, in order to improve transferring
efficiency, NodeB[i]s shall repeat sending response packages
to NodeA. Then NodeA chooses to resend SND or not.

6) SUB-PROTOCOL 6: THE SHARE RECOVERERY ENCRYTION
TRANSPORT PROTOCOL (P2)
In order to retrieve t valid shares, we need to design an inter-
active protocol P2 to for NodeB[i] to verify NodeA′s Identifi-
cation. P2 is a four-round protocol, whose functions include
share-recovery request RCR and share-return reply RTN . The
design of P2 is based on Zero-knowledge Proof (ZkP) to
prove the ownership of PWD without leaking any details
about it. Moreover, P2 adopts the design idea of Schnorr
Identification Protocol.

The procedures are shown in Algorithm 4 and the details
are as below:

1) NodeA first figures out a commit which represents a
one-off session key for negotiation.

Commit = grmodP (12)

where r is a dynamic nonce which will be destroyed
after P2 finishes and g is Sub-protocol 5′s element of
order q in Zp.
Then NodeA figures out a challenge for Nodeb[i] as an
intermediate variable.

Challenge = Hash(RCRID||g||Commit) (13)

where RCRID represents a integer nonce at the length
of 24 bits.
On the basis of (13), NodeA figures out a response
message.

Response = r + Hash(PWDA) ∗ ChallengemodP

(14)
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Algorithm 4 P2 Algorithm
Input: RCR,RCRID,REQADDR,RTN ,RTNID,

ACKADDR, g,P,
PriKeyB[i], where i = 1, 2, . . . , n
Output: NegotiationProcess

1 NodeA→ ∗ :〈
RCR,RCRID,REQADDR,
Commit,Response, α

〉
2 NodeB[i]→ NodeA :

〈RTN ,RTNID,REQADDR,ACKADDRgHash(RTNID||PriKeyB[i])modP,
gHash(PriKeyB[i])modP

ENC(SessionKey[A,B[i]],
ENC(PairwiseKey[A,B[j]],E[i]))

〉

Finally, NodeA broadcasts its share-recovery request
package RCR:

A→ ∗ :
〈
RCR,RCRID,REQADDR
Commit,Response, α

〉
(15)

where RCR represents the package of share-recovery
requests with code ‘‘11001100’’ and REQADDR repre-
sentsNodeA′s IP address, α is the one stored in terminal
of NodeA in Sub-protocol 5.

2) After receiving the broadcast from NodeA, NodeB[i]
figures out (13) again.
Let v1 = gHash(PWDA)+4modP and v2 =

gHash(PWDA)+α·4modP. Since v1, v2 and ENC
(PairwiseKey[A,B[j]],E[I ]) were stored locally in
Sub-protocol 5, NodeB[i] merely needs to verify
whether the left and the right sides of (16) are equal.

(Commit ∗ vChallenge1 /gResponse)α

= Commit ∗ vChallenge2 /gResponsemodP (16)

If the answer is true, NodeB[i] makes the judgment that
NodeA is identification-verified and then resends his
shares along with the share-return reply package RTN .
That is B[i]→ A :

〈 RTN ,RTNID,
REQADDR,ACKADDR

gHash(RTNID||PriKeyB[i])modP,
gHash(PriKeyB[i])modP

ENC(SessionKey[A,B[i]],
ENC(PairwiseKey[A,B[j]],E[i]))

〉
(17)

where RTN represents the package of share-return
replys with code ‘‘00110011’’, RTNID = RCRID + 1,
REQADDR represents NodeA′s IP address, ACRADDR
represents NodeB′s IP address, gHash(PriKeyB[i]) repre-
sents the storage key in Diffie-HellmanKeyAgreement
Protocol and gHash(RTNID||PriKeyB[i])modP represents

FIGURE 4. Transferring in P2.

the session key in Diffie-Hellman Key Agreement
Protocol.

Fig. 4 shows the two-round interaction betweenNodeA and
NodeB[i].

7) SUB-PROTOCOL7: THE SHARE MESSAGE
AUTHENTICATION CODE (SHAREMAC) VERIFICATION
AND SHARE DECRYPTION (SHAREDEC) ALGORITHM
In Sub-protocol 6, NodeA receives packages of RTN from all
NodeB[i]s. Then SessionKey[A,B[i]] can be reconstructed as
below.

SessionKey[A,B[i]] = (gHash(RTNID||PrikeyB[i]))

= gHash(RTNID||PriKeyB[i])∗rmodP (18)

NodeA can decrypt ENC(SessionKey[A,B[i]],ENC
(PairwiseKey[A,B[i]],E[i])) to get

ENC(PairwiseKey[A,B[i]],E[i])

Furthermore, NodeA shall list all PairwiseKeys to decrypt
function ENC because Goal 2 in Subsection II-C requests
that NodeA should not store any relationships between
PairwiseKeys and NodeB[i]s. The only method for NodeA to
match them is traverse.

If |TAGA| = TAGA = Hash(Q3||ID), the decryption result
PairwiseKey[A,B[i]] = gHash(PriKeyB[i])* Hash(PWDA)modP
is correct. Furthermore, the average share-decryption times
shall be n.
1) ShareMac Algorithm

To verify the message authentication code MAC ′[i]
and the ownership of ShareKey for each D′[i], we can
redefine above decryption result as FRONT ||BACK .
Take the former length of |ENC(.)| = L bit strings as
FRONT and the latter length of |MAC[i] = LMAC | bit
strings as BACK , then judge whether or not

Hash(FRONT ||ShareKey) = BACK (19)

If the answer is no, D′[i] turns out to be invalid
and should be destroyed. Otherwise, the ownership of
ShareKey is proven and NodeA can recover D[i]||ID
from D′[i]. Besides, NodeA should verify whether IDs
are consistent for the desired PriKeyAs. If the verifi-
cation result is true, NodeA can proceed to the Share
Decryption (ShareDec) Algorithm as below.
Since NodeA can not store ShareKey locally because
of Goal 2 in Subsection II-C, NodeA can generate
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ShareKey from PWDA, Q2 and USERNAMEA again.

ShareKey⇐ Hash(PWDA||Q2||USERNAMEA) (20)

2) ShareDec Algorithm
The Share Decryption (ShareDec) Algorithm here
is closely corresponding to the Share Encryption
(ShareEnc) Algorithm introduced in Sub-protocol 4,
where the decryption function DEC can recover
the second input of the encryption function ENC .
That is,

DEC(ENC(ShareKey,X )) = X (21)

Therefore, D[i] can be recovered as following.

D[i]⇐ DEC(ShareKey,D′[i]) (22)

8) SUB-PROTOCOL 8: THE SHARE RECOVERY
(SHAREREC) ALGORITHM
To verify the integrity of D to be recovered, NodeA must
confirm that there are at least t valid D[i]s. According to
the Shamir Interpolation Secret Sharing RecoveryAlgorithm,
NodeA can recover D from D[i] = X [i]||Y [i], where i =
1, 2, . . . , n.

Algorithm 5 ShareRec Algorithm
Input: t; n; (X [i],Y [i]), where

i = 1, 2, · · · , n;D[i] ∈ [0,P− 1] from
Sub-protocol 3; P is a big prime number where
|P| > L + LMAC

Output: D
1 for i = 1; i 6 n; i++ do
2 t = rand() mod n +1;
3 j⇐ 1;
4 XX [j]⇐ X [t];
5 YY [j]⇐ Y [t];
6 j=j+1;
7 end
8 for K = 1;K 6 t;K ++ do
9 PI ⇐ 1;
10 for j = 1; j < t; j++ do
11 A⇐ XX [j] ∗ (XX [j]− XX [K ])−1 mod P;
12 PI ⇐ PI ∗ A;
13 end
14 B[K ]⇐ PI ;
15 end
16 D⇐ 0;
17 for K = 1;K 6 t;K ++ do
18 D⇐ D+ B[K ] ∗ YY [K ] mod P;
19 end
20 return D;

Define a secret sharing recovery function ShareRec in
Algorithm 5. This algorithm is based on Lagrange inter-
polation method, which constructs the polynomial func-
tion D without figuring out coefficients in systems of liner
equations.

9) SUB-PROTOCOL 9: THE SECRET VERIFICATION
(SECRETVER) ALGORITHM
Corresponding to the SecretMAC Algorithm in Sub-
protocol 2, this algorithm is designed to judge the correctness
of encrypted ciphertext D.
Sub-protocol 2 proposed that

MAC ⇐ Hash(C||Q1)

|MAC| = |Hash(C||Q1)| = LMAC
D ⇐ C||MAC

Like Sub-protocol 7, we can redefine D as FRONT ′|
|BACK ′. Take the former length of L bit strings as FRONT ′

and the latter length of LMAC bit strings as BACK ′, then judge
whether or not

BACK ′ = Hash(FRONT ′||Q1) (23)

If the answer is yes, D turns out to be correct. Therefore,
C is the former length of L bit strings in D.

10) SUB-PROTOCOL 10: THE SECRET DECRYPTION
(SECRETDEC) ALGORITHM
Since Sub-protocol 9 reconstructs C , NodeA can uses his
password PWDA to decrypt C and returns PriKeyA, where the
decryption function DEC is corresponding to the encryption
function ENC in Sub-protocol 1.

PriKeyA ⇐ DEC(PWDA,C), where PWDA ∈ {0, 1}m,

PriKeyA,C ∈ {0, 1}L . (24)

V. ANALYSIS
A. SECURITY ANALYSIS
We introduced twelve adversary models in Subsection III-B
from the aspects of possible attacks in brief. And the former
five models attack on (t, n) secret sharing algorithms (A)
when the latter sevenmodels attack on network protocols (B).
Here we give specific introductions to these adversarymodels
and analyze the security of our schemes.

1) ATTACKS ON (t ,n) SECRET SHARING ALGORITHMS
Attacks on (t, n) secret sharing algorithms are composed of
five models below. Since there exist no professional defini-
tions towards following attack models, we first give specific
definitions to introduce them and then prove that our schemes
can defend against these attacks.

1) Compromise Attacks
Definition:Aprivate-key share-holder node (NodeB[i])
conducts a single-node defect. In other words, captured
NodeB attempts to inferPriKeyA through his own share.

Proof: Such an attacker merely possesses an
encrypted single share without its corresponding
decrypted share. The probability of speculation is 1

2
m
,

where m = |PWDA|. Moreover, even if the decrypted
share is speculated, this attacker can not recover
PriKeyA because of (t, n) secret sharing recovery algo-
rithm. This algorithm requests that PriKeyA can not

VOLUME 7, 2019 126781



F. Xiong et al.: Key Protection Scheme Based on Secret Sharing for Blockchain-Based CSC System

be recovered until at least t correct shares are col-
lected. Therefore, the possibility of attack-successfully
rate is 1

2
L
, whose limit approaches to 0. Hence, our

proposed schemes can defend against Compromise
Attack.

2) Collusion Attacks
Definition: All private-key share-holder nodes
(NodeB[i]s) collude to defect completely. That is to say,
the Byzantine failure occurs to speculate PriKeyA.

Proof: All shares are encrypted by ShareKey
which is merely known by NodeA. So even if all
NodeB[i]s are compromised, they only possess the
encrypted shares instead of the decrypted ones. In this
way, the security of PriKeyA depends on that of
ShareKey. Moreover, ShareKey depends on PWDA,
regulating the security of ShareKey to that of PWDA
tightly. Furthermore, the encryption algorithm ENC
proposes that the security of PriKeyA is also reduced
to the security of PWDA. Therefore, if PWDA is secure
(which has already been assumed in Subsection III-B),
ShareKey is secure and the encrypted share cannot be
decrypted. Consequently, Collusion Attack is invalid
towards our proposed schemes.

3) History Analysis Attack
Definition: All private-key share-holder nodes
(NodeB[i]s) not only collude to defect completely, but
also attempt to speculate PriKeyA through multiple
history shares.

Proof: It is impossible for any single NodeB[i]
to speculate PriKeyA independently, because nonces
(α and 4) are different between every two previous
shares. Therefore, there exist no linkages among any
NodeB[i]′s previous shares.
On the basis of this, History Analysis Attack shall
be degenerated into Collusion Attack. Furthermore,
it is impossible for all NodeB[i]s together to speculate
PriKeyA through multiple history shares because Col-
lusion Attack has been proven unsuccessful.

4) Malicious Behaviours
Definition:Aprivate-key share-holder node (NodeB[i])
behaves maliciously (such as tampering initial shares,
forging his ID, generating wrong keys and so on).

Proof: Once a private-key share-holder node
(NodeB[i]) tries to tamper his shares, he shall be found
because theMAC of share does not match the tampered
one. Besides, neither a fate ID or a wrong key cannot
go through the integrity detection. That is because (t, n)
secret sharing recovery algorithm allows at most n− t
NodeB[i]s to behave maliciously.

5) Compromise of Entities with NodeA
Definition: NodeA′s entities (Storage terminals such as
smart phones, laptops, desktops and so on) are breached
by attackers, leading to the exposure of all locally-
stored information.

Proof: Such an attack is the strongest security
assumption for the opponent, which has been reduced

to the basic security assumption, namely the security
of PWDA. However, even if entities of NodeA are com-
promised, PriKeyA is still secure as long as PWDA is
proven secure. That is because PWDA can be merely
recorded in NodeA′s brain, which will never be stolen
of on NodeA′s initiatives.

2) ATTACKS ON NETWORK PROTOCOLS
Attacks on network protocols are composed of seven mod-
els below. Since there exist professional definitions towards
some attack models, we shall not redefine them again. Then
we give proofs that our schemes can defend against these
attacks.

6) Eavesdropping Attack
Proof: Since each conversation in Sub-protocol

5 and 6 independently generates one-off Deffie-
Hellman SessionKeys to encrypt encryption shares and
these SessionKeys are closely related to ACKID, RCRID
or RTNID, attackers can not eavesdrop conversation
details. Therefore, our proposed scheme can defend
against Eavesdropping Attack.

7) Reflect Attack
Definition: By flipping the sender and the receiver,
attackers resend the challenge posed by the sender
to the sender, attempting to acquire correct responses
from the sender. Then attackers can employ these
responses to answer the challenge posed by the
previous sender.

Proof: This attack is ineffective because all
response packages in our design do not contain any cor-
responding knowledge (response) required for future
interactions, thus the receiver cannot obtain any use-
ful answers by reversing senders’ questions. More-
over, Reflection Attacks are easy to detect because
some packages retain REQID, ACKID, REQADDRESS ,
ACKADDRESS , RCRID, RTNID and so on. In all,
our proposed scheme can defend against Reflect
Attacks.

8) Interleave Attack
Definition: Interleave Attack is to seek the completion
of a single protocol through information among pack-
ages in multiple concurrent protocols.

Proof: Since ID messages (e.g., REQID, ACKID,
RCRID and RTNID) are preserved in conversa-
tion packages, parallel protocols in our schemes
can be distinguished through IDs. That is, our
proposed schemes can defend against Interleave
Attack.

9) Replay Attack
Definition: Attackers attempt to lessen network proto-
col efficiency by replaying packages.

Proof: Since ID messages like REQID and RCRID
are included in conversation packages, it is easy to
detect possible Replay Attacks and ignore the repeated
ones. Moreover, we can list IP addresses of Replay
Attack nodes in the blacklist.
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10) Combination Attack
Definition: Such an attack combine above attack mod-
els together.

Proof: Since we have proved that above attack
models are invalid for our schemes, no matter how this
attack combines others can we confirm its invalidity.

11) DDoS Attack
Proof: If a malicious node attempts to mod-

ify loads in RTN , our proposed schemes can verify
the correctness of RTN through MAC[i], which can
avoid NodeA from using wrong shares to reconstruct
‘‘secret’’, so as to minimize times of reconstruction cal-
culation. Therefore, our proposed scheme can reduce
harm caused by DDoS Attacks.

12) Sybil Attack
Proof: Even if the node changes its IP address

frequently, no additional loss will be caused because
NodeA merely require a sufficient number of IP
addresses instead of all of that to return their correct
shares.

B. PERFORMANCE ANALYSIS
1) PERFORMANCE INDICATORS
Main performance indicators include communication per-
formance and computing performance. However, both com-
munication delays and computing powers can be ignored
here. The former reason is that in most cases communication
process does not directly affect the user experience while the
latter reason is that there hardly exist low-power consumption
devices on secret sharing technologies. Moreover, the storage
costs are also out of consideration because current devices are
cheap.

2) ANALYSIS
For better performances in interactions, we shall mini-
mize four main indicators in interaction rounds, encryption
and decryption calculations, size of protocol packages and
semantics.

1) Minimum number of interaction rounds
In our schemes, P1 is a 3-round protocol when P2 is a
2-round protocol. And both network transmission costs
and latency of them are low. To begin with, traditional
Diffie-Hellman Key Agreement Protocol requires at
least 2 rounds. However, P1 cannot be changed to a
2-round protocol unless shares cannot be transferred.
Therefore, P1 already reaches its minimum round num-
ber protocol. Moreover, P2 cannot be changed to a
one-round protocol because its functions must include
zero-knowledge authentication, key negotiation and
data transfer, which allows 2 to be the minimum round
of P2. Consequently, both P1 and P2 have reached
minimum number of interaction rounds.

2) Minimum encryption and decryption calculations
On the basis of security, times of encryption calculation
have been minimized.

3) Minimum size of protocol packages
The package designs in P1 and P2 reach the minimum
size of package without the premise of security and
semantic clarity, so as to minimize both network trans-
mission costs and transmission delays.

4) Minimum semantics
As single semantic protocols, both P1 and P2 have
reached minimum semantics.

3) RELIABILITY ANALYSIS
Assume that NodeA receives m D[i]s from NodeB[i]s, where
there are p D[i]s out ofm are valid, i.e., the proportion of valid
shares is p

m (p ≥ t , t represents the threshold value).
Theorem 1: If the proportion of valid shares is p

m , the prob-
ability of recovering the secret D is

Pr=
(C0

m−p+C
1
m−p+· · ·+C

m−p
m−p )·(C

t
p+C

t+1
p +· · ·+C

p
p )

(C t
m+C

t+1
m +· · · + Cm

m )
(25)

Proof: To begin with, there are C t
m permutations on

condition of selecting t shares from m shares. Similarly,
there are C t

m,C
t+1
m , · · · ,Cm

m permutations on condition of
selecting t, t + 1, · · · ,m shares from m shares.
m shares can be further divided into two categories, where

there are m− p invalid shares (IVS) and p valid shares (VS).
Conditions of reconstructing D are listed in Table 3.

TABLE 3. Permutations of reconstructing D.

Hence, there are (C0
m−p+C

1
m−p+· · ·+C

m−p
m−p )∗(C

t
p+C

t+1
p +

· · ·+Cp
p ) permutations on condition of reconstructingD. The

proportion of reconstruction is

Pr=
(C0

m−p+C
1
m−p+· · ·+C

m−p
m−p )·(C

t
p+C

t+1
p +· · ·+C

p
p )

(C t
m+C

t+1
m +· · ·+Cm

m )

4) SIMULATION RESULTS AND ANALYSIS
The probability of reconstruction in (25) illustrates relation-
ships among p, m and t , thus allowing us to analyze it numer-
ically.

Firstly, we separately set p
m ∈ {0.2, 0.4, 0.6, 0.8, 1} as

a fixed proportion and then simulate probability-variation
trends resulting from m and t in Fig. 5.

Secondly, we set t
p = 1 and then simulate probability-

variation trends resulting from p and m in Fig. 6.
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FIGURE 5. Successful rates of reconstructing D.

FIGURE 6. The probability-variation trends resulting from p and m.

Furthermore, we wonder that if it is feasible to rely on
multiple reconstructions and majority voting schemes to
replace integrity verifications. Therefore, security analysis is
conducted as following.

Assume that 2 < t ≤ m,

• if there exist C t
m reconstructions, we can generate C t

m
results where only one result is correct.

• if there existC t+1
m reconstructions, we can generateC t+1

m
results where C1

m−t results are correct.
• if there existC t+x

m reconstructions, we can generateC t+x
m

results where Cx
m−t results are correct. (1 ≥ x ≥ m− t)

Only when Cx
m−t > 1

2C
t+x
m can NodeA recover correct

result D.
Therefore, in order to test the minimum value of x,

we conduct numerical analysis in Fig. 7.

5) EXPERIMENT RESULTS AND ANALYSIS
We separately tested time costs of generating shares from
the secret (GenSha)and reconstructing the secret from shares
(RecSec) under different (t, n) parameters.
System Parameters:
• The language environment of codes: Java.
• The computing platform: Android 6.0.1, Nubia
z11minis, Qualcomm Snapdragon 625MSM8953, CPU
frequency 2.0ghz, core number of eight cores, Qual-
comm Adreno506 GPU model, 4GB RAM.

Experiment results are listed in Table 4.
Results in Table 4 show that orders of magnitude in delays

are millisecond. Therefore, our proposed scheme is feasible.

126784 VOLUME 7, 2019



F. Xiong et al.: Key Protection Scheme Based on Secret Sharing for Blockchain-Based CSC System

FIGURE 7. The trends of the minimum value of x.

TABLE 4. Experiment Results of time costs.

VI. CONCLUSION
In this paper, we proposed a secret-sharing-based key pro-
tection scheme for blockchain. We not only designed a basic
CSC framework to solve disadvantages of traditional CSC

modes (such as extra delays, transmission costs and infor-
mation wastages) but also introduced a private-key distribu-
tion method to help recover lost private keys. Our scheme
can defend against both attacks on secret sharing algorithms
and attacks on network protocols theoretically. Furthermore,
the interaction performances of our scheme are proven to be
optimized. And real experiments illustrate that time costs in
our scheme can be ignored since the orders of magnitude
in delays are millisecond. The scheme can be used in any
general scenarios where private keys need to be protected.
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