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ABSTRACT In this paper, we analyse the performance of physical layer security over Fluctuating Beck-
mann (FB) fading channel, which is an extended model of both the k — p shadowed and the classical
Beckmann distributions. Specifically, the average secrecy capacity (ASC), secure outage probability (SOP),
the lower bound of SOP (SOPL), and the probability of strictly positive secrecy capacity (SPSC) are
derived using two different values of the fading parameters, namely, m and p which represent the multipath
and shadowing severity impacts, respectively. Firstly, when the fading parameters are arbitrary values,
the performance metrics are derived in exact expressions in terms of the extended generalised bivariate
Fox’s H-function (EGBFHF) that has been widely implemented in the open literature. In the second case,
to obtain simple mathematically tractable expressions in terms of analytic functions as well as to gain more
insight on the behaviour of the physical layer security over Fluctuating Beckmann fading channel models,
m and p are assumed to be integer and even numbers, respectively. In addition, the asymptotic behaviour for
all the studied performance metrics has been provided. The numerical results of this analysis are verified via
Monte Carlo simulations.

INDEX TERMS Fluctuating Beckmann fading channel, average secrecy capacity, secure outage probability,

probability of strictly positive secrecy capacity.

I. INTRODUCTION

Shannon’s information-theoretic notion of perfect secrecy has
been developed by Wyner using the wiretap channel [1].
In the notion of this channel, an eavesdropper is presented
when a legitimate user, namely, Alice, communicates in
secrecy with the intended receiver, which is called Bob.
The performance of the physical layer security over dif-
ferent fading channel models has been widely analysed in
the open literature. For instance, the probability of strictly
positive secrecy capacity (SPSC), the secure outage proba-
bility (SOP), and the average secrecy capacity (ASC) when
the wireless channels subject to the additive white Gaussian
noise (AWGN) and Rayleigh fading channel are given in [2]
and [3], respectively. In [4], the SPSC when both the main
and eavesdropper channels undergo Rician fading channel is
derived. The SOP and the SPSC of the physical layer using
Rician and Nakagami-m fading conditions for the Bob and the
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eavesdropper wireless channels are given in [5]. The Weibull
fading channel model is used in [6] and [7] to study the SPSC
and ASC, respectively.

Recently, many works have been implemented using var-
ious generalized fading distributions that unify most of the
well-known channel models. In addition, they provide results
closer to the practical data than the conventional distributions,
namely, Rayleigh, Nakagami-m, and Nakagami-n. In [8],
the ASC over k — u fading channel that is used to model the
line-of-sight (LoS) communication environment is derived.
The performance of the physical layer security in non-linear
communication scenario is analysed in 9] and [10] via utilis-
ing the o — u fading condition. Moreover, the ASC, the SOP,
the SOPZ, and the SPSC of the physical layer over o —
fading using the Fox’s H-function channel model, which is a
unified framework for a variety of distributions, are presented
in [11]. The ASC using the ¥ — /o — pp and @ — /e —
fading scenarios for the main/eavesdropper channels is given
in [12]. The more generalised fading channels @ — k — u
and o — n — p are used in [13] to derive the SOPL and its
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asymptotic value. These fading distributions are provided in
a single model which is « — n — k¥ — w that is also used
to represent both the main channel and the eavesdropper’s
channel of the classic Wyner’s wiretap model in [14].

The wireless communication channels may also affected
by the multipath and shadowing simultaneously. Hence,
the performance metrics of the physical layer security over
composite fading channels have been also derived by sev-
eral efforts in the open literature. For example, the analysis
in [15]-[17] are investigated over generalised-K (K¢) fading
channel, which is a composite of Nakagami-m/gamma distri-
butions using different methods. In [11] and [18], the Fisher-
Snedecor F distribution that is proposed as an alternative
approach for the Ks fading condition via employing the
inverse Nakagami-m distribution instead of gamma model is
used to derive the expression of the ASC, the SOP, the SOPL,
and the SPSC of the physical layer. The ASC and the SOP
over k — p shadowed fading are given in [19] for integer
fading parameters as well as in terms of the derivative of the
incomplete moment generating function IMGF) framework
that is included a bivariate confluent hypergeometric function
@, (.). This channel model is also utilised in [20] to anal-
yse the SOPL and SPSC using the exact probability density
function (PDF) and the Gamma distribution as an approxi-
mate approach. However, the results in both efforts are either
included double infinite series or approximated. Therefore,
the authors in [21] have extensively analysed the performance
of the physical layer security over k — u shadowed fading
channel using exact closed-form analytic expressions for both
scenarios of the values of the fading parameters.

More recent, the so-called Fluctuating Beckmann (FB)
fading channel has been proposed as an extended model
of the k — u shadowed and the classical Beckmann distri-
butions [22]. The FB fading model includes the one-sided
Gaussian, Rayleigh, Nakagami-m, Rician, « — u, n — u,
n — k, Beckmann, Rician shadowed and the x — u shadowed
distributions as special cases. Hence, the FB fading channel is
more generalised than the k — u shadowed fading. In addition
to [22], the FB fading channel model has been utilised by very
few works in the open technical literature [23 and references
therein]. This is because its statistical properties are expressed
in terms of the multivariate confluent hypergeometric func-
tion ®,(.) which is mathematically complicated.

Motivated by the above, this paper is dedicated to anal-
yse the secrecy performance of the physical layer over FB
fading channels. Our main contributions are summarised as
follows:

« Analysing the performance of the physical layer security
when both the main and wiretap channels are subjected
to FB fading channel models. In particular, novel exact
closed-form mathematically tractable expressions of the
ASC, SOP, SOPL, and SPSC are derived.

o When the fading parameters, namely, i and m, which
represent the real extension of multipath clusters and
shadowing severity index, respectively, are arbitrary
numbers, the secrecy performance metrics are obtained
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in terms of the extended generalised bivariate Fox’s
H-function (EGBFHF). Although, this function is not
yet available in the popular mathematical software pack-
ages such as MATLAB, MATHEMATICA, and Python,
it has been efficiently implemented by various program-
ming codes such as 10], [24] and [25].

« To earn more insights into the behaviour of the physical
layer security as well as the impact of the parameters of
the FB fading model via using simple exact closed-from
analytic expressions of the aforementioned performance
metrics, i and m are assumed to even and integer values.
Consequently, the derived results are obtained in simple
mathematical functions that are presented in all software
packages.

o The asymptotic behaviour for the ASC, SOP, SOPL and
SPSC at high SNR regime is investigated.

o From the provided literature in this work, the ASC,
the SOP, the SOPL, and the SPSC for some special cases
of the FB fading model such as Beckmann have not been
yet introduced due to the complexity of their PDF and
cumulative distribution function (CDF). However, these
expressions can be deduced from our derived expres-
sions because the FB fading model is a versatile repre-
sentation of many distributions such as « — u shadowed
and Beckmann.

Organization: Section Il is divided into two subsections.
In the first subsection, the system model that is used in
this work is described whereas the general and limited for-
mats of the PDF and the CDF of the instantaneous signal-
to-noise ratio (SNR) over FB fading channel are given in
the second subsection. The ASC, the SOP, the SOPL, and
the SPSC for two cases of the values of u and shadowing
parameters are derived in Sections III, IV, V, and VI, respec-
tively. Section VII derives the asymptotic expressions of the
ASC, the SOP, and the SOPL at high SNR scenario. The
performance of the physical layer security over some special
cases of FB fading channels is demonstrated in Section VIII.
In Section IX, the Monte Carlo simulations and numerical
results are presented. Finally, some conclusions are high-
lighted in Section IX.

Il. SYSTEM AND CHANNEL MIODELS

A. SYSTEM MODEL

The Wyner’s wiretap channel is comprised of three dif-
ferent nodes with two wireless communication links [1].
The first link is between the transmitter and the legiti-
mate receiver, which are called Alice and Bob, respectively,
via main channel. Thus, Bob’s channel state informa-
tion (CSI) can be known by Alice. On the other side,
the second wireless communication link describes the wire-
tap channel between Alice and an external receiver, which
is named the eavesdropper, which is named Eve. Accord-
ingly, perfect knowledge of Eve’s CSI cannot be assumed
at Alice and hence information-theoretic security cannot be
guaranteed.
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In this paper, the main and wiretap channels are assumed
to be independent and subject to quasi-static FB fading.
In addition, Alice, Bob, and Eve are equipped with a single
antenna and we assume that perfect CSI of the main channel
is available at both Bob and Eve. When Alice transmits the
signal s(n), the received signals r;(n) at both Bob and Eve is
given as [20]

ri(n) = hy(n)s(n) + wi(n). (1

where ! € {D, E}, D, and E stand for Bob, and eavesdropper,
respectively. Moreover, h;(n) and w;(n) are the FB fading
channel gain and the additive white Gaussian noise (AWGN)
assumed to have zero-mean and fixed variance, respectively.

B. THE PDF AND CDF OF FLUCTUATING BECKMANN
FADING CHANNEL MODEL

Case_1: The PDF of the instantaneous SNR y;, f,, (1), for
the destination (Bob), D, and the eavesdropper, E, channels
using FB fading channel model is given by [22, eq. (5)]
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The CDF of the FB fading channel condition is expressed
as [22, eq. (6)]
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Case_2: When m is integer value and pu is even number,
the PDF and the CDF are, respectively, given by [22, egs.
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(10) and (14)]
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2
1 1 1 1
[e17, ey, OGO BICEREED ) Ny, ) = 2[1 +
u(4L, my)], u(.) is the unit step function, and Ajj, and By, are

calculated by [22, eq.(51)] and [22, eq. (52)], respectively.

Ill. AVERAGE SECRECY CAPACITY

The normalised ASC that is defined as the difference between
the capacity of the main and wiretap channels over instanta-
neous SNR, y, can be calculated by C; = I} 4+ I, — I3 [18,
eq. (14)] where I, I, and I3 are respectively expressed as

I = /O In(l+ ypYoo) Py, (7)
L = fo In(1 + yg)fe(ve)Fp(ve)dvE. (8)
L = /o In(1 + ye)fe(ve)dyE. (&)

Theorem 1: The exact mathematically tractable expres-
sions for 11, I, and I3 using the PDF and the CDF of
Case_1 are given in (10), (11), and (12), as shown at the
top of the next page, respectively, where H;;Zs lns b;'[ ]
denotes the EGBFHF that is defined in [27, A.1]. In this
paper, the efficient MATLAB code that is presented in [25]
has been employed to compute the EGBFHF. To the best of
the authors knowledge, (10), (11), and (12) are novel.

Proof: See Appendix A. [ ]

Corollary 1: For Case_2, 11, I, and I3 are respectively
derived in simple analytic exact closed-form expressions as
follows
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|:F(]E)e T Z JE 5 The SOP is defined as the probability of the instanta-
=1 (1;’—5)]‘ neous secrecy capacity, Cs, falling below the target secrecy
No(mp.in) Iwi,)\ threshold, Ry, ie., P(Cs; < R;), where P(.) stands for
o Z Z BipjpU'GE +jp — 1) ( JE 4 ’D) the probability. Mathematically, the SOP can be evaluated
: : (Up — D! by [15, eq. (24)]
ip=1 Jjp=1
T P (= jp = jp + 1, 3 + 32) h
5 (14 SOP= [ Fp@ys+6 - Ds(pdye.  (17)
1 (Ql N 19_1_D)r —jE JD+1 ) 0
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Ne(mg,ug) |@ig|
secrecy threshold.
b= Z Z A’EJEe 3 Theorem 2: The SOP for Case_1 and Case_2 are
E=l je=l expressed in exact format as given in (18) and (19), as shown
JE T k —JE, ) at the top of the next page, respectively, at the top of this
X . (15)  page.In(19), (%) 2 (bf!a)! stands for the binomial coefficient
(%) [26, eq. (1.1.16)] and (a), is the Pochhammer symbol [26,
eq. (1.1.15)]. Additionally, (19) is closed-form and simple
in comparison with (18) and hence better insights can be
Proof: See Appendix B. ] obtained for the SOP. To the best authors’ knowledge, (18)

Substituting (13), (14), and (15) into Cy = I + I, — I and
performing some straightforward algebraic manipulations,
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and (19) are novel and mathematically tractable.

Proof: See Appendix C. [ ]
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V. LOWER BOUND OF SOP

According to [15], the SOPL can be obtained from (17) when
yE tends to oo. Consequently, the SOPL can be computed by
[15, eq. (27)]

SOP- =/0 FpOye)fe(ve)dyE.
< SOP (20)

Theorem 3: The SOPL when w; and my are arbitrary num-
bers, namely, Case_1, is presented in (21), as shown at the

top of this page, with ¢ = 7 Jr?L)TzI) + = J'YIIETZ whereas for
Case_2, the SOPL is given as
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Proof: See Appendix D. ]

To the best of our knowledge, (21) and (22) are new. It is

evident that (22) is obtained in simple exact closed-form
expression.
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VI. PROBABILITY OF STRICTLY POSITIVE

SECRECY CAPACITY

The SPSC refers to the probability of positive Cy, namely,
P(Cs > 0). Therefore, it can be calculated by [8, eq. (19)]

SPSC =1—SOP-. for 6 =1 (23)

It can be observed that the SPSC for Case_1 and Case_2
can be obtained from (21) and (22), respectively, via substi-
tuting 6 = 1 and plugging the results in (23).

VIl. ASYMPTOTIC ANALYSIS AT HIGH SNR VALUE

To gain more insight into the behaviour of the physical layer
security over FB fading channels when the @ and m are arbi-
trary numbers, the asymptotic analysis at high SNR regime,
i.e., yp — oo has been studied in this section.

A. ASYMPTOTIC ANALYSIS OF ASC
Theorem 4: The asymptotic expression of ASC, CA” ,
over FB fading condition when yp — 00 is expressed as

CAY e I 4 Y — 1Y (24)

where 17 and 1, for FB fading channels are given in
(25) and (26), respectively, as shown at the top of the next
page. Although I? ¥ can be computed by (12) because it
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2

depends only on yg, another expression to evaluate I? Y is
also provided in (27), as shown at the top of this page. Next,
inserting (25), (26), and (27) in (24) to yield C2* as shown
in (28), as shown at the top of this page.

One can see that (28) is expressed in terms of F 1()3 )(.)
which denotes the Lauricella hypergeometric function of
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three variables as defined in [26, eq. (1.7.4)]. This function is
not yet available as a built-in function in the popular software
package such as MATLAB and MATHEMATICA. Thus,
several works have used the Euler integral representation
of F 1()3 )(.) and a numerical method to calculate this function
[28, Appendix V]. However, this methodology can be used
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under a specific condition which is not satisfied in (28).
Therefore, the efficient MATLAB code that is implemented
in [29] to compute F 1()3 )(.) even if Euler integral is not valid
has been used in this paper.
Proof: See Appendix E. [ |
Corollary 2: Tt can be noted that (28) included an infinite
series. Therefore, a series convergence acceleration for a
number of terms, N, that satisfies a certain figure of accuracy
should be applied. This can be achieved by employing (29)
that is provided on the top of the previous page. In (29),
5F>(.) stands for the hypergeometric function defined in
[26, eq. (1.4.1), p. 42].
Proof: See Appendix F. ]

B. ASYMPTOTIC ANALYSIS OF SOP

Theorem 5: The asymptotic behaviour of SOP, SOPAY,
over FB fading channel can be analysed by using (30) that is
shown at the top of the previous page. It is worth mentioning
that SOPAY =~ gcf_gd where G, and G; are the secrecy
array gain and the secrecy diversity gain, respectively [30].
Hence, the secrecy diversity gain can be deduced from (30)

to be G4 = up (please refer to Qp that is described
after (2)).
Proof: See Appendix G. [ |

Corollary 3: The infinite series of (30) can be truncated
by N terms via using (31), as shown at the top of the previous
page.

Proof:  Utilizing the identity () = precsiy
[26, eq. (1.1.17)] and following the same steps in Corollary 2,
(31) is deduced and the proof is accomplished. ]

C. ASYMPTOTIC ANALYSIS OF SOP*

The asymptotic expression of SOP, SOP% sy when yp — 00
over FB fading scenario is derived in exact closed-form as
given in (32), as shown at the top of the previous page. This
expression is obtained via inserting 6 yg instead of 0 yg 46 —1
in (74) and employing (59) and [26, eq. (1.i), p. 259].

VIIl. PHYSICAL LAYER SECURITY OVER SPECIAL CASES
OF FB FADING CHANNEL MODEL

It has been mentioned in [22], the FB fading channel is a ver-
satile model for nearly most of the well known distributions.
Accordingly, our derived secrecy performance metrics can be
utilised for different scenarios of wireless communications
channels that have not been yet done in the literature due
to the complexity of their statistical characterization. For
example, when k = K, u = I, m — oo, n = ¢, and
o = r the Beckmann distribution is the result. Furthermore,
the PDF and the CDF of « —u shadowed fading obtained from
(2) or (5) and (4) or (6), respectively, after plugging k = K,
w=p,m=m,n=1,and Yo. The ASC, the SOP, the SOP~,
and the SPSC for n — u fading condition can be deduced by
substituting x = 0, 4 = w, n = n and vanishing of both m
and o in our derived expressions.
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FIGURE 1. ASCversus A for jg =5dB, ug =1.5,mg = 1.5, kg =1,
nE =o.1,g‘2_, =0.1.
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FIGURE 2. SOP and SOPL versus A for jz = 5 dB, ug = 1.5, mg = 1.5,
kg=1,n = O.I,Qg =0.1,Rs = 1.

IX. NUMERICAL AND SIMULATION RESULTS

In this section, the numerical results of this work are veri-
fied via Monte Carlo simulations with 107 realizations. The
parameters of main and wiretap channels are assumed to
be independent and non-identically distributed random vari-
ables. In all figures, the markers represent the numerical
results, whereas the solid and dashed lines explain their simu-
lation and asymptotic counterparts. For the asymptotic results
of (28) and (31), the number of terms, N, has been chosen to
satisfy seven figure of accuracy.

Figs. 1, 2 and 3 illustrate the ASC, the SOP & SOPL and
the SPSC versus A = yp/yE, respectively, for yp = 5 dB,
pe = 1.5,mg = 1.5,kg = 1,ng = 0.1, 02 = 0.1 and
different values of the fading parameters of Bob. From these
figures, one can see that the secrecy performance improves
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FIGURE 3. SPSCversus A for yr =5dB, ug = 1.5, mg = 1.5, kg = 1,
ng = 0.1, gg =0.1,Rs = 1.

T
O qe=0dB
0 Jp=3dB
¥ Ap=TdB
Simulation
— - — Asymptotic /

.
z 1 1 1

L
0 5 10 15 20 2% 30
7p (dB)

FIGURE 4. ASCversus yp for up = pg =2.5,mp=mg =1.5,kp =xg =3,
7p =1ng = 0.5, 95 = QZ. = 0.2 and different values of yg.

when up, mp, np, or/and Q%) increase. This is because the
increasing in pp or/and mp correspond to a large number of
the multipath clusters and the less shadowing impact at the
Bob, respectively. Moreover, the improving in the values of
np, or/and Q%) mean a high power rate at the Bob, i.e., the
total power of the in-phase components. on the contrary,
the decreasing of «p increases the values of all the studied
performance metrics. The main reason is the parameter «p
represents the ratio between the total power of the dominant
components and the total power of the scattered waves. For
example, in Fig. 1, at mp = 0.5, «kp = 5, np = 0.1,
0> = 0.1 and A = 15 dB (fixed), the ASC for up = 3.5
is nearly 10% higher than up = 1.5. In the same context,
when up = 3.5 and mp changes from 0.5 to 2.5, the ASC
is increased by roughly 25%. Furthermore, the ASC for the
scenario up = 3.5, mp = 2.5, kp = 1, np = 0.1, and
Q% = 0.1 at A = 15 dB is approximately 2.139 whereas
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SOP & SOP’
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0*l o Ae=3dB ‘ ’ AV
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— - — Asymptotic
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7 (dB)

FIGURE 5. SOP & SOP! versus jp for up = pg = 2.5, mp =mg = 1.5,
Kkp = kg =3, 1p = ng = 0.5, g2 = 02 = 0.2, Rs = 1 and different values of

YE-

SPSC

O qe=0dB
0 Jp=3dB
¥ qp=TdB
Simulation
— - — Asymptotic

i i i I I
0 2 4 6 8 10 12 14 16 18 20
7p (dB)

FIGURE 6. SPSC versus yp for up = pg =2.5, mp = mg = 1.5,
:qf, =kg =3,1p=1ng =0.5, 9123 = Qg = 0.2, Rs = 1 and different values
of 7.

for np = 0.5 is 3.293 which is less than for Q%) = 10
by nearly 5%. On the other side, the ASC for the previous
scenario is decreased by roughly 16% when xp becomes 5.
The impacts of the fading parameters on the provided results
in Fig. 1 are confirmed by Figs. 2 and 3. In addition, from
these figures, it is clear that the secrecy performance enhances
when A increases. This refers to the high yp in comparison
with the yr which would lead to make the Alice-Bob channel
better than the Alice-Eve channel. It is evident that the derived
secrecy diversity gain, G; = up, is affirmed by Fig. 2 where
the overall system performance improves with the increasing
in up and vice versa.

Figs. 4, 5, and 6 demonstrate the ASC, the SOP & SOPL
and the SPSC versus yp, respectively, for up = ug = 2.5,
mp = Mg = I.S,KD = Kg = 3,7)[) = Ng = 0.5,
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le) = Q%: = 0.2 and different values of yg. As expected,
a clear improvement can be noticed in the secrecy perfor-
mance of the considered system when yg reduces. The reason
is the large deterioration in the Alice-Eve wireless channel.
For instance, in Fig. 4, at yp = 15 dB (fixed), the ASC for
yg = 7 dB and yr = 3 dB are approximately 1.598 and
2.189, respectively.

In all figures, the numerical results and the Monte Carlo
simulations are in perfect match for any given scenario.
Moreover, the asymptotic of the studied performance metrics
becomes in a perfect match with the exact results when yp
or A increase which verify the correctness of our derived
expressions. Another confirmation on the validation of the
derived expressions is presented in Figs. 2 and 5 in which the
SOP is less than or equal to the SOP.

X. CONCLUSION

This paper was dedicated to study the secrecy behaviour of
the physical layer over Fluctuating Beckmann fading channel
model. To be specific, the ASC, the SOP, the SOPL, and
the SPSC, were derived in novel exact expressions by using
two cases for the values of the fading parameters. In the first
case, the derived results were expressed in terms of EGBFHF.
On the other side, the second case provided simple analytic
exact mathematically tractable closed-form expressions via
assuming u and m for both Bob and Eve are even number
and integer number, respectively. From the given results,
a reduction in the values of the ASC, the SOP, the SOPL, and
the SPSC can be observed when the value of u, m, 1, or/and
0? of the Bob decrease. However, the secrecy performances
of the system improves when « of the Bob or/and yf reduce.
To gain more insights on the overall system performance
behaviour at high SNR of the Bob, the asymptotic expressions
were derived. The results of this work can be employed to
analyse the secrecy performance of the physical layer over
a variety of fading channels with simple exact closed-form
expressions.

APPENDIX A
PROOF OF THEOREM 1
Substituting (2) and (4) into (7), this yields

QpQE o0 —1
I = —/ In(1 +)/D)ygD+“E
F(up)l(ue +1) Jo
@) ( UD UD o
x D, = T mD, 5~ T MD,MD, MD; LD
__w _¥o/ID ypCl, YD )
Yp/ID%2, VD%, VD = VD
X¢(24)(M7E —mg, MTE —mg,mg,mg; ug + 1;
YD YDJME  YDClp  VYDC2 ) dy
I [ — s — s — D
YE/NEQ2g YE /%2 YE YE

(33)

The exact closed-form solution of the integral in (33) is
not available in the open literature. Therefore, to evaluate
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the above integral, we firstly express In(.) in terms of the
single variable Fox’s H -function (FHF) by using the property

[11, eq. (36)]
(1, 1), (1, 1)
|: (1, 1), (0, 1)i| (34)

For the confluent Lauricella hypergeometric function
®{P(), the following identity can be utilised [26, eq. (1.ii),
pp- 259]

In(1 4 x) =

<1>(24)(al,az, az, as; by —x1t, —xp t, —x3t, —x4 1)
S M(l )2y
l‘]7 sb N N
X3\~ —ay
x(1+ ) (1+ ) ;s,t}. (35)
S
where R(b) > 0, N(s) > 0, {a1, a2, az, as} € Rand £L71())
is the inverse Laplace transform.

To compute the above inverse Laplace transform, the fol-
lowing identity is recalled [27, eq. (1.43)]

1
(407 = 5 H| [ ‘(1(0351,)1)]. (36)

With the aid of (36) and using the form of Barnes-type
contour integral of FHF [27, eq. (1.2) and [27, eq.(1.3)],
the inverse Laplace transform of (35) can be rewritten as

F(b) - X2\ ~@2 X3\ ~43
c {s (143 =y (1+32) " (1+2)
4\~ T'(b)
<(1+3) e t} P T (@ (@) a3 (as)
1
X(Zﬂj)4/7g] fRz /R3 /724 L)l (a1 —r)I(r) (a2 —r2)
xT(r3)l(az — r3)Tra)T(ag — ra)x; ' xy 2 xy 7 x,

x L7 {srl+r2+r3+r4*b; s, t}drldrzdrgdm. (37)

where j = ~/—1 and R;i for i € {1,2,3,4} represent the
suitable closed contours from o; — joo to 0; 4 joo and o; is a
constant in the complex r;-plane.

The inverse Laplace transform of (37) can be calculated as
follows

tb—rl—rg—r3—r4—1
ﬁ_l {Sr1+r2+r3+r4—b. s t} —

Fb—ri—rn—r3—r)
(38)

Substituting (38) into (37), yielding (39), as shown at the
top of the next page.

Plugging (34) in (33) and employing (35) and (39) for both
the confluent Lauricella hypergeometric functions d>(24)(.),
one obtains (40), as shown at the top of the next page.

With the help of [31, eq. (4.293.10)], the inner integral, /Cy,
of (43) can be be computed in exact closed-form as

b
(p + e — Yoy )sin((up + e — Y5y ;)
A1)
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- {F(b)(

&
_ Mo
F(al)F(az)F(a3)F(a4)

—ai X2\ ~@2 X3\ 43
+2) T+ 2) T2
N s s

—ay
) 1S, t

/ / / / LrC(ar — r)l)l(az — 1)U (r3)(asz — r3) (1) (ag — ra)
(277:.])4 Ri1 IRy JR3 IRy F(b—f”l—”z—”3—r4)

x (xt), " (xt)y P (xt)y P (xe), " dry dry drr3 drg.
QpQE

5 [m@—mmnﬂ

o ) () (5
(Yp/MD02,) ™" \ YD /@2 YD )

(39
— mg)L(mp)T (mg)]?
/ /‘ [l_[, G I —1 D82 —mp — rp)l(mp — riy) V(5 — mg — rjy )T (mg — rj16)]
(2771)8 R Ry Pipp —r1—--—ra)FA+ pg —rs —--- —1rg)
| ) ) (2 (2)°
(Ve YMEC2)™"S \ VE /028 VE VE
In(1 + yp)dypdry -- - drs. (40)

o /LD+ILE—ZI$=| ri—1
X )/D
0

Ky

Recalling the identities a = F(1(+)") [31, eq. (8.331.1)] and

sin(wa) = aF(l — [31, eq. (8.334.3)], (41) becomes
8 2
_ [P(up + pe — 21 1)
P+ up + e — Y5y 1)
8
xT(1=pp—pe + Y 1) (42)

j=1

Inserting (42) in (40) with some algebraic manipula-
tions, (43) is obtained as shown on the top of the next
page.

It is worth noting that (43) can be written in exact expres-
sion in terms of the EGBFHF via using [27, eq. (A.1)] and
this completes the proof of (10).

Following the same mathematical methodology of Ij,
the proof for I; in (11) is accomplished. It can be observed
(10) can be utilised to evaluate (11) by replacing each D and
E by E and D, respectively.

For I3, we substitute (2) into (9) to yield (44), as shown at
the top of the next page. After that, by following the same
steps of computing K1, K is expressed as

T(ue — Y4, P — $
Ky = [T'(ne Zj_l rj)] ( 4ME + Z —1 r]) 45)
L+ pg — Zj:l 7j)

Plugging (45) in (44), we have (46), as shown at the top of
the next page.

Making use of [27, eq. (A.1)], I3 in (46) can be rewritten
in exact expression as provided in (12) which completes the
proof.
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APPENDIX B

PROOF OF COROLLARY 1

For Case_2, I} can be calculated via inserting (5) and (6)
in (7). Accordingly, this yields

Np(mp,up) @ip|

Sy e

ip=1 jp=1

0o | Vi
><|: / v~ In(1 +ype” ™ Pdyp
0

I =Qp

Ne(mg,pug) l0ig|

2. 2G, ’E_’ED‘

ig=1  jg=1

+ Qg

Ui

o .. %
/ V£D+]E_ZIH(I+VD)6(Vngyg)deyD]' 47
0

With the aid of [32, eq. (47)], both integrals of (47) can be
written in simple exact closed-form expressions as

oo Tk —ab
/ (1 + e P dx = Dy Y EEZ 2D g
0 k=1 b

Using (48) and doing some algebraic simplifications, I
that is given in (13) is deduced and this completes the
proof.

Replacing D and E by E and D, respectively, in (13),
the result is /> for integer values of m; and even numbers of
/7 as shown in (14).

Similarly, after plugging (5) in (9) and using (48), I3 is
expressed in exact closed-form as provided in (15) and the
proof is accomplished.
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o QpQE
' IR = mp)C(E = mp)C (mp)T (mp) 12
1 / N / [(ep + e = 5 IPT( = up — e + Sy T D)l
QR lr, Jr P+ pp + e — Y5y 1)
[IT71 D —mp — )T mp — rp )T (F — mpg = 1) (g = rj46)] 1
J
F(up—ri—---—r)I'd +pug —rs —---—rg) (YD /MD002,) "1
x( /D )rz <cﬂ>r3 <Cﬁ>r4 1 ( VIE )rﬁ <C1_E)r7 <02_E)r8dr1 - .drg (43)
YD/, VD YD (VEJTE®2;) "5 \ VE /A2 VE VE ’
. Q 1 / / [T, DO T T — me — i)DOmg — rj42)]
s = :
[T(5E — mp)C(mp))? Quj)* JR, R4 D(ug —ri—---—r4)
1 N L T LN 2o e G T B
e omEaa) ( Z /_) (L> (i> / ye T T I+ yedye dr - dr (44)
(VE/MEQ2; VE /02 VE VE 0
K2
I Qu ! / / (1= g + S I e = S )P
[C(5E —mp)C(mp))? Cep* Jr,  Jre T+ pe — Z}Ll r,-)[]‘[;‘:1 r(r;)]
M O R ) (Y () (%) "t
I(ug — Zj‘-‘zl r) (VE/ME®2;,) ™" \ VE /028 VE VE .
QpQE
SOP =
[T(52 — mp)T (5 — mp)T (mp)T (mE)]?
1 (T2 T TCEE — mg — ;)T (mg — rjg2) D42 — mp — riga)C(mp — ri46)]
L / / J J
Q)8 Jr, Ry F(l+wug—r—-—r)l(up —rs —--- —rg)
) () () i) () ()
(YVE/MEC2;) ™" \ YE /A2, VE VE (Yp/MD02,) "5 \ VDA /2 YD YD
o] _\4 .
* / yiE T T Gy 0 — 1Y Yy dr - drg, (50)
0
K3
APPENDIX C _Oye+60—1ei, Oye+6— 1)czD>dyE
PROOF OF THEOREM 2 VD ’ VD

Inserting (2) and (4) in (17), the result is

o /Oo(eyg +6 —DreypE!
T(ue)(ep + 1) Jo E

X@ﬁ(@ g M

SOP =

— Mg, Mg, ME; WE;

2 T2
_YE _YEME  YECIE _VEC2E)
VESTE®,  VEJ/%2, Ve = VE
D )
><<I>(24)<7 =MD, = =MD, MD, MD} LD +1;
_Oye+6-1) Oye+60—Dynp
Vp/TD%, YDA/%2), ’

VOLUME 7, 2019

(49)

To solve the integral in (49), we recall (35) and (39) for both
the confluent Lauricella hypergeometric functions <I>(24)(.).
Hence, we have (50), as shown at the top of this page.

Performing some mathematical manipulations and utilis-
ing [31, eq. (3.194.3)], K3 of (50) can be evaluated in exact
closed-form as follows

IC3 — Q—ME-I-Z;-; "j(g _ I)MD+I1E_ZI$:1 rj
xB(png — Z;;]rj, —HUD — HE + stzﬂj)- (51)

where B(_, .) is the Beta function defined in [26, eq. (1.1.43)].
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QpQ
SOP = D2°E

(6 — 1)HDTHE

[C(E2 — mp)T(EE — mp)T (mp)T (mg)1

[]_[J | D5 —mg — )T (mg — rjp2)D (52

—mp — rj1)I'(mp — rj16)]

1 / / 12, T
X P
Q2j)? IR, Rg

P+ pg —r —
©-1

o —=r)l(up —rs — -~ —rg)

e = ST o — e+ S (
F(—up + Zﬁ:srj)

>_” <(9 — I)Jn_E>_r2<(9 - 1)615)_r3
NI OVE /o2 OvE

o[ I el B N T Ry (e
OvE ¥YD/TD02), YD/%2p VYD YD

LWOLO) 196, eq. (1.1.47)],

Invoking the identity B(x, y) = Toty)

(51) can be rewritten as

S (= — e + Y1)
D(—pp + X)_57)

XQ—ME+Z}‘=1 i@ —

I'(ug —
Ks = HE

1)MD+ME—Z,8=1 s (52)

Plugging (52) in (50) to yield (53) that is shown at the top
of this page.

Next, recognising the definition of the EGBFHF
[27, eq. (A.1)] for (53), the proof of SOP in (18) is achieved.

The SOP for Case_2 can be calculated by substituting (5)
and (6) in (17) and using the fact fooof,,(y)dy £ 1. Hence,
we have

SOP

Ne(mg,pug) |@ig|

IE!E
55 e

1151 jEl

=1+ QpQg

Np(mp,up) @ip|

B

iDjD

SIS

ip=1 jp=1

' ﬂ,E _ Oypto-Dv;,

X/ E Oyp +0 — 1Pl T T b dyg

0

Ks
(54)

Carrying out some mathematical manipulations on K4 of
(54) to yield

0
Ky=—1yp~1e @ V7

o0 . 0 ijl B ﬁf‘E 019,0 )
X/ VE 1<1+9 1)/5) e G gy,
0 _

(55)
Yoo (Da 131,

Applying the identity (1 + a)’ =
eq. (1.111)] for (55), we obtain

9 jp—1 ,. r
. BN )} —1 0
Ki=(0—=1 p—1 ® 1))73 JD
4= -1 3 i |

r=0
oo, Vip | 00
X/ yi e GE T ey, (s6)
0
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With the aid of [31, eq. (3.381.4)], the integral in (56) can
be evaluated as

=1 .

_ in—1 —(9—1)0.’—1)“) jp—1
Ka=(0—1yp""e w Yy
r=0

r

6\ TI(
(55) @ L )
G+ )
Plugging (57) in (54) and performing some mathematical
operations, the result is (19) and the proof is completed.

APPENDIX D
PROOF OF THEOREM 3
Substituting (2) and (4) in (20), this yields

QpQE UD ME+up—1
— 9 Y
C(ue)l(up + 1) 0

X¢<24>(M_E g M

SOPL =

— Mg, Mg, Mg; LE;

2 2
YE VNE Clg C2p )
— = y T YE, ——VE, ——VE
YE/NE®2g YE /%2 YE YE
4)( MD MUD
xd>§)(7 —MD, &=~ Mp, Mp, mp; up +1;
0 v 9‘/77D
— = E, —
YD A/ND%2p VD«/OIZD
9C1 962
- —2yg, — J/E>d)/E (58)
YD

To calculate the integral in (58), the following property is
used [33, p. 177]

e_c"tb(z")(al, ceLambicr, e cp)
= <I>(2")(a1, wai—1,b—ay —.—ay, ait+1, ., an; b;
Cl = Ciy** 4 Cinl — Ciy —Cis Ci] — Ciy € — Ci).
(59

Accordingly, both the confluent Lauricella hypergeometric
functions <I>24)(.) of (59) become

4)( LE HE
cb(z )(_ — Mg, — — Mg, ME, ME; LE;

2 2
YE JNE Clg €2 )
- L E— VE7___)/E9___J/E
VEJTE®2,  YE/O2p VE VE
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QDQE

SOPL =
- mE)[F(mD)F(mE)]2

T(E2 — mp)T(EE

o T'(mg — rp)I'(mp — 1jy3)]

C(ug —r —

/ / [l_[] DT —mp — r)) (52 —mp — r4)[]_[
(27[])6 Ri 'Ra

=)l +pup —ra—---—rp)

e — 1
(VEW?EOQE VEJME%2

8 ((./ﬁDOQDCQD - 1)9>_r6 foo wDHIRE=Y =l m
0

YD/D%2,

) <«/n5a2EC1E - 1)”"(«/175012502}; - 1)“( (np — 1) )“((«/m)azn% - 1)0>r5

VE/ME®2y YD A/ND%2, YD/TD%2),
1 L0
VE e ey *roiosy )yEdVE dry - --drs. (63)
Ks

v
€ VEWCD(;)(O MTE_mEamE,mE ME;

VE 1 —ng y 1 — /MEagzciy y
- b - E —_— 9
VE/NMEQ2, VE/NEQ2 VE JNEA2,
1-— o),.C
1= ViE@s e yE>_ 60)
YE/NEQ2g
and
CD(24)<% — mp, “TD —mp, mp,mp; iup + 1;
0 GJU_D e Oc2p
- = VE, — YE,———-_VE
YD\/ND%2, VD«/(XZD YD VYD
0
=e PV VE(D(24) <0, = T MD, Mp, M3 D +1;
0 y (1 —np)o y (1 — /mMpaz,cip)f
= E, = E - )
YDA/ NIDY2p YDA/NDX2p YDA/ NIDY2p
(1 A/ 77D012D02D)9
= YE ). (61)
YD/ND2,
Inserting (60) and (61) in (58), we have
sopt — W8 /OO yjEtro=]
F(pe)l(up + 1) 0
Xe_(fE\/’llEO‘ZE +}7D\/’79D0‘2D )yE
ME
><c1>(24)(() T T MESE, MES JLES
YE 1 —ng 1 — /meaagciy
- 9 - E - 9
VEJME®2: VEL/MEQ2g VE/NEQ2g

1 — /MEd2, cop y >
— g
VE\/W

><CI>(24) (0, BD  mp, mp. mp: up + 1

2
0 (I —np)o

= VE; = VE,
YD/NDY2p YDA/NDY2p

(1 RV 77D0l2DC1D)9
YD /D2,

(1 RV UDOKZDCZD)Q
YD/TD%2,,

’

YE ) dyE. (62)
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Recalling (35) and (39) for both ®$V(.) of (62) to yield
(63), as shown at the top of this page.
With the aid of [31, eq. (3.381.4)], K5 of (63) becomes

T(up+pe — Y0, r
o T T o
¢MD+ME j=17j
1 6

where ¢ = VE JTEQ? YD /D% "

Plugging (64) in (63) and doing some algebraic operations,
(65) is yielded as shown at the top of the next page.

With the help of [27, eq. (A.1)], the SOPL of (65) is
expressed in exact mathematically tractable format as given
in (21) and this completes the proof.

For Case_2, SOPL can be evaluated by plugging (5) and

(6) in (20) and utilising [;° f, (¥)dy = 1. Thus, this yields

Ng(mg ,jug) 10ig |

oy

ip=1 je=1

SOPL = 14 QpQ

Np(mp. up) 1@ip| B
iDjD ip—1
X —==_gp
2 LG-n
ip=1 jp=1
;)

% ipHiE—2 —( )VE
X / Vg e D dye. (66)
0

Ks

The above integral, Kg, can be computed by using [31,
eq. (3.381.4)] as follows
C(p+ie—1
Ke = #j‘awg,l (67)
YE YD
Next, substituting (67) into (66) to obtain (22) and this
completes the proof.

APPENDIX E
PROOF OF THEOREM 4
When yp — oo, the fact that d>(24)("7” — mp, B2 —

2
mp, mp, mp; up; 0,0,0,0) = 1 [28] can be used in (33).
Accordingly, we have

! QpR e _
f““ = DME / In(1 + yp)yjo e
C(up)T'(ug +1) Jo

119553



IEEE Access

H. Al-Hmood, H. Al-Raweshidy: Performance Analysis of Physical Layer Security Over FB Fading Channels

QpQEot
SOPL = D2°E

pro+IET (B2 — mp)L(5E — mp)[T (mp)T (mg)]?

[T TOPIT(E — mg — r)T (42 — mp — 14)

L] f / (o +pe — Yoy 1)l
Ri Re

(2mj)® D(we —ri—---—r3)
[1_[]3:2 L(mg — rp)l'(mp — rj13)] ng—1  \ ([ JUEGc1y — 1\ JMEG e — 1\ 77
P +wup—ra—---—re) <¢fEm> ( PVEJNEA2, ) ( PVEJNEA2, )
x( (np — 16 )‘“((M% - 1)9)"5 ((m@l) - 1)9)_r6dr1 . dr. (65)
¢¥Yp /D02, é¥Yp/1D%2;, ¢VYp /1D,
X®(24)<E—mE,E—mE,mE,mEME-Fl; X i (1),,(1),,(__ "
2 2 2! YE/ME®2,) ' T'(up + g +n+ 1).
__ W N cuvn _czEVD>dyD_ = 1)
VEJME®2;  YEN/O2p YE VE
(68) Following the similar procedure in [34], we have

To solve the integral of (68), the following identity can be
employed [26, eq. (1.2.23), p. 34]

In(1 +x) = x2F1(1, 1; 25, —x) (69)

where 2 F1(.) is another format of the hypergeometric function
defined in [26, eq. (1.2.2), p. 29].
Using [26, eq. (1.2.2), p. 29] for (69) and inserting the
result along with (59) in (68) to yield
P i (Dn(Dn
' Tp)Tue +1) = Qun!

="
n=0
YD

o0 ——
X/ N
0

G) [ HE (I —ne)vp
x P — —mg,mg,mg; ug + 1; ————,
2 ( 2 YE /ME%2;
(I — /neazcip)yp (1 — ./ﬁEOézEQE)VD)dy
= , = D.
YE/MEQ2 YE/MEQ2g
(70)

With the aid of [26, eq. (1.1), 259], the integral of (70) can
be expressed in exact closed-form and this completes the poof
of (25).

Following the same steps of (25), the proof of I; Y and
in (26) and (27), respectively, can be accomplished.

Asy
13

APPENDIX F

PROOF OF COROLLARY 2

For the purpose of brevity in proofing (29), the truncation
of the infinite series of Ifxy is provided. Intuitively, one can

observe that F g ) (.) of (25) is monotonically decreasing with
n. Thus, this yields

Tpasy < FS)<MD+ME +N+1; M—ZE — Mg, mg, Mg;
1

ME + 1’ 1 - nE, 1 - A/ UE(YZECIE, 1 - A/ nEOlZECZE)
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E
Tias <Fg)(MD+ME +N+1; % — mg, mg, mg;
1

mwe + 11 —ng, 1 — /meaggcig, 1 — «/UE“ZECZE)

o0

DNy on
XnX:(:)@)nHv(nHv)g( VENMER,)
xI'(up +pug +n+N +1). o

Invoking the properties (X),+» = @)(x + a)p [26,
eq. (1.1.20), p. 22], I'(a 4+ b) = (a)pI'(a) [26, eq. (1.1.15),
p-22],x! =T (x 4+ 1) [26, eq. (1.1.13), p. 21], and (1), = x!
[26, eq. (1.1.14), p. 21], (72) becomes

E
Tpasy < Fg)(MDvLME +N+1; % —mg, mg, mg;
1

we +1;1—ng, 1 — /meazgciz, 1 — «/UEQZECZE)

NF(MD+ME +N+1)

(=VEN/ME®2;)

(N +1)
N (up + e + N+ Da(N + Dp(D(1D)a(1),
<)
part (2)n(2 + N)un!
x(—VE/ME02,)". (73)

With the help of [26, eq. (1.4.1), p. 42], (73) can be written
in exact closed-form expression as shown in the first term of
(29). Similarly, the number of terms of I; % and I? % which
represent the second and third terms, respectively, can be
deduced. Substituting the results into (24) to obtain (29) and
this completes the proof.

APPENDIX G

PROOF OF THEOREM 5

Similar to Theorem 4, plugging d>(24)(“7” — mp, P —
mp, mpmp: up 4+ 1:0,0,0,0) = 1 in (49),
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we have
SOP*Y - N
~ DE pneE—1 UD
N y @ye+06-1)
T(up + DU(ug) Jo  °F
@[ ME HE o
x D, (7 —ME, = = ME, ME, ME; L
YE ~NEYE ClgVE C2rVE d)/
I [ — s — s — E
YE/MEQ2 YE N/ OQ2 YE YE 4
(74)

The following identity [31, eq. (1.110), p. 25] can be used
in (74)

A+af=)" <:>a" (75)

n=0

Consequently, with the aid of (59) and (75) and performing
some simple mathematical manipulations, (74) can be rewrit-
ten as

SOPAY ~

__ Mol 3~ (MD) 0"
P(up + DI (ug) £\ n J (6 — 1yr=he
o ___ViD I,L
x/ 7/li_tE+n—1e VE\/W@(;’) TE_mE’
0
1—- 1- a2,.C
I (I —nep)ye (I — /MEaz; IE)VE’

VESMEC, VEJ/TE®2
(1- Vi UEWZECZE)VE>dy
£

VEJTME2;

(76)

Recalling [26, eq. (1.i), p. 259] to express the integral of
(76) in exact-closed form and the proof is accomplished.
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