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ABSTRACT With the developing cyber physical power systems and emerging threat of cyber-attacks,
the traditional power services are faced with higher risks of being compromised, as vulnerabilities in
cyber infrastructure can be exploited to cause physical damage. Therefore, adjustments need to be made in
current control scheme design methods to mitigate the impact of potential attacks on service quality. In this
paper, focusing on the service of coordinated source-load participation in primary frequency regulation, a
vulnerability analysis is performed with modelling the attack intrusion process, and the risk assessment of
the service is made by further modelling the attack impacts on the service’s physical effects. On that basis,
the traditional coordinated reserve allocation optimization model is modified and the allocation scheme is
corrected according to the cyber-attack impacts. The proposed correction methods are validated through a
case study, showing effectiveness in defending against the cyber-attack impacts.

INDEX TERMS Attack mitigation, cyber physical system security, coordinated control, risk assessment.

I. INTRODUCTION
In the construction of smart grids, cyber physical power
systems (CPPS) and the future ubiquitous power internet of
things, more entities are engaged in traditional power system
services, bringing huge changes to the control methods and
implementation process. Control commands are generated
and given in real time, and together with a flexible mixture of
hierarchical and distributed control structures, the complexity
of control has been greatly improved. Moreover, with closer
integration of cyber and physical space in the smart grid, the
reliability of control has greater and more immediate influ-
ence on the secure operation of the power systems [1], [2]. It is
important to design a reliable coordinative control method
according to the nature of a service, to address the relations
between control logic, communication process and physical
response, and to guarantee the service can function normally.

In recent years, cyber-attacks have emerged as a new type
of threatening cyber layer vulnerabilities in the current smart
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grid [3]. Since the 2015 Ukrainian blackout, the possibi-
lity and severity of attack induced power system failures
have raised concern in the academia, and researches have
been performed in the areas of cyber-attack modelling, risk
assessment, prevention and mitigation. Cyber threats towards
smart grid are reviewed in [4], [5], summarizing the security
aims, potential attack methods and targeted use scenarios.
The attack mitigation on cyber side is to take general infor-
mation security measures, such as encryption [6], virtual
private network, access management, authentication [7] and
the currently developing techniques of trustworthy computa-
tion and blockchain [8]. Mitigation on physical side can use
physical rules to recover corrupted data [9], correct false com-
mands [10] and deploy backup resources to compensate for
the attacked assets [11]. The cyber side protection measures
are designed for computer systems originally, which may not
meet the real-time requirement or suit the physical environ-
ment for CPPS and cannot be installed, leaving vulnerabi-
lities. Meanwhile, exploitation of zero-day vulnerabilities
can cause worse consequences in CPPS, as attacks will
result in loss of power supply and affect the public directly.
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The physical side protection can be implemented in addition
to the cyber side measures to improve the security, but protec-
tion from both sides should be coordinated carefully, so that
the vulnerabilities can be covered and the coordinated scheme
balances the needs of security, reliability and efficiency.

One effective way to coordinate cyber and physical side
control is using the control logic of a service to establish
the cyber-physical interdependency [12], [13]. Research has
proposed a service-oriented cyber physical system design
method addressing the importance of service quality [14],
which integrates the cyber and physical side effect according
to services. Some cyber-attack modeling methods have taken
into consideration the construction of the corresponding rela-
tions between certain attack types and physical impacts [15],
and designed service-specified attack [16], [17] and defense
methods [18], [19]. However, current researches usually only
use the interdependency to interpret the cyber side erro-
neous data to physical impacts, whereas the uncertainty of
attacks and attack vectors, which describe the attack process
from intrusion points to target devices and the modification
attackers make, are not fully used.

In this paper, the focus is put on the service of primary
frequency regulation in power systems with coordinated par-
ticipation of generating units and demand response (DR)
resources. Section II establishes the cyber-attack models for
cyber and physical side, and performs vulnerability analysis
in the service scenarios. Section III proposes a modified coor-
dinated frequency regulation reserve allocation model based
on the vulnerability analysis and risk assessment results.
A case study based on IEEE 14 bus system is presented in
Section IV to validate the proposed methods, and conclusions
are given in Section V.

II. FREQUENCY REGULATION PERFORMANCE
CONSIDERING CYBER-ATTACK RISKS
Primary frequency regulation is a service that functions
in seconds after a disturbance. Traditional method is using
the inertia and automatic local control to put into effect
the spinning reserves in the generating units to regulate the
frequency in a short time. With the improved communication
systems and demand side management techniques, interrupt-
ible loads can be used as frequency regulation reserves as
well. Considering the response time limit, the main demand
response services that can collaborate with spinning reserves
and participate in primary frequency regulation are direct load
control (DLC) and distributed demand response (DDR). The
features and vulnerabilities of both are analyzed below.

A. VULNERABILITY ANALYSIS OF LOAD CONTROL
SCHEMES
The control and communication design of a load con-
trol service is crucial to the determination of the possible
cyber-attack threat it is facing. To identify a potential threat,
the control method and communication network design of a
service have to be examined.

The physical structure of the CPPS control system
typically consists of several layers. The top layer is the control
center, also called master station, where SCADA, human
machine interface (HMI) and network management system
are deployed, and all actions in the system are monitored
there. It is often well-defended, with a security perimeter
that stops the attacks physically and virtually. For example,
personnel will have to be authorized to enter and operate,
and firewalls are installed to screen the data traffic. The
intermediate layer is the communication system, the main
function of which is to transmit orders and data, while usually
only simple computationmay happen in the slave station. The
slave stations are likely to have access control as a method of
protection. The bottom layer is the terminals, which includes
the field devices, load controllers and other terminal devices.
The terminals are vastly distributed in the user side, and are
not often fully protected.

For direct load control service, the control action takes
the following steps to effectuate: 1) the master station gen-
erates a control order according to real-time system power
shortage and predefined control strategy; 2) the order, in the
form of a message, is passed from the master station to a
slave station and finally distributed to the corresponding load
control terminal; 3) the terminal takes action as instructed
by the order. The control strategy is typically made offline
through simulations, and it contains a table that provides
a specific scheme for each value of power shortage. The
scheme will include how much load will be shed, which load
will be commandeered and the time when the shedding order
should be given. To reduce the latency during the process,
the messages are not always encrypted, which increases the
possibility of integrity attacks. Also, the control messages
travel through several nodes before reaching the terminals,
making it vulnerable to availability attacks, such as denial-of-
service (DoS) attacks aiming at the communication network.

For distributed demand response, the control actions
are implemented locally with preset action thresholds and
real-time on-site measurements. The lack of real-time control
order transmission makes the service immune to data alter-
ation or loss due to attacks aiming at communication net-
work, but the distributed method makes it harder to examine
the authenticity of the preset thresholds by crosschecking.
Therefore, the attackers can launch distributed false data
injection attacks (DFDIA) to the locally stored action thresh-
olds and change the preset values, or give fake commands
to the control terminals and disguise the attack as a normal
update of settings. The altered action threshold setting can
cause unnecessary load shedding during normal operation,
or deficient load shedding during fault.

However, the services are under certain levels of
protection, designed according to standards and protocols. In
order to successfully carry out an attack, attackers have to
find necessary vulnerabilities to exploit in order to breach
the deployed defenses. The types of typical attack threats to
DLC and DDR and the vulnerabilities required for each type
are summarized in Table 1.
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TABLE 1. Vulnerability combinations required for successful attacks with different methods and targets.

The combinations are composed with the following
information regarding one attack attempt: 1) the attack
method, to decide the properties of the devices that need
to be compromised, i.e., the confidentiality, integrity and
availability (CIA) security aims; 2) the attack target, which
the attack finally gains the control of and make modification
to; and 3) the propagation path, which may consist of seve-
ral network locations and require vulnerability exploitation
along the steps. The attack targets may not be the terminal
devices which carry out the physical actions directly, but the
location where false actions take place.With the vulnerability
combination, the attack propagation process on the cyber
side can be constructed and the attack successful rate can be
evaluated.

Given the vulnerability combination, the occurrence prob-
ability of a successful attack can be calculated using the
occurrence probabilities of the vulnerabilities. Therefore,
the occurrence probabilities of above listed attacks are given
as follows.

PDoS = 1−
na∏
k=1

(
1− Pa,k

)
(1)

PDFDIA = Pi,ter � Pc,ter (2)

PFC = Pi,cen � Pc,cen + Pi,app � Pc,app (3)

PDoS is the occurrence probability of DoS attacks, Pa,k
is the occurrence probability of availability vulnerability at
k-th device, n is the total number of devices in the command
transmission process. PDFDIA is the occurrence probability
of DFDIA, Pi,ter and Pc,ter are the occurrence probabilities
of integrity vulnerability and confidentiality vulnerability at
terminals, respectively. PFC is the occurrence probability of
fake command attacks, Pi,cen and Pc,cen are the occurrence
probabilities of integrity vulnerability and confidentiality vul-
nerability at control center SCADA, Pi,app and Pc,net are the
occurrence probabilities of integrity vulnerability at appli-
cations and confidentiality vulnerability at communication
network.

B. SYSTEM FREQUENCY RESPONSE MODEL
WITH DR PARTICIPATION
The low-order system frequency response (SFR) model [20]
as shown in Fig. 1, is widely used in power system frequency
analysis to evaluate the frequency dynamics of power systems

FIGURE 1. Traditional system frequency response model.

after disturbances. This model involves the thermal generator
units as the frequency regulation resources.

In themodel, TR is the reheat time constant, usually ranging
in 6∼12s;H is system time constant, usually ranging in 3∼6s
and representing system inertia. R is the governor regulation
coefficient, typically ranging in 4%∼6%. Pd is the power
disturbance, Pm is the mechanical power output and Pe is
the electrical power output. 1ω is the frequency deviation.
FH is the fraction of total power generated by the steam
turbine. D is the equivalent damping factor, and Km is the
mechanical power gain factor.

As DR takes part in providing capacity for frequency regu-
lation, the basic SFR model needs to be modified to represent
the influence of DR participation on frequency response after
disturbances. The modification is made according to analysis
of the action methods and load regulation effects of DR
services.

DLC is to remove an amount of load at a certain moment
after the disturbance, the effect of which can be modelled
as a step signal change in power imbalance after a time
delay. Meanwhile, DDR is triggered by the real-time local
frequency deviation, and the loads are shed when frequency
deviation is greater than the preset action threshold. Because
DLC and DDR both only act to reduce the amount of load,
which can be equivalent as reducing the power imbalance in
the case of supply shortage, the effects of both services can be
linearly added to the original model, as a change in the input
Pd . Therefore, the SFRmodel with modification representing
the effects of DLC and DDR is given in Fig 2 (a), while the
dynamics of DDR service is described in detail in Fig 2 (b).

The transfer function of the SFR model with DLC and
DDR participation is given as

1ω (t) = 1ωd (t)−1ωDLC (t)−1ωDDR (t) , (4)
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FIGURE 2. (a) Modified system frequency response model with DLC and
DDR participation; (b) DDR action logic model.

where

ω2
n =

DR+ Km
2HRTR

, (5)

ξ =
2HR+ (DR+ KmFH )TR

2 (DR+ Km)
ωn, (6)

ωr = ωn

√
1− ξ2, (7)

α =

√
1− 2Tkξωn + T 2

Rω
2
n

1− ξ2
, (8)

φ = φ1 − φ2= tan−1
(

ωrTR
1− ξωnTR

)
−tan1

(√
1− ξ2

−ξ

)
,

(9)

1ωd (t)

=

(
RPd

DR+ Km

) [
1+ αe−ξωnt sin (ωr t + φ)

]
, (10)

1ωDLC (t)

=

(
RPDLC
DR+ Km

)[
1+ αe−ξωn(t−τDLC )

× sin (ωr (t − τDLC )+ φ)
]
, (11)

1ωDDR (t)

=

(
RPDLC
DR+Km

)[
1+αe−ξωn(t−τDDR)

× sin (ωr (t−τDDR)+φ)
]
. (12)

PDLC is the load shedding amount of DLC, and τDLC is
the corresponding action time when the DLC service cuts
off the loads. Similarly, PDDR is the load shedding amount
of DDR, and τDDR is the corresponding time when the DDR
load shedding actions. Considering the fact that there may
be several rounds of load shedding in an actual load control
scheme, the effect of each round will be linearly added to the
existing equation.

III. COORDINATED RESERVE ALLOCATION SCHEME
CONSIDERING CYBER-ATTACK RISKS
A. DR CAPACITY ASSESSMENT CONSIDERING
THE IMPACTS OF CYBER-ATTACKS
With the frequency response model above, it can be deduced
that the effect of DR participation on frequency regulation
depends on the following key parameters: response power
and the action time. The total response power determines

the final frequency value, while the action time influences
the transient dynamics. In the case of primary frequency
regulation, the main focus is the final frequency recovery
result. Therefore, the amount of DR power that can be utilized
in the frequency regulation needs to be evaluated, in order to
determine the reserve amount on generation and load sides
that can satisfy frequency requirements.

Following assumptions are made when assessing the DR
capacity under attacks:

1) Attackers will fully use the authority gained and max-
imize the impacts, i.e., the DoS attacks will stop the load
controllers from switching on/off the loads, instead of just
delaying the switching actions, and the DFDIA and fake
commands will change the terminal threshold setting to any
arbitrary value.

2) Considering the hierarchical control method of DLC,
if the attacker gains access to a master station, they will attack
all the load controllers deployed under the station; similarly,
if a slave station is compromised, all the load controllers
under the slave station will be under attack. DDoS attacks
directly aimed at a control terminal will only affect the single
targeted controller.

3) Considering the distributed control method of DDR,
each control terminal must be compromised and attacked
individually. The attacker can either use DFDIA or a fake
command to change the setting of one terminal at a time.

With the assumptions to simplify the attack conditions
and using the attack probability estimation from vulner-
ability analysis, the availability of each DR load can be
determined, and the expected DR capacity of the system
under cyber-attack risks can be assessed throughMonte Carlo
simulation.

The Monte Carlo sampling process of DLC load avail-
ability is shown in Fig. 3. Due to the hierarchical control
method, the sampling also follows the order of master station
– slave stations – terminals. After sampling the availability
of each load, the DLC response potential is obtained through
aggregating the loads into rounds with the same initialization
conditions, and the parameters of a round k are expressed as a
tuple (PDLC,k , τDLC,k ), where PDLC,k denotes the capacity of
the kth round DLC and τDLC,k denotes the initialization time.
The Monte Carlo sampling process for DDR load status

is simpler due to the nature of the distributed control.
The attack result of each load is directly and individually
randomized according to the attack probability of DFDIA
and fake command attack, and the altered threshold values
are randomly chosen from potential attack schemes as well.
After the sampling, the DDR response potential is obtained
through aggregating the loads with same action threshold
into different groups, denoted with the tuple (PDDR,k , fDDR,k ),
where PDLC,k denotes the capacity of the kth round DDR and
fDDR,k denotes the action frequency threshold, which can be
transformed into action time instant τDDR,k with time domain
simulation. Additional time delay that may occur during the
action process caused by dead zone or computation can be
added to τDDR as well.
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FIGURE 3. Flowchart of DLC response capacity assessment process based on monte
carlo simulation.

With the obtained DR capacity and action time, the
frequency response under the risks of cyber-attacks can
be estimated with the modified SFR model proposed in
Section II, and the frequency regulation results can be
checked for violations against operational requirements.

B. COORDINATED RESERVE ALLOCATION SCHEME
WITH DR CAPACITY REASSESSMENT
The risks of cyber-attacks are ever changing with the
evolvement of attack and defense methods. Therefore, it is
necessary to reassess the DR capacity periodically and update
the reserve allocation scheme accordingly.

The reserve allocation scheme is to minimize the cost of
reserve by allocating optimal reserve amount to the genera-
tion and consumption sides, while satisfying the requirement
of frequency. The optimization model is built as follows, with
the objective function

Crsv = Cgen + CDR, (13)

where

Cgen =
Ngen∑
i=0

αi1Pgeni , (14)

CDR =

NDR∑
j=0

βj1PDRj . (15)

And the constraints are:
1) Upper and lower limits of generating unit output:

1Pgeni,min ≤ 1Pgeni ≤ 1Pgeni,max . (16)

2) System frequency requirement:

1fmin ≤ 1f ≤ 1fmax . (17)

The frequency constraint can be transformed into power
imbalance constraint as

1fmin

(
D+

Km
R

)
≤ 1P ≤ 1fmax

(
D+

Km
R

)
, (18)

where 1P = 1Pd − 1Pgen − 1PDR, 1Pd is the initial
power imbalance, 1Pgen is the sum of reserve provided by
generators on the source side, and1PDR is the sum of demand
response committed in the frequency regulation on the load
side.

3) Limits of DR capacities:

0 ≤ PDLC ≤ PDLC,total, (19)

0 ≤ PDDR ≤ PDDR,total, (20)

PDR = PDLC + PDDR, (21)

where PDLC,total and PDDR,total are the assessment results of
total DLC and DDR capacities estimated with the up-to-date
attack occurrence probabilities, and PDLC and PDDR are the
actual amount of interruptible loads that are scheduled to be
shed in the power supply shortage scenario.

IV. CASE STUDY
In this section, a case study based on IEEE 14 bus sys-
tem is conducted, to illustrate the performance of the pro-
posed methods. First, the vulnerability assessment on the
cyber side is performed to determine the probabilities of
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TABLE 2. Load distribution in IEEE 14 bus system.

TABLE 3. Interruptible loads controlled by DLC and DDR services.

successful attacks, followed by the risk assessment that gives
the expectance of attack impacts on the service quality of
coordinative primary frequency regulation. Finally, the ori-
ginal reserve allocation scheme is corrected according to the
expected attack impacts, and the corrected new scheme is
compared with the original one.

Table 2 gives the load located at each bus. The total system
active load is 259MW and reactive load is 73.5MVar, and
system base power is set as 785MW.

The controllable load resources that can participate in the
scheduling for frequency regulation in the system are given
in Table 3. Ideal action time ofDLC is set to be 0.5s after fault.
The action time of DDR is set to be 0.02s after the frequency
drops below the threshold.

A. VULNERABILITY ANALYSIS AND PROBABILITY
OF SUCCESSFUL ATTACKS
The raw vulnerability data are taken from China National
Vulnerability Database of Information Security (CNNVD)
[21], where the vulnerabilities concerning industrial control
systems such as control systems in manufacturing factories,
critical medical devices, emergency and alarm systems, etc.

FIGURE 4. Vulnerabilities reported in a year (Dec. 2017-Dec. 2018),
categorized according to the violated security aims and targets.

TABLE 4. Attack success probabilities of different attack methods
and intrusion levels.

are specially selected and classified according to the hosts,
providing a more specific and convincing data source.
The three types of vulnerabilities that is detected at all system
locations in a year (December 2017 to December 2018) are
counted and summarized in Fig 4.

The occurrence probability of each type of vulnerabilities
at each network location is hence approximated with the
occurrence frequency. Assume that only on the first day
when a vulnerability is discovered, it is not fixed and can be
exploited by attackers. Therefore, the probability that attack-
ers find an exploitable vulnerability is Pv =

nv
365 , where nv is

the number of events of one category in a year.
The attack success probabilities are calculated with the

vulnerability occurrence probabilities, and the combinations
of intrusion points, attack methods and vulnerabilities needed
are given in Section II A. The vulnerability assessment results
are listed in Table 4.

Mind the difference of comprised locations’ effects
between the two types of services, which is due to the differ-
ence of control methods in the two services. When a control
node in DLC is compromised, all the loads below this control
level will be unavailable, as the control command cannot
be passed to the loads’ local controllers due to connection
failure. Meanwhile, in the case of DDR service, even the
control node at higher level is compromised, each terminal
controller has to be individually modified with corresponding
commands. That is to say, the terminal controller can stay
unaffected if the compromised higher level control node does
not give it a valid fake order.
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FIGURE 5. Monte Carlo sampling and simulation results. (a) shows the cases with different attack results on DLC service
alone and the corresponding frequency recovery process to each sample case. DDR are not influenced by attacks.
(b) shows the cases with different attack results on DDR services and corresponding frequency recovery processes.
Attackers change the terminal threshold settings arbitrarily, whereas DLC services are not influenced.

B. RESPONSE EFFECTS ASSESSMENT UNDER
CYBER-ATTACK RISKS
The performance of DR is evaluated from two aspects: 1) the
total capacity that can be put into effect in the frequency
regulation time scale, which determines the final frequency
values; 2) the characteristic values during transient process,
which indicate the worst damage the system may endure.
The DR capacity in each round, action times for DLC and
action thresholds for DDR are obtained from theMonte Carlo
simulation process, and transient processes are simulated
with the modified SFR model. The active power deficiency
is set as 0.15 p.u. with power base as 785MW.

The case study generates 500 samples of DLC and
DDR attack scenarios respectively, and simulated the fre-
quency response process for each scenario, as illustrated
in Fig 5.

The available DLC resources show four peaks, which indi-
cate the cases where the master station, either of the two slave
stations or only terminals are under attack. The considerable
differences in available resources result in the significant
grouping features in the frequency curve figure.

Meanwhile, as there is no method to affect a wide range
of DDR and one single DDR contributes to the total amount
quite slightly, the DDR resources only show one peak for each
round, and there is only one group of the frequency curves,
since the terminal setting must be modified individually, and
each terminal load power is relatively small, thus creating
a continuous distribution. The two turning points in the fre-
quency curves mark the time instants when a round of DDR
load shedding actions.

It is obtained from the simulation that the expectance of
available DLC capacity is 0.032 p.u., and that of DDR is
0.0490 p.u. (1st round) and 0.0365 p.u. (2nd round) respec-
tively.

C. CORRECTED RESERVE ALLOCATION SCHEME DESIGN
The costs of generating units are based on the IEEE
14 system, which can be described with

Cgen = c2P2 + c1P+ c0 (22)

The cost parameters and initial generation amounts of the
units are given in Table 5. The costs of DLC and DDR are
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TABLE 5. Generating unit cost parameters.

TABLE 6. Comparison of reserve allocation scheme before and after
correction considering attack risks.

respectively 25.6$/MW and 9.4$/MW, calculated from data
provided in [22].

With the expectance of available DR resources assessed
before, the corrective reserve allocation scheme can be
obtained by solving the optimization model. The schemes
before and after correction are given in Table 6.

Comparison shows that after correction, the generating
units are allocated with larger amount of spinning reserves,
which is to compensate for the amount of DR resources that
may not be able to respond if compromised by attacks.

V. CONCLUSION
With higher possibility of cyber-attacks aiming at smart grid,
the traditional control methods need to be updated to gua-
rantee the effectiveness of the services. This paper takes the
service of primary frequency regulation with participation of
generating units and demand response as an example, and the
contributions can be concluded as below.

1) The vulnerability analysis in this paper takes into con-
sideration the different defense strengths in the control system
layers and has deduced the vulnerability combination needed
for different types of attacks according to the attack vectors.

2) A quantified risk assessment method is provided to
represent the influence of cyber-attack risks on the perfor-
mance of a smart grid service. The risk considers both the
difficulty of succeeding in an attack and the reward for
attackers obtained from the success, which is closer to the
real situation where the attackers choose the targets with the
balance between cost and profit.

3) With the risk assessment results, the paper proposes
a corrected optimization model to guide the coordinated

reserve allocation between generating units and demand
response loads. The correction to the traditional optimization
model shows the method of interpreting cyber-attack impacts
on the physical operation process and mitigating the impacts
through scheme adjustment, which is applicable to other
services.
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