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ABSTRACT Lwamo et al. recently proposed a robust and efficient remote single and multi-server biometric
authentication scheme using smart card and RSA. The scheme is vulnerable to the smart card lost attacks;
therefore, the scheme cannot resist offline guessing attacks and user impersonation attacks, and cannot
provide forward security and user anonymity. To address these issues, we propose a new privacy-preserving
ring learning with errors (RLWE)-based remote biometric authentication scheme (RRBAS) for single and
multi-server environments. RRBAS is the first lattice-based remote biometric authentication scheme for
multi-server environments. Security analysis show that RRBAS can satisfy the authenticated key exchange
(AKE) security in the random oracle model, resist known security attacks, and provide post-quantum security.
The experimental evaluation and comparative analysis show that RRBAS’s computational efficiency is better
than that of Lwamo et al., while the communication efficiency is slightly lower than traditional schemes
because of the large-size ciphertext of the lattice-based cryptosystem, but it is fully capable of session key
agreement in single and multi-server environments.

INDEX TERMS Authenticated key exchange, biometric authentication, privacy-preserving, RLWE.

I. INTRODUCTION The development of modern communication technologies
As the information society becomes more developed, facilitates information exchanges that are almost free of time
the higher the reliance on information, and the higher the and space constraints. However, information security contin-
security requirements for sensitive information during ues to be a concern. To achieve data security and user pri-
the processes of information storage, exchange, and use. vacy in remote communications, a privacy-preserving remote

authentication scheme (RAS) is proposed.

The associate editor coordinating the review of this manuscript and In 1.9813 Lamport propose'd a password—pased identity
approving it for publication was Zahid Akhtar. authentication protocol for a single-server environment [25].
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Subsequently, some improved schemes and similar single-
server environments RAS have been proposed [27], [42],
[47], [48]. Such schemes require users to register for each
application server one by one and they may need to set dif-
ferent passwords to achieve security and eliminate linkability
between registration data. However, it is costly to record and
use these passwords when the number of servers is large
and storing the same user’s information on each server is
inefficient and uneconomic. To overcome these drawbacks,
the multi-server environment RAS have been proposed in the
literature [1], [10]-[20], [43], [46]. Users only need to register
once in a trusted registration center (RC) to authenticate and
negotiate the session key with the third-party remote server
registered in the same registry. In recent years, to meet new
application requirements and their corresponding security
objectives, RAS has been improved from being a single pass-
word authentication scheme into a multi-factor combination
authentication scheme, such as password, smart cards, and
biometrics. Security assumptions have been improved from
hash functions, large integer factoring problems, discrete log-
arithm problems (DLP) in finite fields to DLP over elliptic
curve (ECDLP) [29]-[32], and even post-quantum security
assumptions such as lattice hard problems [33]-[35]. The
cryptography also uses a public key encryption that is adapted
to privacy.

Although many of the existing remote authentication
schemes have achieved good security and usability, there are
several issues to be addressed.

1) Vulnerable to hardware loss attack. The easy loss
of hardware authentication factors is the weakness of
hardware-based schemes, such as smart cards. With the
development of side-channel attack technology, some
hardware-based schemes are vulnerable to hardware
loss attacks [24]. Lwamo et al. [1], Li et al. [18] and
Challa et al. [20] even lost its anonymity and forward
security.

2) Vulnerable to offline guessing attack. Some smart
card-based schemes use smart card local authentication
methods on the user side; therefore, the smart card must
store the secrets necessary for authentication [1], [10],
[11]. Once the smart card is lost, there is a possibility
that the scheme will be destroyed by an offline pass-
word attack [2], [3]. It is also possible for an adversary
to launch a centre search attacks against biometric
security [8], [9].

3) Vulnerable to user impersonation attack. As men-
tioned above, the wuser side of most smart
card-based schemes adopts smart card local authenti-
cation. The RC is only responsible for issuing certifi-
cates and assisting authentication, but not storing user
information; therefore, the schemes are vulnerable to
user impersonation attacks caused by offline guess-
ing attacks [1], [11], [16], [17]. Even some schemes
use an offline RC and the key agreement process is
related only to the secrets on the smart card, it is
still possible for the adversary to bypass the local
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authentication and directly launch the user imperson-
ation attacks [1].

4) Vulnerable to user quantum attack. The develop-
ment of quantum computing technology poses a
huge security threat to RAS based on classical num-
ber theoretical hard problems. The existing RAS
for multi-server environments are based on classi-
cal number theory problems, while existing post-
quantum RAS are only suitable for single-server
environments [6], [56]-[58], [60].

As mentioned above, some hardware-based RAS are vul-
nerable to hardware loss attacks. Local authentication and
even offline RC mode, while reducing communication over-
head and improving protocol efficiency, may lead to offline
guessing attacks and biometric security attacks, which may
result in user impersonation attacks. Finally, traditional
RAS cannot resist quantum attacks.

A. OUR CONTRIBUTIONS

To overcome the above challenges, this work proposes a
privacy-preserving post-quantum security remote authenti-
cation scheme for single and multi-server environments.
Following the security proof, performance analysis, and
implementation evaluation, the proposed scheme makes up
for all the shortcomings of Lwamo2019 and other discussed
schemes. We summarized our main contributions as follows:

Our scheme can provide authenticated key exchange

(AKE) security in the random oracle model (ROM) and resist
known security attacks. Both computational and communica-
tion overheads are achieved at a practical level. The computa-
tional overhead is even lower than that of the state-of-the-art
works.

« We analyze the typical protocols such as Lwamo2019
and find that these anonymous remote authentication
protocols for multi-server environments are unable
to achieve their claimed multi-factor security. And
Lwamo2019 is vulnerable to offline password guessing
attacks and user impersonation attacks, and has forward
security risks.

« We propose a privacy-preserving ring learning with
errors (RLWE)-based remote biometric authentica-
tion scheme for single and multi-server environments
(RRBAS), which is a distributed remote authentication
system using hash functions to mask user IDs and pass-
words, protects the biometric information using fuzzy
extractor [10], [23], and uses an efficient RLWE -based
public key encryption scheme to achieve the security of
this information during transmission.

« We give the formal proof and an informal security anal-
ysis of the proposed scheme. The results show that it can
satisfy AKE security in the ROM and resist the known
traditional and quantum attacks.

o We evaluate the performance of the proposed scheme
through experimental implementation and comparative
analyses. The results show that the computational and
communication overheads of the proposed scheme are
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practical and the computational overhead is even lower
than that of the state-of-the-art works.

B. ORGANIZATION

The rest of this work is organized as follows. In Section 2,
we briefly discuss the related work. Basic notations,
RLWE security assumptions, NewHope public key encryption
scheme and system model definition will be described in
Section 3. The Lwamo2019 is reviewed and its weaknesses
are analyzed in Sections 4 and 5, respectively. We describe
the details of our privacy-preserving remote authentication
scheme in Section 6. The security analysis and performance
evaluation will be given in Sections 7 and 8, respectively.
Finally, we present our conclusions in Section 9.

Il. RELATED WORK

This section introduces the related research work for single
and multi-server remote authentication schemes from the per-
spective of the two security assumptions of classical security
and post-quantum security.

A. CLASSICAL-HARD-PROBLEM-BASED RAS

Most of the existing RAS are constructed on classical hard
problems. In 1981, Lamport proposed the seminal work,
Lamport1981 based on the hash function [25]. Later, many
password-based RAS were proposed [27], [28]. But they
are vulnerable to the offline guessing attacks due to the
weak password [36]. To overcome this security weakness,
password and smart card-based two-factor RAS were pro-
posed [37]-[39]. The security of the password-based RAS
is significantly enhanced by the addition of smart cards.
Such schemes are also widely used in campus and enterprise
networks, and even e-banks because of their low cost and high
usability. However, researcher quickly found that password
and smart card-based RAS are still vulnerable to offline
guessing attacks when the smart card is lost [2], [40], [41].

To overcome the problem of RAS security degradation
caused by smart card loss, a third authentication factor is
naturally introduced, such as biometrics or other out-of-band
information (e.g., short message services [SMS] or email).
However, for real-time and security considerations, it is not
recommended to use SMS as the third authentication factor
in RAS [45].

Pointcheval and Zimmer (2008) proposed the first provably
secure three-factor AKE scheme [47]. They introduced a
security model for multi-factor authenticated key exchange
that combines a password, a secure device, and biometric
authentications based on the ElGamal cryptosystem [50].
Since the ElIGamal encryption scheme is bit-wise, the scheme
is expensive and inefficient. Fan and Lin (2009) proposed
another provably secure three-factor AKE scheme based
on public-key encryption scheme [48]. In the login and
authentication phase, the scheme also uses a symmetric
encryption algorithm to ensure confidentiality. Combined
with the advantages of public key and symmetric encryption
tools, its computational efficiency is improved compared to
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Pointcheval-Zimmer’s scheme. Yang and Yang (2010) pro-
posed a three-factor AKE scheme based on the DLP [49],
which is the first multi-factor AKE scheme for multi-server
environments, but it is less efficient because it requires multi-
ple exponential operations. Five months later, Yoon and Yoo
proposed another multi-factor AKE scheme for multi-server
environments based on ECDLP [43]. However, He et al.
proved that Yoon-Yoo’s scheme was vulnerable to the privi-
leged insider attack, the masquerade attack and the smart cart
lost attack [52], and an improvement was designed by He and
Wang [51]. Chuang and Chen simultaneously revealed that
Yoon-Yoo’s scheme still had anonymity problems and pro-
posed a lightweight anonymous multi-server authenticated
key agreement scheme based on trust computing using nonce
and hash functions [46]. In 2015, Odelu et al. [10] showed
that He-Wang’s scheme had weak anonymity and could not
resist replay attack and user impersonation attack, while
Lin et al. [53] showed that Chuang-Chen’s scheme could
not provide the claimed anonymity and could not resist user
impersonation attacks, and server spoofing attacks.

Kumari and Om (2017) showed that Chuang-Chen’s
scheme could not resist intermediate data attacks, user imper-
sonation attacks and lacks forward security [54]. Kumari and
Om claimed that their improved scheme can provide non-
repudiation as the authentication message sent by a user is
signed by the server using the RSA digital signature; there-
fore, it can be resistant to all of the above attacks. Lwamo et al.
(2018) found that Kumari-Om’s scheme used too many expo-
nential operations, resulting in excessive computational over-
head. They proposed a new symmetric encryption and public
key encryption-based remote authentication scheme for the
single and multi-server environments to achieve lower com-
putational overhead and higher security [1]. However, in this
work, we show that Lwamo et al.’s scheme is vulnerable to
smart card loss attack, and as a result, their scheme cannot
resist the offline guessing attacks, user impersonation attacks,
and lacks user anonymity. In addition, we show that their
scheme cannot provide forward security.

B. LWE-BASED RAS
Post-quantum security is a new type of cryptographic primi-
tive. RAS research based on post-quantum security assump-
tions focuses on lattice-based RAS, in particular, learning
with errors (LWE)-based RAS. LWE’s post-quantum security
is due to the error component in its structure; therefore,
the key agreement protocol implemented with LWE can only
obtain approximately equal values instead of expecting the
same value. There are currently two main ideas for solving
this challenge academically: the error reconciliation mech-
anism where the key technology is the error reconciliation
method [55], and the public key encryption mechanism where
its key technology is the ciphertext compression method.
Ding et al. (2012) invented an error reconciliation mecha-
nism in which both parties can reconcile the same bits based
on signal bits [56]. However, the common bits reconciled
by this method can not obey the uniform distribution and a
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random extraction operation is required to obtain a random
value. Peikert (2014) proposed an improved error reconcil-
iation mechanism so that both parties can directly obtain
uniformly distributed common bits [57]. Bos et al. (2015)
demonstrated the practicality of post-quantum key agreement
by constructing ciphersuites for the transport layer security
protocol, which provides an AKE based on Peikert’s rec-
onciliation mechanism. Compared with the elliptic curve
Diffie-Hellman (ECDH) scheme, this method has a higher
communication overhead, but the computational complexity
is quite close. Subsequently, Alkim et al. extended Peikert’s
reconciliation mechanism to lattice D4 decoding and pro-
posed a new RLWE-based point-to-point key exchange pro-
tocol, i.e., NewHope [6]. Compared with Bos et al.’s scheme,
this method has a less than 50% communication overhead,
but is more computationally efficient than ECDH scheme.
In 2017, Xu et al. proposed the first password-based three-
party AKE protocol over RLWE [59]. Our study found that
the scheme could not provide anonymity and caused all-for-
the-price-of-one attacks due to the public parameter a [6].

Bos et al.(2018) introduced a chosen plaintext attack
(CPA)-secure public key encryption scheme based on
Module-LWE, and designed a chosen ciphertext attack
(CCA)-secure key agreement scheme based on this,
i.e., Kyber [60]. Compared with NewHope, these schemes
have similar performances, but Kyber has smaller communi-
cation overhead.

The schemes discussed above are single factor key agree-
ment protocol, where [6], [5S6]-[58] require the cooperation
of other signature protocol to achieve mutual authentication
of entities. Only [59] is suitable for multi-server environ-
ments. In this work we propose the first RLWE-based three-
factor remote biometric authentication scheme for single and
multi-server environments.

Ill. PRELIMINARIES
In this section, we describe the preliminaries which is neces-
sary to understand the rest of this work.

A. NOTATIONS

In this work, we use the symbol I, to represent the finite field
with g elements. The polynomial ring R = Z/ (xd + 1), disa
power of 2. We write elements of R in lowercase, e.g., r € R.
The notation r [i] refers to the i-th coefficients of . For r € R,
we use the notation [r], to refer to rmodg , with coefficients
reduced into the range (—g/2, q/2]. We write the dot product
of a,b € Ras (a,b) = Y 7, alil - b[i]. The symbol f (-)
represents that the function is run by the input specification.
Other symbols used in this work and their descriptions are
shown in Table 1.

B. RLWE

Learning with error over ring ( RLWE ) is a famous variant
of the Learning with error (LWE) problem, which replaces
the inner product in LWE with a polynomial product. Lyuba-
shevsky et al. introduced this problem in [4] and gave the
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TABLE 1. Notations.

Notations Descriptions
U;/UID;/PW,;/Bio;/SC; User/ID/Password/Biometrics/Smart card

AS;/SID; [pk;/sk; Application server/ID/Public & secret key
RC/pk/sk Registration center/Public & secret key
Ey /Dy, Symmetric encryption algorithm for k
Gen () /Rep (+) Fuzzy extractor algorithm

h(-) Cryptographic hash algorithm

«— /L Normal output / Abnormal output

@/l XOR operator / Concatenation operator
& Sampling from the given distribution

quantum reduction of the worst-case approximate short-
est vector problem SVP, over ring to the search RLWE
in [5].

Lemma 1 (RLWE security assumptions): For security
parameter A, let f (x) = (xd + 1), let ¢ > 2 be an integer.
Let R = Z/f (x) and R; = R/qR . Let x be a distribution
over R, a,s € R, and e € x, construct distribution Ay, =
(a, {a, s) + e) . Then, it is difficult to find s from any number
of independent instances of the distribution Ay ., i.e., search
RLWE (SRLWE) problem. It is also difficult to distinguish
between an instance of the distribution A, and a uniform
distribution over the distribution RZ with a non-negligible
probability (1 — negl (1)), i.e., decision RLWE (DRLWE)
problem, where negl (1) is a negligible probability function.

C. NEWHOPE-CPA-PKE

Alkim et al. proposed a semantic secure public key
encryption (PKE) scheme with respect to adaptive chosen
plaintext attacks based on the work [6], i.e., NewHope-CPA-
PKE. The PKE can be used to construct a RLWE-based
key exchange protocol with CPA semantic security. In this
section, we briefly introduce its three main algorithms: key
generation algorithm NPKE .Gen (-), encryption algorithm
NPKE .Enc (-) and decryption algorithm NPKE .Dec (-) [7].

e NPKE .Gen (): First, Alice selects a 256-bit random
seed seed, generates a € R, with GenA (seed), and
generates s,e € R, with Sample (seed, nonce). See
Algorithm 5 and Algorithm 4 of literature [7] for details.
Second, computes b = (a,s) + e. Finally, returns
pk = (b, seed), sk = s.

o NPKE .Enc (i, pk): First, Bob encodes message 1 €
{0, 1}*® into ' € R, with Encode (1), generates
a € R, with GenA (seed), and generates s', ¢, ¢’ €
Vg with Sample (seed, nonce). See Algorithm 10,
Algorithm 5 and Algorithm 4 of literature [7] for details.
Second, computes u = (a, s/>+e’ andv = (b, s/>+e”+//.
Finally, returns ¢ = (u, v).

e NPKE.Dec (c, sk): Alice computes /' = v — (u,s)
and returns 1 = Decode ('), where, Decode (-) is
the message decoding algorithm. See Algorithm 11 of
literature [7] for details.

Theorem 1 (IND-CPA security of NewHope-CPA-PKE):
Let n and g be integers. Let x be a probability distri-
bution on R,. For any quantum algorithm A against the
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FIGURE 1. Communication model of remote authentication scheme.

indistinguishability under CPA (IND-CPA) security of
NewHope-CPA-PKE, there exists quantum algorithms 31 and
B, against the DRLWE problem such that

IND—CPA
AdVNewHope—CPA—PKE (A
< AdvEREVE (By) + AdvEREVE (By) . (1)
Moreover, the running times of B, and B are the same as
that of A, see the Theorem 4.4 of [7] for details.

D. SYSTEM MODEL

1) COMMUNICATION MODEL

The network of a remote authentication scheme for the sin-
gle and multi-server environments is depicted in Figure 1.
It consists of three entities: Internet user U;, application server
AS; and registration center RC. In the single server environ-
ments, the application server and the registration server are
combined into one.

RC is atrusted or semi-honest third-party server whose role
is to initialize the system and generate system parameters.
U; and AS; could negotiate the session key without the pre-
shared secret with the help of the RC.

AS; is a service provider server that provides users with
specific Internet services and is one of the subjects of authen-
tication. Application servers are typically deployed on pri-
vate or public clouds, and their functionality and security are
better than those of user devices.

U; is a user of various Internet services and is another
subject of authentication. A variety of user entities are the
main components of the Internet, but their resources and
security are limited.

2) SECURITY GOALS
In addition to ensure the privacy of the private key of RC,
the scheme should also meet the following security goals.

o Session key security: The main security goal of the
scheme is to negotiate a secure session key between
the U; and AS; with the help of the RC, and to ensure
the privacy of the key to the RC.

o Mutual authentication: To ensure the security and effec-
tiveness of the scheme, it must be mutual authentication
between participating entities.

VOLUME 7, 2019

o Multi-factor security: When the adversary only gets any
two of the three factors, the system is safe and does not
increase the advantage of obtaining the third one.

o Forward security: The scheme has forward security,
meaning that even if the adversary obtains all the long-
term secret factors of all protocol entities, and it can’t
improve the advantage of destroying the security of the
previously established session key.

« Privacy security: Biometric-based RAS privacy security
includes two aspects: anonymity [2] and biometric secu-
rity [8]. Anonymity has two meanings, which are the
user’s identity privacy and untrackability. User identity
privacy is user ID protection, and user untrackability
is the unlinkable of user sessions. Biometric security
also includes two aspects, which are the security of
fresh biometric samples and the security of the biomet-
ric templates stored on the other devices. The security
of a fresh biometric sample is whether the sample is
protected from leakage when the scheme encounters a
social engineering attack or a brute force attack. The
biometric template security is whether the template can
be prevented from leaking when the protocol encounters
a brute force attack or other template recovery attack.
A valid template recovery attack is a centre search
attack [9].

« Resilience to other known attacks: The scheme should
resist known attacks on the Internet, such as intermediate
data attacks, and privileged insider attacks and so on.

3) ADVERSARY MODEL

Let P is an AKE protocol, and P} denotes the x-th session
instance of the protocol participant P; = (U;, ASj, RC). Dur-
ing the running of the protocol, multiple parallel sessions are
allowed to execute. The security of P is modeled by hybrid
games between a challenger C and a probability polynomial
time (PPT) adversary A, C simulates the output of participant
in accordance with the protocol, the event A winning the
game is denoted as Succ. The ability of the A is simulated
by the following oracle queries:

o Execute (U;‘,AS; ): This oracle simulates a passive
attack, and the output is the interaction information of
U; and AS; during protocol is run.

e SendU2RC (RC*%, m): This oracle simulates an active
attack by A impersonating an application-side entity
to RC. Since mutual authentication between U; and AS;
is implemented by means of RC, we have reason to
suspect that the messages transmitted by U; and AS;
before the mutual authentication are forged. A sends
a message m to instance RC? directly, C returns the
processing result of m to A in accordance with the
protocol. In addition, Send (P*, Start) is used to initiate
a session.

o SendRC2AS ASJ.y ,m): This oracle simulates an active

attack by .4 impersonating to AS. A sends a message m
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to instance AS?, C returns the processing result of m to
A in accordance with the protocol.

o SendAS2U (U ix, m): This oracle simulates an active
attack by A impersonating to U;. A sends a message m
to instance AS}’, C returns the processing result of m to
A in accordance with the protocol.

e Reveal (U lx , ASjy ): This oracle simulates the known ses-
sion key attack. On receiving this query, returns the
established session key.

o Corrupt (sz PWi): This oracle simulates that the user
is partially corrupted and output the PW; of U;.

o Corrupt (U}, Bio;): This oracle simulates that the user
is partially corrupted and output the Bio; of U,.

o Corrupt (U}, SC;): This oracle simulates that the user is
partially corrupted and output the «;, ;, y; of SC;.

o Corrupt (P*): This oracle is only used to describe for-
ward security, that is, when A obtains all long-term
secrets of all protocol entities, the session key that has
been established are safe. The RC in this protocol may
be honest and curious. We only assume that the private
key of RC is leaked when evaluating the forward security
of the session key.

o Test (sz , ASjy ): This oracle does not simulate the attack
ability of 4, but is used to define the semantic security
of the session key, which is only valid for fresh sessions
(Definition 1). Returns L if the session key of instance
has not been established, otherwise returns the session
key only if A wins the coin flipping game, otherwise
returns a random string of the same length as the session
key. The privacy of the session key to RC the is also
captured by this oracle.

Definition I (Freshness):

An instance P is fresh if the following facts are true:

1) Instance P* accepts the protocol, runs and generates

session key.

2) Reveal (-) has not been asked.

3) Corrupt (-) has not been asked until the protocol was

terminated.

Definition 2 (Adversary advantage): The advantage of an

adversary 4 in destroying the AKE semantic security of the
protocol P, is defined as

AdvEFE (A) = 12 - Pr[Succ] — 1]. )

Definition 3 (AKE security):
A protocol P is said to be AKE secure if the adversary
advantage Adv<E is negligible.

IV. REVIEW OF THE Lwamo2019

In order to facilitate the understanding of the subsequent
cryptanalysis of Lwamo2019, in this section we briefly review
the registration and authentication process of it [1].

A. SERVER REGISTRATION
The application server sends identity SID; and its public key
pubj to RC through a secure channel. The RC then replies to

109602

User(UID;, PW;, Bio;)
B;‘ =C;®
h(h(UID;||r;||PW;) & Bio;)
if Bf = B;

i

Server(SID]-.pk]-, sk]-)

selects a random number R;
M; = h (B;) ® R;
Mg = h (R;|MUID;||D;||T1)
Mg = By (MUID; M)
{Mg, M3, 81D, Ty} — Server
if Ty — Ty < AT
(MUID;|[My) = Dy (M3)
(UID;||R¢;) = Dz (MUID;)
A¥ = h (UID;||2)
R; = My @ h? (A})
M3 = h(R;[|MUID;||
(PSK @ MUIDy) ||Ty)
if M3 = Mo
z* = h (R;||T3)
selects random number R and R}
MUIDPEY = h (UID,i ||R;.“”")
My = Bgx(R; | RjIIRFCY || MUIDPEW |
UID;||SID;|T3)
MSID; = h (SID; ® R;)
User «— {My, MSID;, T3}
if Ty — Ty < AT
@ = h (R;|ITs)
(R;lIR;l R.}Le"' |MUIDPEW |
UID;|[SID;(T3) = Dgxx (My)
MUIDPEW* = h (UID1||R;’Q“’)
MSID} = h (SID; ® Rj)
if MUIDP®Y = MUIDPW*
MSID; = MSIDY
Mg = h (Rj|IMUIDPCY | R;)
SK;j=h (Ri]| B;|ISID; Hl{j)
{M5} — Server
Mz = h (RjIMUIDPC || R;)
if Mg = MZ
SKi; = h (RiIn2 (UID;||2) ISID; | R;)

FIGURE 2. Login and authentication of Lwamo2019.

the server with a secure key PSK and a secret value x through
a secure channel [1].

B. USER REGISTRATION

The user selects a random number r;, computes MPW; =
h (UID;||ri||PW;) and REG (-) = (MPW; & Bio;), and sends
tuple {UID;, REG (-)} to RC. The RC then computes A; =
h (UIDj||x), Bi = h(A;) and C; = h(REG(:)) & B;.
RC selects a random number R, computes MUID; =
E, (UID;||R:) and D; = PSK & MUID;, and stores them into
the smart card SC;. Finally, the user writes 7; into smart card,
then SC; = {MUID;, r;, B;, Ci, D;, h ()}

C. LOGIN AND AUTHENTICATION PROCESS
The login and authentication process of Lwamo2019 is shown
in Figure 2.

V. WEAKNESSES OF Lwamo2019

In this section, we show that Lwamo2019 is vulnerable to
smart card lost attack and thus cannot resist offline password
guessing attack and user impersonation attack, and has other
security flaw [1].

A. OFFLINE PASSWORD GUESSING ATTACK
Lwamo2019 adopts the offline authentication mode, and user
device initiates a key agreement request after the smart card
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authenticating the user with BY = C; @ h(W(UID; | r;||PW;) ®
Bio;). The offline mode and local authentication decisions
that lack RC security protection are convenient for offline
password guessing attacks. Under the non-tamper-resistance
assumption about the smart card [2] and the three-factor secu-
rity assumption [1], after the adversary gets the smart card
and biometric, the offline password guessing attack could be
implemented. Details are as follows:

Step I The adversary uses the side channel attack technique
to get the secrets {MUID;, r;, Bj, C;, D;, h ()} on the smart
card.

Step 2 The adversary guesses (UID¥, PW/) from the user
identity space Dyjp and the password space Dpyy .

Step 3 The adversary computes Bf = C; @
h(h(UID;||ri||PW;) & Bio;).

Step 4 If B;." = B; is true, the adversary wins the attack
game, otherwise goes back to Step 2.

The time complexity of the above attack is O(Q2T; +
2Txor) - |Duip| - |Dpw|). Where T}, is the hash operation
cost and Typg is the XOR operation cost. Typically, user’s
UID and PW are low entropy strings for ease of memory and
use. Therefore, the actual advantage of the adversary is even
higher [3].

B. USER IMPERSONATION ATTACK

The lack of multi-factor security is likely to lead to user
impersonation attack, but there is another possibility of user
impersonation attack in Lwamo2019. As analyzed in the pre-
vious section, Lwamo2019 uses RC offline local authentica-
tion method. Once the smart card computes and determines
that Bf = B; is true, a key negotiation request could be
initiated. However, the calculation of all messages in the
subsequent process only requires the secrets on the smart
card, without any of UID;, PW; and Bio;. This means that once
the adversary gets the secrets {MUID;, r;, B;, C;, D;, h (-)}
on the smart card, it could spoof successfully the server by
selecting the random number R; and faking {M;, M3} to start
a user impersonation attack, because it thinks that the local
authentication is negligible. The adversary can easily fake the
M5 because the calculated x** = h (R;||T3) could correctly
decrypt the M4. Eventually it will have the same session key
SK;; = h (R;||B;|ISID;||R;) as the server.

My is like a big gift box. After decryption, it is
all a surprise, (Ri||Rj||R]’.‘ew||MUID§’eW|| UID,~||SIDJ~||T3> =
Dy++ (M4). As someone wishes, UID; and SID; appear hand
in hand, and user anonymity is lost.

C. FORWARD SECURITY ATTACK

Forward security requires that the established session key be
secure even if the long-term secrets of all protocol entities
are compromised. In Lwamo2019, if the adversary obtains
the server private key sk; and the secrets in the user’s smart
card, it could derive the session key associated with it
based on the captured login and authentication information
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Application Server(ASj s S[Dj)
{sip;} — Rs

Registration Server(RS, pk, sk)

vl & {0,1)256

MSID; + h (SIDj>

SIK; « h (MSIDj o} ||sk:)
Tg + [MS[Dj, v;‘]

ASj — {SIKj}

FIGURE 3. Application server registration of our scheme.

{My, M3, SID;, T1} and {My, MSID;, T3}. Details are as
follows:

Step I The adversary uses the side channel attack technique
to get the secrets {MUID;, r;, Bi, C;, D;, h ()} on the smart
card.

Step 2 The adversary decrypts M3 to get M.

Step 3 The adversary computes R; = M1 ®h (B;) and x™* =
h (R;i||T3).

Step 4 The adversary decrypts My to get R;, and computes
SKij = h (Ri||B;|ISIDj||R;).

The adversary only gets UID;, secret x and server private
key sk; can still destroy the forward security of Lwamo2019.
Details are as follows:

Step 1 The adversary decrypts M3 to get M.

Step 2 The adversary computes A; = h (UIDj||x), B; =
h(Ai), Ri = My @ h (B;) and x™* = h (Ri[|T3).

Step 3 The adversary decrypts My to get R;, and computes
SKij = h (Ri||B;|ISIDj|IR;).

VI. RRBAS

In this section, we propose a new remote single and
multi-server biometric authentication scheme using RLWE,
i.e., RRBAS, which withstands the security pitfalls of
Lwamo2019 and provides post-quantum security. RRBAS
consists of three entities: user, application server, and reg-
istration center. The protocol consists of five phases: initial-
ization phase, application registration phase, user registration
phase, authentication and key agreement phase, and user’s
long-term secret update phase.

A. INITIALIZATION

In this phase, the registration center RC generates sys-
tem parameters. First, it runs the key generation algo-
rithm NPKE .Gen (-) to generate system key (pk, sk). Then,
it selects fuzzy extractor algorithms Gen (-) /Rep () and
secure hashing algorithms 4 (). Finally, it keeps sk and
announces other parameters.

B. APPLICATION SERVER REGISTRATION
In this phase, AS; needs to register with RC. As described
in Figure 3, the details are as follows:
1) AS; selects SID; and sends the tuple {SID;} to RC to
request the registration by secure communication.
2) RC selects a 256-bit random number v]’-‘, and computes
MSID; and SIK;.
3) RC writes MSID;, v;‘ into table Ty.
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User(U,;,UID;, PW;, Bio;)
(eej, B;) + Gen (Bio;)
MUID; « h (UIDy)
MPB; « h(PW;|B;)
{MUID;, MPB;} — RS

Registration Server(RS, pk, sk)

* 8 256
v {0, 1}
UIK; + h(MUID;|vj ||sk)
5; + UIK; @ MPB;
i — h(MUID;||MPB;||UIK;)
write {&;,v;} into SC;
Ty « [MUID;, v}]
U; = {8C;}
insert «; into SC;

then SC; = {O‘iv 61-,'71-}

FIGURE 4. User registration of our scheme.

4) RC sends the tuple {SIK;} to AS; by secure communi-
cation, then application server registration completes.

C. USER REGISTRATION

U; submits registration information to RC which responds
with the smart card SC;. As described in Figure 4, the details
are as follows:

1) U; selects UID;, PW; and extracts biometric Bio; using
the sensor.

2) U; uses Gen(-) of fuzzy extractor to generate («;, Bi),
and computes MUID; and MPB;, and sends the tuple
{MUID;, MPB;} to RC to request the registration by
secure communication.

3) RC selects a 256-bit random number v;.", and computes
UIK;, §; and y;.

4) RC writes §;, y; into SC; and issues it to U; securely,
and updates the user registry Ty .

5) U; inserts «; into SC; and keeps it safe, then user
registration completes.

D. AUTHENTICATION AND SESSION KEY AGREEMENT

In this phase, U; and AS; mutually authenticate each other’s
identity and create a session key to ensure subsequent com-
munication security. As described in Figure 5, the details are
as follows:

1) U, inputs UID;, PW/ and extracts biometric Bio} using
the sensor.

2) U; uses Rep(-) of fuzzy extractor to computes f, and
computes MSID;, MUID; and MPB:.

3) U; computes UIKl.’ , and determines if y; =
h(MUID;||MPB;||UIK) is true, then goes to next step,
otherwise abort the protocol.

4) U, selects a 256-bit random number v;, and computes
CV; and CUID;j, and generates the temporary public-
private key pair (pk;, sk;) for this session.

5) U; computes digest h;, and sends the tuple
{CUID;, CV;, pki,h1} to AS; to request the
authentication.

6) AS; selects a 256-bit random number v;, and com-
putes CV;, CSID; and digest h;, and sends the tuple
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{CUID;, CSID;, CV;, CVj, hy, h2} to RC to request the
authentication.

7) RC recovers MSID; and v;, and retrieves the table T
by MSID;, and if the corresponding entry [MSIDj, vj*]
is found, then goes to next step, otherwise abort the
protocol.

8) RC computes SIK;, and determines if h, =
h(MSID;j||vjl| h1||SIK;) is true, then goes to next step,
otherwise abort the protocol.

9) RC recovers MUID; and v;, and retrieves the table Ty
by MUID;, and if the corresponding entry [MUID;, v} ]
is found, then goes to next step, otherwise abort the
protocol.

10) RC computes UIK;, and determines if h; =
h(MUID;||MSID;||v;|UIK;||) is true, then goes to next
step, otherwise abort the protocol.

11) RC selects a 256-bit random number vy, and computes
H, MH; and MH;, and computes digests &3 and h4, and
sends the tuple {MHi, MH;, h3, h4} to AS; to request
the authentication.

12) AS; recovers H from MH;, determines if both sz =
h(H ||Vj||SIKj’) is true, then goes to next step, otherwise
abort the protocol.

13) AS; generates a 256-bit random number coin, and uses
coin as the seed to select a 512-bit random number
K ||coin’, and computes c;j and digest hs, and sends the
tuple {MHj, cij, h4, hs} to U; to request the authentica-
tion and key agreement.

14) AS; computes session key ss = h (H||K).

15) U; recovers H from MH;, determines if both hy =
h(H||v;|UIK}) and hs = h(H||cjj||hs) are true, then
goes to next step, otherwise abort the protocol.

16) U; recovers K from c;;, and computes session key
ss = h(H|K).

E. UPDATE OF USER’S LONG-TERM SECRET

After U; authenticates with the smart card, the password
PW; can be updated. If the credential UIK; needs to be
updated, the RC authentication must be passed. As described
in Figure 6, the details of the process are similar to the previ-
ous authentication process, and will not be repeated here.

VII. SECURITY ANALYSIS

In this section, we show that the proposed scheme is provably
secure under the security model defined in section 3. More-
over, some other security properties are discussed in the last
subsection.

A. FORMAL PROOF

Theorem 2 (RRBAS is AKE Secure): Let P be our RRBAS
protocol. If the NewHope-CPA-PKE satisfies the IND-
CPA security, and the h(-) is random oracle. Let A
be a PPT adversary against P, who makes at most g
Send-query and g, Hash-query, the maximum advantage

VOLUME 7, 2019



H. Yao et al.: Privacy-Preserving RLWE-Based Remote Biometric Authentication Scheme for Single and Multi-Server Environments

IEEE Access

7 7
User(Ui, UlID;, PWZ- s Bioi>

7
Application Server(ASj y SIDj s SIKJ-)

Registration Server(RS, pk, sk)

MUID; « h (UID;)
MSID; « h (su);)

[)'2- +— Rep ai,Bioi

~

’

MPB, « h(PW, ||8})

/

UIK,E — 55/@ MPBi

if v; = h(MUID;|[MPB,|UIK;")
$ 2

v; <= {0,1}256

CV; « NPKE.Enc (v;)

CUID; « NPKE.Enc (MUID;)

(pkj;, sk;) + NPKE.Gen (-)

’

hy — h(MUID;|MSID;|lv; |UTK;)

I, = {CUIDZ', CVy,pk;, hl}

I, — ASj

~

H+ MH; ® h(UIK: @ v;)

if hy #h (H||uiHUIK,£>

or hg # h (HHCz‘j Ilh4)

return L

else K « NPKE.Dec sk, ci5)
ss + h(H||K)

v & 10,1256
CV; « NPKE.Bnc (Uj)
MSID; « h (ssz)
CSID; + NPKE.Enc (MSIDj>
’
ho «— h (MSIDj llvj ||h,1HSIKj>
Iy = {CUID;,CSID;,CV;, CVj, hy, by}

Iy — RC

H+ MH; ® h(SIKJ'. vaj)

if hg # h (H||v]- ||31Kj)

return L

else coin i {0, 1}256

K||cm‘n, + h(coin) € {0,1}512

r

cij + NPKE.Enc | pk;, K;coin

hs + h(HHCij”’“l)

Iy = {MH;, cij, hy, by}
U; ~—— Iy

ss < h (H| K)

MSID; + NPKE.Dec (cssz)
v; + NPKE.Dec (cvj)

SIKj + h(MSID; ||u3? ||sk)

if hy % h (MSIDj v, ||h1|\SIKj)
return L

else MUID; « NPKE.Dec (CUID;)
v + NPKE.Dec(CV;)

UIK; + h(MUID;|lv} | sk)

if hy # h(MUID;||MSID;|lv; |UTK;)
return L

else vg 43 {o, 1}256

H + h(UIK;||SIK|lvg]sk)

MHj « H® h(SIK; ® v;)

MH; « H® h(UIK; @ v;)

hg + h (H]v; Hsn(j)

hy « h(H|lv |UTK;)

13 = {MH;, MH;, hg, hy}

ASj +— I3

FIGURE 5. Authentication and session key agreement of our scheme.
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7 7
User(Ui, UID;, PW,;, PWPeW, Bzoi) Registration Server(RS, pk, sk)

MUID; + h (UID;)
’ ’
B; + Rep (Q,L,Bzo,’-)

’ ’o
MPB,; « h(PW, |I8;)

i
UIK; —6; D IVIPB;

if vy = h(IvIUIDiH)\{PB; |UIK;')
MPBPEY « h(PWZT”””Hﬁ;)

STEW UIK; ® MPB]CW

YW = h(MUID;|MPBReY|UITK,')
= {ai, spew, ypew}

omplete. To update the

update SC;

The password update

user credentials, con with the steps below.

u; & (0,1)256
OV, « NPKE.Ene ('u;)
CUID; + NPKE.Enc(MUID;)
CPB; « NPKE.Enc(MPBPY)
h’l‘f’d +— h(MUID; ||MPB;“““|\UZHU11<£)
{CUIDV cPB;, cv{,h}""l} - RC
vy « NPKE.Dec (cvl’)
MUID; «+ NPKE.Dec (CUID;)
MPBJ'Y « NPKE.Dec(CPB;)
UIK; « h(MUID;|[v} | sk)
if h}‘pd # h(MUID;||MPBY Hv; |UTK;)
return L
else vimew B (g,13256
UIKD®Y < h(MUID;|lvy™" || sk)
STeW  UIKTEW @ M pBpew
AW  h(MUID;||MPBREW | UTKEW)
sUPd  snew @ n(o) |UTK;)
FuPd  ynew g (o IUTK;)
RYPE  h(MUID, |62P Y P U Ky)
U o {517, e
it nPd h(lWUlI)?;Hé?dev;Ldel/lKl{)
return L
else §ICW 5;“"1 =) )1(.,;\\1/11(;)
AP 2P @ h(v, |UTK,)
UIK, « §P€% @ MPBPEW
w424 h(n4PYUIK] )
{hgf"’} — RS if AYPD 2 n(nUPDUTKPOw)
update SC; = {ai, spew, 7{““”} return L

else update Ty = [MUID;, v} ]

FIGURE 6. Password and biometric updating of our scheme.

of A winning the game is
tmax (q3/241, g,/2", ;2" ) +negl G . )

where /, n and 6 denote the bit length of hash function, user’s
biometric and password.
Proof:

Let Succ; be the event that A wins game G;. These games
begin from the real attack scenario. We gradually change the
simulation rules of each game. In the final game, .4 will have
no other advantage.

Game Go: Gy is the real attack scenario, according to the
definition 2, we have

AdVKE (A) = |2 Pr[Succo] — 1]. 4

Game G1: G1 models a passive attack by querying the
Execute (le ,ASJ.y ) oracle. But A can hardly increase the
advantage of winning the game. Since the session key ss
is computed by K and H, it is difficult for A to extract
these values from {/1, I», I3, I4}. According to section 6, K =
NPKE Dec (sk;, c;j) and the temporary secrets s, e, s', ¢, ¢’
used to compute K are sampled for each connection,
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H = WUIK;|SIK;||vs|sk), and the temporary secrets v;, v;, Vs
used to compute H are sampled for each connection. There-
fore A cannot get more advantages than the Test (le , ASJfV )
oracle. Thus we have

Pr[Succi] = Pr [Succy] . (®))

Game Go: We transfer G; to this game by adding
the SendU2RC (RC?, m) oracle to model an active attack.
A sends a fake tuple I, by modifying the response of the
Send (P*, Start) oracle gradually:

Casel: Areplaces the by and hy in I with the result of the
Hash-query. According to the birthday attack, we have

|Pr [Succzc‘lm] — Pr[Succi]| < qi/ZH'l. 6)

Case2: A continues to modify I, replacing the
CUID;, CV;, CSID; and CV; with elements randomly selected
over R;. According to the IND-CPA security of NewHope-
CPA-PKE, we have

|Pr [Succzcasez] — Pr [Succzcasel] | < negl (). @)

Combining the Casel-Case2 of G, and comparing to Gy,
we have

|Pr [Succy] — Pr [Succ]| < q;zl/ZH'l +negl(X). (8)

Game G3: We transfer G, to this game by adding the
SendRC2AS (ASJ-y , m) oracle to model an active attack. A
sends a fake tuple /5 by modifying the response of the
SendU2RC (RC*, m) oracle. A replaces the MH;, MH;, h3
and hy4 in I3 with the result of the Hash-query, we have

Pr[Succi] = Pr [Succsy] . ©)]

Game Gy: We transfer G3 to this game by adding the
SendAS2U (le m) oracle to model an active attack. A
sends a fake tuple I; by modifying the response of the
SendRC2AS AS}’, m | oracle gradually:

Casel: Areplaces the hy and hs in I with the result of the
Hash-query, we have

Pr [Succf‘”el] = Pr[Succs]. (10)

Case2: A continues to modify I4, replacing the ¢;; with
elements randomly selected over R,. According to the IND-
CPA security of NewHope-CPA-PKE, we have

|Pr [Succf‘”ez] — Pr [Succfasel] | <negl(A). (11)

Combining the Casel-Case2 of G4 and comparing to G3,
we have

|Pr [Succa] — Pr [Succ3] | < negl (\). (12)

Game Gs: We transfer G4 to this game by adding the
Corrupt (U¥, PW;) or Corrupt (U}, Bio;) oracle to enhance
attack ability of A. We assume that A has acquired the secrets
in the smart card SC;, then there are three strategies to attack
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three-factor security, and he/she chooses the one with the
highest probability.

Casel: A fakes the g/ with the result of the Hash-query
when the PW; has been compromised. According to the birth-
day attack, we have

|Pr [SuccSC“m] — Pr[Succs] | < qi/ZH'l. (13)

Case2: A also fakes the ] by guessing result Bio} when
the PW; has been compromised, we have

\Pr [Succsc‘”ez] — PriSuces]| < gy/2". (14)

Case3: A fakes the MPB; by guessing result PW; when
the Bio; has been compromised, we have

\Pr [SuccSC“SE3] — Pr(Succal| < gs/2°. (15)

Combining the Casel-Case3 of G5 and comparing to Gy,
we have

|Pr [Succs] — Pr [Succyq] | <max (q%/ZH], qs/2", qs/ZQ) .
(16)

Game Gg: This game is the final game, which is trans-
lated from Gs5. To compute the session key ss = h (H|K),
in addition to H, A must know K. According to the IND-CPA
security of NewHope-CPA-PKE, the advantage of A winning
the game is negl (1). Thus we have

|Pr [Succe] — Pr [Succs]| < negl (1) . (17)

Otherwise, Gg is just as the real case and Pr [Succg] = 1/2.
Combining the Game G to Game Gg, we have

Advip® (A) = q;/2""!
+max (q3/2%1, q/2", 4,/2") 4+ negl G . (18)

Theorem 2 is proven.

B. OTHER DISCUSSIONS

In this section, we demonstrate how our scheme achieves
mutual authentication, three-factor security, session key secu-
rity, forward security, user privacy security and resists other
known attacks.

1) MUTUAL AUTHENTICATION

During the authentication and session key agreement phase
of RRBAS, RC authenticates AS; with hy which contains
the registration credentials {MSIDj, SIK/-} of AS;, authenti-
cates U; with h; which contains the registration credentials
{MUID;, UIK;} of U;. AS; authenticates RC with h3 which
confirms that the private key sk owner of system public key
pk holds the registration credentials {MSIDj, SIKj} of it, indi-
rectly authenticates U; by means of the RC authentication.
U, authenticates RC with 4 which confirms that the private
key sk owner of system public key pk holds the registration
credentials {MUID;, UIK;} of it, indirectly authenticates AS;
by means of the RC authentication.
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2) THREE-FACTOR SECURITY

As shown in the Game G5 of the security proof, the advantage
of A destroys AKE security is max (q3/2!, g,/2", q/29)
by attacking three-factor authentication security. Therefore,
RRBAS has three-factor security.

3) SESSION KEY SECURITY

During the authentication and session key agreement phase
of RRBAS, U; and AS; independently calculate the session
key ss = h (H||K). According to the hash function one-way
security and the IND-CPA security of the NewHope-IND-
PKE, the advantage of 4 obtaining H and K is negligible.
Therefore, RRBAS has session key security.

4) FORWARD SECURITY

During the authentication and session key agreement phase
of RRBAS, the session key ss = h(H|K) is calculated
independently by U; and AS;. K = NPKE .Dec (sk;, c;j) and
the temporary secrets s, e, s, ¢/, ¢’ used to compute it are
sampled for each connection, H = h(UIK;||SIK;]|vs|lsk) and
the temporary secrets v;, v;, s used to compute it are sampled
for each connection. Therefore, even if A obtains the long-
term secret of all the protocol entities, it cannot improve his
advantage of destroying the security of the established session
key.

5) PRIVACY SECURITY
Biometric-based AKE privacy security includes anonymity
[2] and biometric security [8].

During the authentication and session key agreement phase
of RRBAS, UID; and SID; are hidden in NewHope-IND-PKE
ciphertexts CUID; and CSID;. According to the IND-CPA
security, the advantage of A obtaining the UID; and SID;
is negligible, distinguishing different session key negotiation
information from the same user is also negligible. Therefore,
the UID; is neither leaked nor tracked, so RRBAS has user
anonymity.

Biometric security includes the fresh biometric samples
security and the biometric templates security. In the authen-
tication and session key agreement phase of RRBAS, fresh
biometric samples and biometric templates are protected by
fuzzy extractor and secure hash. According to the secu-
rity assumption of fuzzy extractor [23], the advantage of A
obtaining Bio; and Bio is negligible. Therefore, regardless
of the social engineering attacks, the advantage of .4 against
the fresh biometric samples attack is equivalent to brute force
attacks. The system architecture of RRBAS does not meet the
conditions of the centre search attack [9]. Therefore, RRBAS
has biometric security.

6) RESISTANCE TO KNOWN SESSION-SPECIFIC

TEMPORARY INFORMATION ATTACK

During the authentication and session key agreement phase of
RRBAS, the session key ss = h (H||K) is calculated indepen-
dently by U; and AS;. Since H = h(UIKk;|SIK;| vy | sk), and
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UIK; = h(MUID;||v} |sk) and SIK; = h(MSIDj||v;-‘||sk), even
if A knows the temporary information K of a specific session,
he/she cannot calculate H without knowing UID;, SID;, sk,
v;‘, v;.‘ and random number v, and thus cannot destroy the
security of the session key.

7) RESISTANCE TO PRIVILEGED INSIDER ATTACK

In the registration and authentication phase of the RRBAS,
PW; and Bio; of U; are protected by fuzzy extractor and secure
hash, and encapsulated in the form of MPB; = h(PW;| B)).
Moreover, only the hash value of UID; and the random num-
ber are stored in the user registry Ty. Therefore, even if A
completely corrupts the RC, the security of the password and
biometrics cannot be threatened.

8) RESISTANCE TO USER IMPERSONATION ATTACK

As shown in the security proof in section 6, RRBAS has three-
factor security, so that it can resist the user impersonation
attack.

9) RESISTANCE TO INTERMEDIATE DATA ATTACKS

In the network of RRBAS, the communication link between
ASj and RC is relatively secure. The intermediate data attack
mainly occurs on the open link between AS; and U;. RRBAS
has good anonymity, A can’t get UID; and SID;, and can’t
track the session, so the replay attack against RRBAS is
difficult to work. In addition, only hash values and NewHope-
IND-PKE ciphertexts are forwarded between protocol enti-
ties, and the secrets that generats these values are freshly
selected for each session, so the man-in-the-middle attack
against RRBAS is also difficult to work.

10) RESISTANCE TO PASSWORD GUESSING ATTACK
According to the three-factor security of RRBAS, if the secrets
of smart card SC; has been learned by the adversary .4, and
Bio; is compromised, the advantage of .4 destroying the AKE
security by the offline password guessing attack is gy/2%,
otherwise, its maximum probability is ¢;/2° /. And because
RRBAS is an online authentication method, it can effectively
resist online dictionary attacks with the intrusion prevention
strategy of RC. Therefore, RRBAS can resist the password
guessing attack.

11) RESISTANCE TO KNOWN QUANTUM ATTACKS

RRBAS is designed based on the NewHope-CPA-PKE.
According to Lemma 1 and Theorem 1, the advantage of
any known quantum algorithm adversary to destroy the AKE
security of RRBAS is equivalent to the advantage of against
the DRLWE problem, which is negligible.

VIIl. EVALUATION

This section demonstrates that RRBAS how to satisfy the
security goals and application requirements from the security
properties, computational complexity and communication
overhead.
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TABLE 2. Comparison of security properties.

Security Properties P-1 P-2 P-3 P-4 P-5 P-6 P-7 P-8 P-9 P-10 P-11 P-12
RRBAS Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Odelu et al. [10] Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No
Fengetal. [11] Yes Yes Yes Yes Yes No No Yes No Yes Yes No
Lwamo et al. [1] Yes Yes Yes No No No No Yes No Yes Yes No
Xuetal [16] Yes No Yes Yes No — No No No Yes Yes No
Ying-Nayak [17] Yes No Yes Yes No — No Yes No Yes Yes No
Lietal. [18] No Yes No No No Yes Yes Yes No No No No
Qietal. [19]  Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes No
Challa et al. [20] No Yes No No No Yes Yes No No Yes No No
P-1: Mutual authentication, P-2: Multi-factor security, P-3: Session key
security, P-4: Forward security, P-5: Anonymity, P-6: Biometric security,
P-7: Resistance to offline password guessing attack, P-8: Resistance to
privileged insider attack, P-9: Resistance to user impersonation attack,
P-10: Resistance to replay attack, P-11: Resistance to man-in-the-middle
attack, P-12: Resistance to quantum attacks.

TABLE 3. Runtime of related operation
(n=1024,p =2,q=12289,/ = 256) .

Operation  Tp,  Tgen Tene Tpec  Ts Tpe/Tpp  Tm
Time(ms) 0.0010 0.1356 0.1929 0.0494 0.0022 1.9150  1.1006
T}: Runtime of a SHAKE256; Ter: Runtime of the NPKE.Gen (+);
TEnc: Runtime of the NPKE.Enc (-); Tpec: Runtime of the NPKE.Enc
(+); Ts: Runtime of the AES256; T'p g:Runtime of the RSA1024 encryp-
tion operation; 7'p p:Runtime of the RSA1024 decryption operation; Tr,:
Runtime of the elliptic curve scalar point multiplication.

A. COMPARISON OF SECURITY PROPERTIES

We evaluated the security properties of our improved scheme
and compared it with eight recently proposed schemes in
the literature, e.g., Odelu et al. [10], Feng et al. [11],
Lwamo et al. [1], Xu et al. [16], Ying and Nayak [17],
Lietal [18], Qi et al [19], and Challa et al. [20]. The details
are shown in Table 2.

The results show that Feng et al. [11], Lwamo et al. [1],
Xu et al. [16], Ying-Nayak [17], Li et al. [18], Qi et al. [19]
and Challa et al. [20] are vulnerable to hardware loss attack.
In turn, offline password guessing attacks and biometric secu-
rity attacks are caused, which leads to user impersonation
attack and even loss of anonymity and forward security.

B. COMPARISON OF COMPUTATIONAL COMPLEXITY

To evaluate the computational complexity of RRBAS,
we implemented all the basic operations of the scheme on the
personal computer (Intel(R) Core(TM) i3-M380@2.53GHz
processor, 6 GB RAM and with Ubuntu 16.04 operating
system). We used gcc 5.4.0 to compile and run the RRBAS
related operations based on the Newhope library [21], and
other discussed scheme related operations based on PBC
library [22], as shown in Table 3.

We assume that the computational complexity of the fuzzy
extractor, Biohash and elliptic curve scalar point multipli-
cation are close. As shown in Table 4, we use the results
shown in Table 3 to estimate the computational cost of
the protocol entities in the RRBAS authentication and key
exchange phase. Regardless of the overhead of XOR opera-
tion, and the runtime of RRBAS is the lowest of the five online
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TABLE 4. Performance evaluation for RRBAS and other discussed
schemes.

Computational complexity (m.s)
Scheme Problem - ) Sj TRO Toral
8Ty, + 2Tanet 13TH+
RRBAS  RLWE Tgen + Tpee  ATpee + 3Tgne 13721
0.5798 0.7923
Odelu et al. [10] ECDLP 7Tg %g’g m 16T5’15Tgf)Tm 8.8278
Fengetal. [11] ECDLP 7T§ SJZ)SST m 17:2”’5;0?7” 8.8288
Lwamoetal. [I] RSA SIh * :gfsfg +Ts 1T, ﬁgé’ﬁ +27s 38556
Xuetal. [16] ECDLP QTg 5 g’gT m 6T§ ;B%T ™ 66186
Ying-Nayak [17] ECDLP 9Tk JB%T%JF T's 6T, +2227;Wll6+ 2Ts 55906
Lietal [18] ECDLP STS ;6922T m 13?’11 ;5 6T m 33208
Qietal. [19] ECDLP 5T§ ;ngT m 12T, Jrs‘ggzﬁ 2T's g 8252
Challa et al. [20] ECDLP IOTzh;l’lng 5Tlh139€m 3.3208
TABLE 5. Binary length of each data structure.
Metadata Lgseed Ly L Ry
Length(Byte) 32 32 1792

Lseed: Length of the seed; Ly : Length of a SHAKE256; L, : Length of
aring element over Lp,,.

TABLE 6. Communication overhead of RRBAS authentication and key
exchange phases.

Data I Is I3 Iy Total
Overhead 3Lgr_ +2Lp 4Lgr_ +2Lp 4L, Lp, + 3Ly
q q q 14688
(Buyte) 5440 7232 128 1888

authentication schemes [10], [11], [18]-[20] even lower than
the three offline schemes [1], [16], [17].

C. COMPARISON OF COMMUNICATION OVERHEAD

To estimate the communication overhead of the proposed
scheme authentication and key exchange phase, we calculated
the bit length of all data structures transmitted in RRBAS,
as shown in Table 5. Due to the special algebraic structure,
the ciphertext size of the lattice-based scheme is generally
larger than that of the traditional scheme, so no comparison
is made here.

We use the results shown in Table 5 to analyze the com-
munication overhead of RRBAS’s authentication and key
exchange phase, the details are shown in Table 6. Regardless
of the overhead of the underlying communication protocol,
the overhead of the user side of the RRBAS is 7328 bytes,
which can meet the practical requirements.

IX. CONCLUSION

In this work, we reviewed the recently proposed Lwamo2019
scheme and showed that the scheme is vulnerable to the
smart card lost attack; therefore, the scheme fails to prevent
the offline guessing attack and user impersonation attack,
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and cannot provide forward security and user anonymity.
In addition, Lwamo2019 also cannot resist known quantum
attacks. To withstand these drawbacks, we have proposed a
secure and efficient remote single and multi-server biometric
authentication scheme using RLWE, which is the first lattice-
based remote biometric authentication scheme for the multi-
server environments. We proved the AKE security of the
proposed scheme in the ROM and demonstrated that it can
resist known security attacks through an informal security
analysis. Moreover, we implemented the proposed scheme
using C language based on the NewHope library. The results
show that the computational cost of our scheme is less than
Lwamo2019 and other discussed schemes, and the communi-
cation overhead is slightly higher than other schemes because
the ciphertext of the lattice-based cryptosystem is inher-
ently a big chunk, and the total communication overhead is
only 14 KB, which meets the scenario requirements of no pre-
shared information between users and servers but requires
authentication key agreement.
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